Section 1: Incident Information
Completed by the Reporting Individual to the extent possible at the time of the report.
	Date/Time of Initial Report:
	05/07/2025 | 10:06am

	Date/Time Activity First Detected:
	05/06/2025 | 02:00pm 

	Incident Tracking Number: 
	



1




	Reporting Individual Information

	First Name:
	Meg 

	Last Name:
	Carpinelli

	Email:
	Margaret.Carpinelli@ohhs.ri.gov

	Office Number:
	401-462-6351

	Cell Number:
	401-447-0644

	AE/NEE:
	

	System Acronym:
	




	PII/PHI Breach Information

	Is PII/PHI suspected to be compromised?
	Yes

	If yes, estimated total number of PII/PHI records impacted: 
	1

	If yes, estimated total number of users impacted: 
	1



	Incident Description
Describe the incident. Update as the incident is handled.
	Last Update Date | Time

	How was this incident detected/discovered?
	05/06/2025 | 2:00pm

	Member came into a Department of Human Services office to advise what she received in error. Member was sent her application back to sign and stapled to the back of the application were four check stubs, which contained employer name/location, member name and payroll amount, for another member and a copy of the front and back of the members Legal Permanent Resident (LPR) card, which contained name, sex, country of birth and date of birth. This person is not part of the case, and she stated she does not know who the individual is. 




    

	What triage/analysis has been performed?
	05/06/2025 | 2:00pm

	The documents were given to the DHS worker by the incorrect member. This was worker error.  

	Is the incident contained? How?
	05/06/2025 | 02:00pm

	Yes. This was a worker error, not a system error. The worker who mailed out the application for signature, included incorrect documents to the application.  


	What recovery/remediation action has taken place?
	05/06/2025 | 02:00pm 

	The member who received the documents in error, brought the documents to the DHS office and provided them to the DHS worker. The worker was reviewed on correct procedure and double checking documents included in mailings going out. 



Section 2: Estimated Incident Impact (Optional)
Optional, intended for security personnel to complete where possible.
	Impacted System Information
If more than one system is impacted, fill out a copy of this table for each system.

	System Name:
	N/A

	System Officials

	Authorized Official
	First Name:
	

	
	Last Name:
	

	
	Email:
	

	
	Cell Number:
	

	
	Notified?
	Choose an item.

	AE/NEE Information Security Representative
	First Name:
	

	
	Last Name:
	

	
	Email:
	

	
	Cell Number:
	

	
	Notified?
	Choose an item.

	Other:
	First Name:
	

	
	Last Name:
	

	
	Email:
	

	
	Cell Number:
	

	
	Notified?
	Choose an item. 



Functional Impact
☐ No Impact					☐ Significant Impact to Non-Critical Services
☐ No Impact to Services			☐ Denial of Non-Critical Services
☐ Minimal Impact to Non-Critical Services	☐ Significant Impact to Critical Services
☐ Minimal Impact to Critical Services	☐ Denial of Critical Services/Loss of Control
Information Impact
☐ No Impact					☐ Destruction of Non-Critical Systems
☐ Suspected but Not Identified		☐ Critical Systems Data Breach
☐ Privacy Data Breach			☐ Core Credential Compromise
☐ Proprietary Information Breach		☐ Destruction of Critical System
Recoverability
☐ Regular					☐ Extended
☐ Supplemented				☐ Not Recoverable
Attack Vector
☐ Unknown					☐ Attrition	
☐ External/Removable Media		☐ Web				
☐ Improper Usage				☐ Email/Phishing					
☐ Loss or Theft of Equipment		☐ Other						
☐ Impersonation/Spoofing	
Location of Observed Activity
☐ L1 – Business Demilitarized Zone	 	☐ L5 – Critical System Mgmt.
[bookmark: _Hlk43473182]☐ L2 – Business Network	       		☐ L6 – Critical Systems   
☐ L3 – Business Network Mgmt. 		☐ L7 – Safety Systems
☐ L4 – Critical System DMZ   		☐ – Unknown

