Section 1: Incident Information
Completed by the Reporting Individual to the extent possible at the time of the report.
	Date/Time of Initial Report:
	11/05/2025 | 03:15pm

	Date/Time Activity First Detected:
	11/04/2025 |[Time]

	Incident Tracking Number: 
	



1




	Reporting Individual Information

	First Name:
	Meg 

	Last Name:
	Carpinelli

	Email:
	Margaret.Carpinelli@ohhs.ri.gov

	Office Number:
	401-462-6351

	Cell Number:
	401-447-0644

	AE/NEE:
	

	System Acronym:
	




	PII/PHI Breach Information

	Is PII/PHI suspected to be compromised?
	Yes

	If yes, estimated total number of PII/PHI records impacted: 
	3

	If yes, estimated total number of users impacted: 
	3



	Incident Description
Describe the incident. Update as the incident is handled.
	Last Update Date | Time

	How was this incident detected/discovered?
	11/05/2025 | 2:22pm

	Three members contacted our contact center to advise, that while reviewing their on-line accounts, there were documents that were in their record that did not belong to their case. The individuals are not part of the case, and the members stated they do not know who the individual is.    

	What triage/analysis has been performed?
	11/05/2025 | 2:30pm

	In reviewing the three cases, it appears between 11/4/2025 and 11/5/2025, documents were uploaded to these cases, however, a page from a different account was uploaded in error.  

	Is the incident contained? How?
	11/05/2025 | 02:30pm

	Yes. This was a worker error, not a system error. The worker(s) in our central scan department accidentally had an incorrect page included with the scan, on three accounts. A system ticket was opened to remove the incorrect documents and to have the documents added to the correct case. 


	What recovery/remediation action has taken place?
	11/05/2025 | 03:00 pm 

	Notification was sent to the Supervisor of Central Scan to review the errors, and the need for accuracy and double checking the documents belong to the case, before scanning them. The worker will be covered on correct procedure and double-checking documents. 



Section 2: Estimated Incident Impact (Optional)
Optional, intended for security personnel to complete where possible.
	Impacted System Information
If more than one system is impacted, fill out a copy of this table for each system.

	System Name:
	N/A

	System Officials

	Authorized Official
	First Name:
	

	
	Last Name:
	

	
	Email:
	

	
	Cell Number:
	

	
	Notified?
	Choose an item.

	AE/NEE Information Security Representative
	First Name:
	

	
	Last Name:
	

	
	Email:
	

	
	Cell Number:
	

	
	Notified?
	Choose an item.

	Other:
	First Name:
	

	
	Last Name:
	

	
	Email:
	

	
	Cell Number:
	

	
	Notified?
	Choose an item. 



Functional Impact
☐ No Impact					☐ Significant Impact to Non-Critical Services
☐ No Impact to Services			☐ Denial of Non-Critical Services
☐ Minimal Impact to Non-Critical Services	☐ Significant Impact to Critical Services
☐ Minimal Impact to Critical Services	☐ Denial of Critical Services/Loss of Control
Information Impact
☐ No Impact					☐ Destruction of Non-Critical Systems
☐ Suspected but Not Identified		☐ Critical Systems Data Breach
☐ Privacy Data Breach			☐ Core Credential Compromise
☐ Proprietary Information Breach		☐ Destruction of Critical System
Recoverability
☐ Regular					☐ Extended
☐ Supplemented				☐ Not Recoverable
Attack Vector
☐ Unknown					☐ Attrition	
☐ External/Removable Media		☐ Web				
☐ Improper Usage				☐ Email/Phishing					
☐ Loss or Theft of Equipment		☐ Other						
☐ Impersonation/Spoofing	
Location of Observed Activity
☐ L1 – Business Demilitarized Zone	 	☐ L5 – Critical System Mgmt.
[bookmark: _Hlk43473182]☐ L2 – Business Network	       		☐ L6 – Critical Systems   
☐ L3 – Business Network Mgmt. 		☐ L7 – Safety Systems
☐ L4 – Critical System DMZ   		☐ – Unknown

