United States Department of State

Washington, D.C. 20520

May 30, 2025
Case No. FL-2023-00013

Andrew Block

America First Legal Foundation
611 Pennsylvania Avenue, SE, #231
Washington, DC 20003

Dear Mr. Block:

As we noted in our letter dated April 30, 2025, we are processing your
request for material under the Freedom of Information Act (“FOIA”), 5 U.S.C.
§ 552. The Department of State (“Department”) has identified an additional
43 responsive record subject to the FOIA. Upon review, we have
determined 6 records may be released in full, 36 records may be released in
part, and 1 record must be withheld in its entirety.

An enclosure explains the FOIA exemptions and other grounds for
withholding material. Where we have made redactions, the applicable FOIA
exemptions are marked on each record. The record withheld in full is
exempt from release pursuant to FOIA Exemption 5 U.S.C. § 552 (b)(5). The
document identification number for the record withheld in full is: A-
00000748838. Where applicable, the Department has considered the
foreseeable harm standard when reviewing these records and applying FOIA
exemptions. All non-exempt material that is reasonably segregable from the
exempt material has been released and is enclosed.
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We will keep you informed as your case progresses. If you have any
guestions, your attorney may contact Kevin Bell, U.S. Department of Justice
Trial Attorney, at kevin.k.bell@usdoj.gov and (202) 305-8613. Please refer
to the case number, FL-2023-00013, and the civil action number, 22-cv-
03386, in all correspondence about this case.

Sincerely,

x%w/;f, Brellon

Avery Bullard

Supervisory Government Information Specialist

Litigation and Appeals Office

Enclosures: As stated.
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The Freedom of Information Act (5 USC 552)

FOIA Exemptions

Information specifically authorized by an executive order to be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification categories:

1.4(a) Military plans, systems, or operations

1.4(b) Foreign government information

1.4(c) Intelligence activities, sources or methods, or cryptology

1.4(d) Foreign relations or foreign activities of the US, including confidential sources

1.4(e) Scientific, technological, or economic matters relating to national security,
including defense against transnational terrorism

1.4(f) U.S. Government programs for safeguarding nuclear materials or facilities

1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects,
plans, or protection services relating to US national security, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

Related solely to the internal personnel rules and practices of an agency

Specifically exempted from disclosure by statute (other than 5 USC 552), for example:

ARMSEXP Arms Export Control Act, 50a USC 2411(c)

CIA PERS/ORG Central Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT CONTROL  Export Administration Act of 1979, 50 USC App. Sec. 2411(c)
FS ACT Foreign Service Act of 1980, 22 USC 4004

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f)
IRAN Iran Claims Settlement Act, Public Law 99-99, Sec. 505

Trade secrets and confidential commercial or financial information

Interagency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

Personal privacy information

Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
(F) endanger life or physical safety of an individual

Prepared by or for a government agency regulating or supervising financial institutions
Geological and geophysical information and data, including maps, concerning wells
Other Grounds for Withholding

Material not responsive to a FOIA request excised with the agreement of the requester
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Work of a Counter-Disinformation Officer in the Global Engagement Center

ANALYSIS BASKET

To do immediately (but not on the check-in list): sign up for daily media digests
from each embassy you cover. You will scan these each day to track
disinformation narratives (and you will include significant stories in the Ops
Report). Phrases such as *“fascist Ukraine” will tip you off to a story that is part of
a Russian-engineered disinformation campaign. Citations of News Front (or South
Front, etc.) articles are also signs.

Finding Analytical Projects:
¥ Think about what might be needed (example: look ahead at elections and
other key events.

e FElections meddling is a huge i1ssue so an election in your country is a good
potential project topic

o QAnon on Facebook and Twitter is also an evergreen topic

o Or: “current disinfo narratives and how they are evolving™ in a priority
counfry

e With the situation in Ukraine heating up, follow narratives regarding
Ukraine in WE, France, Germany, and Italy would feed into a paper on why
a populace does not support protecting Ukraine)

e Monitor potential proxy websites to pick up on narratives (News Front
publishes in French and German)

e [deas may arise 1n meetings with partners

e Archival search techniques: Wayback Machine and archive.is (the latter
crawls Facebook but Wayback Machine captures a lot from URLSs)
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PROJECT BASKET:
o Talk with[”® about process
e Discuss potential options with PAO/PDDO
o Complete grants training
o In my portfolio, Baltics are the only potential places where I can do projects
(1.e. Belarus, Ukraine)
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Communications Service Providers (CSP) Working Group list

e me
o [P®

SCCI
ERA - digital policy of the EU
DRL/MLGA (freedom online coalition POCs)

e Partnership to Counter Disinformation in the Americas (PCDA)
e Countering Russian Influence Funding (CRIF) - ACE money

¢ Do we want our G7 RRM people to travel to London? Virtual meeting for
them in the next few weeks?

- bring in DHS to IPCSD Communications Service Providers Working Group and
consider other agencies to bring in as well

- Arrange for Belarus opposition present at [PCSD

- Analyst exchanges (bringing comms and analysts together in a meaningful way)
- revive newsletter

- communicate more consistently with Posts about IPCSD and outside of [IPCSD
(1.e. a structural matter of connecting posts with GEC activities and analysis, 1.e.
promoting use of GECIQ)

Problems:

- Programming: processes established for successful program management of
funding opportunities

- Reporting and analysis is good

- Too much time spent on defining the problem and not enough time fighting it or
figuring out what to do about it

- Rapid Response Mechanism (RRM) is not working

inform their understanding of the information space
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RSP - Resiliency Support Project

()6}

vaccine report project

TCI campaign (South Africa)

SCA - Kyrgyzstan (halfway done)

program stuff with(Berlin - Belarusian journalism program; Georgia -
repressed writers from Soviet period; DebunkEU - Vilnius/Belarus border;
Budapest -- $500 k CARDIF [April])

*read the pillars and the vaccine reports*

*Spreadsheet of active and past projects on our SharePoint*

Success that we've been involved in in Latvia

Evidence-based proof for why we are active in Latvia

Baltics is a focus and primarily on tracking and getting ahead of the issues on the
border concerning refugees
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Working with the team drafting the GEC’s updated Functional Bureau
Strategy (FBS) as a Russia Team POCs for Objective 1.2: Expand U.S.
Federal Government coordination with allied and partner nations to counter
foreign propaganda and disinformation. Attended working-level meetings
on each of the organization’s strategic objectives, reporting back to Team
leadership, and pushing for Team equities we want to prioritize. (An earlier
FBS draft downplayed exposure work -- a strategic Russia Team objective --
which we pushed back on effectively and changed the course of that
document -- so definitely need to watch out for traps like that.)

Breakdown of Roles

Overall logistics: GEC Russia primary, StratComm consulting

Working groups:

»

A 7

GEC IQ: GEC IQ team primary, with GEC Russia consulting, StratComm
visibility

Programming working group: EUR/ACE primary, GEC Russia consulting,
StratComm visibility

Campaigns: StratComm primary, GEC Russia visibility

CSP Working Group: DHS primary (hopefully!), GEC Russia coordinating,
GEC Silicon Valley rep consulting, StratComm/EUR visibility for policy
reasons

Knowledge Exchange: not much to do on this one, TBD



IPCSD:
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Info-sharing, particularly on the response to Russian disinformation, joint FD campaigns,

“Communications Service Providers” (CSP) WG: has the goal of joint representation to tech
companies on disinformation issues {along the lines of the possible with our different legal
frameworks). DHS/CISA increasingly involved.

New - Programming WG: to increase coordination on counter-disinfo programming in Europe
{implicit focus on Russia). EUR/ACE is lead.

GEC 1Q exchanges: do we share U.5.-domestic disinfo analysis with the IPCSD GEC 1Q

group? (eg. from DHS?)

Communications WG: organizes joint public diplomacy campaigns to counter

disinformation. Because of IPCSD's membership and focus, localized campaigns in Europe make
most sense for IPCSD. EUR/PPD/StratComm is lead.

Proposed — Elections WG: possibly to collect best practices surrounding elections and think
about upcoming elections. Partners may view this group as having involvement of domestic
agencies. Should we bring in CISA? Are there other elections-related efforts in G7 RRM or
CFI? This may be something to deconflict beforehand to avoid redundancy.

G7 RRM:
Info-sharing, truly threat agnostic

CHI:

Definitions WG: working on definitions with the eventual goal of joint disinfo attribution?
Analytics WG: working on a joint understanding of disinfo outlets with the possible goal of joint
attribution?

Capability gap??: public communications on disinfo issues: joint attribution of disinformation
operations, or joint social media campaigns on broad global topics that inherently counter
disinformation narratives?? G7 RRM is the only of the three partnerships that are public — this is
helpful for possible public communications

Info-sharing, broader focus on influence issues (vs. just disinformation}, leans toward a focus on the
PRC, more USG domestic involvement{?), largest membership of the three

FVEY steering committee: [?]

Democracy WG: led by Sweden. Are there elections-related effarts in this? [see IPCSD
elections question above]

Strategic Communications WG: led by UK. No public-facing activity (7). Could this group share
potential public materials from the G7 RRM more widely in its membership?

Other WGs?

EEAS Rapid Alert System and GEC 1Q:

Lack of awareness on my part here: do these two systems work together in some way? Are
they compatible? Complementary? (Redundant?)












FL-2023-00013  A-00000748837 "UNCLASSIFIED" 05/30/2025 Page 10

From: (b)(6) [dstate.gov>
To: [P)6) | @state.gov>
Subject: WAR Input 20 OCT
Date: Tue, 20 Oct 2020 15:44:36 +0000

Coordinate:

—+{SBU} 12C2 Facilitates Meeting Between the GEC and OSE’s China Teams: On 16 October, 12C2
facilitated a meeting with the GEC and the Open Source Center’s (OSE} China Team to best
collaborate on future programs and analysis. OSE shared its current and future programmatic
focuses and its ability to identify narratives in Chinese media and answered questions
pertaining to their foreign media coverage supporting GEC programs. 12C2 will work with OSE’s
Identifying Foreign Influence Team to schedule follow-on meeting between the two
organizations.

Communicate:

—+{5BU} 12C2 Facilitates GEC Support to Interagency and Academic Election War Rooms: On 16
October, In support of GEC election security efforts, 12C2 facilitated several meetings with both
the interagency and academic community to offer support to their respective election war
rooms. In the coming week a plan will be solidified for GEC assistance in monitoring
disinformation and misinformation in the lead up to and the days following the election.

“{SBU} GEC 12C2 Meets with CYBERCOM J35 to Discuss Collaboration: On 13 October, GEC's
LNO to CYBERCOM met with J35's [[5)(6) land|(b)(6) |at Fort Meade to discuss
collaboration between the GEC and CYBERCOM, how this has been done in the past, and how
we can do this more and better in the future.

~+{5BU}-The Dutch 5hared Internal News Media Article with 12C2 on the Bidens’ Implications in
Ukraine and Impact on US Elections: On 15 October, Guus van Zwoll, Senior Policy Officer, Task
Force International Cyber Policies, shared with 12C2 International Partner Engagement Planner
an article on the Bidens’ implication in Ukraine, and the authenticity of their involvement. The
share is unique as it was flagged by our Dutch partner as a potential Hack and Leak, and
covered by Trouw, a prominent Dutch daily newspaper. 12C2 forwarded the story to GEC
elections team, and pertinent threat teams.

—{5BY}12C2 5hared Resilience Support Project Reports with the US Embassy, The Hague: On 16

October, as a follow-up to a virtual meeting with [(b)(6) | Office of Political and
Economic Affairs, U.S. Embassy, The Hague, and the Cyber/Digital Policy Officer and lead on
disinformation/related topics, and per[hyi®y____ Fequest, 12C2 International Partner

Engagement Planner forwarded the DHS/CISA Strategic Communications Plan, as well as the



FL-2023-00013  A-00000748837 "UNCLASSIFIED" 05/30/2025 Page 11

reporting from the RSP Slovakia Project. Meanwhile, 12C2 Elections Planner is working to get a
one-pager outlining the details of RSPM for the US Embassy, The Hague. |(b)(6) fppreciates
this effort, as he believes it will be useful, and helpful in his forthcoming meeting with the
Dutch on information-sharing, CPD, and US and Dutch elections in March.

Looking ahead:

On 20 Oct 20,meeting with TET (JD Maddox} and USAF Blue Horizons team at HST
to discuss overlap and potential collaboration (Blue Horizons is a USAF think-tank/prototype
team tasked with rapidly leveraging commercial/government capabilities to address a current
mission critical challenge). The focus of this team {led by |(b)(6) lis looking at how
can the USAF leverage capabilities in Air, Space, Cyber to uniquely deter, disrupt, or deny state-
sponsored disinformation campaigns threatening US national security.

On 22 Oct, 12C2 will conduct a call with OSE’s Identifying Foreign Influence Team to best
coordinate sustainable interaction between our organizations, specifically increasing the threat
team’s involvement with OSE’s analytic tools and methodology. 12C2 will go through a proposed
meeting schedule to include times and dates to best coordinate working and senior level
engagement between our two organizations. OSE’s regional programmers and analysis have
expressed their appreciation for the GEC’s products and their desire to work with the GEC.

v/,
(b)(6)

Sender: |(b)(6) |@state.gov>
Recipient: |(b)(6) [@state.gov>
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. [)® -
From: [°}6) [ @state.gov> CLEAR WITH GEC
To: DMEL__ b@state.gov>;
O] Pstate.gov>

CC: GEC I2C2 Internal «GECIZC2Internal@state.gov>
Subject: Re: WAR Input
Date: Mon, 19 Oct 2020 16:40:53 +0000

NSTR _likewisp

mej(b)(ﬁ) l@state.gow
Sent: Monday, October 19, 2020 12:22 PM
Tob)B) M state.gov>

Cc: GEC 12C2 Internal <GECI2C2Internal @state.gov>
Subject: Re: WAR Input

C2,
Unfortunately, NSTR.

Still working adminstrative coordination with USAID

Vit

b)(6)

[2C2 Liaison Officer to USAID
Global Engagement Center

Department of State
OpenNet {b)(6) b@state. gov
Official Trvl; [(£)6) [@america.gov

Work Cellphonl!®X6)
Personal Ce(P)6)

Sent via the Samsung Galaxy Tab E, an AT&T 4G LTE tablet

From: [(b)(6) [@state.gov>
Sent: Monday, Octcober 19, 2020 11:16:16 AM
To: Ril(b)(ﬁ) k@state.gow; GEC 12C2 Internal <GECI2C2Internal @state.gov>

Subject: WAR Input

H
My War input for this week. Thanks!

Revardg

b)(6)
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From: (B)6)

To: b)) state.gov>
Subject: Re: Special Envoy's Daily Brief - 7 JAN 2021
Date: Thu, 7 Jan 2021 13:55:44 +0000

L@state.gov:-

Totally.

The pickup of the RT article and the Chinese response to the protests is fascinating. |
hope people see it.

Fromj(b)(6) pstate.gov>
Sent: Thursday, January 7, 2021 8:54 AM
Tq(b)(6) |@state.gov>

Subject: Re: Special Envoy's Daily Brief - 7 JAN 2021

Not exactly an easy one to write...

|(b)(6)
Aalytics and Research Team

Global Engagement Center
U.S. Department of State

AccenturiEed.aLaLSa%ices Affiliate
OpenNet (E)X6) state.gov | ClassNet: [P)(6) lostate.sgov.gov

Personal Cell:(b)(6) |

X
From3{(b)(6) l@state.gov>
Sent: Thursday, January 7, 2021 8:54 AM
To:[(b)(6) |@state.gov>

Subject: Re: Special Envoy's Daily Brief - 7 JAN 2021

Great edition.
Fromi{h\(&) [@state.gov>
Sent: Thursday, January 7, 2021 8:14 AM

To: Gabrielle{Potts), Lea {bYi6) @state.gov>
Subject: Special Envoy's Daily Brief - 7 JAN 2021

Good Morning Special Envoy Gabrielle,

Please find below and attached this morning's edition of your daily news and propaganda
capture.
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Very Respectfully,

[0)6)

Analytics and Research Team
Global Engagement Center

U.S. Department of State
Accenture Federal Services Affiliate

jate.sgov.gov

OpenNet: [b)(6) l@state.gov | ClassNet: |(b)(6)
Personal Cell: [(B)}6)
X
Sender: (b)(6) [@state.gov>

Recipient: (B)6) bstate.gov:»




FL-2023-00013  A-00000748760 "UNCLASSIFIED"

From: [(b)(6) |@state.gov>

To: |(b)(6) @state.gov>

cc: [®)6) I@Wl@state.gow;
(b)(6) '

Subject: Re: Special Envoy's Daily Brief
Date: Thu, 15 Oct 2020 20:20:22 +0000

igotchu fam

Eb)(6)
Y rchn Team

Global Engagement Center
U.S. Department of State
Accenture Federal Services Affiliate

OpenNet:(b)(6) state.gov | ClassNet: Rb)(6) |@state.sgov.gov
g ;;:i(b)(6)

05/30/2025 Page 39

|@ state.gov>

Personal Ce || State Cell: I(b)(e) |
X

From:[b)(6) [@state.gov>

Sent: Thursday, October 15, 2020 4:18 PM

Toyb)(6) [@state.gov>

Ce: (b)) @State.gov>;kb)(6)

Subject: Re: Special Envoy's Daily Brief

You da best!

From:|(b)(6) [@state.gov>

Sent: Thursday, October 15, 2020 3:15 PM

To: (b)(6) [@state.gov>

Ce:b)(6) [@state.gov>; (b)(6)

[@state.gov>

Subject: Re: Special Envoy's Daily Brief

Added them both to gec@state.gov distro.

(b)(6)

ANAIylcs and Research [eam
Global Engagement Center

U.S. Department of State
Accenture Federal Services Affiliate

OpenNet: [ e state.gov | ClassNet: Kb)(6) [@state.sgov.gov

Personal Le“:|(b)(6) || State Cell: [(b)(6)

X
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From:|b)(6) l@state.gov>

Sent: Thursday, October 15, 2020 3:05 PM

To:[(b)(6) [@state.gov>

Ce:[(b)(6) [@state.gov>; [ b)(6) [@state.gov>

Subject: Re: Special Envoy's Daily Brief

Hey[b)®) |

We actually no longer manage that distro - we send it to the GEC-wide distro. But it's
worth adding|(b)(6) |and|(b)(6) |to that distro so I'll make sure they get on that.

b)(6)

Analytics and Research Team
Global Engagement Center

U.5. Department of State
Accenture Federal Services Affiliate

OpenNet: [(bi(6) ldstate.gov | ClassNet: hya state.sgov.gov
Personal Cell:{(b)(6) || State Cell b))
X
From:|(b)(6) Pstate.gov>
Sent: Thursday, October 15, 2020 2:51 PM
To:{(b)(6) f@state.gov>
Cc:|(b)(6) l@state.gov>;{b)(6) l@state.gov>
Subject: Re: Special Envoy's Daily Brief
Hi|(b)(6)
Can you please add (b)(6) (@state.gov} and [b)(6) @state.gov) to

the SEDB distro? They are supporting(b)(6)  |Digital Transformation Enterprise project.

Thank you!

(L)) |

From: |(b)(6) [@state.gov>
Sent: Thursday, October 15, 2020 7:27 AM

To: Gabrielle(Potts), Leakb)(6) Dstate.gov>

Subject: Special Envoy's Daily Brief

Good Morning Special Envoy Gabrielle,

Please find below and attached this morning's edition of your daily news and propaganda
capture.















FL-2023-00013

A-00000748760 "UNCLASSIFIED" 05/30/2025

OpenNet:[(b)(6) [@state.gov | ClassNet: [b)(6) lostate.sgov.gov

Personal Cell: [(b)(6)

|| State Cell:[(6)(6) |

X
sender: [(b)(6) l@state.gov>
b)(6) [@state.gov>;
Recipient: [b)6) |@state.gov>;
b)(6) [@state.gov>
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To.(E)(g) @state.gov>; (b)6) state.gov>
o Pstate.gov>

Subject: Re: Recent disinformation in New Eastern Outlook
Examples of recent disinformation from News Front

12/30/20 - The article claims that Ukraine is refusing to accept the Russian Sputnik V vaccine on
the orders of its Western "curators." According to the article, Ukraine's decision to use a
Chinese vaccine that has not proven its effectiveness condemns the Ukrainian people to
physical disability or death. - https://news-front.info/2020/12/30/soglasie-na-lyuboj-surrogat-
ukraina-reshilas-na-kitajskuyu-vakczinu-kotoraya-ne-dokazala-svoyu-effektivnost/

01/03/21 - The article promotes the Great Reset conspiracy theory, claiming that some elites
are planning to introduce "health passports” and to exclude those who refuse to vaccinate from
vital services like receiving credits. The article alleges that Bill Gates will control the future of
medicine.- https://es.news-front.info/2021/01/03/humanos-del-gran-reinicio-como-seria-el-
futuro-en-2021-si-las-elites-controladoras-se-salen-con-la-suya/

01/13/21 - The article reports that Biden chose Samatha Power to head USAID, the agency
known for financing state coups in Ukraine and other countries. https://news-
front.info/2021/01/13/bajden-reshil-kto-budet-kurirovat-revolyuczii-v-interesah-ssha/

[E)6) |
Senior Analyst
Global Engagement Center, Russia Directorate
U.S. Department of State

Contractar: Keniva-Trusant Group
Phone{P)®)

From(P)(6) @state.gov>

Sent: Wednesday, lanuary 13, 2021 3:41 PM

TodBX(6) |@state.gov>

ce:(P)6) state.gov>{P)6) kstate.gow

Subject: Recent disinformation in New Eastern Qutlook

The January 10, 2001 article in New Eastern Outlook (NEO}, "Growing Protests Over Threat of
US Bio Weapons" is a litany of long-refuted disinformation about alleged U.S. biological
weapons, none of which exist. In 1969, President Nixon issued an executive order unilaterally
and unconditionally ending America's bioweapons program, and all U.S. stockpiles were
destroyed by 1972. The United States and 182 other countries are parties to the Biological
Weapons Convention, which bans biological weapons.
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The NEO article makes numerous false claims about supposed US biological weapons, while
dismissing the Russian use of the biological agent Novichok against Skripal and Russian
opposition leader Alexei Navalny as false and "Russophobic.”

For example, it repeats the false claim that "in 1981, the US used the Dengue virus against
Cuba, as a result of which over 344,000 Cubans contracted the disease." This disinformation
was refuted in the 1985 Department Special Report no. 133, "Case Study of Cuban Hypocrisy:
The 1981 Dengue Epidemic in Cuba"” which stated:

Former Cuban health official Dr. Ruben Ramirez has reported that Castro, speaking in
confidence to a national seminar for the leaders of the mosquito eradication program on July
16, 1981, admitted that responsibility for the epidemic lay with him and with Cuba's communist
party, which had not heeded the advice of public health officials to make available resources
needed to control the disease.

Thirty minutes after privately admitting responsibility for the epidemic Castro made "suspicion”
of U.S. responsibility for the dengue epidemic the centerpiece of his annual 26th of July
address. Castro stated, "We ... strongly suspect that the plagues that have been punishing our
country, especially the hemorrhagic dengue, could have been introduced into Cuba, into our
country, by the CIA [Central Intelligence Agency]."

Best,

(b)(6)

Sender: b)) Dstate.gov>
|(b)(6) bstate.gov:»;
Recipient: [(£)}6) dstate.gov>;

(b){(6) @state.gov>
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From: [b)(6) [@state.gov>
To: Isabella Garcia-Camargol(b)(6) [@stanford.edu>
Subject: Re: GEC/Election Integrity Partnership
Date: Mon, 2 Nov 2020 03:53:24 +0000

Hi Isabella,

Yes, that'd be great. My Slack email address is|(b)(6) @gmail.com

Please let me know if there's any additional info you need in order to add me to the channel -
happy to provide.

Best,

(b)(6) |
From: Isabella Garcia-Camargo Dstanford.edu>
Sent: Sunday, November 1, 2020 9:31 PM
To:|(b)(6) [ostate.gov>
Ce:{(b)(6) [@state.gov>
Subject: Re: GEC/Election Integrity Partnership

Hi|(b)(6)

Following up as we got some labels on one of the tickets you had sent in. | am wondering if you’'d like to
join our slack channel, perhaps we can communicate gquicker there.

Best,

Isabella Garcia-Camargo

From:|(b)(6) @state.gov>

Date: Tuesday, October 27, 2020 at 4.05 PM

To: Isabella Garcia-Camargo|(b)(6) stanford.edu>
Cc:|(b)(6) |@state.gov>

Subject: Re: GEC/Election Integrity Partnership

Totally understand re: the data agreements. | am planning to start focusing on this nearly full
time on Thursday, and will continue to do so until November 4 unless things become especially
chaotic and I'm authorized to continue by my leadership. As | said, feel free to add me to
anything originating with or amplified by foreign actors that you are tracking and could use a
hand on.
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As | said, | am happy to assist in whatever way you and your team find most helpful. Please let
me know your thoughts on the above when you have a chance. | am also reachable by phone at
the number in my email signature if that's easier. Looking forward to collaborating more in the
future.

Best regards,

(b)(6)

Counter Disinformation Analyst | Russia Team
Global Engagement Center

U.S. Department of State

Contractor: All Native Group

Cell:[ih\i6) I

From:[(h\(B) [@state.gov>

Sent: Monday, October 19, 2020 4:46 PM

To: Kate Starbird frvay [@uw.edu>; Jevin Westhy(g) _[@uw.edu>; Isabella Garcia-Camargo
[hvAY [@stanford.edu>; 'info@eipartnership.net’ <info@eipartnership.net>; Cc: Elena Cryst

[(6)(6) |@stanford.edu>; Alex Stamos [[Ryg)_J@stanford.edu>

Ce:|(b)(B) @state.gov>;[fhvas [@state.govefimvay |
[(0)(6) l@state.gov>{(b)(6) l@state.gov>; Renee DiResta
[(hiig) _ I@stanford.edu>; Shelby Grossman|(b)(6) |@stanf0rd.edu>

Subject: Re: RE: GEC/Election Integrity Partnership

Hello Stanford and UW Partners,

thank you sincerely for your time on Friday and interest in the GEC's work. It was immensely
helpful to learn about your impressive efforts and we hope that we can also be of assistance. A
few follow-up items below:

Bella, what is the best way for|(b)( [to contact you with relevant information? Is there a
format/form/etc. that he should use? Another question, what is the possibility of him being
able to observe how your "war room"/platform works for learning purposes?

Alex, I'd like to introduce you to a Lithuania based professor, who works with our trusted think-
tank partner Center for European Policy Analysis (CEPA}. | met her last year in person and found
to be a truly impressive individual in the counter-disinformation community of practice: she has
been organizing citizen volunteers to counter disinformation and has been coordinating a large
NGO umbrella organization. What is the best way for me to introduce you two? I'd be happy to
coordinate a meet and greet between her and you and to join the conversation, or if you'd
prefer to reach out to her directly, | can do just an email introduction.

All,
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From:[{h\(&) |

Sent: Thursday, October 15, 2020 11:26 AM

To: Kate Starbird [ry/aY_[@uw.edu>:[fryiay [@stanford.edu Ly [@stanford.edu>;
T |@state.gov>; Jevin West[(h\/A) |@uw.edu>jfh)/R) |@stanford.edu
b6 |@stanford.edu>; info@eipartnership.net <info@eipartnership.net>; fryay_J@stanford.edu
[(b)Y(6) _ |@stanford.edu>;|(b)(6) [@state.gov>{b)(6) |
(0)(8) k@state.gowj(b)(s] (@state.gov>

Cc: Elena Cryst [(b)(6) [@stanford.edu>; Alex Stamos [fryiRy_|@stanford.edu>
Subject: RE: GEC/Election Integrity Partnership

When: Friday, October 16, 2020 3:30 PM-4:30 PM.
Where:

Dear All,
please join us today Friday, Oct. 16th, at 3:30pm EST/12:30 PT to discuss a concrete idea we have for
possible support of the EIP effort.

Please let me know if you have any questions ahead of time.

Join Microsoft Teams Meeting
[FhYRY | United States, Spokane (Toll)

Conference 1D hYRY #

Warm regards,

(b)(6)

From: Kate Starbird [p)(6)_[@uw.edu>
Sent: Thursday, October 15, 2020 2:46:23 PM

To: Jevin West[(hi(/) [@uw.edu>

Ce:lihyimy [@state.gov>; hi(AY [@state.gov>|(b)(6) [@stanford.edu
ey _@stanford.edu>; [ihyay [@stanford.edulrhyiR) j@stanford.edu>;

[rvay J@stanford.eduffhyiry _|@stanford.edu>; info@eipartnership.net <info@eipartnership.net>
Subject: Re: GEC/Election Integrity Partnership

Hi all,

| have schedule availability:

Today: 2:30-3:30 (Pacific) or 4pm (Pacific}
Friday: 2-3:30 (Pacific}

Kate
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Our colleagues at the Department of Homeland Security/CISA recommended we talk to you
about your current efforts to protect the 2020 elections from foreign interference. There may be
some synergies there with the work we're doing.

Warm regards,

(b)(6)

Academic and Think-Tank Liaison
Global Engagement Center
U.S. Department of State

[h6) [@state.gov
<image001.png>

Mission: “To direct, lead, synchronize, integrate, and coordinate efforts of the Federal Government to
recognize, understand, expose, and counter foreign state and foreign non-state propaganda and
disinformation efforts aimed at undermining or influencing the policies, security, or stability of the
United States, its allies, and partner nations.”

From:|(b)(6) [@state.gov>

Sent: Friday, October 2, 2020 9:50 AM

To:[fhvAY [@stanford.edu [fhi6) [Bstanford.edu>; frvay J@stanford.edufrvgy |

@stanford.edu>

Celfb)i6) [@state.gov>:[{h (6 l@state.gov>{(b)(6) |
[(b)(B) [@state.govrhva @ uw.edu fhvay [@uw.edu>

Subject: GEC/Election Integrity Partnership
Hello Shelby and Renee,

| hope you're healthy and safe during these ever more turbulent times. Thank you again for
speaking with us last month about your research - our analysts were very impressed and we're
keeping our eyes open on possible collaborations with you in this realm - please don't hesitate
to reach out to me or them with any ideas or questions.

In the mean time, as mentioned, GEC's Senior Advisor for Election Security|(D)(6) | who
leads the US Interagency Working Group on Election Security, is interested in learning more
about the Stanford Election Integrity Partnership and to explore ways in which we and/or the
interagency could be useful. The GEC works on both US and international elections security
related to issues concerning foreign disinformation and propaganda.
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Would you or relevant colleagues be available and interested in the coming weeks to connect
with us about this project? We'll be able to share with you more about how the working group
works and what we may have to offer from the US Government side.

Warm regards,

(b)(6)

Academic and Think-Tank Liaison
Global Engagement Center
L.S. Department of State

[ bY(6) [@state.gov
linkedin.com/infirvay |

Top 10 U.S. Government Counter Disinformation & Propaganda Academic & Think-Tank Research Topics

GEC Mission: “To direct, lead, synchronize, integrate, and coordinate efforts of the Federal Government
to recognize, understand, expose, and counter foreign state and foreign non-state propaganda and
disinformation efforts aimed at undermining or influencing the policies, security, or stability of the
United States, its allies, and partner nations.”

Sender: [(b)(6) [@state.gov>
Recipient: Isabella Garcia-Camargo|(b){6) [@stanford.edu>
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Fron‘l(b)(e) Estate.gow

Sent: Tuesday, October 20, 202012:17 PM
Toy(P)6) state.gov>{b)(6) |@state gov>
Subject: GEC 12C2 Weekly Action Review: October 13 - 19 October, 2020

Stevie,

The WAR for this week is attached for your perusal and approval.

VIR,

Kb)(6)
Operations Officer | Interagency and International Coordination Cell (I12C2)
Global Engagement Center {GEC)

Page 71

HST Officel)6)

b3

[PX6)  J@state.gov I SIPRIP®  |@state.sgov.gov
ative Group, a Division of Ho-Chunk, Inc.

—SENSHPEBUT UNCLASSIFIED
Sender: |(b)(6) l@state.gow
Recipient: [£)(6) @state.gov>
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(b)(S) DPP
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(b)(9) DPP
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From: [(b)(6) [@state.gov>

GEC Staff Assistants <GECStaffAssistants@state.gov>;
Bray, Leah [[h\(f\ [@state.gov>

CC: [(b)(6) [@state.gov>
Subject: Re: For DC Clearance - BCL for SE/C Meeting with STAS
Date: Mon, 14 Dec 2020 15:26:28 +0000

To:

(b)(S) DPP

Cheers,
[b)(6) |

From: GEC Staff Assistants <GECStaffAssistants@state.gov>

Sent: Monday, December 14, 2020 9:41 AM

To: Bray, Leah|(b)(6) @state.gow;km(m [@state.gov>

Ceg(b)(6) [@state.gov>; GEC Staff Assistants <GECStaffAssistants@state.gov>
Subject: For DC Clearance - BCLfor SE/C Meeting with STAS

Good Morning,

Please see the following BCL for your review and clearance.
= STAS Platform Discussion BCL.docx
= A summary of Chinese self.docx

v/r
(b)(6)

Global Engagement Center, Front Office | U.S. Department of State | 2426, HST | Staff Assistant | All
Native Group Contractor |

Sender: |(b)(6) @state.gov:-

GEC Staff Assistants <GECStaffAssistants@state.gov>;

Recipient: Bray, Leah|(b)(6) @state.gov>;
[(bY(6) [@state.gov>
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From: (b)6) fhstate.gov>
(b)(6) |@state.gov>;
To: BN [@state.gov>;
" GEC-R-EXP <GEC-R-EXP@state.gov:>;
Kb)(6) Pstate.gov>

Subject: RE: FireEye Report Forthcoming - NAEBC Remains Active
Date: Mon, 26 Oct 2020 13:27:49 +0000

Added!

SRR N EAS S ED—
From{(b)(6) l@state.gov>
Sent: Monday, October 26, 2020 9:26 AM
Toib)(6) k@state.gov>;|(b)(6) |@state.gov>; GEC-R-EXP
<GEC-R-EXP@state.gov>[(D)(6) [@state.gov>
Subject: Re: FireEye Report Forthcoming - NAEBC Remains Active

Thanks [(B)(6)

April, could you please add those two sentences?

When and if this report becomes public, L can decide.

b)(6)

From: state.gov>

Sent: Monday, October 26, 2020 9:13 AM

Talb}(6) Bstate.gov>{(b)(6) ) @state.gov>; GEC-R-EXP <GEC-R-
EXP@state.gov>; (B)(6) (@state.gov>

Subject: Re: FireEye Report Forthcoming - NAEBC Remains Active

(b)}(5) DPP







FL-2023-00013  A-00000748823 "UNCLASSIFIED" 05/30/2025 Page 78

AFS | GEC | DOS

(b)(6)

cstate.gov

B

From: {(h (&) [@state.gov>
Sent: Thursday, October 22, 2020 4:56 PM
To: {(b)(6) |@state.gov>; GEC-R-EXP <GEC-R-EXP@state.goy(b)(6)

{hvay__ [@state.gov>
Subject: RE: FireEye Report Forthcoming - NAEBC Remains Active

L doesn't let us touch legal residents either, right?

From: (B)(6) ([@state.gov>
Sent: Thursday, October 22, 2020 4:52 PM

To: GEC-R-EXP <GEC-R-EXP@state.gov{P)(6) [@state.gov>
Subject: Fw: FireEye Report Forthcoming - NAEBC Remains Active

Just found an interesting nugget for the Libya report. llana Mercer, one of the authors who
writes for NAEBC, also writes for the Free West Media, the website | describe in my write up as
amplifying the FNVP and vice versa.

She could be a USP though. Her bio states "ILANA Mercer is a paleolibertarian writer and
theorist based in the US. Her acclaimed, weekly column, begun in Canada...”

http://www.ilanamercer.com/biographical/

https://freewestmedia.com/author/ilana/

https://naebc.com/category/authors/ilanamercer/

From b)(6) Dstate.gov>

Sent: Thursday, October 22, 2020 4:27 PM

To: GEC-Russia Team <GEC-RussiaTeam @state.gov:l(b)(e) |@state.gov>

ca(b)(6) b@state.gov>; Amanda Gilbert fhyay @ mandiant.com>; Bray, Leah

()& Bstate.gov>

Subject: FireEye Report Forthcoming - NAEBC Remains Active

Good Afternoon Russia Team -
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Attached is a DRAFT of a FireEye Intelligence report that will be published to our FireEye
Intelligence Portal shortly.

The report details continued information operation activity related to the U.S. election from the
inauthentic news outlet “Newsroom for American and European Based Citizens”

(NAEBC) despite the outlet’s public exposure in October as a site allegedly controlled by foreign
actors. According to Reuters reporting on an alleged FBI investigation, the outlet is run by
individuals associated with the Russian Internet Research Agency (IRA). We have also ohserved
inauthentic personas affiliated with NAEBC remain active on the social media

platforms Gab and Parler, including by promoting articles pertaining to the unverified New York
Post story about documents allegedly obtained from the laptop of former Vice President Joe
Biden’s son, Hunter Biden.

| wanted to get this over to you all as soon as possible because of the election nexus but please
refrain from further sharing the draft. | will follow up with the official FINTEL report as soon as
it posts to our portal, which will likely be either later tonight or first thing tomorrow morning.

Once the report is live on our intelligence portal the usual sharing guidelines will apply. It will be
pre-approved for sharing in full with US Federal Civilian Agencies and Departments (USAGM,
USAID, FBI etc.} and you will be pre-approved to pull out approx. 1500 characters or roughly 2
paragraphs to drop into a derivative work product to share with other USG and FVEY partners
to include with DoD, the IC and combatant commands.

Please let me know if you have any questions and I'll follow up with the official report as soon
as it publishes to our FireEye Intelligence Portal.

Thanks,
(b)(6)

(b)(6)

Global Engagement Center

U.5. Department of State

FireEye Inc.
Cellf)6)
Sender: Ne Dstate.gov>
|(b)(6) bstate.govnv;
Recipient: MbiAY Pstate.gov>;

GEC-R-EXP <GEC-R-EXP@state.gov>;
[(b)(6) Pstate.gov>
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From: b)6) @state.gov>
(b)(6) [state.gov>;
To: |(b)(6) [Bstate.gov>;
(b)(6) Pstate.gov>

Subject: Re: FireEye Report Forthcoming - NAEBC Remains Active
Date: Thu, 22 Oct 2020 21:26:52 +0000

I'll follow up with [(b)(6]to see who in the interagency isfisn't receiving these.

From{b)(6) lostate.gov>

Sent: Thursday, October 22, 2020 5:03 PM

To: [rva) P state.gov>fb)(6) pstate.gov>
Ce: [ib)y6) [@state.gov>

Subject: RE: FireEye Report Forthcoming - NAEBC Remains Active

Yes — our messages crossed paths. Was about to suggest that you[(D)(6 work with|(b)( [12C2 on a distro
list of orgs/agencies who aren’t getting FireEye info/reports and we can shoot the items to them.

At this point, | believe anyone with a big role on elections has access, but best to double check — plus
there may be components w/in the orgs that don’t and should.

From[(b)(6) |@state.gov>

Sent: Thursday, October 22, 2020 5:01 PM

To:kbi(6) I@state.gowj(b)(e) [@state.gov>
Ceb)(6) Bstate.gov>

Subject: Re: FireEye Report Forthcoming - NAEBC Remains Active

Completely agree in that case. | was unaware that some of them are also on the receiving end
of FireEye's reports.

Per|(b)(6)|email that came through as | was typing this, maybe we share with partners who
otherwise may not receive FE's reports? CYBERCOM would strike me as an agency that may not
be paying for cyber-oriented organizations to produce reports. As you suggested [(b)(6) maybe
we asho in the interagency is already receiving these reports and then share with
whomever isn't getting them.

From (b)6) pPstate.gov>

Sent: Thursday, October 22, 2020 4:57 PM

To: kb)(6) Pstate.govi(b)(6) [@state.gov>
Ce:(b)(6) |@state.gov>

Subject: RE: FireEye Report Forthcoming - NAEBC Remains Active

Will, | checked with|(D)(6) yesterday and she confirmed that those agencies are getting the same
info/products we are (based on my previous work with CISA, etc, | suspected they were). | am on the
same wavelength as you, and can double check with |(b)(6)|ust to be on the safe side if you'd like.
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If they are indeed already getting the same info/reports, | don’t think we should send duplicative
copies.

(b)(5) DPP

Happy to chat further.

Best,(b)(ﬁ)

From:(b)}(6) @state.gov>

Sent: Thursday, October 22, 2020 4:34 PM

To: [P)6) @state.govi(b)(e) bstate.gow

Subject: Re: FireEye Report Forthcoming - NAEBC Remains Active

(b)(6) |
(0)(5) DPP
v/r,
(b)(®
From: {b)(6) Pstate.gov>
Sent: Thursday, October 22, 2020 4:27 PM
To: GEC-Russia Team <GEC-RussiaTeam@state.gov b)(6) |E@state.g0v>
Cc:l(b)(e) bstate.gowl(bl(ﬁl [®@mandiant.com>; Bray, Leah

(b)(6) @state.gov>

Subject: FireEye Report Forthcoming - NAEBC Remains Active

Good Afternoon Russia Team -

Attached is a DRAFT of a FireEye Intelligence report that will be published to our FireEye
Intelligence Portal shortly.

The report details continued information operation activity related to the U.S. election from the
inauthentic news outlet “Newsroom for American and European Based Citizens”

(NAEBC} despite the outlet’s public exposure in October as a site allegedly controlled by foreign
actors. According to Reuters reporting on an alleged FBI investigation, the outlet is run by
individuals associated with the Russian Internet Research Agency (IRA). We have also observed
inauthentic personas affiliated with NAEBC remain active on the social media

platforms Gab and Parler, including by promoting articles pertaining to the unverified New York
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Post story about documents allegedly obtained from the laptop of former Vice President Joe
Biden’s son, Hunter Biden.

| wanted to get this over to you all as soon as possible because of the election nexus but please
refrain from further sharing the draft. | will follow up with the official FINTEL report as soon as
it posts to our portal, which will likely be either later tonight or first thing tomorrow morning.

Once the report is live on our intelligence portal the usual sharing guidelines will apply. It will be
pre-approved for sharing in full with US Federal Civilian Agencies and Departments (USAGM,
USAID, FBI etc.} and you will be pre-approved to pull out approx. 1500 characters or roughly 2
paragraphs to drop into a derivative work product to share with other USG and FVEY partners
to include with DoD, the IC and combatant commands.

Please let me know if you have any questions and I'll follow up with the official report as soon
as it publishes to our FireEye Intelligence Portal.

Thanks,
(b)(6)

[(b)(6) |
Global Engagement Center
U.5. Department of State

FireEye Inc.
{6)(6) |
Sender: [P)6) Pstate.gov>
(b)(E) state.gov>;
Recipient: state.gove>;
(b)(6) l@state.gov:-
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http://www.ilanamercer.com/biographical/

https://freewestmedia.com/author/ilana/

https://naebc.com/category/authors/ilanamercer/

From:{(b)(6) |@state.gov>

Sent: Thursday, October 22, 2020 4:27 PM

To: GEC-Russia Team <GEC-RussiaTeam@state.gov>{(b)(6) (@state.gov>

Ce:l(b)(6) [@state.gov>;|(b)(6) [@mandiant.com>; Bray, Leah

I(b)(6) Pstate.gov>

Subject: FireEye Report Forthcoming - NAEBC Remains Active
Good Afternoon Russia Team -

Attached is a DRAFT of a FireEye Intelligence report that will be published to our FireEye
Intelligence Portal shortly.

The report details continued information operation activity related to the U.S. election from the
inauthentic news outlet “Newsroom for American and European Based Citizens”

(NAEBC) despite the outlet’s public exposure in October as a site allegedly controlled by foreign
actors. According to Reuters reporting on an alleged FBI investigation, the outlet is run by
individuals associated with the Russian Internet Research Agency (IRA). We have also observed
inauthentic personas affiliated with NAEBC remain active on the social media

platforms Gab and Parler, including by promoting articles pertaining to the unverified New York
Post story about documents allegedly obtained from the laptop of former Vice President Joe
Biden’s son, Hunter Biden.

| wanted to get this over to you all as soon as possible because of the election nexus but please
refrain from further sharing the draft. | will follow up with the official FINTEL report as soon as
it posts to our portal, which will likely be either later tonight or first thing tomorrow morning.

Once the report is live on our intelligence portal the usual sharing guidelines will apply. It will be
pre-approved for sharing in full with US Federal Civilian Agencies and Departments (USAGM,
USAID, FBI etc.} and you will be pre-approved to pull out approx. 1500 characters or roughly 2
paragraphs to drop into a derivative work product to share with other USG and FVEY partners
to include with DoD, the IC and combatant commands.

Please let me know if you have any questions and I'll follow up with the official report as soon
as it publishes to our FireEye Intelligence Portal.

Thanks,
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A-00000748772 "UNCLASSIFIED"

Global Engagement Center

U.S. Department of State

FireEye Inc.

Cell: [(b)(6)

Sender:

Recipient:

(b)(6)

(Dstate.gov>

b)(6)

[@state.gov>;
[@state.gov>

05/30/2025 Page 86
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From: [(b)(6) [@state.gov>
To: [(Di61 [@state.gov>;
" |(b)(6) [Bstate.gov>

Subject: RE: FireEye Report Forthcoming - NAEBC Remains Active
Date: Thu, 22 Oct 2020 20:57:57 +0000

Thanks Perhaps we should add CYBERCOM to that distro as well.

From: [D)(6) l@state.gov>
Sent: Thursday, October 22, 2020 4:34 PM
To{(b)(6) [@state.gov>[Th\(6) [@state.gov>

Subject: Re: FireEye Report Forthcoming - NAEBC Remains Active

[b)(6) |
(0)(5) DPP
v/r,
[(b)(6) |
From:|(b)(6) [@state.gov>
Sent: Thursday, October 22, 2020 4:27 PM
To: GEC-Russia Team <GEC-RussiaTeam@state.gov>;|(b)(6) [@state.oov>
Cc:|(b)(6) [@state.gov>; Amanda Gilbert [(b)(6) | Bray, Leah

[(b)(6) [@state.gov>
Subject: FireEye Report Forthcoming - NAEBC Remains Active

Good Afternoon Russia Team -

Attached is a DRAFT of a FireEye Intelligence report that will be published to our FireEye
Intelligence Portal shortly.

The report details continued information operation activity related to the U.S. election from the
inauthentic news outlet “Newsroom for American and European Based Citizens”

(NAEBC) despite the outlet’s public exposure in October as a site allegedly controlled by foreign
actors. According to Reuters reporting on an alleged FBI investigation, the outlet is run by
individuals associated with the Russian Internet Research Agency (IRA). We have also observed
inauthentic personas affiliated with NAEBC remain active on the social media

platforms Gab and Parler, including by promoting articles pertaining to the unverified New York



FL-2023-00013  A-00000748833 "UNCLASSIFIED" 05/30/2025 Page 88

Post story about documents allegedly obtained from the laptop of former Vice President Joe
Biden’s son, Hunter Biden.

| wanted to get this over to you all as soon as possible because of the election nexus but please
refrain from further sharing the draft. | will follow up with the official FINTEL report as soon as
it posts to our portal, which will likely be either later tonight or first thing tomorrow morning.

Once the report is live on our intelligence portal the usual sharing guidelines will apply. It will be
pre-approved for sharing in full with US Federal Civilian Agencies and Departments (USAGM,
USAID, FBI etc.} and you will be pre-approved to pull out approx. 1500 characters or roughly 2
paragraphs to drop into a derivative work product to share with other USG and FVEY partners
to include with DoD, the IC and combatant commands.

Please let me know if you have any questions and I'll follow up with the official report as soon
as it publishes to our FireEye Intelligence Portal.

Thanks,
Sarah

(b)(6)

Global Engagement Center

U.5. Department of State

FireEye Inc.
b)}{6)
Cell:
Sender: [°X©) Dstate.gov>
(B)E) _
Recipient: lﬁ)state.gov>,

[e)6) |@state.gov>
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From: [D)(6) Mstate.gov>
To: [b)(6) @state.gov:-
Subject: Re: FireEye First Look: Hunter Biden Videos

Date: Tue, 27 Oct 2020 14:42:53 +0000

b)(6
Thanks )€) appreciate the first look. Would you also please add|(b)(6) |and |(b)(6) |

|(b)(6) |t0 distro for these. They are collaborating with me on elections-related monitoring,
and that way | don't have to forward to them ().

Best,l(b)(6) |

From:|(b)(6) [@state.gov>
Sent: Tuesday, October 27, 2020 8:51 AM
Tod(b)(6) [@state.gov>; GEC-ChinaTeam <GEC-ChinaTeam@state.gov>;

GEC_DataAnalytics <GECDataAnalytics@state.gov>

Cc|(b)(6) t@state.gov:-; Bray, Leah(b)(6) [@state.gov>; Amanda Gilbert

[(b)(6) @mandiant.com>
Subject: FireEye First Look: Hunter Biden Videos

Good Morning All -

Please see the attached TLP:Red First Look that can be shared within the 5tate Dept. This First
Lock is TLP:RED because it incorporates observations associated with Yonder factions.

We observed activity on Twitter, Reddit, 4chan and Nitter promoting the alleged Hunter Biden
sex tapes leaked by GTV[.]org. We cannot currently confirm foreign attribution and have yet to
identify any coordinated, inauthentic behavior amplifying the narratives however we are
continuing to monitor any amplification or promotion of this content. We are flagging this for
the GEC's situational awareness due to the salacious nature of our findings and the proximity to
the 2020 U.5. Presidential Election.

Please let me know if you have any questions or feedback and we will continue to flag any
relevant updates regarding this activity.

Thanks!

()6 |

Global Engagement Center
U.5. Department of State
FireEye Inc.

Cell: [b)(6) |

Sender: [(b)(6) @state.gov>
Recipient: |(b)(6) I@state.gov>




FL-2023-00013 A-00000748773 "UNCLASSIFIED" 05/30/2025 Page 90



FL-2023-00013  A-00000748770Q "UNCLASSIFIED" 05/30/2025 Page 91

From: [b)(6) [@state.gov>
To: GEC-Russia Team <GEC-RussiaTeam@state.gov>
Subject: Re: FireEye First Look: Hunter Biden Videos
Date: Thu, 29 Oct 2020 18:28:38 +0000

Team,

Please do not distro this report for now. [ am working with (0)6) Jand interagency partners on

how to proceed. | was working on an effort with{(b)(6) |to flag activity from these outlets to FBI
this afternoon, but this report sweetens the pot and provides additional information. Standby
for updates.

Best Regards,

()6 |

From:{b)(6) [@state.gov>

Sent: Thursday, October 29, 2020 2:07 PM

Toz{(b)(6) [@state.gov>;|(b)(6) @state.gov>; (b)(6) |
[(b)(6) [@state.gov>

Ce:|(b)(6) [@state.gov>; Bray, Leah Dstate.gov>; Amanda Gilbert

(b)(6) [@mandiant.com>; GEC-Russia Team <GEC-RussiaTeam @state.gov>; Kb)(6) |
ib)(6) ﬁ state.gov>yb)(6) @state.gov>;[(b)(6) |
(b)(6)  |@state.gov>b)(6) |@state.gov>;|(b)(6) |

bi6) wstate.gov>

Subject: Re: FireEye First Look: Hunter Biden Videos

Good Afternoon All -

Following up to the First Look that we shared on Tuesday on activity on Twitter, Reddit, 4chan
and Nitter promoting the alleged Hunter Biden sex tapes leaked by GTV[.]Jorg, we conducted
additional research into whether or not the Russia-nexus sites identified in the Russian Pillars
report were pushing related content.

The attached First Look is TLP:GREEN and if interested, can be shared with all USG partners.

Please let us know if you have any questions on the content or about sharing. We'd also be
interested in whether or not you have continued interest in these narratives.

Thanks!
(b)) |

()6 |

Global Engagement Center
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U.S. Department of State
FireEye Inc.
Cell: 215.527.0095

From|(B)(6) |

Sent: Tuesday, October 27, 2020 8:51 AM

To:{b)(6) |@state gov>; GEC-ChinaTeam <GEC-ChinaTeam@state.gov>;
GEC_DataAnalytics <GECDataAnalytics@state.gove>

Cefimian [pstate.gov>; Bray, Leah - state.gov>; Amanda Gilbert
[(b)(6) @mandiant.com>

Subject: FireEye First Look: Hunter Biden Videos
Good Morning All -

Please see the attached TLP:Red First Look that can be shared within the State Dept. This First
Look is TLP:RED because it incorporates observations associated with Yonder factions.

We observed activity on Twitter, Reddit, 4chan and Nitter promoting the alleged Hunter Biden
sex tapes leaked by GTV[.]Jorg. We cannot currently confirm foreign attribution and have yet to
identify any coordinated, inauthentic behavior amplifying the narratives however we are
continuing to monitor any amplification or promotion of this content. We are flagging this for
the GEC's situational awareness due to the salacious nature of our findings and the proximity to
the 2020 U.S. Presidential Election.

Please let me know if you have any questions or feedback and we will continue to flag any
relevant updates regarding this activity.

Thanks!
(b)(6)

Global Engagement Center
U.S. Department of State
FireEye Inc.
Cell {b)(6) |
Sender: |(b)(6) @state.gov>

Recipient: GEC-Russia Team <GEC-RussiaTeam@state.gov>
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From:

(b)(6)

(B)(6) kﬁstate.gow
state.gov>;

To: L(b)(ﬁ

) Pstate.gov>

Subject: Re:

2 Nov Updates

Date: Tue, 3 Nov 2020 12:45:45 +0000

Good Morning -

My apologies. | think that's correct, Yonder likely can't be mentioned by name but | will double

check.

Thanks!
(b)(6)

Kb)(6) |

Global Engagement Center
U.S. Department of State

FireEye Inc.

celfb)(6)

Frommfhi(A) l@state.gov>

Sent: Monday, November 2, 2020 5:58 PM

To:(b)(6) Pstate.gov b)(6) l@state.gow

Subject: Re: 2 Nov Updates

Hi[(®)(©) |..you might need to check with A&R but I'm not sure we can publicly

announce Yonder as a partner to GEC. Check with |(b)(6)

(b)(6)

Kb)(6)

Director, Technology Engagements

Global Engagement Ce

nter

b)(6)

Dstate aov  VISIT US @ TET Home Page

(b)(6)

X

From:|(b)(6)

E)state.gow

Sent: Monday, November 2, 2020 5:33 PM

To:l(b)(ﬁ)

}@state.gow; B){(6) [@state.gov>

Subject: 2 Nov Updates

Hello |(b)(6)
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Highlights from last week are included below:

(U) FireEye is continuing to work with GEC partner Yonder to draft a strategic report
related to the Russian disinformation and propaganda ecosystem in Latin America. FircEye
and Yonder are collaborating on a strategic report that identifies both trending narratives in the
region and associated Russia-nexus domains of interest. The report is on track to be delivered on
Friday, 6 November.

(U) FireEye reported on additional insights associated with "Votergate' and additional
observations associated with two domains flagged by the Election Integrity

Partnership. FireEye initially reported on activity on 4chan's "Politically Incorrect”" board
claiming to have 1dentified vulnerabilities in the voting systems of multiple locations coined
‘Votergate.' Further research identified that Facebook, Twitter and Reddit appeared to effectively
control the spread of the narrative. FireEye also provided additional examples of

amplification of two suspicious domains flagged by the EIP.

(U) FireEye identified limited activity on Twitter, Reddit, 4chan and Nitter promoting the
alleged Hunter Biden sex tapes leaked by GTC|.]org and observed amplification of the
narrative f[rom domains associated with the Russian Pillars report. FireEye worked with the
GEC Russia Team to enable the GEC Russia Team share relevant research in a derivative work
product with USG partners and with Stanford's Election Integrity Partnership.

(U) FireEye investigated activity associated with a WordPress Blog, "Radio Free
Myanmar", that was identified as disseminating disinformation. In response to a request for
further information from USAGM, FireEye investigated the suspicious blog and identified
relevant reporting related to Facebook accounts that were leveraged to disseminate the Radio
Free Myanmar content.

Please let me know if you have any questions or if I can provide anything additional at this time!

Thank vou!
b)(6)

b)(6)

Global Engagement Center
V.5, Department of State

FireEye Inc,
Cell: (b)(6) |
(b)6)
Sender: @state.gov>
b)(6 .
Recipient: (6)E) [@state.gov>;

[(b)(6) Pstate.gov>
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Microsoft Teams meeting

Join on your computer or mobile app

Click here to join the meeting

Or call in (audio only)
7V EY | United States, Orlando
Phone Conference ID:[(D)(7)(E) |

Find a local number | Reset PIN

Learn More | Meeting options

From: |(b)(6) [@state.gov>

Sent: Wednesday, November 18, 2020 4:33:41 PM

To:|(b)(6) [@state.gov>

Ce: [[bY(6) [@state.govz; |(B)(6) \@state.gov>; [(D)(6)
(b)(6) f@state.gov>; {(b)(8) ecig.com>

Subject: Re: GEC Weekly Operational Update Report 11.13.2020

Thanks[b)(6) |

Just an FYI for everyone herelihviailhas a background and degree in public health. I'm sure he'll
find your vaccine estimation model incredibly interesting!

| chatted with |(b){6|in Colombo and he said it was fine for|(b)(6 [to be on it. He's the dedicated
MB&.E Specialist to Colombo. Can he be added?

Thank you for the doc!

Best,

(b){

From:|(b)(6) state.gov>

Sent: Wednesday, November 18, 2020 11:21

To:l()(6) [@state.gove

Cc: [(D)(6) Dstate.cove I hi(RY [@state.gov>[hi(6)
R |@state.gov>;|(b)(6) @geciq.com>

Subject: Re: GEC Weekly Operational Update Report 11.13.2020

Hi |[(b)(6

Attaching the one-pager overview of the GEC-1Q platform.
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“SENSITIYEBYTENEEASSHEED

Sender: [mAy ______ J@accenturefederal.com” {(b)(6) Baccenturefederal.com>
Recipient: '(b)(6) state.gov [(b)(6) fistate.gov>
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From: |(b)(6) |@state.gov>
To: [(b)(6) Astate.gov>
cc: (b)6) [@state.gov>
Subject: Re: =SB4 The CCP extensively amplified US political divisions to undermine

Chinese views of governance
Date: Tue, 3 Nov 2020 16:39:28 +0000

HiIDX®) ]

| thought 584 was apropos because details on Thresher's media manipulation monitoring
capabilities are not shared widely (or publicly, at all} and particularly the tracking of PRC covert
accounts seemed sensitive {but still unclassified} to me. If the intent is for this to go beyond

[(b)(6) pnd |(b)( fthen | might even recommend taking off Thresher's name altogether. Perhaps
FOUOQ is more apropos? | defer as you'd prefer.

| have responded in green. Please let me know if | can do anything further.

(b)(6) |
Program Analyst
GEC | DOS | KTG Contractor

Cell: [(b)(6) |
|(b)(6) |@state.gov

Fromib)(6) [@state.gov>

Sent: Tuesday, November 3, 2020 10:58 AM
To:|(b)(6) |@state.gov>
Ce:[fhvray [@state.gov>

Subject: Fw: {5845 The CCP extensively amplified US political divisions to undermine Chinese views of
governance

(b)(6)F why is this SBHY? Also please look at my questions in red and respond. This summary was
a good start but had some mis-spellings and us not capitalized, etc. so | want to make sure it's
clean and clear before we send it around. Thanks

—S5BU-

(b)(S) DPP
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(b)(S) DPP
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(0)(5) DPP
—SBt-
v/r,
(b)(6)
Program Analyst
GEC | DOS | KTG Contractor
Cell:(b)(6)
T [@state.gov
Sender: [(b)(6) b!state.gov:»
.. (b)(6) E)state.gov:»;
Recipient: b)(6) |@state.gov>
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From: [(b)(6) l@state.gov>
(b)(6) lastate.gov>:

To: EC-ChinaTeam <GEC-ChinaTeam@state.gov>;

(b)(6) state.gov>
Re: +6BWY-The CCP extensively amplified US political divisions to undermine
Chinese views of governance

Date: Tue, 3 Nov 2020 15:32:17 +0000

Subject:

Dear(b)©) |

(b)(S) DPP

Please let me know if there is anything further needed.

(@) |
Program Analyst
GEC | DOS | KTG Contractor

Cell:[(b)(&) |
Kb)(6) l@state.gov

From:(b)(6) l@state.gov>

Sent: Tuesday, November 3, 2020 9:56 AM

To:|(b)(6) |@state.gov>; GEC-ChinaTeam <GEC-ChinaTeam@state.gov>;
kb)(6) @state.gov>

Subject: Re: {88 The CCP extensively amplified US political divisions to undermine Chinese views of
governance

| have some edits and then you can send forward.[

(b)(9) DPP
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Thanks, (b)(6)

From:(b)(6) l@state.gov>

Sent: Tuesday, Novernber 3, 2020 9:39 AM

To: GEC-ChinaTeam <GEC-ChinaTea m@state.gov>;|(b)(6) |@state.gov>;(b)(6)
((b)(6) (@state.gov>

Subject: (5BHH The CCP extensively amplified US political divisions to undermine Chinese views of
governance

Hi all,
From yesterday's Thresher brief on Chinese electoral propaganda messaging/narratives, my

notes below |(b)(6) if | missed anything please feel free to add.
(b)) |

| can send this t0|(b)(6) |unless you would prefer to. Thanks!

—584-

(b)(S) DPP
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(b)(9) DPP
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(b)(5) DPP
- SBU

V/r,

b)(6)

Program Analyst

GEC | DOS | KTG Contractor

Cell:[0)(6) |
kb)(6) [@state.gov

Sender: [b)(6) fstate.gov>
b)(6) [@state.gov>;

Recipient: GEC-ChinaTeam <GEC-ChinaTeam@state.gov>;
b)(6) [@state.gov>
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As part of our multi-pronged approach to countering Kremlin disinformation and propaganda,
the GEC tracks, exposes, and counters Kremlin-propagated disinformation through our
programming to support independent media as well as internal content creation.

1) Three main lines of effort: Exposure and analysis, regional outreach, programming —
support of independent media and media engagement, civil society networks, whole of
government approach.

2) Exposure:

a.

Twice weekly snapshots, where the GEC spotlights Kremlin disinformation with
“Snapshots on Russia’s Disinformation Trends on Ukraine.” The Snapshots
spotlight disinformation narratives and share best practices for countering
disinformation and are distributed twice a week to 1,400 USG and like-minded
government contacts.

GEC publishes Russia’s disinformation tactics, fact sheets that debunk Kremlin
disinformation narratives, and resources for the public on State’s Disarming
Disinformation website. We most recently published a bulletin on food security.

3) Regional outreach and Network Building:
a. {SBY) The GEC coordinates support for Ukraine with the Government of Ukraine

and intermational partners. The GEC collaborates with international partners
including EEAS, G7 RRM, International Partnership for Countering State
Sponsored Disinformation (IPCSD), and NATO to support Ukraine's independent
media, analytical sharing, and outreach to social media and technology
companies. The GEC also coordinates with Government of Ukraine’s Center for
Strategic Communication to share select unclassified analysis and reporting.

4) Programming;

a.

Russia Team Programming: Team staff currently manage some $20 million in
active programming (mostly .7 PD funds, in addition to $800,000 in prior year
AEECA funds). Additional money from the March 2022 Ukraine supplemental
{up to 520 million) and EUR/ACE (up to $2 million in additional AEECA) may
soon come online as well. FY 20 1nitiatives included the launch of the Exporting
Best Practices (EBP) Program and Mapping Russian Disinformation in Africa
study. FY21’s §3 million in .7 PD funds supported an EBP expansion, a “whole-
of-society” engagement program in Slovakia, and a series of small grants to EUR
and NEA posts for innovative programming. FY22’s S2 million base
programming budget further funded EBP and embassy small grants, extended
support for Belarusian media, and will launch programs in Mexico and the
Western Balkans. Russia Team programming budgets have also supported
Resilience Support Projects in Slovakia (February 2020), Czech Republic
{September 2021), Slovenia (April 2022), and Latvia (TBC, September 2022).
Ukraine related funding: Information Access Fund (IAF) managed by the DT
Institute just closed out the end of May — S10 million co-funded with DoD —
finalized in 2018 finished with the final tranche of funding of seven sub awardees
focusing on countering Russian disinformation and capacity building of local
independent media with access to factual information. As part of that award the
GEC worked with a fact-checking organization, VoxUkraine, to catalogue and


















FL-2023-00013  A-00000748832 "UNCLASSIFIED" 05/30/2025 Page 124

From: |(b)(6) [state.gov>
To: |(b)(6) [@state.gov>
CC: |[(b)(6) [@state.gov>
Subject: ;%}(;% Posted International Products for the Week of November 2 - November 9,

Date: Mon, S Nov 2020 15:45:25 +0000

Hi
Regards,
Colleagues,
Please find the weekly compilation of products we received from International
partners for the week of November 2 — November 9. Please include us on any
products that we may be missing so that we can provide a holistic picture for
GEC. Let us know if you have any questions or if you identify any collahorative
opportunities with our partners based on the products, thanks!

If you have any questions regarding the distribution list, please contact [®X®)
|(b)(6) |at: (b)) Pstate.gov
[(6)(6) | Colleagues, Please find the weekly compilation of products w...
posted in R-GEC PPO / COVID-19 Disinformation at Nov 9, 2020 10:25 AM

International Product Highlights for the Week of November 2 — November 9:

1. {FOUO} Australia Home Affairs:
COVID-19: Misinformation—fused all-source analysis summary report 27
October 2020 — 2 November 2020: During 27 October 2020 — 2 November
2020, total mentions of COVID-19 narratives were about 10 per cent fewer
than in the previous week. Engagement with official sources was typically
higher than engagement levels with misinformation propagators for the
majority of the reporting period. Meanwhile, an Australian conspiracy theory
website has published an article alleging globalists seek to reduce the world
population by 94 per cent via a COVID-19 administered ‘global extermination
program’. An Australian anti-lockdown group has claimed that the primary
cause of death during the 1918 Spanish flu pandemic was due to bacterial
pneumonia contracted through the use of face masks, insinuating this has—or
will—occur during the COVID-19 pandemic. AFP Fact Check have debunked
a satirical video circulating on social media in the international and Australian
digital environment after sorme viewers misconstrued the claims in the video
as fact. The video presents itself as a recording from 1956 and claims that
experts predicted a new virus would emerge from Asia and spread globally in
2020.
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2. (FOUQ) OSC Disinformation Digest:
ASPI Research: Cyber-enabled foreign interference in elections and
referendums:
ASPI research has identified 41 elections and seven referendums between
January 2010 and October 2020 where cyber-enabled foreign interference was
reported, and it finds that there’s been a significant uptick in such activity since
2017. State actors have used two attack vectors to interfere in foreign elections
and referendums. First, they have used various cyber operations, such as
denial of service attacks and phishing attacks, to disrupt voting infrastructure
and target electronic and online voting, including vote tabulation. Second, they
have used online information operations to exploit the digital presence of
election campaigns, politicians, journalists and voters. SOURCE: ASPI

3. {FOUQ) OSC Disinformation Digest, Center for Media Engagement:
Encrypted propaganda political manipulation via encrypted messaging
apps in the United States, India, and Mexico: To understand who designs,
builds, and launches propaganda efforts on encrypted messaging applications
(EMAS} in the US, India, and Mexico, the Center for Media Engagement
propaganda research team collected and analyzed instances in which EMAs
were used 1o organize and/or disseminate coordinated influence operations.
Through this process, we identified and cataloged 28 distinct cases of such
EMA influence operations in India, 24 cases in Mexico, and 45 cases in the
United States. We began our collection in fall 2019, but the cases themselves
range from 2015 to 2020. Each country’'s cases are divided by topic: elections,
incitements of violence, and coronavirus-specific mis- and disinformation. Here
we showcase some of these instances to illuminate country-specific strategies
for the political use of EMAs and emerging international trends of a
phenomenon we term encrypted propaganda. Source:
hitps://mediaengagement.org/research/encrypted-propaganda/

4, {688 The Hague Center for Strategic Studies (HCSS):
Two Case Studies: The two case studies are from The Hague Center for
Strategic Studies (HCSS), which is one of the Dutch government's main
contractors for various security projects/studies. These two case studies {along
with a few others) are part of a Dutch government's work on cyber norm setting
work {in some cases in alignment with US priorities/efforts on cyber norms).
This paper is part of the paper series “From Blurred Lines to Red Lines: How
Countermeasures and Norms Shape Hybrid Conflict”. The series analyze
effective responses against hybrid threats by evaluating the ways in which
countermeasures and norms can help shape appropriate state behavior in the
hybrid realm. The series unpacks the logic driving norm development across
five different cases, yielding a better understanding of the norm strategies, tools
of influence, dilemmas and tradeoffs by European states and the US in their
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response to adversarial hybrid operations, including cyber operations (Russia);
disinformation (Russia}; propaganda (I1SIS}; economic espionage (China);
maritime claims {China). SOURCE: https://hcss.nl/report/blurred-lines-red-lines-
casestudy-1; hitps://hcss.nl/report/blurred-lines-red-lines-casestudy-2

5. 684 RICU Disinformation Analysis Team Weekly Analysis:
COVID-19 vaccination narratives; POLICY IMPLICATION: While foreign
state media coverage of UK COVID-19 vaccination issues is enduring, this
reporting period presented a clear attempt by RT to spin comments made by a
British MP to sow confusion regarding the recipient numbers of any future UK
vaccination program. Audience reactions to this article garnered anti-vaccine
sentiment, showing the risk and vulnerability such misleading narratives may
present to the prospect of ensuring public uptake of any future vaccine.
Additionally, Chinese and Russian state media outlets continue to praise their
respective COVID-19 vaccination efforts; while this reporting period did not
observe explicit narratives denigrating UK/Western vaccine production efforts in
comparison with Chinese/Russian counterparts, HMG should be alive to the
possibility of such narratives emerging. Moreover, HMG should carefully
consider how — in its communications efforts regarding any COVID-19
vaccination — it communicates factual detail on the vaccine at local level
through trusted channels, including on the nature and benefit of the vaccine
itself, as well on the vaccination program for administering it.

International Products for the Week of November 2 — November 9:

1. 1A-2020-00877 - ASFC Intelligence Analysis Update - 27 October-02
November 2020

2. DAT_83RD_REPORT

3. DAT_85TH_REPORT

4. EEAS_ Ukraine _ Statement by the Spokesperson on the fight against
corruption after the Constitutional Court decision of 27 October

5. European Union _ Biden or Trump_ What the US election could mean for
Europe’s foreign policy

6. OSC Disinformation Digest 4 November 2020

7. Online Event_MEDIA ADVISORY - Sustainability in the Black Sea Regional
Cooperation _ Advancing the Black Sea Synergy and the European Green
Deal

8. Dutch Case Study 1_ Protecting Electoral Infrastructure from Russian
Cyber operations

9. Dutch Case Study 2_ Responding to Russian Disinformation in Peacetime
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Sender: |(b)(6) |@state.gov>
. [(hVAY pstate.gov>;
Recipient: T &) l@state.gov>
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From: |(b)(6) bstate.gow-
To{(b)(6) [@state.gov>
Subject: ;:E.}(é?(_] Pasted International Products for the We ek of October 12 — October 19,

Date: Mon, 19 Oct 2020 17:37:37 +0000

Hi|(b)(6)
Regards,

(b)(6)

Colleagues,
Please find the weekly compilation of products we received from International
partners for the week of October 12 — October 19. Please include us on any
products that we may be missing so that we can provide a holistic picture for
GEC. Let us know if you have any questions or if you identify any collaborative
opportunities with our partners based on the products, thanks!

If vou have any questions regarding the distribution list please contact [P)€)

(b)(6) ati(b)(6) [@state.gov
[(b)(6) [Colleaques, Please find the weekly compilation of products...

posted in R-GEC PPO / COVID-19 Disinformation at Oct 16, 2020 11:34 AM

International Product Highlights for the Week of October 12 — October 19, 2020:

1. {SBY) EUvsDisinfo News and Analysis:
MH17, what happened since March?: According to EUvsDisinfo, there were
24 cases of disinformation about MH17 around the start of the trial on 9 March.
It dropped a bit in April and May, with six and seven cases per month,
respectively. In June and July, it peaked again with 17 and 18 cases,
respectively. Then it dropped again in August and September {one case each
month}. It's hard to explain the June and July waves of cases exactly. Nothing
happened publicly in the trial process in those months. SOURCE: EUvsDisinfo

2. {SBU) DisinfoLab focused on tackling sophisticated disinformation
campaigns targeting the EU, its member states, core institutions, and
core values.

Shaping Europe’s digital future, Second set of reports — Fighting COVID-
19 disinformation Monitoring Program: The EUJ Commission publishes a
further set of reports provided by the signatories of the Code of Practice on
Disinformation as part of the COVID-19 monitoring and reporting program set
out in the Joint Communication “Tackling COVID-19 disinformation - Getting the
facts right.” In general, the reports provide a good overview of actions taken by
the platforms to address disinformation around COVID-19. However, there are
still substantial gaps. In some instances, data has been provided at global,



FL-2023-00013  A-00000748768 "UNCLASSIFIED" 05/30/2025 Page 129

rather than at EU or Member State level. In other instances, it is unclear
whether the data provided relates to actions taken to address COVID-19
disinformation, or a broader range of objectives. SOURCE:
https://ec.europa.eu/digital-single-market/en/news/second-set-reports-fighting-
covid-19-disinformation-monitoring-programme

3. {FOUQ) OSC Disinformation Digest:
How Russia Today skirts high-tech blockade to reach US readers: RT
continues to draw a large American audience, helped unwittingly by some of
America’s most prominent conservative websites. The reason: those news
outlets agreed to join a distribution network that allows other members’ content
to be displayed on their home pages. The company responsible is Mixi.Media,
which assembled a network of right-leaning publishers, including National
Review, The Daily Caller and Newsmax, as well as mainstream sites like
RealClearPolitics. Also in Mixi’s fold are RT and Sputnik. Links that Mixi places
on its partners’ websites often appear under headings such as ‘From Our
Partners,’ but the source isn’t always clear until after the headline has been
clicked. That is by design. Mixi is the largest source of RT's ‘referral traffic’ in
the US, delivering 19% of visitors coming from other websites in July, not
including social media.

4. {FOUO) OSC Disinformation Digest:
Removing coordinated inauthentic behavior on Facebook: Facebook has
removed ten networks from various countries that were conducting coordinated
inauthentic behavior. Targets included audiences in the US, Kenya, Botswana,
Myanmar, Azerbaijan, Nigeria, Russia, the Philippines, South East Asia,
Turkey, Syria, Ukraine, Japan, Armenia, Georgia, Belarus and Moldova. More
than half of the networks targeted domestic audiences in their countries. Two of
the networks engaged primarily in leaving comments on posts by media entities
and public figures — relying on real people, not automation — to create the
perception of wide-spread support of their narratives. OSC comment: DFRL ab
Graphika and the Stanford Internet Observatory carried out independent
analysis of these networks. SOURCE: Facebook

5. {SBU)YNATOQ Centre of Excellence StratCom: New Publication "Clarifying
Digital Terms": NATO StratCom Centre of Excellence has published a new
report "Clarifying Digital Terms," created by the NATO StratCom COE
Terminology Working Group. The purpose of this glossary is to encourage the
use of precise and simple language that bridges the terminological divide
between policymakers, soldiers, tech companies, academics, and
programmers. It is at the intersection of their respective fields, that
digitalization’s potential for positive change as well as ensuing challenges can
be recognized and addressed. Sharing a common vocabulary is the first step.
This publication includes proposed definitions for terms like algorithm, artificial
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intelligence, cyber, digital engagement, digital forensics and much more.
SOURCE: hitps://stratcomcoe.org/clarifying-digital-terms

International Products for the Week of 12 — October 19, 2020:

1.

2.

EEAS Kyrgyz Republic Elections _ Statement by the Spokesperson on the
latest developments

European External Action Service _ Russia_High Representative-Vice-
President Josep Borrell speaks to Foreign Minister Sergey Lavrov

. European Union External Action _ Tajikistan_ Statement by the

Spokesperson on the presidential elections

European Union External Action_Foreign Affairs Council _ Remarks by the
High Representative at the press conference

IA-2020-00824 - ASFC Intelligence Analysis Update - 07-12 October 2020
OSC Disinformation Digest 14 October 2020

European Union External Action_Canada_ High Representative-Vice-
President Borrell speaks to Foreign Affairs Minister Champagne

. European Union External Action_Demonstrating Europe’s commitment to

Africa

. European Union External Action_Kyrgyz Republic_Elections_Resignation

of Kyrgyz President

10. European Union External Action_Ukraine_ Statement by the Spokesperson

on the attempted conscription by Russia in Crimea

11. EUvsDisinfo Publication October 15_ Pro-Kremlin Disinformation Week
12.US Elections_With disclosure about his emails, the hunt for Hunter Biden

has reopened

13.NATO StratCom Centre of Excellence _ Clarifying Digital Terms
14. EU DISINFO LAB_Second set of reports — Fighting COVID-19

disinformation Monitoring Program

Sender: [(D)(6) state.gov>
Recipient: |(D)(6) [@state.gov>
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From: |(D)(6) |@state.gov>
To:[P)®)

Subject: Heads up.
Date: Fri, 30 Oct 2020 14:36:12 +0000

state.gov>

Hey b)(6)
Sorry to bother you, but apparently you wrote a piece on election security/Biden laptop
misinformation. Forgive me if | have this wrong, but[(b)(6) |oriefed it in this morning's meeting
and the SE asked to see it right away.

Just thought you might want to know that whatever you wrote is getting some attention.

Hope all is well on the Russia Team. In other news.. | still don't know if they are ever going get
me over there or not. After my positive interviews with [(b)(6)  |said PPO was too
shorthanded to let me go. .

Happy Halloween!
(b)(6)

Chief of PTans and Emerging Threats
Global Engagement Center (GEC)
Department of State

Office: UNGLASSP)E) .

(b)6) Rstate.gov | SIPHEKD) Rstate.sgov.gov |
JWICH(b)(6) state.ic.gov

“Mission: To direct, lead, synchronize, integrate, and coordinate efforts of the Federal
Government to recognize, understand, expose, and counter foreign state and foreign non-state
propaganda and disinformation efforts aimed at undermining or influencing the policies, security,
or stability of the United Stafes, its allies, and partner nations.

Sender: |(b)(6) l@state.gov>
Recipient: |(D)(6) Pstate.gov>
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From: "Gabrielle(Potts), Lea" 1

SentVia: |(b)(6) bstate.gov>

"UNCLASSIFIED"

state.gov>

To: Gabrielle(Potts), Lea |(b)(6) bstate.gov>

Subject: GEC Weekly Operational Update Report 12.11.2020

Date: Fri, 11 Dec 2020 18:59:00 +0000

Colleagues,

05/30/2025 Page 132

Please find our GEC Weekly Operational Report below. | have also attached our abbreviated
GEC Qperations Update slides prepared for the Secretary, and the GEC reports referenced in

the Operational Report.
Have a wonderful weekend.

Best,

Lea

Lea Gabrielle
Special Envoy
Global Engagement Center

U.S. Department of State

kb)(6) k&,',state, gov

From: Bray, Leah |(b)(6] l@state.gow
Sent: Friday, December 11, 2020 12:54 PM

To:|(b)(6) [@state.gov>
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(U) Global Engagement Center
Operations Update

December 11, 2020



(U) GEC Partner Podcast Series Tops

Persian Language Downloads

+{S8Y) GEC-sponsored production on world politics is most downloaded Persian
educational podcast.

» {SBY} Short and Sweet is a multimedia production series about world
politics, that includes audio podcasts and supporting YouTube videos. Itis
now the most downloaded Persian-language educational podcast on
iTunes, outpacing even BBC Persian.

* —{SBY} Short and Sweet works to
provide audiences a more
comprehensive view of the world
today-{5BY Topping the ratings in
this way demonstrates the value
and impact of GEC-supported
programs in the region.

{U} Image of “Short and Sweet” podcast cover.






{SBU) GEC-supported partner Hybrid Center of Excellence {(COE) leads online exercise for
pandemic response.

()6}

* {SBU) working for the European Centre of

Excellence for Countering Hybrid Threats in Helsinki, Finland, designed and
administered the November 24-26 Resilient Response 2020 (RERE 20)

exercise. (5B} RERE 2020 was an online pandemic response exercise allowing 12
teams from across the EU, NATQO, and EUCOM to try to simulate protecting their
popultione! virus while simultaneously countering
hybrid threats. The exercise was co-hosted by the
Multinational Medical Coordination Centre/
European Medical Command and the German
Federal Office for Civil Protection and Disaster
Relief.

5B A post-exercise evaluation found that nations
made good choices when encountering hybrid

threats, but many responses to disinformation H b r I d C D E

were reactionary, not proactive. U) Hybrid COE branding.
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From: |(b)(6) [@state.gov>
To: (b)(6) Bstate.gov>;
B ({s}](5))] @state.gov>

Subject: FYI from Embassy Kyiv's daily update
Date: Wed, 6 Jan 2021 15:35:06 +0000

Case dismissed on Ukraine interference in US election: Serhiy Leshchenko, journalist, blogger
former MP and now member of Ukrzaliznytsia supervisory board, announced in social media
that the Supreme Court of Ukraine has thrown out the case about Ukraine's alleged
interference in the U.S. presidential elections in 2016: "The Supreme Court denied ex-deputy
Borys Rozenblat, who tried to sue me and NABU head Artem Sytnyk for interfering in the U.S.
presidential elections in 2016, which allegedly consisted of the [sharing] of the 'black accounts'
of the Party of Regions.” Leshchenko noted that, initially, the decision in favor of Rozenblat was
made by Kyiv District Administrative Court, notorious for its politicized rulings. "Based on this
decision of the court, then Prosecutor General Yuriy Lutsenko told Trump's lawyer Rudy Giuliani
that the Ukrainian court had allegedly recognized the facts of Ukraine's interference in the U.S.
elections in 2016,"” Leshchenko said. According to Leshchenko, Lutsenko systematically misled
Giuliani and, in order to protect himself, invented a story that former U.S. Vice President Joseph
Biden, in the interests of his son Hunter, pressed the Prosecutor General's Office to close the
case against ex-Minister of Ecology Mykola Zlochevsky and his gas company Burisma.
"Kolomoiskyy's and Medvedchuk's propaganda laboratory helped to spread this lies virus in
Ukraine,"” Leshchenko wrote. UkrPravda

(b)(6) |
USEUCOM J39 Liaison, Russia Team
(Booz Allen Hamilton Contractor)
Global Engagement Center
U.S. Department of State
State SA-5 Desk: [(b)(6) |

OpenNet: iy | u’.‘-'state.s_.!ov|ClassNet:(b)(B) ASTATE.SUOV. SOV

- -
Sender: [(D)(6) [@state.gov>
. [(b)(B) [@state.gov>;
Recipient: |(b)(6) @state.gow
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From: [b)(6) Bstate.gov>
To: GEC-Russia Team <GEC-RussiaTeam@state.gov>
Subject: Fwd: Poisoner, Hacker, Meddler, Spy: How Russian Agents Ran Wild in 2020
Date: Thu, 31 Dec 2020 16:31:58 +0000

Nice overview of Russian intelligence activities in 2020

Get Qutlook for 108

---------- Forwarded message ---------
From: New from SpyTalk <spytalk(@substack.com>
Date: Thu, Dec 31, 2020 at 04:57

Subject: Poisoner, Hacker, Meddler, Spy: How Russian Agents Ran Wild in 2020
To: {b)6) @gmail.com>

Rd
Subscribe now

Hey there, welcome. Please consider supporting our work with a paid subscription. It’s just $9.95

a month or even better, $99 a year. PS: Follow us also on Twitter @talk spy.

Poisoner, Hacker, Meddler, Spy: How Russian Agents
Ran Wild in 2020

Some wins, some loses, but overall a record to be proud of if you're Vladimir
Putin

Jeff Stein and Patricia Ravalgi
Dec 31 [ (] (]

Share SpyTalk

If Russian intelligence were a baseball team, they’d be the Houston Astros  good, powerful,

even lethal, but cheaters who broke the rules in a game already known for bending them. And

they pretty much got away with it.
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“What surprises me is Putin's willingness to risk getting caught over such small fry,” says
John Sipher, who knows a thing or two about the Russians, having been a CIA station chief in

Moscow. All those targets were “no real threat to Putin.”

The opposition figure Alexei Navalny, he noted, “gets something like three per cent support™
across Russia, yet last August the FSB, Moscow’s internal security organ, tried to poison him to

death with the nerve agent Novichok.

It’s a pattern: Two years ago, the GRU, Russia’s thuggish military intelligence agency, sent
death squads to liquidate a long ago turncoat agent, Serge Skripal, with Novichok. (It nearly
killed him.) In February Bulgarian authorities charged three Russian agents in absentia with

trying to poison a Sofia arms dealer and two associates in 2015. Last year Moscow used more

old fashioned methods to eliminate a Chechen separatist fighter in Germany last year—a bullet

to the head on a Berlin street.
It’s Murder Inc. with guns and poison—no cloaks, no daggers, thank you very much..

Douglas London, another retired former senior CIA official, says the hits “serve a purpose, and

there’s little cost.”
“He likes the macho image,” he adds. “It’s just old school Russian.”
“It is over the line but he hasn't paid a price for any of it,” Sipher told SpyTalk.

Well, let’s say it’s a price Putin can live with: a bitch slap from the governments he’s offended,
in the form of expulsions and sanctions. A SpvTalk review—inspired by Rob L.ee, a PhD
candidate at Kings College in London  found that 14 Russian spies were publicly expelled from
seven nations in 2020, most for espionage, a few for political meddling. In a Hollywood-quality
farce, two Russian “diplomats™ were expelled from Prague this year after they were found to
have planted a phony story in a local media outlet saying another Russian 4 rival in their
embassy, as it turned out— was plotting to poison Czech officials. In a comedic climax, Moscow
reacted with high dudgeon to the PNG’s. In next-door Slovakia, meanwhile, three Russians were
expelled in retaliation for Moscow obtaining false Slovak visas to enter Germany for the Berlin

assassination.
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The same went for other places where Moscow’s agents were apparently caught red-handed in

espionage or political intrigue.
Spies Gonna Spy

Just last week 1in Colombia, for example, two suspected Russian intelligence officers were

expelled for reportedly collecting intelligence on the “energy industry and mineral commodities™

and for “attempting to recruit sources in the city of Cali.”

A week earlier, Bulgana gave a Russian diplomat 72 hours to leave the country, “after

prosecutors alleged he had been involved in espionage since 2017, according to Reuters, citing

the foreign ministry.

On December 10, The Netherlands expelled “two alleged Russian diplomats™ for targeting
its “‘high-tech sector with a substantial network of sources,” according to the BBC. The expelled

Russians, it said, were accredited diplomats working from the Russian Embassy in The Hague.

Likewise back in August, Norway expelled a Russian “diplomat™ involved in espionage targeting

an Oslo consultancy in shipbuilding, renewable energy and the o1l and gas industry. A week
later, Austria expelled a Russian “diplomat™ who had allegedly been involved for years in
economic espionage at a technology firm, aided by an Austrian citizen. Russia responded in
kind.

Moscow meddled more seriously in Guyana, on the northern mainland of South America,
according to a news report in March from its capital. “A Russian, Russian-American, and Libyan
were expelled on charges that they attempted *“to interfere in the electoral process at the behest
of” an opposition party, via a “‘conspiracy to tap into the Guyana Elections Commission

computer system.”

Ukraine, on the other hand, didn’t settle for booting Russian agents. At virtual war with Moscow
since its invasion and annexation of Crimea in 2014, Ukraine just this week “shut down four
intelligence networks anddetained eleven agents of the Russia secret services, three of whom
were involved in attempted sabotage and terrorist attacks on critical infrastructure

facilities,”Kyev announced. “Another FSB agent was detained in Luhansk region. He tried to

hand over to the foreign side the secret documentation on the Neptun missile system developed
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by the Ukrainian defense industry,” it added. Further counterintelligence investigations are

ongoing.
Back in the USA

Russia’s Ukrainian agents, meanwhile, continued to meddle in U.S. politics, in particular the
campaign by Trump and his lawyer Rudy Giuliani to smear Joe Biden’s son Hunter. In

September the Treasury Department said it was going to sanction Ukrainian Andriy Derkach, a

pro-Russian member of the Ukrainian parliament, for conspiring with Giuliani to fabricate
charges against Hunter Biden. “Derkach...has been an active Russian agent for over a decade,
maintaining close connections with the Russian Intelligence Services,” Treasury found. Giuliani

1s also reportedly under investigation in Manhattan for “potentially illegal gains from his work

with” the Soviet-born U.S. businesmen Levy Parnas and Igor Fruman “in a Ukrainian natural-gas

business.”

Washington had little recourse but sanctions, or indictments in absentia, against Russian agents
in the Hunter Biden affair and other, even more egregious, attacks on the U.S in 2020, since all

of the perpetrators were beyond the reach of U.S. law enforcement.

In October, for example, the U.S. charged six current and former members of Russia’s military
intelligence agency “for allegedly carrying out some of the world’s most destructive hacking
attacks from 2015 to 2019, including knocking out Ukraine’s power grid and causing almost $1

billion in damage to three American companies.” All of the accused are outside of the U.S.

Likewise, U.S. officials are still sorting out legal options for dealing with the recently

discovered, massive Russian intrusion into the computer systems of multiple federal agencies,
including the departments of defense, treasury, homeland security, agriculture and

commerce. “While U.S. officials believe that a Russia-linked entity or Russian individuals are
responsible for the attacks, they have not yet finalized their designation on which actors are

responsible,” a senior administration official told CNN.

From Russia’s embassy came more indignation: “another unfounded attempt of the U.S. media

to blame Russia for hacker attacks on U.S. governmental bodies."
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Goodbye, So Long

Two years ago, in reaction to the Skripal poisoning, the U.S. and 28 other countries punted more

than 150 Russian officials from their shores. Washington alone expelled 60 Russians, including

12 intelligence officers from Moscow’s mission to the U.N. headquarters in New York, and

closed the Russian consulate in Seattle.

In 2020, Putin appeared a bit more careful about foreign assassinations. Or maybe it was just a

coincidence, a lack of timely targets.

The Russian strongman shows no sign of changing menus. Quite the contrary: He’s been
lionizing his intelligence services. Kicking off 2020 last January, his SVR chief held an

unprecedented ceremony to honor several operatives who had served with distinction around the

world.

Putin has good reason to puff his chest, say top former CIA officials with long histories battling

Moscow Centre: Trump has not made Russia pay any substantial price for its excesses.

“It’s not that the Russians are that good, but over the course of the last four years, the political
climate has impeded the U.S. intelligence community from leveraging its capabilities and
advantages, with the White House providing the Kremlin top cover from

consequences,” London, who recently retired from a 34-year career in the CIA’s Clandestine

Services Division, told SpyTalk.

“There are no rules in espionage, even though it's an internationally recognized norm,” says Dan
Hoffman, who besides running the CIA station in Moscow led large-scale espionage campaigns
against Russia in Europe and elsewhere. “Putin plays by no rules, just the maximum he can get

away with.”

“He is either just a KGB thug or he's really more scared that we think.” adds JohnSipher. I tend

to think he simply continues to see the world like a Soviet Chekist and this is what they do.”

Leave 4 commen
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From: |(b)(6) |@state.gov>
To: |(b)(6) l@state.gov>
Subject: Fwd: GEC 12C2 Weekly Action Review: October 20 - 26 October, 2020
Date: Tue, 27 Oct 2020 16:13:25 +0000

FYI

Sent via the Samsung Galaxy S8+, an AT&T 5G Evolution capable smartphone
Get Outlook for Android

From:|(h){6) |@state.gov>
Sent: Tuesday, October 27, 2020 11:55:39 AM
To:|(b)(6) [@state.gov>;|(b)(6) l@state.gov>

Subject: GEC 12C2 Weekly Action Review: October 20 - 26 October, 2020

(b)(6)

The WAR for this week is attached for your perusal and approval. I'm waiting for Serge
and others to provide updated information for the Look Ahead section.

VIR,

(b)(6)

Operations Oﬁ%r | Interagency and International Coordination Cell (12C2)
Global Engagement Center (GEC)
HST Office:[b)(6) | Work Cell: [(b)(6) |Personal Cell:{(b)(6)

Ib)(6) state.gov | SIPR:[(b)(6) Pstate.sgov.gov

All Native Group, a Divisionof Ho-Chunk, Inc.

Sender: |[(b)(6) |@state.gov>
Recipient: [(b)(6) Bstate.gov>
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From: |(b)(6) [state.gov>
To: |(D)(6) Bstate.gov>
Subject: Fw: Two Recent FireEye Reports
Date: Wed, 21 Oct 2020 15:30:54 +0000

Director{(b)(6)

Attached are two FireEye documents that mention within our last coorespondance

Vi

(b)(B) |

Liaison Planner to USAID | Interagency and International Coordination Cell (12C2)

Global Engagement Center (GEC)

Office: [(bB)(6) Work Cell:[0)(6) ______||Personal Cell:[(b)(6) |
OpenNelrmyvay  |@state.gov |CIassNet:Mstate.sgov.gov
Trvl:|(D)(6) [@america.gov

ALL NATIVE GROUP, a Division of Ha-Chunk, Inc.

“Mission: To direct, lead, synchronize, integrate, and coordinate efforts of the Federal Government to
recognize, understand, expose, and counter foreign state and foreign non-state propaganda and
disinformation efforts aimed ot undermining or influencing the policies, security, or stabifity of the
United States, its allies, and partner nations. *

From:|(b)(6) @state.gov>

Sent: Tuesday, June 16, 2020 11:01 AM

To: GEC-Russia Team <GEC-RussiaTeam@state.gov>

cc: |(b)(6) [@state.gov>; Bray, Leah state.gov>; GEC 12C2 Internal
<GECI2C2Internal @state.gov>

Subject: Two Recent FireEye Reports

Good Morning Russia Team -

Attached are two FireEye reports that were published recently to our FireEye customer
Intelligence Portal. The reports are:

» 20-00010916: 'Ghostwriter' Overview: Pro-Russia Influence CAMpaign Leverages
Fabricated Content and Website Compromises to Push Anti-US, Anti-NATO , and
COVID-19 Related Narratives

o This report is an analysis of a suspected ongoing pro-Russia influence campaign,
which we have dubbed “Ghostwriter”. The Ghostwriter campaign primarily
targets audiences in Lithuania, Latvia, and Poland with English-language articles
authored by suspected inauthentic personas that promote anti-U.S. and anti-
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NATO narratives. The operations occasionally leveraged compromised websites
and email accounts from various entities to disseminate fabricated content in
support of the narratives, including those of media outlets and government
institutions in the target countries, and also impersonated authentic journalists
and public officials to that same end. As part of the report, we summarize six
recent notable operations in detail which we assess with moderate confidence
comprise part of the larger Ghostwriter campaign.

e 20-00010917: Suspected Ukrainian and Russian-Language 'Secondary Infektion’
Operation Promote Narrative That Outside Group Orchestrated Anti-Racism Protests
in US, UK and Ukraine

o This report is an analysis of a suspected Russian and Ukrainian-
language information operation that we assess with moderate confidence to
comprise part of the ongoing suspected Russian “Secondary Infektion” influence
campaign. The operation, which was conducted in June 2020, promoted the
narrative that a single financial and political group orchestrated anti-racism
protests in the U.S., UK, and Ukraine.

These reports are pre-approved for sharing with US Federal Civilian Departments and

Agencies to include FBI, DHS, USAGM, USAID etc. This does not initially include members of the
DoD, IC or Combatant Commands. If interested in sharing with anyone outside of US Federal
Civilian Depts. and Agencies, please reach out and | am able to assist!

Happy to answer any questions.

Thanks!

(b)(6)

Global Engagement Center
V.S, Department of State
FireEye Inc.

Cell: [fryia |

Sender: {(b)(6) Bstate.gov>
Recipient: ((b)(6) Pstate.gov>
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From: |(D)(6) Fistate.gov>

Al military
addressees

To:

Subject: Fw: Special Envoy's Daily Briefing, 12 January 2021
Date: Tue, 12 Jan 2021 13:49:47 +0000

DoD Colleagues:

Attached please find today's GEC Daily Media Brief. Flagging several pieces (Yahoo and AP} on
the far-right media ecosystem.

v/r

[(b)®)
GEC 12C2

(b)(6) |

From{(b)(6) |@state.gov>
Sent: Tuesday, January 12, 2021 7:34 AM

To: Gabrielle(Potts), Lea <|(b)(6)  [@state.gov>

Subject: Special Envoy's Daily Briefing, 12 January 2021

Good Morning Special Envoy Gabrielle,

Please find your daily capture of propaganda and disinformation news, below and
attached.
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Analytics and Research Team
Global Engagement Center

U.S. Department of State
Accenture Federal Services Affiliate

State HST Desk:|[(D)(6)

[=1

"UNCLASSIFIED"

Sender: |(b)(6)

EJstate.gov>
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(b)(6)

All military addressees

Recipient:













FL-2023-00013

From: (D)(6)

All military plus HHS
addressees

To:

CccC:

Subject:
Date:

DoD Colleagues:

A-00000748791

"UNCLASSIFIED"

lastate.gov>
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(b)(6)

Fw: Special Envoy's Daily Brief - 7 JAN 2021
Thu, 7 Jan 2021 17:16:24 +0000

Attached please find today's GEC Daily Media Brief. Flagging Forbes and USA Today pieces on
COVID-18 conspiracies.

Best,

(b)(6)

From:|(D)(6)

@state.gow

Sent: Thursday, January 7, 2021 8:14 AM

To: Gabrielle(Potts), Lea {{h\iRY___ @state.gov>
Subject: Special Envoy's Daily Brief - 7 JAN 2021

Good Morning Special Envoy Gabrielle,

Please find below and attached this morning's edition of your daily news and propaganda

capture.
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Very Respectfully,

[(b)(6) |
Analytics and Research Team
Global Engagement Center
U.S. Department of State
Accenture Federal Services Affiliate

OpenNet: [(b)(6) lostate.gov | ClassNet: |(b)(6) state.sgov.gov
(b)(6)

Personal Cell: [(b){6) [| State Cell:
X
Sender: [(b)(6) ldstate.gov>
b)(6
Al military (P)(©)
addressees

Recipient:
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From: |(b)(6) |@state.gov>

All military plus HHS
addressees

To:

Subject: Fw: Special Envoy's Daily Brief
Date: Thu, 15 Oct 2020 13:40:01 +0000

J-39/0WS/Army Colleagues:

Attached please find today's GEC Daily Media Brief. Flagging a Guardian story on YouTube
banning misinformation about COVID-19 vaccinations.

From: {(b)(6) l@state.gov>
Sent: Thursday, October 15, 2020 7:27 AM

To: Gabrielle(Potts), Lea {(b)(6) Dstate.gov>
Subject: Special Envoy's Daily Brief

Good Morning Special Envoy Gabrielle,

Please find below and attached this morning's edition of your daily news and propaganda
capture.
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OpenNet: | (D)(§) |@state.gov | ClassNet: [(b)6) | state sgov.gov

Personal Cell:|[(b)(6) | state Cell: fryay

X

Sender: [(b)(6) [@state.gov>

(b)(6)

Military plus HHS
addressees

Recipient




FL-2023-00013  A-00000737050 "UNCLASSIFIED" 05/30/2025 Page 237

- SAN S The International Strategic Action
1 Network for Security

The Evolution of the Kremlin’s Hostile Influence
in Belarus in the Aftermath of the 2020 Elections
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About iSANS - the International Strategic Action Network for Security

International Strategic Action Network for Security (iSANS) is an international expert initiative
established in 2018 and aimed at detecting, analyzing, and countering hybrid threats against
democracy, rule of law, and the sovereignty of states in Western, Central and Eastern Europe and
Eurasia.

The initiative’s attention is focused on hostile networks of influence using hybrid tools and
comprised of fake public initiatives, corrupt political figures serving foreign interests, fake news,
disinformation and propaganda networks, and networks of hate groups complemented by the
export of corruption instruments, economic penetration, various covert operations, and military
threats.

Experts with many years of diverse academic and practical experience from both sides of the
Atlantic have joined forces in iSANS to strengthen the resilience of the democratic project at all
levels, including the general public, civil society and the media, academic and expert cornmunities,
national governments, and international organizations.

The initiative’s priority is to defend the international legal framework and democratic order against
purposeful atternpts to undermine, compartmentalize, and abolish it by states and political forces
contemptuous of universal democratic and human rights values.

iSANS is a practical initiative seeking to counter threats and find solutions to problems detected.
For this purpose, it collaborates with the media in publicizing its findings and reaches out to

national and international policy makers with practical recommendations on actions to be taken.

For more information and publications by iSANS, please visit https://isans.org/en.
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DT Institute

This initiative was made possible by the Global Engagement Center at the U.S. Department of
State, through the Information Access Fund {IAF) administered by the DT Institute. The
opinions, conclusions, or recommendations contained herein are those of the authors and do
not necessarily represent the view of the U.S. government or the IAF,
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Introduction

The Kremlin's strategy for influencing the situation in Belarus has undergone significant changes since the
start of the revolutionary events in August last year. This evolution is especially noticeable in comparison
with Moscow’s previous approaches towards Belarus in the periods up to 2018 and in 2018-2019, described
and analyzed in our earlier reports®.

Central to the Kremlin’s new strategy after the 2020 presidential elections are the active export to Belarus
of the Russian model of control of the authorities over society, based on a combination of mass propaganda
and large-scale repression against dissent; an attempt to impose political reform in the form of party
building in the interests of Moscow; and forcing Belarus to participate actively in the anti-Western and anti-
Ukrainian policies of Russia. All these processes are characterized by the growing role of the special services
in governing the state in both countries.

At the moment, the Kremlin has achieved the following goals: there has been an almost complete
synchronization of state propaganda on Russian and Belarusian television, not only regarding events in
Belarus, but also relative to the West and other foreign policy narratives important for the Kremlin; the
Russian repressive model of government control over society has been successfully exported to Belarus;
Lukashenko has cut off his path to resuming normal relations with the West because of the crimes he has
committed and has been forced to pay off Putin for his support; and there has been a catastrophic
deterioration in relations between Belarus and Ukraine and concurrent loss of status as a negotiating
neutral platform in the “Minsk” process on Donbass.

At the same time, Lukashenko is successfully sabotaging the political reform process of developing a system
of political parties capable of being conductors of Russian influence proposed by Putin. He replaced it with
an emergency decree and “constitutional reform” aimed at retaining control through the transfer of power
to two unelected bodies — the Security Council in an emergency and the All-Belarusian People’s Assembly,
chaired by Lukashenko, under normal conditions. This design will ensure the continuity of the regime’s
power and not be dependent on elections and the risks of associated protests.

Lukashenko’s maneuvers in relations with Moscow can be viewed as his usual cunning attempt to shift the
Kremlin’s attention from demands for internal changes (forcing the surrender of sovereignty) to the outer
perimeter {assistance to Moscow in a confrontation with NATO and new aggressive rhetoric towards
Ukraine). But for the Kremlin, considering the new round of its confrontation with Ukraine and the West,
these changes in Belarus’s foreign policy turn out to be a priority over the implementation of plans to
accelerate the “deep integration” of the two countries. Moscow will be able to implement these plans later,
but for now it can gradually increase its influence, including through its special services and the continuation
of economic control. Essentially, Lukashenko’s successful crackdown on protests and his belligerent rhetoric
toward the West are now more important to Moscow than integration and economic interests.

The fate of Lukashenko himself in Moscow’s plans remains uncertain. Replacing Lukashenko in response to
mass protests is not something the Kremlin is willing to agree to, as it sets a bad example for Russia. It is
beneficial for the Kremlin to keep under its control a weak, in its view, Lukashenko who has lost his
legitimacy and status of a guarantor of sovereignty and who has lost his reputation as a master of
international deals. The Kremlin is giving him time — albeit with the support of Moscow — to deal with a
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society that has risen up for a peaceful revolution and finally drive himself into the trap of complete
dependence on the Russian leadership. At a convenient moment, when, according to the Kremlin's
calculations, the protests will finally subside and Russian influence in Belarus will increase, it will be both
easier and politically more profitable to replace the country’s illegitimate and globally despised leader for a
more convenient figure. It will not look like a regime change stemming from a popular revolution with the
support of the democratic West, but a Russian liberation of Belarus from an irritating, hapless, and criminal
leader.

This report is divided into two parts. In the first part, we describe and analyze the evolution of the Kremlin’s
policies and toolkit for establishing Russian control in Belarus after the start of the revolutionary events in
August 2020 and assess Lukashenko’s attempts to gain Moscow’s support, at the same time evading
Moscow's demands that threaten his future while pursuing his own political reform to maintain power. To
gain a deeper understanding of Moscow’'s current priorities regarding Belarus, we place this bilateral
process in the context of the growing international ambitions of the Russian leadership. The second part of
the report focuses on an in-depth description of the existing situation in Belarus regarding attempts at party
building, the creation of a movement of pro-government vigilantes, and the situation of state media and
propaganda.

The purpose of this report is to describe and analyze the interactions between the Kremlin and the
Lukashenko regime in the period following the August 2020 elections and the start of mass protests. At the
same time, we believe that further events in Belarus largely depend not only on these two authoritarian
regimes, but, of course, on Belarusian society itself, civil society, and the opposition, which have already
proven themselves incredibly during the peaceful revolution and undoubtedly will continue to do.
Belarusian society is a very important actor in and of itself, and its actions could undoubtedly disrupt the
game and plans of the two dictators, however unlikely this may seem now amid mass repressions.

The role of the international community —including the governments of democratic countries, international
organizations, foreign non-governmental organizations, and the global Belarusian diaspora — in exerting
effective pressure on Minsk and the Kremlin, on the one hand, and supporting democratic forces in Belarus,
on the other, also holds great importance and potential. Today this potential is not fully unlocked, but we
hope that international civil solidarity and the responsibility of democratic politicians will show itself very
soon.

These two key topics —the role of and opportunities for Belarusian society and the international community
in the current political crisis and the struggle for freedom, human rights, and democracy in Belarus — are
heyond the scope of this report and require a separate analysis. In this report, we focus on the influence of
the Russian authorities on events in Belarus and Lukashenko’s attempts to gain support from Moscow with
minimal losses for himself and to retain his power, protecting it from both his own people and Russian
control.
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Part I. A Risky Game between Minsk and the Kremlin during the Crisis: Catch Me
if You Can

Lukashenko’s ultimate loss of legitimacy in 2020

Let us recall the basic chain of events in the context of the presidential elections in Belarus. The flawed
policy of the Belarusian authorities regarding the first wave of Covid-19 in Belarus’, together with the
growing economic crisis, by the summer of 2020 led to the loss of the last social contract between Belarusian
society and Lukashenko. Prior to that, the social contract was articulated by the authorities as “Lukashenko
is the defender of state sovereignty and the guarantor of a minimum level of social protection” (including
health care). Lukashenko’s criminal inaction and disdainful statements during the first wave of the epidemic
was ridiculed throughout the media, including Russian media®, and resulted in deep outrage across
Belarusian society. The lack of an accountable state response to the pandemic led to the emergence of
mutual civil assistance, leading to the rapid growth of self-organization in society* and the creation of many
new social ties. These processes have become especially noticeable among the younger generation of
Belarusians aged 20 to 40°,

Belarus arrived at the election campaign at the beginning of summer with a society more active and angry
at the authorities, and with Lukashenko, who was frantic because of the unfortunate circumstances he
faced before the elections. This hysteria may have been skillfully fueled by the Kremlin to weaken
Lukashenko and make him more accommaodating in matters of “deep integration” with Russia®.

Lukashenko went to the elections as a “guarantor of sovereignty” and “protector from the Russian threat”
after almost two years of active pressure from the Kremlin. At the same time, the degree of anti-Russian
and “anti-Maidan” hysteria was growing in the state media of Belarus each day’.

During the election campaign, Lukashenko continued to make mistakes. At first, he refused to register the
main candidates, who were moderate in comparison with the “old opposition,” and arrested first Sergei
Tikhanovsky and then Viktor Babariko and his team, declaring him an “agent of the Kremlin” (the current
theory speaks about “adversaries of Lukashenko in Russia”). Through these actions, Lukashenko essentially
with his own hands concentrated the protest voices around Svetlana Tikhanovskaya, who unexpectedly
took the place of her arrested husband. As a result, Belarusians took part in a protest vote, united around
one opposition candidate.

Another miscalculation of the panicked Lukashenko was the unprecedentedly open, flaunted election fraud,
which may have become the last straw that broke the patience of Belarusians. According to rough estimates
—the most possible given conditions of total falsification — the protest vote worked: Lukashenko clearly and
tremendously lost to Tikhanovskaya and received the smallest number of votes in the entire history of his
rule. Outraged by the false official election results, demonstrative fraud, arrests of key candidates, and
Lukashenko’s previous failure to respond to the pandemic, angry and much more united Belarusians took
tothe streets in the hundreds of thousands. Thus began a peaceful revolution, which marked a fundamental
turn in the history of Belarus, after which it became impossible to return to the continuation of Alexander
Lukashenko’s 26-year rule.
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Unprecedented violence during the dispersal of protests and mass torture of detainees, and the repression
that soon unfolded against virtually all active groups of society, including the lowest level of courtyard
communities, completed the catastrophe of the ruling regime?,

In four months of key events {the beginning of the Covid pandemic, the election campaign, unprecedented
election fraud, and post-election repression}, Lukashenko lost all his legitimacy in the eyes of the majority
of Belarusians®. From the perspective of most Belarusians and the international community, he is not only
an illegitimate ruler, but also a criminal who flagrantly violated key norms of international human rights
law. As a result, Lukashenko became completely dependent on the Kremlin, from which he is now trying to
clumsily extricate himself°,

Recall that in August, after a pause, Putin expressed his full support for Lukashenko and then sent a troop
of consultants to Belarus who helped to establish a process of synchronization of propaganda®, and, most
likely, provided consultations necessary for the effective implementation of the Russian model of control
over society analogous to the post-Bolotnaya events in Russia and the post-Maidan events in the Russian-
controlled territories of the annexed Crimea and separatist areas of the Donetsk and Luhansk regions*!,

Why Lukashenko, from the Kremlin’s point of view, should not repeat the fate of Yanukovych

We have already written many times that before the history with the elections in Belarus began, the Kremlin
would have been happy to replace Lukashenko with someone more expedient. We still believe this.
However, paradoxically, it was the civic mobilization and protests by a significant part of Belarusians against
election fraud and the continuation of Lukashenko’s rule that plainly forced the Kremlin to support him and
postpone the question of replacing him until a later time.

The first and most obvious reason for the Kremlin’s support for Lukashenko is that the change of power in
Belarus, which would be the result of a peaceful revolution opposing the permanent rule of Lukashenko
and demanding democratic rights and freedoms, sets a very bad example for Russia, where things are not
exactly ideal. Zeroing out terms for the eternal Russian president through forced “voting on stumps” during
a pandemic; ineffective government actions to the pandemic in terms of a medical response and regarding
the issue of financial compensation to victims; a stagnating economy; a drop in living standards’; people’s
dissatisfaction with poverty and corruption of the ruling groups; increasingly violent suppression of protests
—these are the problems that Russia now faces. The analogies between the two countries are fairly obvious.
Given this, replacing Lukashenko in response to mass protests is not something the Kremlin is willing to
agree to'’,

The second, replacing Lukashenko with one of your own at the peak of the protests would have been
practically impossible. The Kremlin cannot control what happens on the Belarusian streets, and the use of
force would not help here either. It would be a war against the people of Belarus and a complete and final
rupture of Belarusian society with Russia. Kremlin analysts openly said that this would mean “Belarus’s
withdrawal to the West”?3,

1 wWe describe the synchronization of propaganda in the Russian and Belarusian media in the corresponding section
of the report.
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The model of social control that the Kremlin began exporting to Belarus after August 2020 combines
zombifying propaganda with massive repression of dissent. It is not a Kremlin invention and is characteristic
of a certain stage in the development of any authoritarian regime that acquires the features of a
dictatorship. The elements of this model are aggressive propaganda that divides society; the formation of
an image of an “internal enemy” and a “traitor” in those who criticize?*; a series of repressions used to
establish fear in society, from the adoption of increasingly restrictive and repressive legislation to its
targeted and random application escalating to its mass implementation in all key areas of social and
informational activity; systemic physical cruelty and violence against critics; measures to physically isolate
and eliminate the leaders of the opposing side®®; and the creation of vigilante groups®. All this exists in
Russia today and is successfully exported to Belarus.

The model of political reform in Belarus, proposed by the Kremlin as a condition of support until at least
April of this year, was aimed at weakening Lukashenko’s positions. It consisted of the synchronization of
the Belarusian political system with the Russian imitation party model, which would make it possible to
strengthen Moscow’s influence through pro-Russian parties, built as analogies to Russian models. We know
from several sources that back in the fall and winter, Putin personally insisted on political reform in Belarus,
which would include the registration and (or) strengthening of the role of Belarusian political parties —
partners of Russian parties from among the Kremlin-controlled “systemic opposition” represented in the
State Duma. Strengthening the role of political parties and parliament in Belarus and developing its ties with
the Russian State Duma were supposed to become, according to the Kremlin, an important element of the
political integration of the two states®’.

However, this political and technological tactic of the Kremlin to build imitation party structures in Belarus
in the likeness and control of Russian counterparts for carrying out Russian influence, perhaps, has recently
(since April) vielded primacy to Moscow’s consent to use purely forceful methods of solving problems in
Belarus and the transfer to the security services the main role in governing the state. Perhaps this is not just
an agreement, but a direct recommendation from the Russian leadership. There are several reasons for this.
On the one hand, Moscow’s proposals on party reform met with opposition from Lukashenko: seemingly
agreeing with them at first, in early April he actually put an end to these plans in his keynote speech on this
topic, stating that “we are not ready for this,” that it is necessary to approach the development of the party
system primarily from the point of view of security issues, and that he will not allow forced party building?®.
The refusal in early May of state registration of the key pro-Russian party “Soyuz”*? fully confirms this
position of Minsk. The Kremlin now has no effective tools to force Lukashenko towards political reform
according to its own formulas.

Along with this, a kind of “synchronization” of political processes in the two countries in recent years is quite
likely, which hinges on the ever-increasing role of law enforcement structures in governing the state. The
relatively more “subtle” political and technological system of building the fagade-like structures of artificial
democracy and manipulating society with the help of ideologized propaganda is increasingly giving way to
repressive methods of government in Russia in recent months. Basically, the sifoviki in Moscow are gaining
the upper hand over the “political strategists” in influencing the “number one” and in controlling political
processes. “Information authoritarianism” based on propaganda and ruthless control over the information
field is being transformed in Russia into rigid authoritarianism, the main instrument of which is repression.

12
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The sharp increase in the scale of repressions in Belarus following the first weeks of confusion of the
authaorities in August-October suggests, apparently, that in Belarus, as in Russia, the security forces have
received complete carte blanche for the main role in solving political problems, pushing out the political
strategists. The repressions that have continued in Belarus since the end of 2020 consist of the systematic
prosecution, arrest, and criminal punishment of thousands of members of all active groups of society —
members of the Coordination Council and other opposition structures, human rights defenders, journalists,
lawyers, leaders and participants of mutual assistance programs, strike participants and members of
independent trade unions, security officials that have joined the people, students, teachers, doctors,
cultural figures, independent athletes, activists of courtyard committees, coordinators of local Telegram
channels and groups in social networks, and ordinary protesters.

Of course, we are not talking about the parity of the two regimes transforming into dictatorships, because
Putin will not tolerate Lukashenko as an equal, but probably having learned from its own experience of the
effectiveness of repressive methods, the Kremilin is no longer interested in the project of “party building”
in Belarus. As we have written, Moscow will be pleased if Lukashenko himself “drowns in blood” the
Belarusian protest while simultaneously undermining his legitimacy. How exactly Moscow will continue to
exercise its influence on Minsk, in addition to the already tested economic, informational, and foreign policy
instruments, forcing Lukashenko to deepen integration and at the same time weakening him, allowing him
to “drive” himself ever deeper into the trap of dependence on Russia, depends on Russia itself. It is obvious
that the sifoviki of the two countries are tightly connected, and, apparently, the influence of the Russian
special services on their Belarusian counterparts in the Kremlin seems to be no less effective a guarantee
of their control than the coercion into politico-technological experiments in party building and
constitutional reform according to Russian formulas.

Kremlin foreign policy objectives regarding Belarus

In foreign policy, the Kremlin is resolving several issues in this situation. A necessary condition for their
implementation is the creation of a situation of deep dependence of Lukashenko’s survival on the Kremlin.
Specifically, these tasks are to prevent him from swinging back and forth between the West and Moscow,
to ensure Belarus’s full support and participation in the deepening conflict between Russia and the West,
and to deprive Minsk of its position of declared neutrality relative to the conflict between Russia and
Ukraine®. It is no coincidence that the entire arsenal of propagandists and media channels, which continue
to be used by the Kremlin against Ukraine, have been used for these purposes in Belarus®..

Essentially, here the Kremlin uses not only available resources and experience, but also merges anti-
Ukrainian and anti-democratic narratives in its propaganda in the context of the crisis in Belarus and actively
employs the rhetoric of “color revolutions” under the guidance of the West. As a result, Moscow is
successfully tying Minsk to its anti-Ukrainian position and policy. For a long time after 2014, Lukashenko
maintained relations with Ukraine and used it to his economic advantage®?, and his declared neutrality has
long and strongly irritated the Kremlin. It is not surprising that Moscow did not fail to take advantage of the
situation when Lukashenko, after the start of the mass protests, began to need it and directed its efforts
first at putting an end to Minsk’s “neutrality.”*

13
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According to our sources, it is precisely military control over the situation in the region that has come to the
fore for the Kremlin, manifested in Putin’s proposal on the transfer of the Armed Forces under a single
command under “special circumstances.” This request requires the solution of an enormous number of
legal problems, but it is highly relevant for Moscow given the escalation of the situation around Ukraine.
We can only state that the Kremlin has been preparing this escalation for a long time since this question
was raised in Sochi in a minimum package.

The formulation of Russia’s foreign policy objectives in its influence on Belarus depends directly on how the
Kremlin’s view of the role and positioning of Russia in the world is changing.

Potential framework for external positioning of Russia

Our experts see two options for the development of Russia’s positioning in the world and the framework of
its new confrontation with the West.

The first is the “cold war” with the West based on the Soviet model, with the formation of two opposing
military-political blocs and the transition of individual episodes of the current “hybrid” war into a systemic
"cold war." However, this requires serious resources and leverage. The resources available to Russia now in
a multipolar world are not enough to build a monolithic bloc that seriously challenges NATO. The resources
available are only suitable for building ties such as an alliance of an authoritarian-totalitarian-kleptocratic
internationale, where a situational partnership with major players such as China {which does not want to
see Russia as an equal partner} and blackmail or coercion of smaller players are possible. However, in
practice, the Kremlin is losing real control even over the near abroad, which was designated by Primakov
Sr. as a “zone of legitimate interests” (the so-called Primakov doctrine).

Given these constraints, the Kremlin is likely®* to use a model of regional dominance like that of Iran. The
Kremilin, according to our experts, is moving itself into a space like Iran’s in world politics. It cannot be called
a Cold War, and it cannot be compared with the Soviet madel.

The so-called Iranian regional model, according to our experts, looks as follows:

— regional hegemony through the financing of paramilitary proxy groups and the non-public use of its
own military officers;

— continuous anti-Western rhetoric;

LN F

— rhetoric of resentment (“you offended us,” “we are clean and pure, you do not understand us”);

— measures of repression and self-isolation to suppress and “close off” the disaffected population
{“foreign agents,” persecution for political activity).

There is a difference between Iran proper and the version of the Iranian model in Russia, but it is not
significant from the point of view of final “subjectness.” For example, in Iran supporters of methods of
management by force are institutionalized and built into the official system of government, while in Russia
they are still weakly institutionalized. In Iran, there is a theocratic system of supreme power and Russia is a
secular country, with all its ideological movement towards “traditional values” and “spiritual bonds.” The

14
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Kremlin has nuclear weapons, but Iran does not. But all this does not affect what form the Kremlin’s status
as a global political entity takes. This is an analogue of the “lranian status.”

Inside, the Kremlin will feed the population with the “cold war” on an equal footing with the West, while
outside this concept of a bipolar world from the last century will not be taken seriously by anyone. The
Kremlin’s resources in a multipolar world make it possible to implement a completely different model of
conflict based on regional domination and ongoing attempts at malicious actions at the global level,
including bribery of Western politicians; cyberattacks on infrastructure; attempts at political destabilization
using social networks and interference in elections; private armies’ participation in various military conflicts;
and the use of intelligence agents to carry out murders, bombings, attempted coups, and other
provocations.,

The Iranian model will not be completely copied by Russia, and when studying propaganda and propaganda
nodes, one can clearly see the contour along which Kremlin diplomacy of various types (official diplomacy,
“second track” diplomacy, lobbying, corruption of foreign politicians, etc.) will continue to be implemented
and the strategy of hybrid operations will develop further.

The list of regions and countries of influence that the Kremlin is interested in is clear from the directions
and content of both official Kremlin media and their proxies in propaganda outlets. These are the various
Sputniks and AT and such “combative outposts” looking at Belarus, such as NewsFront (already under U.S.
sanctions®®), RuBaitik, and others.

Here is a partial list of propaganda resources and areas of their work:

1) Conventional “South” and “West,” where Belarus falls — Mewsfrant is published in English, German,
Spanish, Georgian, Bulgarian, Slovak, Serbian, French, and Hungarian®®,

2) Belarus certainly falls as a part of the Ukrainian theme. Ukraine.ru and Paolitnavigator are working
in this direction®’. The latter works in Russian, but identifies its regional priorities as Belarus,
Ukraine, Crimea, Donbass, Moldova, Transnistria, and the Balkans, with an obvious push towards
separatism. Politnavigator was “squeezed out” of Ukrainian ownership and is now controlled from
Russia.

3) Conventional North-West, where Belarus also falls: RuBaftik, in addition to Russian, works in
Belarusian, Polish, Lithuanian, and Latvian®.

Except for the territories of the former USSR (where operations will continue to destroy sovereignty and
territorial integrity) and the Baltic countries (where the corruption model, propaganda, and attacks onrights
and freedoms interpreted alternatively by the Kremlin and criticism at the international level will more likely
be used), the Kremlin will most certainly continue operations in Slovakia, Austria, Germany, Bulgaria, the
Balkans, France, and in the Francophone space, as well as in the Spanish-speaking world. At the same time,
the political mobilization provoked and fueled by Moscow in these countries will take place both along the
extreme left and moderate left and along the extreme right flank®®.

At the same time, in many regions, the Kremlin is undoubtedly faced with the domination of China, and

their interests do not always coincide. For example, Africa, which fell under the dependence on China,
remains a zone of activity for Kremlin proxies (Prigozhin’s private armies, political consultants and business

15
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region, and legitimize Moscow's aggressive actions, including those against Ukraine. However, the following
is important here: in the year before last, practically no one from Belarus went to Donuzlav. Perhaps this
was an unofficial ban from Minsk, so as not to ruin relations with Ukraine at that time and to reduce the
possible Russian ideological influence on Belarus that was undesirable for Lukashenko at the moment. For
a visit to the camp in previous years, its participants, including Lushch and Dzermant, were included in the
list of “enemies of Ukraine” in the database of the Peacemuaker website.

It is worth noting the description of the Donuzlav camp program that is planned for the summer of 2021. It
clearly links the situation in Belarus with opposition to the West, Russian interests, annexed Crimea, and
Russian-controlled separatist regions: “The events of the summer and autumn of 2020 in the Union Republic
of Belarus, and the events that followed in January and February 2021 in the Russian Federation clearly
demonstrated the presence of aggravating contradictions between attitudes in the youth subculture and
national interests existing in the development of Russia and Belarus and in the development of the Russian-
Belarusian Union State. Under current international conditions, the struggle for the hearts and minds of
Russian and Belarusian youth requires the mobilization of efforts of the entire society to preserve and
consolidate among youth the best national traditions associated with ideas about our common historical,
political, and cultural heritage and regarding our national, all-Union patriotism...

Representatives (deputies) of the State Duma of the Russian Federation, the State Council of the Republic
of Crimea, experts, representatives of the Lugansk and Donetsk People’s Republics, etc. will be invited to
participate in the official opening of the camp-forum and throughout. A series of interactive round tables
and lectures on Russian history, political science, sociology, and journalism has been organized.
Developmental trainings, sports, and creative and socially significant events will also be held. Camp
participants will meet with prominent Russian public and political figures and will visit the hero city of
Sevastopol. Traditionally, the work of the Donuzlav youth camp, whose history begins with the arganization
of massive anti-NATC demonstrations in Crimea in the summer of 2007 and 2008, is aimed at educating its
participants {cadets) in the spirit of patriotism, love, and devotion to our Great Motherland — Russia... Camp
participants are representatives of youth associations of hero cities and Russian cities of military glory,
constituent entities of the Russian Federation, and representatives of the ‘near abroad’ states: Belarus,
Donetsk and Luhansk People’s Republics, South Ossetia, Abkhazia, and Transnistria.”*®

You can read more about the camp in Donuzlav in our first report®,

Continuation of the war against national history and symbols as a crusade against the “West”

Cne of the constants of the Kremlin’s hybrid aggression, of course, remains the work on the unification of
historical narratives and the use of crisis moments in the history of the region not only to promote imperial
ideology, but also to introduce confusion and division among neighboring states®°,

An objective representation of the history of World War |l and the role of the USSR at its beginning, including

cooperation with Nazi Germany and the Molotov-Ribbentrop Pact, has long been called in Russian
propaganda the “rehabilitation of fascism” in the West and “Russophobia”.
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In fact, by publishing his article on World War Il in June 2020, Putin endorsed the leading historical
ideologeme that is now being used in the Kremlin's aggressive information campaign®'. Putin became, as it
were, the speaker of the Russian Military Historical Society.

For Belarus, which suffered greatly between the wars from repressions and during the Second World War,
this topic is especially painful®2,

In our first report “Forced to Integration” we already dealt with the use of the unification of history to
promote Russian imperial ideas in Belarus™,

We also wrote in our second report “Rebirth of the Empire” that the transformation of the history of the
Second World War, which includes a negative the role of the Soviet Union, into the cult of the Great Patriotic
War, was invented and implemented by the nationalist-imperial wing of the CPSU and began in fact in
Belarus®®. As is known, this direction is supervised by Vladimir Medinsky, a former minister of culture,
current adviser to Putin, and chairman of the Military Historical Society known for his imperial conservatism.
Medinsky himself visited Minsk®* and commented on the protests in Belarus as follows: “Histmat [historical
materialism] has sunk into oblivion. What is left? A primitive interpretation of some modernization theories
remained, not even wanting to say ‘liberal.” | do not want to vulgarize this good word with these kinds of
‘liber-ites.”” In his opinion, this approach to history superficially interprets it as a movement from lack of
personal freedom to freedom, and the events in Ukraine, the Baltic states and “in fraternal Belarus” are
connected with this concept of “already as if freedom from ‘Russian imperial oppression.””*®

The tragic pages of the history of Belarus, Ukraine, Lithuania, Latvia, and Poland are skillfully used by Russian
and pro-Russian leaders as a tool to influence society and — in relation to each of the countries — to fight
“nationalism,” including in Belarus, where it is used to fight national symbols and history.

It is worth noting that attacks on national history and symbols, including the use of the marginal Russian
diminutive vocabulary of ethnonyms by Belarusian official media, became one of the points of
synchronization between the Kremlin and Lukashenko’s propaganda.

The detentions of people with national White-Red-White symbols practically reflect the demand of pro-
Russian marginal groups to ban the White-Red-White flag as a flag of Nazi collaborators®’.

The radical pro-Russian forces in Belarus, previously held in check by the special services, have received
now virtually total carte blanche to work in public, hold mass events, etc. From the marginalized, they
turned into support base of the regime. The yabatki groups include those who promote the ideas of the
“Russian world,” “Crimea is ours,” the LDNR, and who deny the independence of Belarus — essentially, all
the participants in the networks of pro-Russian influence that we described in our two previous reports (see
the section of the report “Who are the yabatki?”).

The red-brown NOD members, Western Russians, pagans, Orthodox radicals, the Cossacks stood up all as
one to defend Lukashenko from “outside interference.” After August, they have diligently assisted security
officials in cleaning up everything Belarusian that was in the country, from signs to decorations. Even the
study of the Belarusian language in Belarus is presented as an infringement of the rights of Russians®®,
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In the report, the Foundation’s representatives brag about a successful case of discrediting the idea of
establishing a memorial site in Kuropaty: “Our well-established connections in political and expert circles of
Belarus (we wonder who they might be — author’s note) allowed us to find out that the Administration of
the President of the Republic of Belarus had ordered a scientific study of the problematic issue of Kuropaty.
“Historical memory” Foundation has managed in a short period of time to undertake a research into a
number of the executed in Kuropaty. Based on the results of the study, a series of articles on the real scale
of Soviet repressions in Belarus was published in Russian scientific journals. It was shown that not 250,000,
but 7-8,000 people were shot in Kurapaty. Through opportunities available, we managed to include the
principled assessment published by us in the final collection of works for the Administration of the President
of the Republic of Belarus.”

As a result, Russian hybrid historians prepared a collection of documents on the end of the Great Terror of
1937-1938, in cooperation with the National Archives of Belarus. in the BSSR. “These publications will allow
for the consolidation in the Belarusian academic and media circulation accurate ideas about the scale of
Soviet repressions that meet Russian interests,” explain representatives of the foundation without
hesitation the main task of their historical research.

Another successful case, according to foundation representatives, describes an “active measure” to exert
“a certain impact on Belarusian-Ukrainian and Belarusian-Latvian relations” by forcing the topic of crimes,
which is painful for neighboring peoples, committed on the territory of Belarus by Baltic and Ukrainian
collaborators. For this, the Historical Memory Foundation prepared, published, and presented in Minsk
three documentary collections about crimes during the Second World War.

The authors of the report do not hide the fact that Belarus is the easiest country for the “Historical
Memory's” work and, obviously, highly value the level of mutual trust and cooperation with the Belarusian
authorities.

Discrediting the pages and heroes of Belarusian history that are not associated with or opposed to Russia
has become one of the main activities of the foundation in Belarus and attempts by the Belarusian
authorities to ban national symbols and defame historical national heroes can be viewed as attempts by
Russian authorities and the organizations controlled by them to influence internal politics in Belarus.

One of the fruits of the work of joint Russian and Belarusian groups on the unification of history has just
been published. This is the first textbook titled “Russia and Belarus: Essays on a Common History,” published
in a large-scale series of joint works called “Russia and Belarus: Pages of a Comman History.” According to
the press service of the National Academy of Sciences of Belarus, “The 850-page study contains many
unique documents that are being published for the first time. In preparing the series, materials from the
archives of Russia, Belarus, Ukraine, Germany, and Poland were used. The text reveals approaches by
Russian and Belarusian historians towards the preconditions and reasons for and the nature and course of
World War [l and the contribution of the peoples of the Soviet Union to the common Victory. An overview
of the development of the USSR’s policy in the first post-war years is offered. Special attention is paid to
the place and role of the Great Patriotic War in the development of culture and art of the peoples of Belarus
and Russia from the beginning of the 1940s to the present.”®!
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Official mass media report that a working group of historians of the two countries was formed three years
ago with the aim of “preventing the rewriting of the history of the Great Victory,” and within the framework
of the project “the publishing of manuals for institutions of general secondary, vocational, and higher
education is planned, aimed at preserving collective historical memory.”®?

It is curious that in fact this publication is a product of the very organization created and controlled by the
“Historical Memory” Foundation, the Russian-Belarusian Association of Historians “Union Initiative for
Memory and Consent,”® but after the publication of our article®, the Academy of Sciences of Belarus in
comments for the media chose not to mention this authorship.

According to information we received, right now a competition is being launched in Minsk for the
installation of a memorial plague in honor of the unification of Belarus in 1939 (after the signing of the
Molotov-Ribbentrop Pact). The “justification” for the installation of the plaque reads that the reunification
of Western and Eastern Belarus “took place because of the liberation campaign of the Red Army in
September 17 - October 5 to protect the life and property of the population of Western Belarus and Western
Ukraine.”® This is a direct quote from Soviet history textbooks.

Western trajectory and an attempt to avoid sanctions: Lukashenko tries to stick his foot in the closing
door

The emergence of several publications by experts and expert organizations close to the development and
promotion of the “western trajectory” of the Belarusian government®, repeating and developing the
theories of Foreign Minister Vladimir Makei, expressed in an interview with Euronews on April 30%7, makes
one think that “the western trajectory” in the Belarusian authorities’ policy, despite Lukashenko’s anti-
Western rhetoric, is not at all closed. This became especially evident during the intensification of discussions
on sanctions by the EU and the U.S. against the Lukashenko regime.

We have studied a set of narratives that Minsk offers to the West as alternatives for describing Belarusian
reality and which are broadcast, among other places, on the websites of some Western think tanks®®:

— Lukashenko never planned to surrender Belarusian sovereignty to Russia and will not surrender.
But now, of course, the West itself is to blame for supporting the protests. Minsk will have to
cooperate more closely with the Kremlin on defense and maybe even establish a military base,
especially if Western sanctions are introduced.

— The West cut off its own possibilities of influencing the situation and the prospects for dialogue by
supporting the protests.

— Support for democracy in Belarus is a dangerous illusion that harms the geostrategic interests of
the West and can lead to the loss of Belarus’s sovereignty.

— InBelarus, there was no actual armed seizure of power by the party that lost the elections (it is just
that the final figures do not inspire confidence), but a deep social conflict. The society is split into
two halves and the division is growing, with a civil war possible because of those who demand
democratic changes and not through the fault of those who incite hatred and call for violence
against the “opposition.”
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laundering from criminal schemes {(with the help of businessmen and politicians of the near and far abroad},
as well as assistance in bypassing the Western sanctions regime for businesses from Russia and other
countries. This last channel of illicit enrichment requires further study and investigation.

This report does not offer an in-depth look into the subject of Lukashenko’s property and income and that
of his inner circle. Our materials on this topic are available upon request. In this report, it is important for
us to emphasize that with such a cunning scheme of personal enrichment in the “gray” zone that has
developed over 20 plus years, Lukashenko will resist any option for integration with Russia, which will
deprive him of at least part of his income. Unlike the fainthearted former criminal Yanukovych {who served
sentences in Soviet times for robbery and theft, also faced rape charges}, the practical “collective farmer”
Lukashenko will hold on to his property to the last, and therefore it is not profitable for him to be strongly
attached to Russia but it is profitable to keep a position of Belarus in the “gray zone” between Russia and
the West. This alliance is now ad hoc in nature, due to the severe political crisis.

The logic of a sultanistic regime is based on the permanent presence of the current leader in power and
ensuring the continuity of power in the event of a serious illness or death, a popular uprising, or a coup.

An important part of the structures inherent in such regimes is the creation of an insurance mechanism
against the loss of power by the ruling group during a political crisis by transferring control of the country
to a collective body instead of the temporary transfer of presidential duties to the head of government or
parliament provided for by democratic constitutions, followed soon by early elections. As a rule, such
emergency bodies are dominated by the leader’s confidants and the heads of the security forces. One of
the goals of creating such a collective transit body is to reduce the risks for the ruling group in the event of
a possible transition of the acting president to the “other side” and to prevent even the thought of moving
in this direction.

The transfer of power to a body that did not receive a mandate from elections is usually justified by security
issues. To be more convincing, it is necessary to demonstrate the existence of acute threats to the existing
government and security problems. At the same time, authoritarian leaders often fall into paranoia about
the dangers that threaten them, and the line between conspiracies designed by the authorities and what
the dictator begins to believe — often at the suggestion of the security services — can be rather arbitrary.

Even though under such political systems elections are completely controlled by the ruling regime and are
neither free nor fair and the results of the rigged electoral process are known in advance, these guarantees,
given the complete loss of a ruler’s legitimacy, are not enough. Public discontent and the risk of mass protest
are too great and can lead to the loss of power, despite retaliatory repression. For insurance, a different,
extraordinary mechanism for retaining power by the ruling group is needed, not based on an electoral
mandate. At the same time, it will help insure against possible troubles from Russia.

It is in this context that the so-called exposure of the “conspiracy” — a provocation by the Belarusian KGB,
supported by the Russian FSB, and the simultaneous announcement of a “decree on the Security Council,”
which Lukashenko presented as a guarantee of ensuring the continuity of power in the event of the death
of the president’ — should be viewed. A logical continuation of this reshaping of the system of power is
Lukashenko’s plans to reform the constitution, giving power to another virtually unelected body — the All-
Belarusian People’s Assembly, which is needed to pull the country outside of the crisis.
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¢ Alternatively, the operation was a joint venture of the two security services from the very beginning
and may have even been inspired by the FSB, whose representatives flew back and forth from
Moscow to Belarus starting in August 2020 and continued through most of the autumn.

What makes us think that the whole operation could be the brainchild of the Belarusian KGB? Paradoxically,
first and foremost, this would allow Minsk to reduce pressure from the Kremlin that had been put on
Lukashenko by Putin immediately after the start of mass protests in exchange for support. According to
information we have recently received, the minimum package of demands delivered by Putin at the meeting
in Sochi on September 14, 2020, included the unification of the command over the two armies, Russian and
Belarusian, first and foremost in emergency situations. Qur source claimed that there was a whole set of
issues — from legal to infrastructural — to be resolved, and at that meeting Lukashenko agreed to this
demand, but later blocked any move to start even discussing practical preparations.

According to our source, this matter has been a primary interest to the Kremlin because of its plans for
further escalation in Ukraine. Similarly, a demand for a political reform was delivered then which would
open doors to pro-Russian parties to gain more influence and pave the way towards unification of the
political structures of the two countries. Another key demand was launching a national dialogue, which
would pacify society and bring the opposition under control. According to our source, various Kremlin
services and their agents were investigating in autumn and winter a possibility of engaging with Pavel
Latushko and even with Svetlana Tikhanovskaya. At a certain point in winter (before the end of February},
Kremlin messengers pressed Lukashenko to accept Pavel Latushko and Svetlana Tikhanovskaya’s presence
in a new parliament, as a way of dealing with the crisis. However, in the end Lukashenko turned down this
idea categorically, and by March the Kremlin concluded that both Latushko and Tikhanovskaya were too
“pro-Western” and unwilling to acknowledge “legitimate Russian interests” in Belarus.

Now, in the case of successful carrying out of the “coup” operation in full scope as originally planned by the
KGB and the FSB, where real leaders of the opposition would become involved and Western governments
and Belarusian solidarity funds would provide financial support, it would have the following benefits for
Lukashenko:

— Postpone indefinitely the issue of a possible start for further unification of the armies of the two
states under the pretext of the need to focus on immediate internal security concerns;

— In case it successfully engaged not only marginal members of the opposition but also
Tikhanovskaya, Latushko, and other key figures, it would take the issue of national dialogue off the
table once and forever;

— In any event, it postpones indefinitely the issue of political reform promoted by Moscow aimed at
strengthening the role of political parties in Belarus; Lukashenko used the argument of alleged
threats to the country’s sovereignty posed by parties that use dirty methods, manipulate public
opinion, and are run by oligarchs’;

— Inthe event this operation would have been carried out as planned, with proof of funding for the
“coup attempt” from foreign sources, it would allow any kind of manipulation and political attacks
Lukashenko wanted towards the West and Russia (to avoid implementation of Russia’s demands of
political reforms);
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Having failed to involve any of the key opposition leaders, the security services had to be satisfied with
getting the leader of the Belarus National Front (BNF} party Ryhor Kastusiou, though no sane individual
would believe in his involvement in a coup. Zenkovich alse comes from the BNF, so it was easy for him to
talk Kastusiou into participating in the meetings and calls.

With another alleged “conspirator,” Aleksandr Feduta, it is a more complex story. Feduta was once
Lukashenko’s press-secretary and joined the opposition later. Therefore, Lukashenko perceives him as a
traitor. Feduta, rather, sees himself of a kind of Gleb Pavlovsky and Vladislav Surkov of Belarus. He
maintained connections with several previous Administrations of the President of Russia and believed
himself a good negotiator for the Kremlin on Belarus.

By the time of the operation’s culmination, Feduta had been in Moscow for about a month already. He said
to his contacts that he was working as a political manager for someone involved in the Russian elections in
the autumn. Our experts say that there should have been someone in Moscow, inside the Presidential
Administration or close to it, who would have given Feduta some sort of safety guarantees, and to lure
Zenkovich to Moscow. Some way or another, Feduta and Zenkovich might have been assured by someone
that the Kremlin in fact might be supportive of this kind of regime change in Belarus.

Indirect indication of the Russian Presidential Administration being aware of the operation was a public
warning by Ekho Moskvy Editor in chief Alexei Venediktov to the pro-Kremlin political analyst Dmitry
Bolkunets to leave Russia. This was on March 28, and Bolkunets left the next day, on March 29. A criminal
case has been opened in Belarus open against Bolkunets on charges of libel against Lukashenko but given
his closer connections with some people from the “conspiracy group” he might also have been in danger of
abduction.

The detention of Zenkovich and Feduta took place on April 11 and was made public on April 17. We do not
know what happened to them during that time —for how long they were handled by the FSB and when they
were transferred to Minsk.

What we do know though is that this operation was approved by the Kremlin and that the whole of the
Kremlin media ecosystem was ready to act as soon as the detention became public knowledge. As
mentioned above, the main targets are the U.S., Poland, and Ukraine. As in many other cases, Kremlin
propaganda cites the alleged motives of the “plotters™ as greed and the desire to assassinate children. For
example, the RT put up a headline that read that “the conspirators planned to take away Lukashenko’s
property”’” while another headline said that the assassination of Lukashenko’s children was planned’. The
newspaper Vzglyad, closely associated with the Russian Presidential Administration, wrote that Russia
should take retaliatory actions against the United States for the Lukashenko’s “death sentence”’. This
article is also remarkable for the fact that it has generated comments from many people whom the
Presidential Administration uses in its propaganda operations. Most of the publications in Russia target the
U.5., President Biden personally, and Poland. Recently, FSB Chief Bortnikov confirmed that “the FSB is
looking into possible U.S. involvement in the attempt on Lukashenko’s life.”®°

However, the Belarusian propaganda product mentioned earlier “To Kill the President” proves that there
was no Western involvement whatsoever, even according to state media commentators®’. Even the
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Kremlin-linked Russian Nezavisimaya Gazeta published a detailed account of the operation, explaining why
it was solely a plot of the Belarusian KGB®2,

At this point we assume that the operation was the brainchild of the Belarusian KGE, with the FSB involved
at the later stages and that now the Kremlin is trying to use this case for its own purposes, including for
anti-Western propaganda.

From “Operation Conspiracy” to an emergency decree on retaining power

Essentially, the “conspiracy” and its “disclosure” made it possible for Lukashenko, by adopting an
emergency decree on the Security Council, to provide himself and his proxies with cleverly combined
insurance for a period at least until the adoption of the new constitution. {The decree is temporary in nature
without specifying its term; presumably, until the adoption of a new basic law.) On the one hand, the
transfer of power to the Security Council and the introduction of a state of emergency in the event of the
physical elimination of the President® makes this elimination itself meaningless for a regime change. At the
same time, it is also a protection against increased Russian pressure, since between the lines it seems that
the Security Council will turn to Russia for help in the event of the death of the President.

Lukashenko announced the adoption of the decree on the “new” Security Council on April 17, but the decree
was signed and published only on May 9%, An early announcement of the document long before it was
signed was important for linking this announcement with the “conspiracy operation” and the arrest of the
“conspirators.” The date of signing and official publication of the decree has two symbolic meanings: on the
one hand, it is World War II's Victory Day, widely celebrated in Belarus, and on the other, Lukashenko and
his special services claimed that the “conspirators” allegedly planned to eliminate him on that day.

Lukashenko announced the need to “restructure” the work of the Security Council back on February 252,
right after his meeting with Putin in Sochi on February 22, possibly as a response to a new attempt at
pressure.

Remember that the Security Council now includes the Chairman of the Security Council — the President of
Belarus — and eight permanent members, including the Prime Minister (Roman Gelovchenko), Chairman of
the Council of the Republic {Natalya Kochanova}, Chairman of the House of Representatives of the National
Assembly (Vladimir Andreichenko), Head of the Presidential Administration {lgor Sergeenko)}, State
Secretary of the Security Council (Alexander Volfovich), Minister of Internal Affairs {lvan Kubrakov), Minister
of Defense (Viktor Khrenin}, and Chairman of the State Security Committee (lvan Tertel).

The new members of the Security Council, according to the decree adopted earlier, are the chairs of the
Supreme Court {(Valentin Sukalo), the State Control Committee (Vasily Gerasimov), the Board of the National
Bank {Pavel Kallaur), the Investigative Committee {Dmitry Gora), the State Military-Industrial Committee
{Dmitry Pantus), and the State Border Committee {Anatoly Lappo), Prosecutor General (Andrey Shved),
Ministers of Foreign Affairs (Vladimir Makei), Finance {Yuri Seliverstov), Emergency Situations {Vadim
Sinyavsky), and Chief of the General Staff of the Armed Forces, First Deputy Minister of Defense (Viktor
Gulevich)®,
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The Security Council is composed of Lukashenko’s trusted people. The backbone of the Council is made up
of the heads of law enforcement bodies. According to the decree, decisions will have to be taken by secret
ballot. According to Lukashenko, this was done to avoid external pressure. In practice, this removes personal
responsibility and introduces collective responsibility.

It is significant that the May 9 decree does not indicate either the obligation to hold early elections after
the introduction of a state of emergency {they are only mentioned as one of the issues that the Security
Council may deal with in this situation) or the timing of their conducting. The emergency powers of an
unelected body, therefore, can last as long as desired.

“Operation Conspiracy” and the adoption of “the most important [decree] in the entire history” of
Lukashenko’s rule on the transfer of power to the Security Council in the event of the death of the President
are two parts of the same equation. As we have already stated, the work on the implementation of the
“conspiracy” began, according to our sources, back in September, shortly after the meeting between
Lukashenko and Putin in Sochi. This may additionally indicate the main trajectory of the future decree,
justifying the extraordinary nature of ensuring the continuity of power “if something happens.” Lukashenko
wants to protect himself from any attempts to push him out of power, and he can fear such an attempt
from the east no less than because of a popular revolution or a coup. In February, after a regular meeting
with Putin, Lukashenko set the task of “polishing” several documents regulating the functioning of the
Security Council®,

Essentially, in February, Lukashenko announced both an emergency decree and the “disclosure” of the
“conspiracy”: “Fortunately, we found all these centers. We know all these ‘zmagars” and fugitives from
Belarus. But to know this is not enough. It needs to be confronted,” said the President of Belarus, outlining
the task. And he emphasized in particular that it is necessary to think over an action plan in case of a
worsening in the situation, taking into account the experience that exists both in Belarus itself and in other
post-Soviet republics, including Russia, Armenia, Kyrgyzstan, and Ukraine.”®® In his detailed announcement
on April 24 on preparing the decree, Lukashenko said that the decision to adopt was made by him a long
time ago, “when all this was unfolding.”®®

This statement illustrates Lukashenko’s strategy to hold on power through political maneuvering between
the Belarusian society and the Kremlin. On the one hand, he is trying to regain legitimacy as a guarantor of
Belarus’s sovereignty, repeating that he will not “surrender the country,” but on the other he is “selling” to
the Kremlin his new commitment to the anti-Western trajectory of Moscow’s foreign policy as the main
payment for Russia’s support in the crisis.

Specifically, Lukashenko suggested not making mistakes and not to giving opponents reasons for accusing
him of betraying national interests and the country’s sovereignty: “Therefore, we need to act and not make
mistakes. If | went, as they’'ve announced, to sell or rent out Belarus, listen, this would be a gift for them.
And we don’t need that. | have already said many times that | am the first President of our independent
Belarus and we have been lucky to have built the first independent state together. What kind of Lukashenko
could go against this and destroy it or hand it over to someone or have it annexed? | am most interested in
our independence. [It is] not like | want to give something away or betray something to someone. Guys, this
will never happen. | am ready for anything, but only to save my country and yours.”®
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According to Lukashenko, the deployment of a Russian military base in Belarus was not discussed with Putin
either. He explained the place of the Belarusian army in the CSTO system and its role in the confrontation
with the “collective West”: “Our area of responsibility — the Belarusian army — is the west. If there is only
aggression against us, we have enough strength to contain it at first while Russia unfolds in the rear. There
are two or three armies there to support the Belarusian army. This is our strategy. What have these bases
got to do with it? They are simply afraid that, God forbid, we will come to an agreement with the Russians
and join our military efforts. But we didn't even discuss it.”**

Lukashenko believes that even if Belarus and Russia just started discussing this topic, it would “be a gift for
opponents”: “So that they come out and shout in the streets that Russia has seized Belarus. They call
themselves fighters for independence, and see where the hell they are located. And they showed what kind
of independence they are for and where they want to lead us. It was not Lukashenko who outlined plans
for the surrender of Belarus. They are already betraying it. They handed us over long ago, and all they
needed was to come to power here for just a day and declare that they are in power. For what? To ask to
send NATO troops into the territory of Belarus and line them up on the eastern border near Smolensk. It
was a springboard — | have always said — for an attack on Russia. This was the first step. No matter how they
deny it, today we see that this is so. They got what they deserved. They realized that they couldn't take us
just like that.”®?

It can be concluded, therefore, that the Kremlin so far, instead of integration, has received reflections about
cooperation within the framework of the CSTO and the promise of a joint opposition to NATO and Ukraine,
along with requests for new loans and more beneficial trade relations for the Lukashenko regime.

Apparently, the economic part of “integration” has again remained at the level of the previously agreed 26+
roadmaps, and Lukashenko indicated autumn as the time for signing some of them. How everything will
take place depends on many factors. Most likely, Lukashenko will try to use the time until the fall for another
bargaining and/or regrouping of the property controlled by the family to protect his interests. Access to the
set of road maps in guestion could help clarify the situation more. We have been working on accessing
these roadmaps for more than a year, but it has proved to be very difficult yet. Reasons for high secrecy in
respect of the road maps is that could be that, on the one hand, Lukashenko wants to prevent any public
discussion of what may be seen in the society as ceding sovereignty, and also that he may be changing his
position regarding specific agreements as part of his bargaining with Moscow.

We can find confirmation of our assumption of Lukashenko buying time and avoiding giving away control
of key assets in the same speech by him regarding recent negotiations with Putin, where he reiterates his
vision of integration, which is Moscow’s economic assistance in exchange for Minsk’s participation in
confronting the West: “We have plunged into the details. On a cooperative basis we must breathe new life
into many industries. This is the essence of integration — to get down to earth and do what we urgently
need to do today. Nobody will ever support us. There is evidence of this now: sanctions against them,
sanctions against us. And this is just the beginning. They will choke us, choke us.” Continuing to elude real
integration of the two states, Lukashenko noted that “the pace of integration and new union programs were
also discussed, but more for the record at the beginning of the conversation.” He also said, “This is correct,
but it is too general. This time we turned to topical issues with Vladimir Putin: prices for hydrocarbon raw
materials — gas, oil, and cooperation.”®*
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We can predict that, at least until this fall, the same situation in relations with Russia to which everyone is
already accustomed will continue — continued pressure from Russia, on the one hand, and Lukashenko's
attempts to slip out of its bear hugs once again, on the other. We see fall as a certain turning point because
during his meeting with Putin in April, Lukashenko related to ‘signing some papers in the fall’. Coming from
the previous experience, he will try to evade signing anything that would affect his power or property,
therefore we may see certain escalation in the fall. Atthe same time, Lukashenko is preparing constitutional
reform, which should allow him to remain in power forever and, if necessary, transfer power to a trusted
successor, and, subsequently, his son.

The issue of a possible trusted successor is more a matter of mythology than knowledge in Belarus because
of the closed nature of the personalistic regime. Sources would name several people as possible
intermediary successors, including foreign minister Vladimir Makey {because of his close relations with
Lukashenko) or the speaker of the upper house of the parliament Natalya Kachanova {because of her
loyalty). However, all sources, as well as Lukashenko’s behavior confirm that he sees his youngest, third son
Nikolay as his ultimate successor. Currently he is too young to assume any post, that is why Lukashenko the
elder desperately needs to buy more time to ensure family power succession. In fact, the decree that we
discuss below is a temporary solution to ensure that no one from the outside circle would be able to
intercept the power.

Lukashenko’s scenarios for reforming the Constitution and maintaining power

Lukashenko has so far managed to sabotage Moscow’s demands to build a system of political parties
symmetrical to the Russian parties ruled from above. Instead of this reform imposed by the Kremlin,
Lukashenko embarked on his own scenario of retaining power. Our experts have analyzed the goals and
meaning of this reform®,

Having started the process of reforms, aimed at preservation of his power, Lukashenko, in his traditional
style, wants to shift the focus from the really pressing expectations and needs of Belarusian society to issues
that are insignificant for Belarusians. Well-crafted formulations about the constitutional process as a means
of resolving the political crisis and a cure for public discord are designed to divert attention from the total
delegitimization of Lukashenko and the legal default and criminal actions of state bodies.

The expectations of most Belarusians include the resignation of Lukashenko and the holding of free and fair
elections to all government bodies, the return of legality in the country, including the release of political
prisoners, as well as holding the perpetrators of murders, torture, and beatings of civilians accountable.

The current pretense of a constitutional reform does not in any way address these issues, especially
considering that the process is entirely under Lukashenko’s control. Belarusian state bodies are creating the
appearance of a public discussion, just as they did when the last Soviet constitution of 1977 was adopted.
Hundreds of thousands of proposals from Soviet workers’ collectives and organizations, organized from the
above, resulted in purely formal changes that did not significantly change either the political system of the
USSR or the lives of ordinary citizens.
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an additional provision, stipulating that the main sections of the Constitution can be changed not only
through a national referendum, but also through the All-Belarusian Assembly. In this case, the referendum
on the constitution announced (if it takes place at all} could result in less significant, formally democratic,
and limited amendments. And then the extraordinary congress of the All-Belarusian People’s Assembly or
its Presidium could approve more far-reaching and unlawful amendments such as granting Lukashenko the
status of the “leader of the nation,” as in the Kazakh-Tajik model.

A referendum on a new constitution is tentatively scheduled for January-February 2022°®,

Evolution of Russian propaganda and operations of influence in Belarus after August. Making Belarusian
society expect help from Moscow

We analyze the synchronization of the official Kremlin and Lukashenko’s propaganda in a separate section
in the second part of the report. Here we would like to draw your attention to some features of the
information game of groups affiliated with the Kremlin, aimed at various groups of the Belarusian public,
since everything is not clear-cut here.

Of course, there are media related to the Kremlin which, immediately after receiving appropriate
instructions, begin to “pump out” relevant messages.

Margarita Simonyan, the head of RT, was appointed to lead the support operation in August. The RT troops,
including its leadership, immediately went to Minsk to work. Simonyan personally interviewed Lukashenko.
The landing of the “architects” (the name of the RT group that lived at the Renaissance Hotel in Minsk from
August to November) was headed by Alexander Luchaninov, the head of the Spanish RT service and
Simonyan's trusted associate.

As we wrote earlier, the synchronization of the narratives of Russian and Belarusian propaganda with the
help of the RT group took place within about three weeks, and in the following months the official media
close to the Kremlin continued this line. The liberal leaning, but still Kremlin dependent, media allowed
themselves to “bite into” Lukashenko, while the Telegram channels were playing their own game.

At the beginning of April, when the formula of “exposing the coup attempt and adopting an emergency
decree on power” was being implemented, Russian news aggregators and Yandex Zen had dozens of
Belarus-related headlines like “Tikhanovskaya has failed completely.” According to our information, not
long before this, the Administration of the President of Russia put an end to the idea of making Svetlana
Tikhanovskaya and Pavel Latushko part of its plan to reform the parliament and the party system. With a
high degree of certainty, this information attack is also being carried out under the coordination of
Simonyan'’s people. Our experts believe that their goal is to reach the following headlines by the next stage:
“The protest has collapsed. Tikhanovskaya has failed completely. Tikhanovskaya requests negotiations.”
And this, according to the plan, will secure the complete victory of the Kremlin and Minsk.

In this sense, the informational line of the influential Russian telegram channel Nezygar, which some time

ago also came under the control of Simonyan, is interesting. Recall that the founders of Nezygar have
created a reputation for this channel as the main source of insider information from the authorities,
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business circles may come handy. However, for now he seems to be assigned to something more important
for Moscow — linking Belarus to Russia’s policy on the annexation of Crimea and the war in Donbass.

At the same time, it seems that Lushch has now been “appointed” by the Kremlin to the role of the pro-
Russian systemic critic of Lukashenko, as evidenced by the number and tone of his publications and
references to him on the Ukraina.ru site'”’. Qur experts also note the change of “themes” in Lushch’s
speeches from a radically pro-imperial and Russian-nationalist rhetoric to a moderately integrative pro-
reformist position with criticism of Lukashenko. In fact, now Lushch’'s rhetoric could be described as
moderate populism, with an emphasis on caring for business, especially small and medium-sized businesses.
We recorded the first signs of such a transformation with the onset of the Covid pandemic, when Lushch
raised concerns about the business situation and offered a program of action for this''2,

The sum amount of the “Russian factor” in the Belarusian crisis in May 2021

The political crisis in Belarus, which began with the August 9 protests, ended with a staged conspiracy case.
It should be noted that in 2010, “extremism” {in Lukashenko’s interpretation} was manifested immediately
during the protests. It was a provocative attack on the house of government, and it allowed Lukashenko
and his security apparatus to go straight to repression under the pretext of fighting extremism.

In the political crisis of 2020-2021, it was impossible to incriminate “extremism” immediately, since the
protest was not only peaceful, but its leaders constantly emphasized the unacceptability of violent actions.
Lukashenko tried to stir up the situation by demonstrating his personal “defense of the presidential
building,” while the KGB exploited the theme of alleged weapons found'’®. However, there were no
convincing facts of “extremism.”

Only in April 2021 did the Belarusian KGB, with the support of the Russian FSB, manage to fabricate a case
of “conspiracy,” taking control of discussions in Zoom that were conducted by a group of irresponsible
opposition members from different countries who had no real influence on the situation in Belarus. The
capture of Zenkevich and Feduta in Moscow and the arrests in Belarus in this case, according to the
authorities’ plan, became a symbolic end to the entire period of the political crisis*°,

The role of the Kremlin here was fully demonstrated through support from the FSB, the Ministry of Internal
Affairs, and the Presidential Administration in Moscow, but also through the fact that later Moscow began
to publicly use this episode for anti-American rhetoric. Peskov said that Putin spoke about the U.S.
intervention in the situation in Belarus using the example of this “conspiracy” in a telephone conversation
with Biden*. Bortnikov confirmed that the FSB was looking into the circumstances of the conspiracy'?.

The main conclusion about the Kremlin’s strategy is that in contrast to the Ukrainian crisis of 2014, where
the Kremlin was interested in the breakup of Ukraine and, therefore, the strategy was aimed at
destabilization, chaos, and proxies and media tools of hybrid war were widely used, with regard to Belarus
the Kremlin was interested in splitting society in two, with the “overwhelming majority” “for Lukashenko”
vs. “renegade Orangists.” This would be achieved according to Russia’s “post-Bolotnaya” scheme; that is,
the creation of a visible consolidation of the majority around Lukashenko {a rally around the flag, which was
visualized at pro-Lukashenko rallies).
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This is reflected in a set of specific restrictions:

1) The Kremlin instructed the Russian media not to discuss critical issues of relations between Russia
and Belarus, not to criticize Lukashenko, and not to emphasize his anti-Russian position during the
election campaign;

2) The Kremlin did not give the command to its proxies to act against Belarus. Therefore, the structures
of Zatulin, Glazyev, Koleroy {the extreme imperial flank of politics and propaganda'®®), and others
could not play any role in the events in Belarus. The Kremlin did not give the order to support pro-
integration structures in Belarus itself and did not support the initiatives of Mazepin or
Gontmakher;

3) Despite the fact that some representatives of the Belarusian opposition were waiting for some kind
of negotiators from the Kremlin, there was a clear ban on communications that could be interpreted
as the Kremlin’s official support for this process;

4) Putin gave the command not to speed up any negotiations on the “union state” so as not to give
grounds to accuse Moscow of pressure in a difficult situation;

5) Putin did not appoint, as he did during the Ukrainian crisis, personal special envoys — which would
act as political coordinators, in whose hands the activity that frightened Lukashenko would be
pulled together. All communications with Minsk were conducted institutionally, that is, through the
heads of relevant departments.

The main factors of the Kremlin’s influence turned out to be several large-scale issues associated with
Moscow’s already established gravity. It was enough for Putin to express his support for Lukashenko to
retain a decisive influence on the outcome of the political crisis. Therefore, the Kremlin virtually did not
need to play any operational game.

Four elements in the Kremlin’s position fully determined the outcome of the Belarusian protest.

The first component is that Putin’s clear public support for Lukashenko ruled out the possibility of a “split”
among the elites. If Putin had a different position, there would have been attempts on the Belarusian side
to negotiate with the West Lukashenko’s departure with the support of Moscow. But Putin's position
immediately closed the door to any such attempts. Therefore, Putin's position left the Belarusian civil and
military leaders of the top and middle level only one opportunity: to stand with Lukashenko to the end.

Looking back at what was happening in Belarus in August-November, we clearly see now that the Western
message of support for a peaceful transition and protection of the country’s sovereignty from a possible
Russian takeover did not reach members of Belarusian elites — not only because there was no clear
messaging, but also because of the long-time Soviet style and Russia-oriented background and thinking of
many of them. In the future, this communication failure should be taken into account by anyone working
on transformation in Belarus.

Second, a clear signal was sent on August 27, when Putin announced that, at Lukashenko’s request, he was

ready to provide military support if the situation got out of control and gave instructions to prepare a
“reserve of law enforcement officers.” This statement radically influenced the behavior of the Belarusian
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security officials, who felt secure in the face of any escalation because they knew that they had de facto an
unlimited Russian reserve behind them?,

Third was Putin’s complete refusal to discuss a settlement with any European leaders. Putin doggedly
repeated one idea in these communications: external interference is unacceptable. In this way he closed alf
opportunities for colfective international pressure on Lukashenko and for strengthening the position of the
opposition.

Fourth was Putin’s clearly readable position that the suppression of protests is more important than any
other Russian interests. This was clearly shown in the situation with Viktor Babariko. Both in Belarus and in
Moscow, it has been repeatedly suggested that Moscow should support the release of Viktor Babariko,
since he is the head of a bank affiliated with Gazprom. There have also been speculations, allegedly based
on insider information, that Putin is putting pressure on Lukashenko over the pace of the so-called “political
reform.” However, all these assumptions in the end did not matter. Putin put the suppression of protests,
that is, the fight against “Orangeism,” as a top priority. This ruled out the possibility of any shaking of
Lukashenko's positions.

One of the most extreme episodes of the crisis was Lukashenko’s visit to the KGB prison and his meeting
with a group of political prisoners'®. It was very unusual that Lukashenko went for it, given that he always
spoke extremely dismissively about all opposition members in Belarus, in particular during the 2010 crisis.
We believe that Putin put before Lukashenko the issue of releasing Babariko not as a demand but as a wish.
In response, Lukashenko demonstrated to Putin that he took a step forward, but Babariko refused to accept
the terms of his release’®®. After that, the Kremlin refused to raise this question altogether. At the same
time, the fate of Yuri Voskresensky, the self-proclaimed former coordinator of Babariko’s headquarters,
who agreed to lead the process of imitation dialogue in exchange for release, was telling!?’.

Lukashenko showed not only with Voskresensky as an example, but also — more importantly — with
employees of Nikita Mikado’s IT company PandaDoc that behind-the-scenes guarantees to stop
participating in the protests without any conditions will lead to release. It is clear that representatives of
Nikita Mikado negotiated with the Presidential Administration of Belarus and secured the release of the
company’s employees'?, Given that the Kremlin endorsed Lukashenko's strategy of harsh repressions, we
conclude that it included Moscow’s support for the tactic of dealing with arrested political hostages: if there
is no renunciation of one’s political position, there will be no release from prison.

The most important element of the Kremlin’s support was the work to “synchronize the narratives.” The
actions of the Kremlin propaganda machine are well outlined in iSANS research’®, It should be emphasized
that in many other conflict situations, Kremlin media use a large repertoire of semantic elements. This was
the case, for example, during the crisis in Ukraine in 2014: economic themes, the history of language policy,
episodes of collaborationism during the war years, conflict themes of a deeper history, themes of
“Russophobia,” various fake news (the “crucified boy”}, personal stories, etc. Regarding Belarus, the main
Kremlin media machine left these plots to Lukashenko’s media, vigilantes from the yabatki, radicals from
the NOD, Russian Telegram channels, “patriotic initiatives” and “patriotic” historians from the Russian
Historical Memory Foundation, all acting with the support of the authorities.
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Russian media focused entirely on three topics:

a) the weakness and senselessness of street protest;
b) defaming Tikhanovskaya; and

¢} the subject of Western intervention.

Kremlin media avoided covering in detail the many specific topics related to the crisis: different positions in
the Church, the struggle of strike committees, and testimonies of women who were humiliated.

It should be noted that in the first week after the elections, Kremlin media did not yet have clear instructions
on how to cover events in Belarus. Therefore, Gazeta.ru, Lenta.ru and other resources directly controlled
by the Putin Administration published stories in which the authors wrote that there were grounds for
protest sentiments. However, after a group of Russian media workers (about 40 people} arrived in Minsk
on August 21 to work, the Kremlin media firmly began to follow a simple and tough line of coverage.

Since the coordinator of this operation was Margarita Simonyan, who is supervised by Alexei Gromov, the
powerful first deputy head of the Presidential Administration in charge of working with the media,
information and propaganda, the longest serving member of the presidential administration who enjoys
unlimited Putin’s trust’*, we can conclude that Putin worked out his position and communicated it to
Gromov no later than August 18-19. On August 21, a special operation to transfer a large group of Russian
media workers to Minsk was carried out with the support of one of the richest Russian oligarchs with strong
presence in Belarus Mikhail Gutseriev. His plane was used for bringing the landing of the Russian media
workers and that the Renaissance Hotel in Minsk, owned by Gutseriev, became the headquarters of these
journalists'*!, By offering his support at a critical moment, Gutseriev provided service both for Lukashenko,
with whom he has been associated for many years by partnership and friendship, and to Gremov.

For six months, Kremlin media produced a constant stream of messages and stories that were widely used
by leading Russian news portals as the main source of information on the situation in Belarus and picked up
by news aggregator teams of Rambler, Yandex, and Mail.ru. All these stories revolved either around the
discrediting of Tikhanovskaya or around the scenes of the interference by Poland, Lithuania, the U.S., or
reported on the futility of street protests®3?,

There were two episodes that stand out in contrast to the straightforward Kremlin's line. First, what was
the point of Andrei Kolesnikov’s visit to Minsk and his interview with Maria Kolesnikova***? Second, what
was the point of the meetings between Fedor Lukyanov and Yevgeny Gontmakher and two members of the
Belarusian opposition’s Coordination Council in Moscow? Both stories sounded like intrigue connected with
the presence in Moscow of some forces probing the possibility of a dialogue between the Kremlin and some
acceptable part of the opposition. Kolesnikov is the long-term “number one” in Putin’s journalist pool,
Lukyanov is the most well-known Foreign Ministry expert, and Gontmakher is a former economic adviser to
Medvedev. Kolesnikova’s goals, as well as those of Rodnenkov and Kravtsov from the Coordination Council,
when meeting with Moscow high-profile figures were clear and stemmed from a publicly declared desire to
find support in Moscow. But from Moscow’s side, the purpose of these meetings was unclear, since neither
of them received any follow up, so it is difficult to speak of them as “episodes of influence.” We see this
more as an element of the “probing” on the part of the Administration of the President of Russia in the
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event of an unforeseen development of events, which we were informed about through inside information
from the Presidential Administration.

A separate factor of influence is the Russian liberal media. Novaya Gazeta, Meduza, Ekho Moskvy,
Nezavisirnaya Gazeta, Dozhd, and RTVi, in addition to Radio Liberty, Deutsche Welle and top authors of
YouTube programs constantly published materials condemning the violence in Belarus and participated in
campaigns in support of political prisoners and others who were persecuted. The Belarusian media
supporting the protest — NEXTA, Tut.by, Onliner, journalists of Belsat and Euroradio took into account this
support from many Russian public speakers, relied on it, and acted in a single Russian-language media field.
A popular commentator on the events in Belarus was the politician Maksim Katz, who covered the
Belarusian events in detail on his YouTube channel for three months.

A number of Russian authors engaged in an online polemic on whether the victory of a peaceful protest is
possible or a forceful action by the opposition is required. Russian economic and political analyst Andrei
lllarionov*®*4, Belgorod blogger Bychkovsky, and journalist Arkady Babchenko spoke out in favor of using
force. This discussion influenced some of the Belarusian opposition members in exile {not a majority,
though}, who actively criticized Tikhanovskaya and her team for “weakness” and called for her return to
Belarus —such as a member of the Coordination Council of the opposition, respected play-writer and theatre
director Andrei Kureichik?**. The Belarusian KGB closely followed this Belarusian-Russian space of
supporters of action by force, and based on the dialogues in this environment, constructed the so-called
“conspiracy,” which locked the anti-protest actions of the Minsk and Moscow security forces into one.

An important factor of direct Moscow influence is the position of the Moscow Patriarchate. Patriarch Kirill,
at the request of Lukashenko, on August 25 quickly dismissed Metropolitan Pavel and replaced him with
Metropolitan Benjamin, demonstrating that there should be no hesitation in the Church’s support of
Lukashenko. In Belarus, as Natalia Vasilevich’s review!*® showed, there was a circle of church officials who
condemned the violence of the authorities and were ready to support the activity of parishes in protecting
the persecuted. However, the Moscow Patriarchate decisively stopped this.

This strong move by Moscow at the early stage of protests encouraged Lukashenko to engage in the
persecution of several Orthodox priests who took part in protests or condemned police violence and to put
a very strong pressure on the leadership of the Roman Catholic Church in Belarus which emerged in the first
weeks of protests as a force which could potentially play a role in providing important moral support to the
protests, similar to the role the Catholic Church played in Poland at the time of the democratic revolution
in the end of 1980s. Lukashenko, with support from Moscow, prevented this scenario from happening.

Interaction between Putin and Lukashenko during the political crisis resulted in the formation of a new
situational alliance of two authoritarian regimes. There has been a merger of practices of suppressing civil
liberties, common practices of law enforcement agencies, a single narrative of the “orange threat” and
“intervention of the West.” Regardless of the format of the “union state,” in this political crisis something
developed that reminiscent of the position of Germany and Austria after the “Anschluss.” Obviously, this
entails long-term political consequences for Central Europe and for the European Union as a whole and
changes the entire structure of post-Soviet Eurasia'®’. Moscow’s “gravitational pull” had forced Lukashenko
into a position where maintaining distance is difficult™*?, unlike in the case of Kazakhstan or Azerbaijan who
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are much less dependent on Moscow's direct economic support, pursue a more nuanced foreign policy and
have a more diverse set of influential international partners, including Turkey and China.

During the crisis, Putin showed that he does not yet intend to force integration, a large-scale Russian military
presence, privatization in favor of Moscow, or initiate new large-scale joint investment projects. Putin has
shown that keeping Lukashenko in power depends entirely on Moscow’s political position. According to the
Kremlin, Lukashenko has gone so far beyond any “red lines” in suppressing protests that he will not be able
to play any independent game on the foreign policy scene in the coming years and will not be able to
maintain his image as a “negotiating platform in the post-Soviet space.” Given the situation, there is
currently no need for the Kremlin to insist on the specific content of constitutional reform. The Kremlin
believes that the creation of a party system analogous to the Russian one —that is, with several totally loyal
parties that create independent activity in parliament and are symmetrical to the Moscow parties — could
make Lukashenko’s political regime more manageable from Moscow, as well as a similar regime which
follows. Lukashenko resists this, believing that parties will destabilize Belarus*, Constitutional reform has
been pushed back to early 2022. In a logic of retaining his power, Lukashenko seeks to eliminate the issue
of early presidential elections demanded by the opposition and democratic states and hopes that he will be
able to hold “quiet elections” in 2025.

There is a simultaneous deterioration of the political situation in Belarus and Russia. The defeat of the
protest movement in Belarus basically coincided with the defeat of Navalny’s FBK in Russia. A new ring of
LS and EU personal and economic sanctions is tightening around the Kremlin. The Kremlin is strongly
influenced by the emerging process of redefining European policy towards Russia and renewal of North
Atlantic solidarity that is being proposed by the U.S. and supported by the United Kingdom and Germany.

Russian influence on the political crisis in Belarus has already been confirmed by the fact that the amended
“Belarus Democracy, Human Rights, and Sovereignty Act of 2020”7, reauthorized by the US Senate cn
November 30, 2020, for the first time explicitly includes “Russian individuals complicit In the crackdown
that cccurred after the August 9, 2020, election”, including officials “in the so-called ‘Union State’ between
Russia and Belarus {regardless of nationality of the individual)” and “a Russian individual that has
significantly participated in the crackdown on independent press or human rights abuses related to political
repression in Belarus, including the Russian propagandists sent to replace local employees at Belarusian
state media outlets” as potential targets of sanctions**®, The U.S. Congress is already discussing sanctions
not only against Belarusian officials but against Russian figures who actively participated in supporting the
defeat of the civil movement in Belarus by Lukashenko’s security forces, including the leadership of Russian
security agencies and the propaganda team of the RT, including specific names®*?,

What the Kremlin has achieved and not yet achieved so far regarding Belarus

As iSANS predicted’?, in the event of prolonged mass protests that would threaten Lukashenko’s power,
the Kremlin would be happy to watch the cleansing of active elements of Belarusian society and then, under
the guise of assistance, would use the crisis to strengthen its influence in Belarus and continue its activities
to weaken Lukashenko and subsequently replace him at a convenient moment.

So far, the Kremlin has achieved the following goals:
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—  Almost complete synchronization of state propaganda on Russian and Belarusian television not only
relative to events in Belarus, but also as regards the West and other foreign policy narratives
important for the Kremlin'**, The appointment of the new Minister of Information Vladimir Pertsov,
who previously served as director of the representative office in Belarus of the television and radio
broadcasting company MTRK Mir'**, based in Moscow and broadcasting to all CIS countries, confirms
the course towards synchronization.

—  Successful export to Belarus of the Russian repressive model of government control over society. A
significant part of the active Belarusian society was subjected to severe repression or was forced to
leave the country under the threat of persecution.

—  Lukashenko cut off his path to resuming normal relations with the West because of the crimes he has
committed and is forced to settle with Putin for his support**®, At the same time, Lukashenko himself,
back in August 2020, obediently sang a song about NATO aggression and the “insidious West,” which
was essential for the Kremlin. Lukashenko’s April 6 statement on the reduction of Western embassies
is in line with the Kremlin’s plans to isolate Belarus!®,

—  There was a catastrophic deterioration in relations between Belarus and Ukraine and loss of status
as a negotiating neutral platform in the “Minsk process” on Donbass'*’.

Currently, Lukashenko is sabotaging Putin’s proposed reform process of party building and replacing it with
a process of “constitutional reform” aimed at retaining power by transferring authority to two non-elected
bodies — the Security Council in an emergency and the All-Belarusian People’s Assembly, chaired by
Lukashenko, at other times. This design will ensure the continuity of the regime’s power and in the future,
if necessary, direct the transfer of power to a trusted successor.

Even though Minsk and the Kremlin are trying to sell “constitutional reform” internationally as a way out of
political crisis'*®, the Kremlin is certainly unhappy with the reform model proposed by Lukashenko with its
new role for the All-Belarusian Assembly. According to the Kremlin, there is simply no room left in this
reform for the union state. Russian Presidential administration people indicate, according to our source.
that all references to the union state have been carefully purged from the bills being considered in Minsk.

It is beneficial for the Kremlin to keep under its control the weak, as they believe, Lukashenko, who has lost
his legitimacy and status as a guarantor of sovereignty and as a master of international strategy. In general,
the Kremlin now believes that Lukashenko was able to suppress protests and at the same time build up a
sufficient degree of animosity from Belarusians, weakening his position in the process, so that he could
pursue a policy beneficial to the Kremlin. In the future, he can be replaced by someone else — certainly not
someone from among current pro-Belarusian politicians, but from among pro-Russian figures — and on the
Kremlin’s terms.

Cn the one hand, Lukashenko’s maneuvers can be seen as his usual cunning attempt to shift the Kremlin's
attention from demands for internal changes (forcing the surrender of sovereignty) to the outer perimeter
(assisting Moscow in opposing NATOQ). His new aggressive rhetoric towards Ukraine can be regarded in the
same vein'*?, On the other hand, one can imagine that for the Kremlin now, considering the new round of
confrontation with Ukraine and the West, these changes in Belarus’s foreign policy turn out to be a priority
over the implementation of plans to accelerate the “deep integration” of the two countries. Moscow will
be able to implement these plans later, but for now it can build up its influence, including through the
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special services and the continuing of exercising economic control. Lukashenko’s belligerent rhetoric
towards the West™ turns out to be more important for Moscow, particularly as part of the creation of a
new version of the “Eastern bloc.”

In this sense, the posts regularly appearing in pro-Russian propaganda media, such as an article on RuBaltic
focusing attention on the confrontation with the West as the basis for the new stage of the Russian-
Belarusian union™?, are indicative. It is in this vein that one can also view the story of the so-called detention
of Russian “Wagnerites” in Belarus, which ultimately ruined Minsk’s relations with Ukraine*?,
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Part Il. Inside Belarus: Zoom In

Attempts at party building after August: various initiatives and counteraction by Lukashenko

The idea of possible political reform, envisioning a strengthening of the role of political parties, was first
announced publicly by Lukashenko in August 2020 at the height of the protests. At that time, Lukashenko’s
position was very precarious, and he was demonstrating a willingness to make conditional concessions to
the demands of change. Lukashenko also confirmed his readiness to carry out reforms in party building
during his talks in September in Sochi with Vladimir Putin'*3}, who included party reform in the package of
minimum conditions for providing Russian support. This was in Moscow’s interest and was designed to
exercise Russian influence in Belarus through ties with Russian party partners.

Now the picture of party building in Belarus is a patchwork guilt because of the varying times of these
attempts (some party projects existed long before the elections, whereas others developed in the context
of the elections and the post-election crisis, as we discuss in detail below) and the differing nature of these
initiatives. Pro-Russian structures were initiated or supported by the Kremlin and pro-Lukashenko
associations are a product of local political workings. There is also a number of imitation parties — spoilers
designed to take the place of relatively democratic or nationally oriented parties — as well as several
authentic party initiatives of the democratic opposition, both old and the new one that emerged on the
wave of elections and protests in 2020. This process is also influenced by Lukashenko’s temporary
concessions to Moscow’s demands and his subsequent backsliding, which led in the spring of 2021 to his
firm resistance to the idea of developing a party system and when he decided that the severity of the crisis
had passed and Moscow should no longer be appeased.

As the forceful suppression of disloyal citizens was growing and semblance of control was being established,
the need for a simulated dialogue with society became less and less necessary for the regime. As a result,
the process of party building, at first loudly promoted by state propagandists, eventually faded into the
background.

Simulacra and spoilers

In the imitated dialogue between the authorities and society, the main role at this stage is played by the
Roundtable of Democratic Forces, which is headed by political analyst Yuri Voskresensky. Official media call
him the coordinator of Babariko's headquarters, but in fact he only coordinated the collection of signatures
in one Minsk district. In August, he was arrested by the KGB on suspicion of organizing riots and almost
immediately confessed. In October, he was released, unlike other arrested opposition politicians, and
announced the creation of a Roundtable for negotiations between the authorities and the opposition.

Also worthy of note is the fact that before participating in the election campaign, Voskresensky was engaged
in the supply of sanctioned dairy products to the Russian market and was accused by the Rosselkhoznadzor
(Russian Federal Service for Veterinary and Phytosanitary Surveillance) of “improper transit.” This
circumstance indicates, if not an affiliation, then at least the existence of his contacts in the Belarusian
special services, without which such a business in Belarus would be impossible!®*,
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Babariko’s team’s Together party. The New People includes little-known former members of Babariko’s
initiative group. It positions itself as a party assembled from people who have not previously participated
in politics, while there is not a single vaguely visible opinion leader, the members are total knockoffs, and
this proposed party not meet any public interest!®®,

In turn, ex-deputy of the House of Representatives Anna Kanopatskaya, once positioned as almost the only
independent deputy, was one of the first to announce preparations for the creation of her party back during
the election campaign. The National Democratic Party was announced twice — in July in a statement on the
eve of the elections and in early September at the height of the protests. As in many other cases, the issue
did not move further than the statements. It is worth noting that registration documents were secretly
submitted by Kanopatskaya in the spring of last year, and even in those relatively peaceful times she was
denied. It is worth noting that Kanopatskaya has repeatedly claimed in TV interviews and on her social
media that Tikhanovskaya and Babariko are “projects” of the Kremlin'®?, echoing Voskresensky's position.
She has not been active on social networks since March 25, and most likely her party initiative is a sleeping

spoiler for an independent Belarusian nationalist party if anyone tries to create one®®?,

Also, work is underway to create Our Party — a project proposed by Andrey Dmitriev, chairman of the public
organization Tell the Truth and presidential candidate in the 2020 elections. He himself claims that he is not
creating a party to fit the reform promised by Lukashenko, because he does not believe in it. Currently,
preparations are underway for putting together an initiative group and holding a constituent congress,
planned for late May or early June'®®, Of note is the fact that military neutrality is spelled out in the party’s
draft program®®,

Pro-Russian Soyuz — a stooge of Moscow imperial circies

Pro-Russian electorate is being targeted by the newly formed Soyuz (Eng. — union) party, which also took
part in activities of Voskresensky’s Roundtable. Pro-Russian electorate cannot not be defined by language
or region, though Mogilev, Vitebsk and Gomel in the East, bordering Russia, and Brest in the West, bordering
Poland, are traditional objects of Russian influence efforts, as described in our previous reports'®®, It is
rather age and social status that mater, including people older than 50 years, less educated, and engaged
in small and medium-level business activity connected to Russia. Soyuz started several years ago as an
openly pro-imperial civic initiative, based on the Slavic Unity idea, as described in our previous two reports,
and has shifted now to more business-criented rhetoric. As our focus groups held in July last year in Belarus
showed, the Slavic unity idea did not find much support, while the economic ties with Russia was a rather
common interest. ¢

The organizing committee of the party was founded on the basis of the eponymous and very active civic
initiative, created several years ago with the participation of Russian and Belarusian politicians who
advocate deep integration of Belarus and Russia. It includes leaders of the movement of Russian
compatriots and representatives of pro-Russian organizations. Among the party’s activists is a team of
members of the International Slavic Committee, the Belarusian public association Rus, and other pro-
Russian leaders.

The chairman of the organizing committee, Sergei Lushch, has been one of the most prominent figures of
Russian influence in Belarus for many years'®. He is known for his neo-Nazi past — specifically, he was a
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activity on Belarus was also evidenced by his frequent travels to Belarus — 1-3 times per month since at least
2016, according to the documents we were able to obtain. Flights ceased in March due to the Covid
pandemic, but his work continued remotely. Judging by the website of the CSCP, videoconferences have
been regularly organized there since October with the participation of people mentioned in General
Chernov’s lists.

Political strategists of the Presidential Administration of Russia are ready to are trying to take into account
in their manipulations a growing public demand for strengthened Belarusian national identity with
Belarusian identity. A completely modern project adapted to the needs of Belarusian society has been
proposed which ties Belarus to Russia in an easy format through the economy. This kind of framing is not

toxic and has a chance of success in Belarusian society'®,

Despite the support for the project of creating parties from Moscow — or, rather, reacting negatively to it —
Lukashenko is holding back party building, stating that society is not yet ready for this: “My position on
issues of party building has remained unchanged: do not force anything artificially, but without slowing
down social and political processes. They must develop themselves, from the bottom. No artificially created
pro-government parties... But society had no demand for them either. It is not being expressed even now...
The party question excites the minds of only a small part of the politicized public in large cities.”**?

Local post-election initiatives

In the first months after the crisis, the creation of several new parties and movements was announced
through which they declared their ambitions to get involved in the political process.

Among such projects is the creation of the Unity party. There has not yet been a public announcement of
the creation of the party. Sources report its possible affiliation with former officials. The party does not have
a clear ideclogy and its program has not yet been adopted. Judging by the draft published on the Unity
website, the program is based on business development and protection of the national interests of Belarus.
In foreign policy, neutrality is assumed. The party is chaired by entrepreneur Vyacheslav Shakh, one of the
founders of the Superpack packaging company. After the first publication in the media, the party’s website
was removed, which also indicates that serious internal players are not ready to take risks and enter the
political field under the Lukashenko regime'®!,

Another pro-Russian marginal project is the Fatherland Party, created with activists of the National
Liberation Movement {NOD}. Its leader, Andrei Ivanov, tried to run for president. A professional ideologist,
he has repeatedly performed at Russian venues, including the youth camp in Seliger. He is supported by the
NOD resource Belrusinform and regularly appears on Sputnik!®2,

Another distinctly pro-Russian movement is Rodina, which was initially positioned as a party. It has close
ties with the security forces and the Orthodox Church. Despite its emphasized loyalty to the authorities, its
leader Pyotr Shapko {a subject of our research'®®) has expressed disapproval of Lukashenko: “Lukashenko
has deliberately taken the role of a person in charge of everything. He has not shared his power with almost
anycone. And now, in principle, he cannot throw the blame on someone else’s shoulders. And as far as |
understand, he doesn’t. Because he probably realizes that this is virtually impossible in the political system
that he created. From this point of view, the blame (for the events taking place) lies with him.”***
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and spoilers {Voskresensky, Kanopatskaya, Dmitriev), pro-Lukashenko phantoms (Belaya Rus), and tools of
Russian influence.,

Based on the current data, we conclude that the party reform has ended without even starting. The Soyuz
party — which had the most loyal and convenient agenda for the state, was entirely pro-Russian, developed
by the “tame” activists, and which was actively promoted through state media — turned out to be out of
place. The “Democratic Union” assembled from latent opposition activists with liberal views has even less
chances for registration, and its leaders will have to settle for the existing format of an informal roundtable,
initiated by Voskresensky.

The most likely scenario by the authorities for overcoming the current impasse lies in the process of re-
registration of existing parties after amendments to the law on parties are adopted, and the subsequent
formation of new parties. A similar procedure was announced by Lukashenko at a meeting devoted to a
party issue: “At the All-Belarusian Assembly, we have defined a clear algorithm: we adopt a law on parties,
then, at the end of the year, we will re-register all political parties on the basis of this law.”?%

To formally facilitate the process of creating parties, the number of people required to create a party will
likely be reduced in the law from 1000 to 500. At the same time, new limiting factors for registration will be
added?®®, Consequently, even if there are certain formal relaxations in the new law, the filter for registration
and re-registration will be as strict as possible, and the party groups of the old and new opposition will not
pass the threshold. Instead of these, new simulated and top-down-controlled parties, initially “nurtured”
with the participation of the Belarusian special services, will enter the political field. At the same time,
parties created from Russia stand very little chance for registration, judging by Lukashenko’s recent
statements.

Even the registration of a party will not provide guarantees for its functioning. Lukashenko opposes a
multiparty system because it will cause a “clash of interests.” Perhaps new mechanisms will be created for
additional government control over parties. For example, Voskresensky's roundtable put forward the idea
of creating a Council for Political Parties: “Such a consultative format is needed to develop a common value
framework within which political forces will compete, but not go beyond what is permissible, with state
patriotism as the common denominator.”?%

As a result, today we have the following picture:
1. Thereformis being dragged out as long as possible, running into Lukashenko's (well-founded) fears
of using pro-Russian parties as an instrument of Moscow's influence.
2. Evenifit happens, it will not lead to a radical change in the political system.

3. The newly created parties will be hung with so many counterweights that they will not be able to
carry out activities comprehensively.

Old parties will be destroyed.

The overall result will not be democratization, but, on the contrary, the creation of an even more
centralized and controlled system.
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style of “don’t give up your beloved,” “protesters rally for money,” “the green-red flag is the only real flag
of Belarus”,” “we must thank the sifoviki for the peaceful sky overhead,” and other popular memes of green-

red patriots — Lukashenko’s supporters.

In March 2021, the iSANS team studied®!® 30 of the most popular toxic pages {public groups on social
networks), which are supposedly administered from Belarus or that publish content aimed exclusively at
audiences within the country. By “toxic pages” we refer to pages that include hate speech, harassment of
protest participants and opposition members, dehumanization of the opponents, calls against national
sovereignty and independence of Belarus, denial of Belarusian national identity, history and symbols. As
part of this study, we did not consider pages directly affiliated with state structures or state-owned media
from Russia, Belarus, or pro-Russian influence groups in Ukraine.

The total number of subscribers to toxic pages focused exclusively on Belarus in the Odnoklassniki network
is no more than 180,000 people. It is important to understand that the total number of Belarusian
subscribers to various toxic communities is much higher, primarily due to the Belarusian audience in the
Russian media communities, as well as Russian and pro-Russian toxic channels promoting ideas of the
“Russian world” in the CIS from outside Belarus.

Seven of the thirty largest toxic communities were founded within six months of the “August events” of
2020. 5till, we note that no large (over 300 members) toxic community has been created in 2021. Probable
reasons for this include the lack of expected growth in existing groups or the lack of forces and resources
to administer new projects. Social networks reflect the mood existing in society and the extremely low level
of social support for the Lukashenko regime, which is supported on the shoulders of loyal security officials
and the “power vertical.”

Two peaks in the creation of pro-Russian groups came in 2017 and in the period after the “August events”:
7 and 5 pro-Russian communities were created, respectively. Based on monitoring results, we note the
significant activity of the National Liberation Movement in the Belarusian segment of the Odnoklassniki
social network: at least 10 of the 30 largest toxic communities are either directly affiliated with the NOD or
are often used to promote the publications of this radical imperial Russian movement, which played an
important role in fomenting the conflict in the Donbass.

Of the other institutionalized pro-Russian forces, on the Odnoklassniki social network only the Belarusian
movement “Civil Accord” is represented {page titled “Politics of Belarus”?!'}, among whose active members
are activists who are directly related to the structures of influence of Russia in Belarus?*?.

As for the format and ideology, toxic pages from Belarus can be approximately (due to frequent
intersections of content} divided into two main types.

The pages of the “first” type include communities that promote, foremost, pro-Russian propaganda and
disinformation {great-power chauvinism, “the cult of Victory,” “Soviet conservatism,” Eurasianism,
Orthodox radicalism, Russian “Slavic” messianism, ideology of the “Russian world,” and conspiracy
theories).
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The engagement of the channel’s audience in January-February 2020 was extremely low — around 0.1% -
while the LR (attraction coefficient or “number of likes per post”) was 0.4%. With a significant number of
subscribers {51,800), on average only one person reposts and no more than 20 people give a “class”
(analogous to “likes”} to channel posts. Despite the high number of comments under some individual posts,
the overwhelming number of comments under posts are negative towards the group administrators and its
content.

All these characteristics point to the indirect conclusion that the number of channel subscribers has been
significantly increased (inflated} due to the use of bots {(non-existent users).

The second most popular community from the top 30, Russia and Belarus invite Friends, was created some
time ago, in October 2013. Unlike Belarus 365, this community uses a mixture of group and channel formats.
Each day, dozens of messages are posted on the community page, both by users and on behalf of group
administrators. In February-March, 2152 posts appeared on the community page.

Typical publications in the group Russia and Belarus Invite friends, as a rule, have nothing to do with Belarus
and are aggressively pro-Russian in nature. Foremost, administrators and users who post their content in
the group promote Russian propaganda messages. A significant portion of the posts is disinformation about
the U.S., the EU, NATO, and Ukraine; popularization and support of Russian military operations in Syria and
Ukraine; and posts in support of Russian expansion and territorial seizures, including those supporting pro-
Russian separatists in Ukraine and pro-Russian movements in Belarus. Posts on Belarus are largely those
based on Russian assessments of Belarus as a satellite nation and controlled territory. The group has a wide
range of posts in support of “the Victory cult” and “Soviet” conservatism mixed with Russian chauvinism.

Despite the large number of daily posts, user engagement relative to individual posts is low (0.09% per
post}, and the TR value (talk rate, or the number of comments to publications in relation to audience size)
is close to zero — 0.0007%. The high figure for daily audience engagement (5.78%] is achieved solely because
of the large number of daily posts.

One of the most active users posting content in this group, Vladimir Ryzhenkov, is the head of the Belarusian
branch of the Russian radical organization the National Liberation Movement, or NOD (NCD-Belarus).
Ryzhenkov is a key pro-Russian radical, widely known for his aim of creating a pro-Russian party and for his
extensive contacts with militants of the so-called DPR and LPR and the Russian Embassy in Minsk. Ryzhenkov
is looking to restore the USSR to its 1945 borders and calls for the refusal to recognize Belarus as an
independent state. Currently, NOD actively uses Odnoklassniki to promote its ideas and original content.

The oldest of the toxic groups that we were able to identify during the monitoring, ! Lave Belarus, was
founded in January 2012. It is now the third most popular toxic group with 17,000 followers. The focus is
on content posted by administrators. Posts from individual users are rare. The language of administrator
posts is formal with a lot of bureaucratic language often used by officials (frequently among employees of
the state ideology system and media controlled by Lukashenko}.

The group’s content is mainly represented by short videos {usually television spots up to three minutes
long) from the state television channels ONT, Belarus-1, and STV, as well as reposts from individual channels

of the Lukashenko regime propagandists, state media {Befarus Segodnya) and pro-Russian groups. There is
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intimidation of civilians;
— justification of political violence and repressions against civilians;
— military propaganda and creation of illusion of immediate military danger from the West;

— creation of illusion that Lukashenko has major public support (which in reality is limited to
nomenclature and mercenaries) and enjoys legitimacy both internally and internationally;

— creating the atmosphere of total control and surveillance (state media promote an impossible
narrative of the ministry of interior that each person who participates in “protest activity” is already
identified);

— discreditation of pro-democratic activists and politicians and publication of compromising materials
{in collaboration with state security agencies)®*!;

— mobilization of paramilitary and hate groups among Lukashenko’s followers to engage them in
repressions and intimidation attacks on pro-democracy activists.

The examples of fake news distributed by state television are available at FAKEBY?3* platform created by
iSANS to monitor misinformation and propaganda in Belarus.

Russian interference in Belarusian media sphere

The agenda of state media in relation to civil movement in Belarus was synchronized with Russia’s Kremlin-
affiliated channels within three weeks after the elections. By September 2020, national information
infrastructure of Belarus was reshaped to ensure Lukashenko’s immediate political survival and provide
space for greater influence of Russian media. As a result, the Kremlin has directly interfered into internal
affairs of Belarus immediately after 2020 elections to sustain the political survival of the Kremlin’s proxy
Alexander Lukashenko?*3,

Until August 2020, the system of Belarus state propaganda (which includes all state-owned media as its
integral part) was a perfectly working mechanism. In two decades, there has been no known cases of
dissident opinions expressed publicly by either employees or management of “state media”. However,
much of this has changed in the first week of brutal disperse of peaceful protests in August 2020. State
media across the country ignored horrifying facts of mass torture and arbitrary killings of civilians by Belarus
state security and either provided misleading information (such as fakes published by the Ministry of the
Interior®®*) or remained mute on that matter.

In response, many employees of “state media” quit their jobs to express their disagreement with the act of
censorship (below in this chapter we discuss their roles and numbers). This step was unprecedented in
almost three decades, but was met with traditional response. Those who went on a strike were fired, forced
to resign, or faced criminal prosecution and became political prisoners (for instance, former BTRC journalist
Kseniya Lutskina?*® who planned to create "alternative television" on YouTube is now facing seven years in
jail}.

In the first days of protests, a group of television employees discussed an idea of going on a strike. As

hundreds of protesters gathered in front of BTRC head office in Minsk?*, high-level representatives of
Lukashenko arranged an emergency meeting with BTRC team. On Saturday August 15, BTRC director Ivan

67






























FL-2023-00013 A-00000737050 "UNCLASSIFIED" 05/30/2025 Page 313

Aleh Makarau, who chairs the BISR, is a former KGB official with moderate “Soviet-conservative” views, He
worked at academic position for the Institute of State Security**?, an educational facility for KGB personnel
in Belarus. In personal communication, he leaves an impression of a person with weak personality who is
dependent on the opinions of people in higher positions and adjusts to given reality. Immediately before
his transfer to the BISR, Makarau worked for Belarus Security Council and is one of the authors®® of the
Doctrine {(“Concept”) of Information Security®®. Against popular expectation that it will protect Belarus
from Russia’s propaganda®®, the doctrine was created to target™® political opponents®*” and independent
media*®® inside the country.

The charter goal of BISR is to provide information and analytical support to government agencies and
officials “in strategic areas of foreign and domestic policies”. However, given the peculiarities of the political
system in Belarus, BISR does not really play the same role as regular “think tanks” in the West. This
statement requires contextual explanation.

As we already mentioned, there is a consensus that state officials in Belarus do not work for the country or
an abstract “President”. There is a clear relationship between public service and personal loyalty to
Lukashenko as the state was de-facto transformed into a super-corporation with his sole ownership.

Our expert knowledge of the Belarusian context shows that the rationale of political decision-making within
the Lukashenko regime is essentially grounded on three ultimate considerations: systemic timeserving of
individual decision-makers (the decision are predominantly made with consideration of short-run
perspective), political survival of the current system as a whole, and ideological evaluation of political
decisions.

Along with that, visible expression of selfless ideological commitment is beyond exaggeration extremely
rational for people inside the system but may look irrational (and often insignificant) for an external
observer. However, the expression of commitment to ideological dogmas does not necessarily mean the
existence of such commitment, especially among state security officials — foremost, the Ministry of the
interior. The ideology of the political system established by Alexander Lukashenko in Belarus is essentially
grounded on three values:

1. Lukashenko’s character, perspective on life, and Soviet experience before entering the presidential
position;

2. The continuity of “Soviet conservatism” among officials appointed by Lukashenko;

3. The impact of neo-Stalinism / nineteenth-century Slavophilia imposed through state ideology
created by in late 1990s by deceased odious Russian chauvinist and Lukashenko’s political teammate
Vladimir Zametalin®®,

The relationship between Lukashenko and his subordinates inevitably causes a logical dilemma. Since the
information provided to him by BISR is biased, the final product does not give Lukashenko an objective
image of the circumstances he is in. More than that, much of the writings are impacted by Kremlin-launched
narratives that go against the national interests of Belarus and are being used by BISR personnel to promote
their own affiliations and political preferences.
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of propaganda systems, which has not yet materialized), the delegitimization of Lukashenko in the country,
and damaged relations between Minsk and the West and Ukraine. As Russia seems to be going through its
own reconfiguration towards establishing full control by the special services in the country, all these factors
in its relations with Belarus gave hope to the Kremlin for creating a monstrous dictatorial ideclogical and
power alliance of the two countries with Russia making use of Belarusian territory and resources. This could
be useful, among other things, for the continuation of aggression in Ukraine, possible operations in
Moeldova, and for putting pressure on the eastern flank of NATO and the EU.

However, the Kremlin has also learned the lessons of previous years and perhaps for some time, at least
until the fall, will avoid open pressure on Lukashenko to move towards further integration, focusing now on
the use of forceful suppression of the “orange threat”* through Lukashenko and pulling him into the orbit
of its new “cold war” with the West,

Unlike Lukashenko, the Kremlin sees that protest sentiments are much broader than just a handful of
“Orangists” and that the situation is far from stable. Moreover, Kremlin ideologists admit that open support
for Lukashenko has led to the souring of Belarusians” attitudes towards the Kremlin. Judging by the leaks
and directions of some stories in the Russian media, the Kremlin ideologues will likely test new approaches
towards Belarusian society. This also includes recent reports that the structures controlled by Dmitry
Medvedev have requested a very serious sociological study be conducted in Belarus.

We believe that some kind of balance between the Kremlin and Lukashenko will hold until the fall. During
his last meeting with Putin, Lukashenko suggested that the signing of agreements related to the road maps
would take place then. If these agreements directly affect the interests of his family, then most likely the
signing will again be postponed, in turn resulting in a new round of resumed pressure from Moscow and
resistance from Lukashenko.

It also depends on the situation in Russia, which is entering a relatively difficult period related to the Duma
elections in September and the restructuring of the governing of the puppet party system. Reports show
that up to a third of the United Russia list will be revised in the fall elections. This means that the Kremlin is
likely attempting to avoid too sudden movements in the near abroad region. It is also possible that the
temporary pause in the Kremlin’s pressure on Lukashenke demanding the creation of a party system
symmetrical to Russia’s is also linked to the reconfiguration of the Russian party system. If our assumption
is correct, then we will see a new round of pressure in bilateral relations after the elections in Russia.

The transfer of control over to the special services in Russia may also change the Kremlin's approach to
Belarus. Given that under any circumstances the Kremlin will regard Belarus as its own protectorate and a
“zone of legitimate interests,” the Russian special services may also benefit from the nominal independence
of Belarus and the use of its territory as a “gray zone” for some of its own operations.

In any of these circumstances, the longer Lukashenko and his inner circle stay in power, the more likely
Russia’s influence will grow and the greater the security threat to the transatlantic community.

5 Translator’s note: a reference to the regime change through mass protests, originating from the Crange Revolution
in Ukraine.
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Democratic nations should not shy away from applying much stronger pressure on the Lukashenko regime
out of concern that such pressure may eventually force the authoritarian ruler to cede the country’s
sovereignty to full economic, political and military control of Russia, after benefits of trade and other
relations with the West disappear. Almost three decades of Lukashenko’s rule and especially the last few
months have shown that he perceives Belarus as his personal domain, a “beloved” he is married to, and
that he would never agree to be anyone but “number one” on this territory. He skillfully uses various ways
to make many promises to Russia, but even in the most difficult times he has been able to yield something
of lesser importance to Moscow, such as foreign policy, but not his absolute power over Belarus. The best
way to effectively mitigate the risk of growing Russia’s influence on the Belarusian dictator and associated
security risks is to deprive him of any sources of income, bring his accomplices to justice, provide more
consistent support to pro-democracy forces and victims of repression, and provide solid guarantees of
assistance to Belarus during and after a democratic transition.
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258 Ha rockanane CTB npu3Banm KMAATE KAMHM B OKHA, W3 KOTOPbIX KpKyaT «MbiBe Geaapyce», Npokyparypa
oTpearnpyeT?, 03.02.2021, "“Telegraph.by”, https://telegraf.by/politika/na-goskanale-stv-prizvali-kidat-kamni-v-okna-
iz-kotoryh-krichat-zhyve-belarus-prokuratura-otreagiruet/
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259 |0nua ApTiox: «flyywe AVKTaTYpa, YemM NPOAANKHAA MaPMOHETOYHAA demakpaTna», 02,02.2021, ,CTBY,
http://www.ctv.by/yuliva-artyuh-luchshe-diktatura-chem-prodazhnaya-marionetochnaya-demaokratiya

260 Y1g takoe CMEPLU? Mpuropwit AsapéHok npeanoxun nepedats onbim HKBA, 14.05.2021, “Media 1Q”,
https://mediaig.by/article/chto-takoe-smersh-grigoriy-azaryonok-predlozhil-perenyat-opyt-nkvd

281 [puropwil AzapE&HOoK: Te, KTo NOAHAN Haa coboil 6ubB-dnar, Bbl HACAEAHWKM KOANABOPAHTOB 1 HALKCTOB. Bhl
npegatenn poguHbl, 09.05.2021, CTV, hitp://www.ctv.by/grigoriy-azaryonok-te-kto-podnyal-nad-soboy-bchb-flag-
vy-nasledniki-kollaborantov-i-nacistov-vy

262 KapneHkoB: C TeppopucTamu By et secTuct Hopbba No 3aKOHAM KOHTPTEPPOPWCTUNECKMX Gnepaumii, 29.04.2021,
«Pedopmaumua», https://reform.by/221474-karpenkov-s-terroristami-budet-vestis-borba-po-zakonam-
kontrterraristicheskih-operacij

263 Hukonail KapneHKos ¢ nokylweHwn Ha MNpesvaenTa, Makape v flykalweHko, MHTepsbro AsapéHky, 29.04.2021,
Youtube channel of Tpuropwii AzapéHok, https://www.youtube.com/watch?v=kmyBIBSv4BY

264 Opaed Wyap. Anekcangpa Mepacumena. AzapéHok o npegaTtenax, 28.01.2021, YouTube channel of Mpuropwuii
Azap8HoK, https://www.youtube.com/watch?v=e505YWIn4z0

285 [puropwvii AzapéHoK — Onbre XMMHWHKOBOMN: TOME CKOPO BLICTABMILb Ha TOPTY CBOK) KOPOHY. A BoT «OpaeH Uyabi»
— 370 y#e Hascerga, 04.04.2021, CTV, http://www.ctv.by/grigoriy-azaryonok-olge-hizhinkovoy-tozhe-skorg-
vystavish-na-torgi-svoyu-koronu-vot-orden-iudy-eto

266 ¢ He sepbTe Kpbicamy: Movemy AlapeHok 063nIBaeT HenapycoB PasHbIMK MHUBOTHEIMK, 26.03,2021, The Village —

Belarus,_https://www.the-village.me/village/city/situation-city/287811-ctv-animals

267 Anapei MyKkoBo3uMK, Elue oauH goTpbinaenca. Kak 6ontyHew, 01.04.2021, , benapych CerogHa”,
https.//www.sh.by/articles/tryndets-kotenku-hibliotechka-patriota-.html

268 Hykonait AzapoB: cMTYaUuA B benapycy oyeHb HaNnoMMHaeT To, yTo Gbifo B YKpaWHe 8 KaHyH nepeoro MakgaHa,
27:;08.2020, ONT, https://ont.by/news/nikolaj-azarov-situaciva-v-belarusi-ochen-napominaet-to-chto-bylo-v-ukraine-
v-kanun-pervogo-majdana

269 EpreHuid KOWKOBCKMI, «XOTUTE Kak B YKpauHe?» Kak 6enopycckoe TB MaHWNYAUPYET ayaUTOPHENR C NOMOLLbIO
YKpaMHCKMX 2KkcnepTos, 23.10.2020, ,Media 1Q”, https://mediaig.by/article/hotite-kak-v-ukraine-kak-belorusskoe-tv-
manipuliruet-auditoriey-s-pomoshchyu-ukrainskih

270 The list includes the following individuals {as spelled in Russian): IOpwit KoT, [neb Nawenko, Knpuan BrilumHcKk M,
IOpui ATamaHiok, AmuTpui Bacuneu, AHaTonui LWapu#, AnekcaHgp KavHbil, Kupuaa MoavaHos, AHApe#
3onoTtapes, AHTOH Casuyes, Anekcanap fNazapes, IOpuia Nogonsk, Pycnhad buzaes, Januun boratoipes, BaneHTuH
ARy LWKK.

71 «3KCnNepThbl NO BbI30BY». YTO 33 YKPAUHCKUE NOMWTOAOIM 3aN0AoHWAK Benapycckoe rocTB, 20.11.2020, ,Media
1Q”, https.//mediaig.by/article/eksperty-po-vyzovu-chto-za-ukrainskie-politologi-zapolonili-belarusskoe-gostv

72 *Talking heads" on state television channels: Who they are and what they are broadcasting. Monitoring of the
major state-owned TV channels, 12.05.2021, iSANS — International Strategic Action Network for Security,
https://isans.org/analysis-en/monitoring-en/talking-heads-on-state-tv-channels-who-they-are-and-what-they-
broadcast-about.html

273 Yellow Plums {«¥&aTeie chueni») is a hate speech channel that targets members of pro-democratic movement,
The content is created by BISR team in cooperation with KGB, the Ministry of the Interior, and other state security
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288 Apapxuct deaok sagepman munvumeit, Jaet nokasavmA v packansaeTca. Manopama, 12.11.2020, You-Tube
channel ,ATH: HoBocTu Beaapycu n mupa”, https://www . voutube.com/watch?v=x0ulg A-UUw

28 B MuHcke 1 Mevax npegoTepaledsl TepakTsl, 05.04.2021, You-Tube channel ,MBJ, Benapycu”,
https.//www.youtube.com/watch?v=MMtUaHWt4d4&Iist=PLIRf1t5TiLzuymu)OKxvg-s1t7fPmX04Q&index=13

2% Yropk Unbaw, «MocaegHAn onopa BaacTei». Kak NYBOMNUK npespaTtvAcA B 04WH W3 [aBHLIX OPraHoOB
nonAuTHYecKkoro npecnegosanun, 09.10.2020, BEACAT.TY, https://belsat.eu/ru/news/poslednyaya-opora-vlastej-kak-
gubopik-prevratilsya-v-odin-iz-glavnyh-organov-politicheskogo-presledovaniya/

2 see Telegram channel of ,ATN_NEWS”. Past 29.09.2020, https.//t.me/ATN BTRC/10571

222 gpe Telegram channel of , ATN_NEWS”. Past 29.09.2020, https.//t.me/ATN BTRC/10568

293 YHCTUTYT CTPaTEMMUEeCHMX MCcned0BaHmil BygeT codaan B beaapycw, 13.02.2019, HaunoHaneHeIM NpasoBoit
MHTepHeT-nopTan Pecnybauku Benapyck, https.//pravo.by/novosti/novosti-pravo-by/2019/february/32492/

24 Ahout BISR, website of ,BUCK”, https://bisr.gov.by/en/a-bisi

295 Telegram channel of ,BUCK”, https://t.me/BISRby

2% BUCH Bmecto AL MHPOPMaLMOHHO-aHANMTMYECKMIA LEHTP NpY ABMUHHUCTPaLMY NpesnaeHTa byaet
AWRBUAMPOBaH, 18.02.2019, TUT.BY, https://news.tut.by/economics/626733.htm|

227 Anapei Kpmeowees Facebook page. Post 09.07.2020,
https://m.facebook.com/story.php?story fbid=30599741040865628&id=100002220078386

2% See Telegram channel of ,,BUCK”. Post 09.06.2020, https://t.me/BISRby/220

2% TaTbAHa BogonaMmckan — o «peiTUHre» JIyKaweHKo 8 76% : KTO NPOBOAKA 3TO UCCARAOBAHMWE U KAK — HENOHATHO,
11.07.2020, ,,Eurobelarus”, https://eurobelarus.info/news/position/2020/07/11/tat-yana-vodolazhskaya-o-reytinge-
lukashenko-v-76-kto.html

300 jlga Hryniuk, State-controlled think tanks in Belarus — who are they?, 03,10.2018, ,Belarus Digest”,
https://belarusdigest.com/story/state-controlled-think-tanks-in-belarus-who-are-they/

31 pomaH logyH, PaboTaeT v «dabpura Tponneit» B benapycu?, 08.05.2020, "Euroradio” ,
https.//euroradio.fm/ru/rabotaet-li-fabrika-trolley-v-belarusi

3% Mpo MHeTuTYT HauMoHanbHoM BeaonacHoctv Pecnybavku Benapych, KomuTteT [ocydapcTBeHHON beaonacHoCTH
Pecnybamum Benapycs, http://kgb.by/rufinstitut-nac-bez-ru/

303 Apyakos Bragumup, Makapos Oner, Teopetuyeckoe oBocHosanmue Konuenumy uHdopmaumoHHoi BedonacHocTy
Pecny6auku Benapychk, okTABpL 2018, https:/fcyberleninka.ru/farticle/n/teoreticheskoe-obosnovanie-kentseptsii-
informatsionnoy-bezopasnosti-respubliki-belarus/viewer

3% 0 KoHuenuuu uHgopmaLmoHHoi GeacnacHocTy Pecnybauku Benapyck, HauMoHanbHbIA Npasosoil MHTepHeT-
noptan Pecnybavku benapyce, 20.03.2019, https.//prave.by/upload/docs/op/P219s0001 1553029200.pdf; English
version is available here:

https://un.mfa.gov.bv/docs/doctrine _of information security of the republic of belarus.pdf

305 Erop fleBegok, O Konuenumv undopmaumorHoi BesonacHocty beaapycu, 20.03.2019, “Belarus Security Blog”,
https.//bsblog.info/o-kancepcii-informacionnoj-bezopasnosti-belarusi/
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308 |ydhapmaupinan 6acneka (Information Security section}, website of BISR, https://bisr.gov.by/be/my-v-
smifinfarmacyynaya-byaspeka

%7 Human Rights Situation in Belarus: April 2021, 03.05.2021, Human Rights Center “Viasna” ,
http://spring96.org/en/news/103195

308 see, for example, website of Belarusian Association of Journalists https://baj.by/en

3% Hukonaii XanesuH, Hoebli Pelix: BCe CXOACTBA PEXMUMOB JIYKAWEHKO WM [UTAEpa, O KOTOPLIX Bbl A0TaAbIBAMUCH, HO
Boanuce cnpocute, 12.04.2021, “KYKY", https://nachesy.country/pain/novyy-reyh-vse-shodstva-rezhimov-
lukashenko-i-gitlera-o-kotoryh-vy-dogadyvalis-no-boyalis-sprosit

310 Benopyccro-KUTaMCKUI guanor, 07.05.2021, BUCH, https://bisr.gov.by/events/helaruskitay

311 hapuaa [dypapkosa, benopyccko-KuTalcKui dalipson, 11.08.2020, ,Hoean Ma3eTta” ,
https://novayagazeta.ru/farticles/2020/08/11/86616-belorussko-kitayskiy-fayrvol

312 MapuHa Bacbko: oB1LecTBEHHO-NOAMTUYECKARA CUTYaUKA noTpeboBana pedopMUPOBAHUA CHCTEMEI
NaTpPMOTHYECKOro BocnuTanua, 13.04.2021, ,benapyce cerogHa”, https://www.sbh.by/articles/natsivu-sozdaet-
patriotizm.html

313 “Active measures”: who is behind the defamation of Belarusian national symbols and heroes, 22.04.2021, iSANS —
International Strategic Action Network for Security, https://isans.org/articles-en/active-measures-who-is-behind-
the-defamation-of-belarusian-national-symbols-and-herges.html

34 3kceneprel, BEATA, https://expert.belta.by/06

315 3KoHOMWYECKaAn CYTb KOPOHaBMpYCa: nodemy KuTali?, 10.02.2020, GUCKH,
https://bisr.gov.by/mneniya/ekonomicheskaya-sut-koronavirusa-pochemu-kitay

318 Erika Kinetz, Anatomy of a conspiracy; With COVID, China took leading role, 15.02.2021, AP NEWS,
https://apnews.com/article/pandemics-beijing-only-on-ap-epidemics-media-122b73e134b780919cc1808f3f6f16e8

317 SPUTNIK authors, https://sputnik.by/authors/alekei_avdonin/

315 Articles by Aliaksei Audonin, https://sputnik.by/tags/person_Alekse]| Avdonin/

319 About Aliaksei Audonin, “SONAR2050”, http://sonar2050.media5.com/authors/aleksey-avdonin/

320 About Aliaksei Audanin, “IMHO club”, https://imhoclub.lv/ru/author page/6686

321 gep analysis at: iISANS, Paceulickaa nponaranga s benapycu: cpeacTsa aocTasku, 13.06.2020, ,Pedopmaumn”,
https://reform.by/139558-rossijskaja-propaganda-v-belarusi-sredstva-dostavki

322 Bupye B ronose: yem onaceH Telegram/ckynka Kananos/ HavpyTku/ deitku/ LeHa uHcakaa. MoHATHAA NOAMTHKA,
27.04.2020, You-Tube channel ,ATH: HoBOCTW BenapycH W mupa”, https://www.youtube.com/watch?v=kR10Tnk-
omA

323 See Telegram channel of ,Benopycckuit nopagor”. Post 25.01.2020, https://t.me/paradachak/287
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324 BISR claims to still have relations with Wilson Center, Polish nstitute of International Affairs, Carnegie
Endowment for International Peace, Friedrich Ebert Stiftung (Germany) and Konrad-Adenauer-5tiftung. These
organizations should deliberately cut their ties with BISR due to its engagement in the crackdown on civilians.

325 5ee Telegram channel of iSANS. Post 16.09.2020, https://t.me/iSANS_Belarus/242

326 pauyy, pacckasana, Kakue Bonpockl ByayT pewaTth generathl Bcebenopycckoro cobpaqua, 18.01.2021, Sputnik,
https.//sputnik.by/video/20210118/1046647544 /Rechits-rasskazala-kakie-voprosy-budut-reshat-delegaty-
Vsebelorusskogo-sobraniya.html

327 See Telegram channel of ,Mudonorua Benapycw”. Post 21.01.2020, https://t.me/belarus_mythology/267

328 flyrkawenko: B NoBege, repfe u dnare oTpameHa HaLUMOHanLHaA naea, 09.05.2021, SPUTNIK,
https://sputnik.by/politics/20210509/1047590508/Lukashenko-v-Pobede-gerbe-i-flage-otrazhena-natsionalnaya-
ideya.html

3% Noknag Npembep-MUHKCTPa Benapycy PomaHa NonosueHko, 04.05.2021, caiit MNpeanaeHTta PecnybauKu
Benapyco, https.//president.gov.by/ru/events/doklad-premer-ministra-belarusi-romana-golovchenko-1620116577

330 | ukashenko about lawsuit in Germany: Fascism successars cannot judge me, 07.05.2021, BELTA,
https://eng.belta.by/president/view/lukashenko-about-lawsuit-in-germany-fascism-successors-cannot-judge-me-

139710-2021/
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