United States Department of State

Washington, D.C. 20520

March 31, 2025
Case No. FL-2023-00013

Reed Rubinstein

America First Legal Foundation
611 Pennsylvania Avenue, SE, #231
Washington, DC 20003

Dear Mr. Rubinstein:

As we noted in our letter dated February 28, 2025, we are processing your
request for material under the Freedom of Information Act (“FOIA”), 5 U.S.C.
§ 552. The Department of State (“Department”) has identified an additional
15 responsive records subject to the FOIA. Upon review, we have
determined that all 15 records may be released in part.

An enclosure explains the FOIA exemptions and other grounds for
withholding material. Where we have made redactions, the applicable FOIA
exemptions are marked on each record. Where applicable, the Department
has considered the foreseeable harm standard when reviewing these
records and applying FOIA exemptions. All non-exempt material that is
reasonably segregable from the exempt material has been released and is
enclosed.
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We will keep you informed as your case progresses. If you have any
guestions, your attorney may contact Kevin Bell, U.S. Department of Justice
Trial Attorney, at kevin.k.bell@usdoj.gov and (202) 305-8613. Please refer
to the case number, FL-2023-00013, and the civil action number, 22-cv-
03386, in all correspondence about this case.

Sincerely,

ﬁulu% Y I

Avery Bullard

Supervisory Government Information Specialist

Litigation and Appeals Office

Enclosures: As stated.
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The Freedom of Information Act (5 USC 552)

FOIA Exemptions

Information specifically authorized by an executive order to be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification categories:

1.4(a) Military plans, systems, or operations

1.4(b) Foreign government information

1.4(c) Intelligence activities, sources or methods, or cryptology

1.4(d) Foreign relations or foreign activities of the US, including confidential sources

1.4(e) Scientific, technological, or economic matters relating to national security,
including defense against transnational terrorism

1.4(f) U.S. Government programs for safeguarding nuclear materials or facilities

1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects,
plans, or protection services relating to US national security, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

Related solely to the internal personnel rules and practices of an agency

Specifically exempted from disclosure by statute (other than 5 USC 552), for example:

ARMSEXP Arms Export Control Act, 50a USC 2411(c)

CIA PERS/ORG Central Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT CONTROL  Export Administration Act of 1979, 50 USC App. Sec. 2411(c)
FS ACT Foreign Service Act of 1980, 22 USC 4004

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f)
IRAN Iran Claims Settlement Act, Public Law 99-99, Sec. 505

Trade secrets and confidential commercial or financial information

Interagency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

Personal privacy information

Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
(F) endanger life or physical safety of an individual

Prepared by or for a government agency regulating or supervising financial institutions
Geological and geophysical information and data, including maps, concerning wells
Other Grounds for Withholding

Material not responsive to a FOIA request excised with the agreement of the requester
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From: |(b)(6) Bstate.gov>
[(b)(6) fostate.gov>;
TR l@bah.com>;
To: (06 |@state.gov>;
T [@accenturefederal.com
h{RY [@accenturefederal.com:>;
(b)(6) [dstate.gov>

Subject: Re: Many thanks
Date: Fri, 9 Oct 2020 15:51:07 +0000

The pleasure was ours. | am attaching a few reports we have produced recently to give you an
idea of our capabilities. |(b)(6) |if you have any examples of reports you would like
to share additionally, feel free to share as well.

| am also copying to this email |(b)(6) | our lead for USG engagement. She may assist
you with getting access to GEC-IQ USG platform.

(b)(6) |if you have any requests for analysis, please relay them to[(b)(6) and he will

facilitate A&R engagement.

| am departing the GEC next week on October 14. |(b)(6) [. who has been covering the
emerging threats and WHA, is kindly stepping in to cover while the GEC is looking for my
successor.|(b)(6) |wi|| be able to answer any further questions related to Analytics
and Research at the GEC.

Best,

From:{b)(6) |@state.gov>

Sent: Friday, October 9, 2020 11:04 AM

To:{(b)(6) |@state.gov>; [[RY(6) |@bah.com>;
[(b)(6) [@state.gov>

Subject: Many thanks

|(b)(6) |-Many thanks for your time today. Let's keep in touch. I'll reach
out in the near future.
Best,

Fromyb)(6) [@state.gov>
Sent: Friday, Octcber 8, 2020 4:02 PM
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To:|(b)(6) |@state.gov>
Subject: call with GEC -- we are ON

b)(6)

Let us know if you are still joining.

b)(6)
Sender: |(b)(6) [@state.gov>
b)(6) [@state.gov>;
b8 @ |@bah.com>;
. (DY) state.gov>;
Recipient: b)(6) [@accenturefederal.com
b)(6) [@accenturefederal.com>:
b)(6) state.gov>

3/31/2025
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Post-Efection

In the week following, election-related conversation averaged 167,000 tweets a day as protests grew
across the country. Conversation remained overwhelmingly supportive of Tikhanovskaya, with many
popular tweets from Russian opposition figures, including Navalny, and independent Russian
publications such as Novaya Gazeta. Predominant topics included: 1) reports of riot police brutality
against protesters and bystanders;'" 2) reports of torture of detained protesters;'? 3) the
peacefulness and courteousness of protesters;' 4) workers striking in protest of Lukashenko;' and
5) coverage of Lukashenko’s past and current responses to political opposition.’®

All top hashtags supported Tikhanovskaya as the rightful winner, among them: #/lykaweHko¥Yxoau
(Lukashenko Go Away) (86,000+), #XeiBebenapyck (Long Live Belarus) (53,000+4),
#NyxawerkoYbumidya (Lukashenko Killer) (21,000+), and #/lykaweHkoKpoeaeelhdukTaTop
(Lukashenko Bloody Dictator) {4,700+), Additionally, anti-Lukashenko tweets underscored his long
dictatorial tenure by including video critigues from Boris Nemtsov—a Russian opposition politician
who was assassinated in 2015—which were shared over 2,000 times.'®

Throughout the week, top retweets included gruesome pictures and videos of riot police violence,
and accounts of detained protesters being tortured.'” Multiple top retweets provided advice on how
to safely protest, with tweets from Russian opposition figure llya Yashin and a Ukrainian account
sharing experience from the 2014 Maidan protests.’® In response to riot police brutality, one top
retweet reported on doctors in Minsk protesting the violence, while other top retweets posted
pictures of riot police in an effort to “name and shame” them."®

On 11 August, a peak in conversation correlated with viral videos supportive of Tikhanovskaya. One
contained audio alleging electoral fraud in Lukashenko's favor; the other announced
Tikhanovskaya’'s decision to leave Belarus was a safety precaution.® This latter was published on
Country for Life {Ctpaxa gna xv3Hn),2' a political opposition YouTube channel created by
Tikhanovskaya's husband. A top retweet defended Tikhanovskaya's decision to leave, given the
history of Lukashenko's opponents disappearing.?? A second spike occurred on 16 August, in
response to the Sunday marches for and against Lukashenko: top retweets noted the lesser turnout
for the pro-Lukashenko march and praised the vast turnout for the anti-Lukashenko march.??

Authors influencing this conversation were largely Russian opposition figures and independent
media outlets, who often leverage Twitter to further spread their cross-platform content. Examples
include; Navalny and his colleagues’ popular tweets and links to his YouTube channel Navalny Live;
Russian pelitician Gennady Gudkov, who described the situation as ‘Lukashenko’s war with the
Belarusian people’ and called Tikhanovskaya the legitimate president; and Novaya Gazeta's, Meduza's,
and TV Rain’s coverage of the election and riot police brutality.?* Popular anti-Putin satire accounts
were influential as well: StalinGulag {famous YouTuber Alexander Gorbunov), Prof. Preobrazhensky,
and Sandy Mustache.?® Additionally, Belarusian Telegram channels—such as Nexta, Alexei
Novosyolov, and Tea with fam—posted very popular content within the Twitter conversation.?®

25 August 2020 UNCLASSIFIED 3
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Twitter Analysis: Kremlin Response to Belarusian Protests

The GEC analyzed 767 English-language tweets from Kremlin official media and pro-Kremlin
accounts which matched keywords pertaining to the Belarusian election posted between 1 and 17
August.?” Of these, 17.7% (136) of posts were shared on 10 August—the day following the election—
and 17.5% (134) of posts were shared on 16 August—in correlation with protest activity across the
country. While the majority of these posts (53.1%; 407) were not geotagged, 22% were geotagged in
Russia. Of the five most active authors observed, four {@5putnikint, @Russ_Warriar,
@SputnikMundo, @izvestia_ru) were Kremlin-official or pro-Kremlin accounts, and the fifth was
Russian state media (@RT_com). These accounts made up 38.7% (297 posts) of the total
conversation volume.

Overall, the English-language narrative from pro-Kremlin saurces surrounding the Belarusian
election leaned in favor of Lukashenko. The conversation did not contain explicit calls to action.
However, tweets from Kremlin-affiliated accounts sought to undermine or discourage anti-
government protesters by reminding them how Russia could easily and brutally suppress a rebellion
in Belarus, and that the Belarusian working class is dependent on Russian support to survive,” The
respanse to these claims was mixed on social media, with many Western European users expressing
concern and hope for voters in Belarus.?® Many posts pointed to the Maidan uptising in 2014 as a
cautionary tale, urging Belarus not to follow the same path as the Ukrainians. These posts also
contained anti-U.S. sentiment, particularly at the end of the reporting period, in response to the U.S.
Secretary of State’s criticism of Lukashenko’s presidential victory.

SOCIAL MEDIA CONVERSATION OVER TIME

(English Language Tweets from Pro-Kremlin Accounts)
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Prior to the election and on election day, there were very few English-language tweets from pro-
Russia accounts—a total of 135 posts were shared between 1 and 9 August. Kremlin-driven
reporting on the election and protests peaked on 10 August. Chatter was highest at midnight local
time, as protests escalated across the country and one demonstrator was hit and killed by a truck in
Minsk; at 0900 local time, as definitive official election results were disseminated internationally; and
at 1400 local time, as theories connecting the protests to foreign influence began to circulate
domestically.*® Dominant narratives drew parallels between the protests in Minsk and the 2014
protests in Ukraine. One account called the demonstrations “déja vu,” while another implored
Belarusians not to accept help from NATO or the United States.*' This sentiment was echoed by
protesters on the ground in Minsk, according to video footage of a protester shared by pro-Russia
account @Russ_warrior,?2
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Activity declined steadily in the following days, with a smaller spike occurring on 12 and 13 August in
response to news that the U.S. Secretary of State criticized the legitimacy of the election.
Unsurprisingly, Kremlin official media and pro-Kremlin accounts were overwhelmingly critical of this
assessment, painting to U.S. intervention in the aftermath of the 2074 Ukrainian election and U.S.
intervention in Iraq and Afghanistan. Overall, the most shared tweet during the reporting period
occurred on 12 August, and it reflected the anti-U.S. sentiment echoed by other pro-Kremlin
accounts in response to the official U.S. response to the election results,*

Tweet volume tied to pro-Kremlin coverage of the Belarusian election spiked again on 16 August, as
protests continued in Minsk and Grodno. Tweets on this day consisted mostly of general reporting
on both protests and counter-protests.** Anti-U.S. sentiment again persisted through criticism of the
U.S. Secretary of State and of U.S. democracy in general.?

Digital Media Analysis: Russian Language

Analysis of 83,172 unigue Russian-language digital media articles about the Belarusian presidential
election displayed a similar pattern to that of social media. Coverage spiked on 10 August and
maintained a high volume until 15 August, with nearly 50% of total volume occurring during that
time. Most media coverage (54.2%) was produced in Russia, followed by Ukraine, (17.9%) and then
Belarus (8.8%). Despite the high volume of publications from Russia, the most shared media during
the reporting period came from Belarus and France, and the overall narratives portrayed a positive
and sympathetic tone towards anti-government protesters,

DIGITAL MEDIA COVERAGE OVER TIME
(Russian Language)
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Prior to election day, the most widely disseminated article (the third-most shared article throughout
the entire reporting period) was a report from a popular, Kremlin-friendly Russian tabloid claiming
that the 33 Russians—alleged operatives from the paramilitary group Wagner who were detained
and later released in Belarus—was a provocation arranged by Ukrainian intelligence officials.?® This
was shared 1,563 times across social media platforms. The second-most widely shared article
addressed a separate topic altogether, reporting that over 12,000 Belarusians gathered across the
country for Tikhanovskaya's campaign rally one week before election day. It was shared 1,515 times.

25 August 2020 UNCLASSIFIED 5
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On 9 August, digital media was dominated by election coverage. However, after palls closed,
reporting on election results and exit polls was eclipsed by coverage of the rapidly escalating

protests.?’

Post-election coverage with high readership pertained maostly to the protests in Minsk. The two mest
shared articles {shared 7,129 and 5,177 times respectively), published on 15 and 16 August, detailed
graphic police violence aimed at protesters and detainees in Belarus.®® These reports of Belarusian
police brutality were punctuated by a light-hearted story of police standing in solidarity with
protesters, which was shared 1,203 times.?® Although Russian media outlets produced a higher
volume of Russian-language digital media during this time, headlines from Belarus, France, and
Ukraine received the most shares. Of the top headlines originating in Russia, all were from Russian
state or pro-Kremlin sources, highlighting Lukashenko’s request for support from President Putin.*¢

ANALYST COMMENT: Developments in Belarus are driven by the internal dynamics of the
Belarusian peoples’ response to the electoral fraud and police violence. By asking for Russia’s help,
Lukashenko has turned the situation into a geopolitical issue. Independent media in Belarus

that the Belarusian regime might have hired Russian PR specialists to run its “people’s
support” campaign.?’ The campaign “Abaubkka” is gaining momentum in creating the appearance of
overwhelming public support for Lukashenko with stickers, flash mobs, and promeotional materials.
Cars with Russian license plates have bheen observed among processions of cars displaying red and
green flags in support of Lukashenko. Mixed messaging regarding Belarus from Russian domestic
media and international-facing outlets suggests the Kremlin's official line is still developing.

25 August 2020 UNCLASSIFIED 6
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We would appreciagte vour feedback by completing a short survey here,
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ostanovkah-vytaskivali-avto-1587209801.html; https://www jpost.com/international/belarus-detainees-piled-in-concentration-camp-
as-jails-run-out-of-room-638416
 https://gordonua.com/news/worldnews/okruzhenie-lukashenko-kontaktirovalo-s-kremlem-o-vozmozhnosti-begsmva-v-rossiyu-
bloomberg-1513817.html; https://www.belta.by/president/view/lukashenko-dogovorilsja-s-putinym-rossija-pri-pervom-zaprose-
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Narrative Analysis

1. Lukashenko Won the Election Legitimately

Pro-Kremlin channels insisted that Lukashenko won the election legitimately.? Prior to the election,
posts dismissed early polls that showed Tikhanovskaya in the lead.* On election day, posts cited
sources claiming Lukashenko received around 80% of the vote.® Channels also used posts
congratulating Lukashenko on behalf of China and Russia as evidence that the election results were
legitimate.® Any refusal of the results was ascribed to Western interventionism, discussed below.”

2. The Political Situation in Belarus is Unstable, and Protesters are Unorganized

A common narrative was the instability in Belarus, even before the 9 August election. Multiple
channels forecasted that the Lukashenko opposition would protest no matter the election result,
and that Belarusian armed forces were preparing for unrest.® In the protest-filled week following the
election, these channels aimed to discredit protesters. Highly viewed posts by Kremlin Laundress,
Political Joystick, and Media Tech painted the protesters as unorganized and uncommitted ycuth
who guestioned the status quo.? TASS shared Lukashenko's statement describing protesters as
criminals, while Political Joystick posted a video in which twe detained protesters admitted to having

served time in jail.’"® War Gonzo presented an overall chaotic view of Belarus: frequently reporting
on the viclence of the protests, the shutting down cof cell service, and the “large-scale strikes” across
industries.' Meister argued that Belarusian workers undermined their own interests by striking.'?

3. The West is Intervening in Belarusian Protests for Political Gain
Generally skeptical of Western influence, these channels frequently alleged foreign intervention in

Belarus.”® Meister claimed that EU members offered to help Lukashenko maintain power in
exchange for political favors. Media Tech, TASS, and Dilettante implied that European countries
refused to recognize the election results for geopolitical gains, calling it a “Yenezuelan result.”'
Some posts accused Ukraine of organizing protests; others accused Poland.™ Multiple channels
suggested that Belarus would become an East-West geopolitical struggle, similar te Ukraine in
2014."® Meister and Dilettante also criticized Belarus's Foreign Minister Vladimir Makei's friendly
relationships with U.S. and EU officials, speculating that “Western circles” would suppert his palitical
rise in Belarus,”” Kremlin Laundress claimed that the West needed Belarus as “buffer zone” for

Russia congratulating the Russian media for minimizing the “influence of Western special services.”'®

4. Navalny's Suspected Poisoning

These channels also tended to reject the theory that the Kremlin was involved in Navalny’s a
poisoning on 20 August. Multiple channels claimed that Navalny’s sickness arose from alcohol
abuse.' In highly viewed posts, Golos Mordora refuted both a physician's poisoning diagnosis and
that Navalny would receive better care outside Russia.?” ?! Colonel Trifonov argued that the Kremlin
gained nothing frem peisaning Navalny, as it could impede him with legal maneuvers.?? Other
channels, meanwhile, preposed a variety of potential suspects for the poisoning, including: “Russia’s
geopolitical opponents,” “foreign curators,” Ukraine,” and “Navalny’s associates."??
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ANALYST COMMENT: This analysis of thousands of Telegram posts demonstrates how the
political messaging used by pro-Kremlin channels is in sync with official Kremlin propaganda
messaging. These Telegram channels serve as a convenient mouthpiece for the Kremlin, by boasting
its official position on important issues and by regularly attacking or praising the same figures that
are attacked or praised by Russian-state channels. Despite being blocked by Russian authorities in
2018, Telegram remained the country's third most popular mobile messaging app after WhatsApp
and Viber and managed to increase its audience from 2.2 million te 3.7 million users.>® In June 2020,
Russia lifted the ban on Telegram after finding it unsuccessful.?’ It appears the Kremlin has changed
tactics—no longer attempting to censor the messaging app, but rather using it to its advantage by
capitalizing on Telegram’s growing audience.
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We would appreciate your feedback by completing a short survey here.
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Narrative: Criticism of italian Government
Other topics within the China-Italy conversation included criticism of the ltalian government's response to

the pandemic,” Italians’ reluctance to cooperate with China, as well as mistrust of immigrants in Italy who
were accused of spreading the virus and receiving outsized welfare benefits.’®

Narrative: COVID-19 Origin
Our dataset revealed three different origin narratives, with the virus claimed to be from a lab in the United
States, from a lab in China, and from lialy.

The U.S.-origin narrative was propagated by at least six of the 18 analyzed accounts, using both original
posts and retweets. Variations of the narrative included: a Czech biologist claimed that COVID-19 was
made in U.S. lab; COVID-19 was patented from a U.S. biological warfare lab; Taiwan and Japan agreed that

COVID-19 originated in the United States; Chinese officials claimed that COVID-19 was a U.S. bioweapon;
and China is engaged in a "hybrid war” with the United States.'

At least five accounts retweeted posts that claimed that COVID-19 originated from China or even
suspected it was lab-made in China,

A smaller pro-China narrative suggesting that [taly was the crigin of the virus included screenshots of a
Global Times tweet.?’ Reactions to this narrative were largely negative and often mocked China for trying
to blame both the United States and ltaly.

Narrative: Focus on China

Within the broader China conversation, multiple pro-China narratives were identified. China's successful
containment of COVID-19 within its own country was praised.”’ The anti-stigma narrative was identified,
with retweets of a China MFA Spckesperson and Globat Times editor, when he asked to “keep racism
away” from pandemic.?? Spuinik’s article claimed China had been defamed during the pandemic.?

Not all tweets were supportive of China. In addition to tweets on China as the virus origin, a Hong Kong
reporter was retweeted, who discussed how China sought to "wrest control of the narrative.”*

ANALYST COMMENT: None.
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1. Social media platforms' responses to the violence on January & included dramatic new

actions, including suspension of U.S. president Donald J. Trump

¢ In the wake of the riots on Capitol Hill, technology companies took numerous steps to mitigate

the risks of further violence by moderating content on their platforms.

¢ A number of platforms took their most severe actions to date against President Trump
himself, as he continued to refuse to forcefully denounce the violence at the Capitol and 1o promote
false claims of election fraud.

o On January 6th, Facebook, YouTube and Twitter all removed President Trump’s video

reasserting electoral fraud and telling violent rioters that they were “very special”
and that he loved them. These platforms also removed content that violated their civil
integrity policies.

o Following the escalating situation at the Capitol, as well as President Trump’s
obstinate refusal to forcefully condemn the riots, both Facebook and Twitter
temporarily suspended the President’s accounts for repeated violations of the
companies’ policies, suspensions which were later made permanent or indefinite.

= Facebook extended the suspension “indefinitely and for at least the next two
weeks” until a peaceful transition of power can iake place.
= After warning that the temporary ban would become permanent if President Trump

continued to violate the platform’s policies, the President's Twitter account was

briefly reinstated before being permanently suspended following tweets that

violated the platform’s glorification of violence policy.

= Several altempls were made to circumvent the President’s suspension on

Twitter. A staffer renamed his account “Donald Trump® and gave the
President access. Attempts were also made to use the official POTUS
account. The staffer's account was ultimately suspended and the POTUS
account was locked until a transition occurs.

" YouTube has suspended President Trump’s channel for at least one week. Before

this decisive action, it had implemented a new policy for videos containing false
claims, including those posted by the President.
o While Twitter and Facebook led the platforms’ charge to take action against the
President, a number of other platforms have followed suit. Most notably, Snapchat and
Twitch have both disabled the President’s account without identifying an end date.
¢ In addition to actions taken against the Presidents’ accounts, platforms are removing content

and accounts that incite viclence and perpetuate real-world harms.
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o Facebook, Twitter and Instagram have taken increased action against accounts using the
hashtag #stopthesteal or prometing the unfounded conspiracy theory that there was
widespread electoral fraud. This bas included automatically removing posts with the
hashtag or phrase. Twitter has alsc suspended several accounts associated with the
conspiracy theory.

o QOther less high-profile platforms, like Mailchimp and DLive, have removed accounts that
attempted to incite violence through their plaiforms and those that were direcily linked 1o the
Capitol riots. Even companies we don't typically think of as content platiorms, like Peloton,
have begun banning cerlain hashtags linked to the riols,

¢ These drastic and swift actions against President Trump's accounts mark a shift from
platforms’ previous reticence to moderate the speech of public officials, especially those who
post divisive content. Questions remain, however, about how this will impacl platform policies

moving forward, both domestically and internationally.

2. Parler, a platform that does not restrict violent extremist content, was removed from both

Google and Apple App stores following the Capitol riots, and eventually removed from

Amazon's web-hosting services, effectively taking it offline

* On January 11, social media platform Parler went offline when Amazon withdrew web-hosting

services to the company. The platform had generated a widespread conservative and pro-Trump
user base following Twitter and Facebook’s increasing moderation of false claims by President
Trump and his supporers. Once Twilter and Facebook made the decision io de-platform President
Trump, Parler jumped to the most downloaded free app in the App Store.

+ Amazon cited Parler’s violation of its terms of service by failing to adequately moderate
“inappropriate” content on its platform, specifically the glorification of violence experienced
at the Capitol riots. Parler has been accused of being one of the primary online locations for
organizing the riots, including posts urging users to bring guns to the Capitol, even inciting violence
against Vice President Mike Pence.

© Amazon cited 98 specific examples in ils initial warning before cancelling the platform’s

web-hosting services.

¢ Amaron’s move was the latest in a series of blows dealt to the platform since the riot at the

Capitol. Apple and Google cut off Parler by removing ils app from their app siores, citing the
platform’s inability or unwillingness to remove illegal content inciting viclence or threats to public
safety.

¢ Hours after going dark, Parler filed a federal lawsuit arguing that Amazon had violated antitrust

law by conspiring with Twitter to shut down its platform. Parler also complained that they were
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not given a 30 days’ notice and were prematurely tferminated. An Amazon spokesperson slated that
these claims had “no merit,” reaffirming that Parler's conient moderation behaviors in recent weeks
demonstrated they were either “unable or unwilling to promptly identify and remove” violating

content.

3. Online activity promoting violence and extremism increased significantly in the lead up to

the January 6 Capital riot in Washington D.C

* Multiple media outlets and organizations documented a significant increase in online content

by extremist groups expressing viclent rhetoric and previewing planned riot activity in the
weeks before the riot. The Anti-Defamation League, which has been tracking extremist social
media content over the past year, flagged the recent increase in violent online rhetoric to law

enforcement in advance of the attack.

¢ Online content has been driven by weeks of unfounded claims of election fraud from President

Trump and his supporters; however, the more recent uptick was closely |inked to Trump’s

specific promotion of a January 6 protest in Washington, DC to “stop the steal” of the election

result.

¢ The increase in violent rhetoric online was seen on both mainstream social media platforms
and wabsites popular with far-right and extremist groups. For inslance, NBC News has
highlighted multiple QAncn-affiliated accounts on Twitter calling for protest attendees to arm
themselves. Videos on TikTok with thousands of views similarly promoted viclent activity at the
protest. Advance Democracy, an invesligative organization, also found that half of the iop posts
made on the website TheDonald.win on January 4 discussing the electoral ceriification process
included calls for viclence on January 6th. The niche website was eslablished after Reddit removed
and banned the subreddit of the same name.

* Platforms generally responded by taking down content that violates policies on the promotion of
viclence that can lead to real-world harm, but the online activity does not seem to have prompted
greater action on the ground. This raises questions about how online threats should translate to

offline security.

4, Companies that facilitate financial transactions or provide infrastructure for applications and

web services, respond with actions to neutralize those promoting violence following the

Capitol riots

e Following the violence at the Capitol, companies typically ocutside the conversation around protecting

digilal rights and limiting harmful speech online have taken significant steps to limit their connection
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to those who stormed the Capitol, or who would otherwise promote violence, Companies that forced
Parler offline are most notable in their responses. As outlined in more detail above, Apple and

Google removed the app from their store. Amazon Web Services withdrew its services from Parler. In

practice, the app was temporarily forced to completely stop operations.

¢ (Other companies, however, have also taken important steps.
o Paypal and Venmo closed the account of the organizer of the "Stop the Steal” rally where

Trump incited participanls, Ali Alexander. Patreon has alsg suspended Alexander's account,

© Paypal also closed an account used to raise travel funds for participants, and Gofundme
removed campaigns used 1o fund travel for the January 6th event.
o Gofundme removed campaigns used to fund travel and other expenses, and banned
fundraising for events likely to “incite violence.”
o Shopify stopped hosting two steres selling Trump merchandise, and Stripe announced that
it will no longer process payments for Trump’s campaign website,
* These actions demonstrate the power of digital companies beyond social media platforms,
particularly those that provide the infrastructure for aclivity online, to impacl the viral spread of
demoenstrably harmful content when they choose to take action. While it is nct the first time that

financial services companies or web hosting platforms have taken action, it is the most high-profile.

5. Independent open source investigators and law enforcement use facial recognition to

identify Capitol rioters, raising concerns amongd rights groups

e Following the riots at the Capitol, both independent open source investigators and law enforcement
have begun t¢ identify those who were present. Because the rioters largely did not wear masks and
posted numerous pictures and videos, facial recognition has been employed by bothindependent

researchers andreporledly by law enforcement to identify them.

e Rights organizations have raised sericus concerns that the need to identify those whe invaded the
Capitol building will serve to further normalize the use of facial recognition, with serious potential
risks 1o individual privacy and for innocent people who might be mistakenly targeted. These groups
argue that even at such a critical moment, the use of facial recognition has sericus risks. These
algorithms have known limitations, and some of the databases used by companies that offer these
services use photos which were obtained without users’ consent. Lauding facial recognition in this
moment has the potential to further entrench its more regular and widespread use. On the other
hand, law enforcement experts have applauded the surge in tips and leads as critical in arresting
perpetrators of the violence and in disabling the extremist movement.
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* On the other hand, the Digital Markets Act (DMA] aims to regulate platforms that act as

“gatekeepers” in the digital realm, with the goal of building a more free and fair competitive
landscape. As such, the DMA establishes various obligations for gatekeepers, colloquially described
as “do's" and "don'ts”, such as permitting third-parties to interoperate with their services and allowing
users to uninstall any pre-installed software or apps.

o In order to fall under the scope of the DMA, a platform must meet three cumulative
criteria, each of which has its own guantitative definitions outlined in the law: {1) A size that
impacts the internal market; (2) the control of an imporlant gateway for business users
towards final consumers,; and (3) an (expected) entrenched and durable position. The
Commission also reserves the right to conduct market investigations on whether to deem a
parlicular company as a gatekeeper.

o Enforcement will be at the discretion of the Commission, due to the “cross-border
nature of gatekeepers.” Failure to comply with the DMA can result in sanctions and fines
of up to 10% of the company's total worldwide annual turnover or periodic penalty

payments of up to 5% of the company’s total worldwide annual turnover.

* Ultimately, these twin acts largely were written to rein in Big Tech companies that have
cultivated powerful monopolies. So far, Big Tech has not expressed substantial resistance to the
draft proposals, though greater pushback is expected.

o Shortly after the proposals were released, the Computer and Communications Industry
Association (CCIA), a group that represents tech gianis including Amazon, Facebook,
Twitter and Google, published a neutral but cautious statement welcoming cooperation to
create effective policies that would “make the EU a leader in digital innovation, not just
in digital regulation.”

o However, the proposals did receive backlash from the US Chamber of Commerce, which
raised concerns that the laws targeted almost exclusively American companies with its
“‘onerous” regulations and hefty financial penalties.

e Though the DSA/DMA package presents promising wins for consumers and small digital
actors, civil society organizations such as the Electronic Frontier Foundation (EFF) have
identified a few points of concern in the draft proposals. For example, EFF highlighted that
under the content moderation obligations outlined in the laws, “platforms, rather than courls, are
increasingly becoming the arbiters” of acceptable online speech. Other pain points include the ban

on ccmpeting national laws made by EU member states and the absence of rules on interoperability.

2. Uganda blocks all social media in advance of presidential elections. apparently in response

to removal of pro-government accounts for inauthentic activity
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* On January 12th, the Ugandan Communications Commission crdered ISPs throughout the
country to “immediately suspend any access and use, direct or otherwise, of all social media
platforms and online messaging applications.” The order was issued cnly two days before a

presidential and parliamentary election whose campaigns have so far been characterized by viclence

and intimidation of opposition candidates.

* The move also comes after Facebook shut down a network of accounts linked to the Ugandan
Ministry of Information for inauthentic activity such as using fake accounts in order to spread
pro-government messages. The latest order is rumored to be in part a retaliation for this removal,
although social media was also blocked during the 20186 elections in the country.

* This is only the latest in the Ugandan government’s increasing attempts to repress dissent in

part by limiting speech online, although there have also been widespread reporls of violence

against journalists. In December, the government also pressured Youtube to remave channels
opposing the government from the platform. As repression of dissent escalates offline, social media

has been an important space for opposition pelitics in Uganda.

* Human rights organizations have called for Uganda to halt the shutdown of social media and

allow a free flow of information in advance of the elections.

3. YouTube, TikTck, DailyMoticn, and VK each appoint legal representatives in Turkey,

following implementation of new social media law

e On December 18, YouTube was among the first social media companies to appoint a local
representative to Turkey in compliance with the country’s new social media law. TikTok,_Dailymotion

and VK have also acquiesced to the stipulation.

¢ Turkey's social media law came into effecl on October 1, 2020. ltrequires companies with more than

1 million daily users to appoint a representative on the ground in Turkey within 30 days of the law
geing into effect. The law stipulates that if social media companies do not cooperate with Turkish

authorities, they will face fines andbandwidth reductions of up to 90%, rendering them virlually

inoperable. The Turkish government fined Facebook, Instagram, TikTok, Twitter and YouTube each

TL 30 millien {(~$3.83 million) in early December.

» Compliance with the law has the potential tothreaten free expression, and tightens the govemment's

control over social media. The new legal pressure on social media companies creates opportunities
for arbitrary censorship. Furthermore, in-country representatives will be under substantial pressure to
comply with government orders, and risk personal consequences and arbitrary detention for failure to

comply.
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Al and Human Rights:

1. New Jersey man sues local authorities for arrest and imprisonment based on facial

recognition “racial profiling” mismatch

* A New Jersey man, Nijeer Park,filed a civil lawsuit against local law enforcement, prosecutors
and city government for violating his right to equal protection through their use of facial
recognition. Other cited violations include false imprisonment, cruel and unusual punishment, and

excessive force under the Fourth Amendment.

* The Black plaintiff alleges that police misidentified him as a suspect in a 2019 criminal investigation.
Unspecified facial recognition software that authorities used had returned a “high profile match”
between a fake driver's license and his photo in the government database. The New York and New
Jersey police departments involved in the case and two other investigatorsdenied or did not confirm

participation.

® The plaintiff further alleges that authorities’ sole reliance on the algerithmic mismatch as evidence,
without consideration of his alibi or other biometrics, constituted “racial profiling” as well as false
arrest and imprisonment. Prosecutors dismissed his case after the presiding New Jersey Superior
Court judgerequired authorities to produce evidence beyond the facial recognition match in the court
hearings.

* Park’s case is the third known instance of a Black man arrested based on facial recognition
mismatch in America, and the second lawsuit claiming wrongful Al-driven arrest and prosecution.
The case affirmsgngoing concems voiced by human rights experts about the discriminatory
ouicemes and community mistrust of the use of algorithms in law enforcement, such as for

surveillance and predictive policing.

Digital Security and Surveillance:
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1. Singapore acknowledges that COVID contact-fracing data can be accessed by police for

criminal investigations

¢« On January 4, Singaporean government ministers revealed that data from its COVID-19
contact-tracing program can be used by the police for criminal investigations, marking a
sharp reversal of its previous privacy assurances. Nearly 80% of residents use the popular
TraceTogether app or wearable Bluetooth token, which record location check-ins and whom
individuals are in contact with, making it one of the most successful national contact-tracing

programs in the world.

# |n the initial phase of the program, Singaperean authorities attempted to rally mass parlicipation by
promising that “the data wfould] never be accessed, unless the user tests positive for Covid-19
and is contacted by the contact tracing team.” Now, government leaders including Foreign
Minister Vivian Balakrishnan have walked back their statements, citing the Criminal Procedure Code
as the legal obligation for surrendering users' data to the police if necessary.

o Despite reassurances from officials that TraceTogether had been designed with careful
consideration towards privacy, the centralized storage of users' data inherently prompted
concerns regarding individuals’ rights to privacy, freedom of movement, and freedom of

association.
* This revelation has evinced major backlash from Singaporean citizens and eroded public
trust in government, particularly as it pertains to privacy. In turn, without public support, the
Singaporean government may face critical challenges to the success of future initiatives and health

respenses that require individual compliance with data collection.

The Global Digital Rights Digest was inaugurated with the genercus support of the International Center for

Not-for-Profit Law (ICNL). The contents are the responsibility of GDFJ and do not necessarily reflect the views

of ICNL or Stanford University.




FL-2023-00013 A-00000749364 "UNCLASSIFIED" 3/31/2025

]

The Global Digital Policy Incubator is a part of Stanford's Cyber Policy Center at

the Freeman Spogii institute for International Studies.

Our mailing address is:

stanford gdpi@stanford.edu

Sender: |(b)(6) @state.gov>
Recipient: [(b)(6) [@state.gov>
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From:|{h\(B) Beeciq.com>
Sent: Wednesday, December 9, 2020 9:09 AM
To:[(b)(6) | @state.govs>
Cc: [(D)(B) [@state.govs

Subject: RE: GEC Weekly Qperational Update Report 11.13.2020
Hi |(b)(6)

| wanted to check in and see if you still wanted to join the GEC-IQ demo we are holding for Colombo. It
will be next week on Tuesday at 8 AM.

Best,

From{{h\(f\ [@state.gov>

Sent: Tuesday, November 17, 2020 1:17 PM

To{(b)(6) pstate.gov>

Ce:[(B)(6) |@state.govs: [(D)(6) |@state.gov>; (A6
[(5)(6) [@state.gov>; [[hva) |@gecig.onmicrosoft.com>

Subject: Re: GEC Weekly Operational Update Report 11.13.2020
Hi [(bY(
Yes, looping in our GEC-1Q USG platform lead,|(b)(6)

Is the interest in a particular part or functionality of GEC-1Q? Would you like a demo/refresher
for the team?

(b)(6)

From:|(h)(6) [Bstate.gov>

Sent: Tuesday, November 17, 2020 11:57 AM

To:[(h) &) pstate.gov>

Ce: [(b)(6) B state.govs; [(D)(B) [@state.gov>: [[5Y)(6) |
T Bstate.gov>; [(b)(6) [@state.gov>

Subject: Re: GEC Weekly Operational Update Report 11.13.2020

No problem, |(b)(6)

+the CMI crew.

Can we arrange a time to chat? As we continue to build our country profiles, we are starting to
see an interest in access to the 1Q. We wanted to brainstorm to see what that might look like.









State, military and other agency addressees

}I
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Subject: GEC Weekly Operational Update Report 11.13.2020
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—RENSITIVE BUT UNCEASSIFIED—

—SENSITIVE BUT UNCLASSIFIED

Sender: |(b)(6) l@geciq.com>

_ o [(hY(B)Y |@state.gov>;
Recipient: |(b)(6) state.gov>
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Thanks, Leah

Leah Bray
Deputy Coordinator
Global Engagement Center

U1.S. Department of State
|(b)(6)

<200CT - Propaganda Narratives Abound as Foreign Actors Increase Focus on the Looming
Bolivian Election - GEC.pdf>

Sender: {(b)(6) state.gov>
Recipient: [(b)(6) [@america.gov {(b)(6) [@america.gov>
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Academic and Think-Tank Liaison

Global Engagement Center

L.S. Department of State
state.gov

linkedin.com/infb)(6) |

Top 10 U.S. Government Counter Disinformation & Propaganda Academic & Think-Tank Research Topics

[=1

GEC Mission: “To direct, lead, synchronize, integrate, and coordinate efforts of the Federal Government
to recognize, understand, expose, and counter foreign state and foreign non-state propaganda and

disinformation efforts aimed at undermining or influencing the policies, security, or stability of the
United States, its allies, and partner nations.”

Sender: |[(b)(6) [@state.gov>
Recipient: [(0)(6) bstate.gov:»
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Sender; [(P)(6) @state.gov>
. [(b)(6) |LTC USARMY NG WAARNG (USA)
Recipient: |174) Imil@mail.mil >
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From: [b)(6) |@state.gov>
To: Gabrielle(Potts), Lea {{b)(8) dstate.gov>;
"(b)&) [@state.gov>
Bray, Leah [b)(6) [dstate.gov>;
b &) Dstate.gov>;
CC: [hyva [dstate.gov>>;
Fhi6) [@state.gov>;
(b6 state.gov>

Subject: GEC Weekly Operational Update Report 12.11.2020
Date: Fri, 11 Dec 2020 17:57:11 +0000

Ma'am

Here is your email sending out GEC's Operations Slides to the Secretary and GEC's Operational
Report. ['ve also attached the A&R reports referenced in the report.
[(b)ls email is directly below and the rest of the distro list is below that.

(b)(6) Il @state.gov;
usaid.gov;@nsa.ecp.gov,
mail.mil

Colleagues,

Please find our GEC Weekly Operational Report below. | have also attached our abbreviated
GEC Qperations Update slides prepared for the Secretary, and the GEC reports referenced in
the Operational Report.

Have a wonderful weekend.

Best,
(b)(6)
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The general process works this way:

creates blank documents for us to populate that we can all access simultaneously on
teams/browser Off Per 365 on Monday or Tuesday morning.

e The teams provide thier input into a page we have set up teams by 3 pm on Tuesday
afternoon. They are usually late but are beginning to get better.

[b)(6) Jpulls the raw input from the teams page and pastes it into the bottom of the Ops
Report document.

[b)(6) ]makes the first cut at moving paragraphs that are worthy into the main body of the
Ops Report. | occasionally help at this too.

¢ | then start working through the document to find gaps in the information that the
teams provided us. | also start working on the initial formatting and editing.

starts identifying paragraphs that he thinks are worthy of the Securitary's attention
and begins to assemble the slides.

e We keep this up until about 6:30 pm. We used to work later, but |'ve stopped that.

» | start back at the editing process early Wed morning, but then stop for the 9 am
Operations Meeting (you will also listen in on this meeting to improve your awareness
of GEC's operations).

» Once the Ops meeting is over, | finish up on the slides and we all continue to edit the
documents. We also incorporate additional information that we have received from the
teams in response to our requests.

» By 2 pm we submit the Ops Report and Slides to the Principal Deputy Coordinator,
Danial Kimmage and Deputy Coordinator for Ops, Leah Bray for their review. They
rarely review the docs until late in the day or occasionally early Thursday morning.

» We continue to review, tweak, and desperately search for the obvious typo that is
completely invisible to us.

» By 8 am on Thursday morning | send the draft slides to the Special Envoy/Coordinator
for her clearance.

¢ Once we have her clearance or noon, whichever comes first, we send the slides out for
clearance with the relevant bureaus.

» Early Friday morninwill copy the Ops Report (Word doc) into an email. Thisis a 30
second process on a desktop version of Word (OpenNet) and a 20 min process on Off
Per 365. He then sends me the email and actual word and ppt docs.

» | finalize the email that Leah Bray will use to send out the Ops Report and send it to her
for release.

» When Leah has sent her email, | use that to assemble the Special Envoy's email and send
that for her to release.

Also, a word of caution. Working in DOS's Off Perm Office 365 is a bit frustrating. MS Word is
a fine program, but the way Diplomatic Security and the IT folks have dialed it down is a bit
challenging. Below are some tricks that | have discovered over the past months.












(U) Global Engagement Center
Operations Update

November 13, 2020






(U) The GEC Announces Election-Related

Assistance to Ecuador

(U) At the November 10 U.S. - Ecuador Bilateral Expanded Political Dialogue, Special
Envoy Lea Gabrielle announced the GEC would provide training to the Ecuadorians in
preparation for their upcoming elections.

* (U) The GEC will conduct training on its collaborative analytics platform
GEC-IQ, as well as on disinformation and propaganda for Ecuadorian
government communicators and analysts. These training events are
scheduled to take place before the end of the year.

* (U} Ecuador has previously been the victim of
coordinated disinformation campaigns, most
recently surrounding its response to COVID-19,
The GEC's assistance will help enable free and ‘g‘ G E c ‘ IQ
fair elections while blunting the impact that A4
disinformation and adversarial propaganda may
have on the electoral outcome.






Approved:

Drafted:

Cleared:

F1.-2023-00013 A-00000749435
R/GEC: Special Envoy, Lea Gabrielle
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: (ok)
R: (ok)
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e (5BU) The GEC Supports CLIN's Independent Venezuela Coverage. GEC and
WHA support have enabled the Caribbean Investigative Journalism Network (CIIN) to
publish a new set of originally researched stories on Venezuela and the ensuing
humanitarian crisis caused by its political leaders' failure to adhere to democratic values.
These latest stories include vignettes from those suffering from the blunders of the
authoritarian regime and address the roles that Russia, China, Iran, and other actors have
played in facilitating support for the regime and its failure to address the humanitarian
crisis that Venezuelans face daily. The GEC supports CIJN's independent journalism;
and therefore CIJN maintains full editorial control over its stories.

(U) Additional Significant GEC Activities.

o (U) The Carnegie Endowment for International Peace Requests the GEC to Present
at their Event. The GEC is the primary author on a paper highlighting organizational
capabilities in analysis supporting CPD efforts and will brief the results at two Camegie
events.

o (U) Using Twitter's information operations dataset, the GEC's method improves
key elements of text-based topic modeling by 94.8 percent. Thisis a
significant improvement over current analysis of Twitter content.

o (U) The Camegie Endowment for International Peace's Partnership for
Countering Influence Operations has requested the GEC participate in two events
(November 17 & 24) in their Understanding Information Operations with Twitter
Workshop Series.

= (U) The events are opportunities to present original research seeking to
improve how data is analyzed in support of countering disinformation and

PARTNERSHIP FOR

COUNTERING

INFLUENCE
OPERATIONS

(U) Carnegie Endowment for Intemational Peace's Partnership for Countering Influence Operations graphic,

o (U) Preliminary Rollout of GEC-Supported Harmony Square Game Slated for
November 6 Alongside Harvard-Published Research. The Harmony Square game is
set to go live ahead of a Friday publication from the Harvard Misinformation Review,
which highlights Cambridge University research demonstrating the impact and benefits
of the game across international audiences.

o (U) This project uses gamification, the technique of using games as an
instructional tool, and will teach people how to recognize and understand
disinformation.

o (U) In coordination with the research publication, Cambridge University will also
send out a press release to its network of science and technology stakeholders
announcing the game.
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From: [(b)(6) [@state.gov>
To: [(b)(6) lastate.gov>
CC: [hyA |@state.gov>

Subject: Fw: GEC Weekly Operational Update Report 11.13.2020
Date: Fri, 20 Nov 2020 16:27:36 +0000

(b)( |here is what | sent to Leah last week

» remove the Fw and update the date in the subject line.

» Just send Leah the Ops Report with this doc, send her the slides in a separate
email. That eliminates the chance of her mistakenly sending out the slides with her
report.

» have the Ops report attached first (make it easy to find}, then add A&R's
reports. [(py(6) ___|sent them this morning.

e Check, double check, and triple check all the fonts, spacing, and pic in the email. There
are Chinese subversives everywhere!

e When you are getting close {30 min out) send a note so she's looking for it, it goes
faster that way.

(b)(6)
From:|(h)(6) [@state.gov>
Sent: Friday, November 13, 2020 8:10 AM

To: Bray, Leah|(b)(6) [@state.gov>

Co:ihvim [@state.gov>; [(b)(6) k@state.gov:»;(b)(ﬁ)
[h(&Y_@state.gov>{(b)(6) [@state.gov>

Subject: GEC Weekly Operaticnal Update Report 11.13.2020

Leah

Here is the Weekly Operational Report. The S-Sides are through the building and are with R
for final approval. Also attached are the referenced A&R reports. I'll send the S-Slides to you in
just a minute in a separate email.

(b)(6)
(b)(6)

would vou please send this out for Leah using her email. The distro list is below; put me in the TO line
and everyone else in the BCC line. Please double check (I don’t mean to be picky or condescending but
OffPerm 363 has screwed me more times than I can count) :
¢ Remove the FW in the Subject block
e Ensure the attachments are still there
¢ That the pics in the body of the mail are still there
* That you rernove all my admin notes to Leah.




FL-2023-00013 A-00000749398 "UNCLASSIFIED" 3/31/2025

1f you have any questions at all 1'm teleworking and am on my cel (sce sig block), pleasc feel free to
call.

(b)(6)

Global Engagement Center
Acting Director, Policy, Plans, and Operations
|(b)(6) ' Cel. Tirvim |@state.gov

Gentleman Adventurer State, USAID and military addressees.

(b)(6)
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From: [b)(6) Bstate.gov>
To: (bX(6) l@usme.mil>
Subject: E:\;t;);gunk EU: Disinformation tsunami against the Baltic states during Belarus

Date: Thu, 1 Cct 2020 16:58:26 +0000

Here's the other one. [(b)(

() |

USEUCOM J39 Liaison, Russia Team

{Booz Allen Hamilton Contractor)

Global Engagement Center

U.S. Department of State

State SA-5 Desk: 202.634.0594 | Cell: D6 |

OpenNet: 'a';!statc.ov | ClassNet: (b)(6) [wstate.sgov.gov

=
From:kb)(6) I@state.gow —
Sent: Thursday, October 1, 2020 11:14 AM State and military addressees
To: {(b)(6) |
b)(6)
Ce: {(b)(6) |@bah.com>

Subject: Fw: Debunk EU: Disinformation tsunami against the Baltic states during Belarus protests

All: Attached FYl is the latest report from Lithuanian NGO (and GEC partner} Debunk.eu on the
flood of disinformation targeting the Baltic states since the start of the protests in Belarus. Best
regards, [(D)(6)

)6 |
USEUCOM J39 Liaison, Russia Team
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https://medium.com/@DebunkEU

Social media:
https://www.facebook.com/DebunkEU
https://www.linkedin.com/company/debunk-eu/
https://twitter.com/DebunkEu

Viktoras Dauksas

Head of Debunk EU
Mob. tel. H(b)(6) |
https://www.linkedin.com/infpy(6) ]

Sender: [D)(6) @state.gov>

Recipient: [(b)(6) usmc.mil>

3/31/2025
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campaigns. Debunk EU conducts disinformation analysis in the Baltic states, as well as in the
United States and Northern Macedonia together with the partners.

Debunk EU was noticed by such media giants as “The Financial Times” and “Deutsche Welle”.
The organisation has presented its activities in 17 countries, including the United States,
Germany, the United Kingdom, France, Serbia, etc.

Published reports:
https://medium.com/@DebunkEU

Social media:
https://www.facebook.com/DebunkEU
https://www.linkedin.com/company/debunk-eu/
https://twitter.com/DebunkEu

Viktoras Dauksas

Head of Debunk EU

Mob. tel. +(b)(6) |
https://www.linkedin.com/infrh & |

Sender: (b)(6) |@state.gov>
s [@state.gov>;
GEC-R-EXP <GEC-R-EXP@state.gov>;

e e, (DY(6) [@state.gov>;

Recipient: hif &) [@state.gov>;
(b &) [@state.gov>;

& |@state.gov>
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From: [hyviRy fistate.gov>

To: Oscar De Soto {{hY(A/) @bah.com>
Subject: Fw: (SBU/FOUGC/CUL) GEC Weekly Operational Update Report 11.13.2020

Date: Fri, 13 Nov 2020 17:41:31 +0000

(b)) |
USEUCOM J39 Liaison, Russia Team
(Booz Allen Hamilton Contractor)
Global Engagement Center
U.S. Department of State

State SA-5 Desk:[[D)(6) | Cell:((b)(6) |
OpenNet:|(b)(6) lu’.‘!state.gov | ClassNet: midurac{astate.sgov.gov
=
From:{(b)(6) (@state.gov>

Sent: Friday, November 13, 2020 12:41 PM

Mix of State and military addressees

(b)(6)

Subject: Fw: {SBU/FOUG/CUN GEC Weekly Operational Update Report 11.13.2020

All: Following, with attachments, is the Global Engagement Center's Ops Report for this
week. Best regards, Chris

(b)(6) |
USEUCOM J39 Liaison, Russia Team
(Booz Allen Hamilton Contractor)
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Sender: |[(D)(6) state.gov>

Recipient: Oscar De Soto '|( b)(6) [@bah.com:-
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From: [(b)(6)
To: GEC Iran <GECIran@state.gov>
Subject: (U) Narratives Analysis
Date: Fri, 6 Nov 2020 20:59:21 +0000

[@state.gov>

—eam,

{58 Attached please find (pdf) DT Institute’s analysis of regime-affiliated narratives for first two weeks
of October, as well as lists of sites monitored. I'd be grateful for experts’ evaluations of the quality of
DT-I’s report and whether it adds to our base of knowledge or is redundant. Was thinking about doing a

write-up for disinformation summary {and possible incorporation into Ops Report) but decided to hold
off, pending your views of it.

Thanks in advance,

[(£)(6)
(D)(6)

| senior adviser, GEC Iran Team, Competitive Innovations LLC Contractor, (b)(6)

SENSFHVEBUTUNCEASSIEIED-

}@state.gov>

Sender: |(b)(6)

Recipient: GEC Iran <GECIran@state.gov>



FL-2023-00013 A-00000749347 "UNCLASSIFIED" 3/31/2025

From: |b)(6) [@state.gov>
To: (hyA) |@state.gov>
CC: |(b)(6) |@state.gov>

Subject: For Review: BCL for SE/C Meeting with STAS, EAP, and DRL
Date: Mon, 14 Dec 2020 16:25:39 +0000

Attaching the BCL for your meeting with STAS, Stilwell, and Destro tomorrow.

Executive Assistant to the Special Envoy and Coordinator
Global Engagement Center

U.S. Department of State

Accenture Federal Services

Cell: Office:|(b)(6)

[=1

SENSITIVE BUT UNCLASSIFIED
Sender: [(h\i&) f@state.gov>

(b)6) I.@state.gov:- ;
(b)(6) |@state.gov>

Recipient:
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