United States Department of State

Washington, D.C. 20520

February 28, 2025
Case No. FL-2023-00013

Reed Rubinstein

America First Legal Foundation
611 Pennsylvania Avenue, SE, #231
Washington, DC 20003

Dear Mr. Rubinstein:

As we noted in our letter dated January 31, 2025, we are processing your
request for material under the Freedom of Information Act (“FOIA”), 5 U.S.C.
§ 552. The Department of State (“Department”) has identified an additional
17 responsive records subject to the FOIA. Upon review, we have
determined that 15 records may be released in part and 2 records originated
in another U.S. Government agency. We have referred the latter records to
the relevant agency with a request to respond to you directly upon making a
release determination.

An enclosure explains the FOIA exemptions and other grounds for
withholding material. Where we have made redactions, the applicable FOIA
exemptions are marked on each record. Where applicable, the Department
has considered the foreseeable harm standard when reviewing these
records and applying FOIA exemptions. All non-exempt material that is
reasonably segregable from the exempt material has been released and is
enclosed.
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We will keep you informed as your case progresses. If you have any
guestions, your attorney may contact Kevin Bell, U.S. Department of Justice
Trial Attorney, at kevin.k.bell@usdoj.gov and (202) 305-8613. Please refer
to the case number, FL-2023-00013, and the civil action number, 22-cv-
03386, in all correspondence about this case.

Sincerely,
Avery Bullard
Supervisory Government Information Specialist

Litigation and Appeals Office

Enclosures: As stated.
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The Freedom of Information Act (5 USC 552)

FOIA Exemptions

Information specifically authorized by an executive order to be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification categories:

1.4(a) Military plans, systems, or operations

1.4(b) Foreign government information

1.4(c) Intelligence activities, sources or methods, or cryptology

1.4(d) Foreign relations or foreign activities of the US, including confidential sources

1.4(e) Scientific, technological, or economic matters relating to national security,
including defense against transnational terrorism

1.4(f) U.S. Government programs for safeguarding nuclear materials or facilities

1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects,
plans, or protection services relating to US national security, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

Related solely to the internal personnel rules and practices of an agency

Specifically exempted from disclosure by statute (other than 5 USC 552), for example:

ARMSEXP Arms Export Control Act, 50a USC 2411(c)

CIA PERS/ORG Central Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT CONTROL  Export Administration Act of 1979, 50 USC App. Sec. 2411(c)
FS ACT Foreign Service Act of 1980, 22 USC 4004

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f)
IRAN Iran Claims Settlement Act, Public Law 99-99, Sec. 505

Trade secrets and confidential commercial or financial information

Interagency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

Personal privacy information

Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
(F) endanger life or physical safety of an individual

Prepared by or for a government agency regulating or supervising financial institutions
Geological and geophysical information and data, including maps, concerning wells
Other Grounds for Withholding

Material not responsive to a FOIA request excised with the agreement of the requester
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all @usaid.gov

TF2020-COVID19@usaid.gov <TF2020-COVID19@usaid.gov>;
digitaldevelopment <digitaldevelopment@usaid.gov>;
Asia Bureau ES Taskers <asiabureauestaskers@usaid.gov>;

cc: AsiaOutreach <AsiaOutreach@usaid.gov>;
CPS-Policy <cps-policy@usaid.gov>;
CPS-AFRICA <cps-africa@usaid.gov>
Subject: The Global Engagement Center's (GEC) COVID-19 Propaganda and Disinformation

Products for the Week 07 - 11 December 2020
Date: Sat, 12 Dec 2020 19:13:14 +0000

Dear Colleagues,

Please see the attached for the latest analysis concerning COVID-19 from the Global
Engagement Center (GEC) and others. As we seek to sustain dialogue and connectivity
during these unprecedented times, we would appreciate you sharing:
1. What you are seeing in the information environment in terms of adversary
narratives
2. What your organizations are doing to mitigate and counter adversarial
attempts to exploit COVID-19 for their own propaganda and disinformation
purposes.

Finally, please share with us any products, situational reports, or updates your
organization may be producing concerning relevant trends or narratives that we should
be aware of and use the following address: GECI2C2Internal@state.gov .

you have any questions regarding the distribution list please contact|(b)(6) at:
state.qov .
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Here's a list of Counter-propaganda and Disinformation and COVID-19 related products
for Week 07- 11 December 2020:
1. GEC Iranian Messaging in the Arab World 08 December
2. GEC TECH Demo 3.19 - KHARON
3. GEC Vaccine Briefing 07 Dec
4. GEC First Lock Political and COVID-19 Disinformation Narratives Surrounding
the 2020 Presidential Elections in Moldova

Have a safe and enjoyable Weekend!

5@ [b)6) |
Liaison Planner to USAID | Interagency and International Coordination Cell (12C2)

ngagement Center (GEC)
Wor (BY(6 sonal Cell: [ihviay |

OpenNet: E@,state.qovlTrv : hamerica.qov
ALL NATI® , a Division of Ho-Chunk, Inc.

[>=]

“Mission: To direct, lead, synchronize, integrate, and coordinate efforts of the Federal
Government to recognize, understand, expose, and counter foreign state and foreign non-state
propaganda and disinformation efforts aimed at undermining or influencing the policies, security,
or stability of the United States, its allies, and partner nations. “

—SENSITIVE BUTFUNCEASSIFIED

Sender: ((b)(6) [@state.gov>

(b)(6)

all @usaid.gov

Recipient:
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(b)(6) [@mail.mil>;

TF2020-COVID19@usaid.gov <TF2020-COVID19@usaid.gov>;
digitaldevelopment <digitaldevelopment@usaid.gov>;

Agia Bureau ES Taskers <asiabureauestaskers@usaid.gov>;
AsiaQutreach <AsiaOutreach@usaid.gov>;

CPS-Policy <cps-policy@usaid.gov>;

CPS-AFRICA <cps-africa@usaid.gov>

Page 7
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From: [(b)(6) |@state.gov>
To: (b)(6) |@state.gov>
ce: Kb)(6) l@state.gov>;

GEC-ChinaTeam <GEC-ChinaTeam@state.gov>
Subject: Re: Summary of CCP Propaganda to Overseas Audiences on Yesterday's events
Date: Fri, 8 Jan 2021 14:13:26 +0000

Please everyone keep an eye out in case anything new comes out.

From:l(b)(6) |@state.gov>

Sent: Friday, January 8, 2021 8:11 AM

To:{(b)(6) [@state.gov>

Ce:[(b)(6) [@state.gov>; GEC-ChinaTeam <GEC-ChinaTeam@state.gov>

Subject: Re: Summary of CCP Propaganda to Overseas Audiences on Yesterday's events

Much thanks|(b)(6) Hope this was of some use. Standing by if any follow up is needed.

v/,

(bX6) |
Program Analyst

GEC | DOS | KTG Contractor

Cell:[(b)(6) |
kb)(6) @state.gov

From:{b)(6) [@state.gov>

Sent: Friday, January 8, 2021 8:59 AM

To:{(b)(6) |@state.gov>

Ce:lb)(6) [@state.gov>; GEC-ChinaTeam <GEC-ChinaTeam@state.gov>
Subject: Re: Summary of CCP Propaganda to Overseas Audiences on Yesterday's events

Just flagging the final BLUF after edits to keep things tight and also underscore that with the
time difference we should always expect some delay between Beijing and its posts overseas.

FROM: GEC China Team
SUBJECT: (U) PRC Propaganda and Disinformation Global Roundup for 1.6.2021
BLUF: (U)|(b)(5) Deliberative Pracess

b)(5) Deliberative Process
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(b)(5) Deliberative Process

From:{(b)(6) |@state.gov>

Sent: Thursday, January 7, 2021 8:43 PM

To:[(hi(&) f@state.gov>

Ce:l(b)(6) |@state.gov>; GEC-ChinaTeam <GEC-ChinaTeam@state.gov>

Subject: Re: Summary of CCP Propaganda to Overseas Audiences on Yesterday's events

Dear(b)(®) |

Thanks much for your patience. Everyone has their input in, and so please do not hesitate to let
us know if you've any questions.

With much thanks to the team, here is the roundup: < PRC Propaganda and Disinformation
Global Roundup {1.6.2021).docx

Additionally, thanks to Justin for highlighting that Bill Bishop had a very useful related section in
his newsletter, see below.

1. CCP having fun trolling the US
fr B 7 fF 1) A LA T T R REE SRAAGE_CCTVTS

3 minute report on the Thursday CCTV Evening News - "Trump supporters broke into
Congress to interrupt the election results certification”. Includes scenes from protests in
other states, not that many of the protestors were not wearing masks in spite of the

pandemic.
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protestors and police.

Since that time, however, Chinese state media and foreign ministry officials have repeatedly
and consistently returned to this talking point, using “a beautiful sight to behold” {Z£FFAY A

128) to signal alleged American hypocrisy that condones violent political acts and cloaks

them in the language of democracy and human rights...

In a “Quick Take” promoted on its homepage today, CCTV.com was quick to declare an end

to the myth of American democracy. The commentary, “A Mob Smashes Capitol Hill, And

American-style Democracy is Smashed” { [S2fi{RiE] EEfMIE<L ERXETEA T

1), began:

An all-out assault (.17} performed by Trump supporters (/72 &) ripped away the last fig

leaf of the American democracy about which US politicians have boasted. Beginning on the
afternoon of [January] 6th, US time, mobs {Z%E<)stormed Capitol Hill and smashed numerous
areas, including the office of [House Speaker Nancy] Pelosi. Even the live broadcast locations
of television networks broadcasting live from the square were not spared. This “beautiful

sight” (Z£[F X248 prompted an uproar in global public opinion!

Capitol mob represents an internal collapse of US political system: Global Times editorial -

Global Times

Political degradation in the US is not necessarily an incurable disease. Perhaps the real
problem plaguing the US is that the country's elites are too arrogant. They believe a lean
camel is bigger than a horse, and no matter how rotten US democracy is, it is still superior to
other countries' political systems. US political figures are also selfish. They are unwilling to
take the lead in pushing for genuine reforms. They only shout empty slogans such as

"change" and "we can" to fool voters.

More astonishingly, even after the institutional chaos within the US surfaced, US elites have
no intention to reflect, but instead are still interested in attacking other countries. Over the
past few years, it's fair to say the US' ideological offensives against China have reached great

heights, with the consistent actions by both parties.
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CMG calls on U.S. to protect reporters in Capitol Hill - China Plus

China Media Group (CMG) has called on the U.S. to ensure the safety of journalists on the
ground after media covering the Capitol Hill events in Washington, D.C. on Wednesday were

attacked by demonstrators.

EEA AR SR U KRR E

People's daily App. Graphic says "Double-Standard" Pompeo, headline says world watched

live the "overturning of the double-standard truck of America”

Chinese netizens jeer riot in US Capitol as 'Karma,' say bubbles of 'democracy and freedom’

have burst - Global Times

"Five demands, not one less. Liberate the US, the revolution of our times," they said,

intimating five demands and slogans made by HK rioters to pressure the HK government.

The five demands include recognizing the Democratic Party cheated in the presidential
election and denying that Biden is the new president; revoking the definition of "viclence”;
revoking the charges against the protesters; establishing a commission to investigate police

violence and holding a second presidential election to ensure justice and fairness...

Many Chinese netizens "confessed" in their comments that they saw the "chaos in the US" as
revenge. After inciting so much chaos around the world under the pretext of "freedom and

democracy,"” the US finally tasted the "karma" of its double standards.

"This is the first political coup to happen in the American continent without the involvement

of US embassies," mocked one netizen.

China mocks US ‘double standards’ over Capitol chaos vs Hong Kong | South China Morning

Post

In an apparent reference to accusations of police brutality in Hong Kong, the city’s former
chief executive Leung Chun-ying asked Hong Kong demonstrators in his social media page,

“where do you want to protest, Hong Kong or the US?”.
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Leung also asked US Secretary of State Mike Pompeo whether the US would extradite Brian
Leung Kai-ping, a Hong Kong activist who took part in the storming of the city’s legislature

and is studying in the US. During the Hong Kong protests, Pompeo tweeted: “Putting at risk
the safety of others including those tasked with providing security for all of us is intolerable

both at home and abroad.”

A landmark night in US history: Capitol riots nation's Waterloo, destroy global image - Global

Times

Double-standard Washington politicians 'deserve chaos, violence'...

While Chinese Foreign Ministry spokesperson Hua Chunying said at a routine press
conference on Thursday that China hopes Americans can regain peace, stability and security
soon, she urged people to reflect on why some people and media in the US gave a

completely different rhetoric on the social turmoil in Hong Kong in 2019.

"What words did they use about Hong Kong? What words are they using now?" the
spokesperson asked. "The mainstream media in the US are condemning the incident, calling
it 'violence,' 'thugs,' 'extremists,' and ‘disgrace.' What words did they use to describe Hong
Kong? 'Beautiful sight,' or 'fighters of democracy'."

non

Words like "karma,"” "retribution” and "deserving” were frequently mentioned in Chinese
netizens' comments when they saw the latest episode of the US' real version of The House of

Cards...

Shen Yi, a professor at the School of International Relations and Public Affairs at Fudan
University, said what happened in Washington "has pricked the beautiful bubble of the

universal values shaped by the US."”

"The 'beacon of democracy' is falling down, or at least becomes gloomy. It might be too early

to declare the 'twilight of the gods' in the US, but that day is coming closer and closer."
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From:(b)(6) @state.gov>

Sent: Thursday, January 7, 2021 4:02 PM

To:|(b)(6) @state.gov>

Cc:kb)(6) [@state.gov>; GEC-ChinaTeam <GEC-ChinaTeam@state.gov>

Subject: Re: Summary of CCP Propaganda to Overseas Audiences on Yesterday's events

We're still working on it, but it's shaping up to be quite an interesting/useful snapshot.

Link here: 2 PRC Propaganda and Disinformation Global Roundup {1.6.2021).docx

Much appreciate any suggestions/critiques.

(e ]

Fromi(b)(6) (@state.gov>

Sent: Thursday, January 7, 2021 12:13 PM

To:((b)(6) [@state.gov>

Cez|(b)(6) [@state.gov>; GEC-ChinaTeam <GEC-ChinaTeam@state.gov>

Subject: Re: Summary of CCP Propaganda to Overseas Audiences on Yesterday's events

sounds good.

If @GEC-ChinaTeam colleagues could please share their regional contributions into this
document by 3:30 PM that'd be appreciated: = PRC Propaganda and Disinformation Global
Roundup (1.6.2021).docx

b)(6) we will share this back your way before our 4PM.

v/,

kb)6) |
Program Analyst

GEC | DOS | KTG Contractor
Cell: yhy &) |

[(h®  J@state.gov

From:kb)(@ @state.gow

Sent: Thursday, Jlanuary 7, 2021 11:51 AM

To:(b)(6) [@state.gov>

Ce:|(b)(6) [@state.gov>; GEC-ChinaTeam <GEC-ChinaTeam@state.gov>

Subject: Summary of CCP Propaganda to Overseas Audiences on Yesterday's events
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Sender: |(b)(6) [@state.gov>
b)(6) |@state.gov>;
Recipient: [b)(6) |@state.gov>;

GEC-ChinaTeam <GEC-ChinaTeam@state.gov:>
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From: |(b)(6) lostate.gov>
&) |@state.gov>;
To: |(b)(6) |@state.gov>;
(b)(6) [@state.gov>
CC: [b)(6) [@state.gov>

Subject: Re: MEMRI DTTM EMAIL SUBSCRIPTION: January 8, 2021
Date: Fri, 8 Jan 2021 18:15:35 +0000

Yes | have - thanks!

From:|(b)(6) |@state.gov>

Sent: Friday, January 8, 2021 1:13 PM

To: [b)(6) [@state.gov>;[(h)(6) [@state.gov>;
[T [@state.gov>

Ce:libhy &y |@state.gov>

Subject: Re: MEMRI DTTM EMAIL SUBSCRIPTION: January 8, 2021

On that note, | assume you've seen the report of the al-Naba "editorial” on the event...
From:|(b)(6) [@state.gov>

Sent: Friday, January 8, 2021 1:05 PM

To:[hi & [@state.gov>;{(b)(6) @state.gov>;
Kb)(6) (@state.gov>

Ce:{bi(6) [@state.gov>

Subject: Re: MEMRI DTTM EMAIL SUBSCRIPTION: January 8, 2021
Will dof(h(6)

Thanks,

(b)(6) |
Effects Analyst
Global Engagement Center
U.S. Department of State
Muscogee International, LLC
Office: |(h\(ﬁ\ |
Mobile:|(b)(6) |
(b)(6)  [Pamerica.gov
X
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Would you make another round of outreach to our contacts to see if can get some

b)(6)

movement? Perhaps they think it's something they need to pay for? Please reiterate that this is
a service we are providing at no cost to them.

anks
b)(E)
BY(E) -
From: Kroeker, Scott [fryRy  J@EastWestCenter.org> 516
BY(6) Sent: Wednesday, November 11, 2020 12:24 PM }6)
:[(b){(6) |@state.gov>
state.gov>
b6 c: Yoshua Peller’ {bY(6) @ nytimes.com>; Vonda Wolcott mAlan Davis

Diwpr.net>; |(h)(6) |@state.gov>

ject: Media outlets for New York Times Project

Aloha

| wanted to update you on our outreach efforts to media outlets in PNG, Solomons and Vanuatu since
it's been a struggle to get people to respond to our offer of New York Times content licenses.

Of the 9 media outlets originally proposed for the project by your Embassy we have been able to bring
on-board only 4. These are:

e The Bougainvillean
¢ EMTV

s Solomon Star

* Vanuatu Daily Post

At least we've gone one in each country. Of the other 5 here are the results of our outreach:

®» PNG Loop — Referred us to their parent organization in Fiji who we hoped would sign on but they
eventually declined the offer.

e Post Courier — Contact provided, Todagia Kelola, responded that he was no longer in charge of
full editorial duties and referred the offer to Managing Director, Kevin Smith and acting Editor
and General Manager Frank Genaia. Repeated outreach to both of them has produced no
response at all.

e S|BC — Contact provided, Fred Osifelo, responded that he had forwarded the offer to the GM and
that he didn’t hear back. After repeated efforts, including using personal contacts to find out the
correct email address for the GM Ronald Buaoka (all website emails bounce back) we have
received no response.

¢ FMI100 & The National — No response at all. | activated East-West Center media alum Belinda
Kora from the PNG Media Council--she used to run the newsroom at FM100 and is still very well
connected--who tried to get them to respond to no avail.

A similar thing happened with outlets in Fiji and Post was able to identify a couple of other outlets that
were ready and willing to take this on board. Since we still have funding for 4 licenses and our funder
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\From'.\](b)(ﬁ) Bstate.gov>
To: | bstate.gow

Subject: Re: Lines on Election Monitoring
Date: Mon, 9 Nov 2020 22:20:54 +0000

Here's what I'm about to send --

(0)(3) Deliberative Process

ﬂ‘i |@state.gov>

Sent: ay, November 9, 2020 2:34 PM
To| @state.gow
Subject: Lines on Election Monitoring

Please see below for a few sentences on what | observed and flagged while election
monitoring. This is just a very brief summary - more to come in the next few days.

+++

GEC Russia Team's [(b)(6) monitored the information environment for any Russian, Iranian,
inese disinformation surrounding the 2020 U.S. presidential election. Working together
with the interagen of the CISA Federal Election Cyber Situational Awareness Room
and the Election Integrity Partnership canned the information environment,
provided useful analysis and situational awareness to partners, and submitted tickets to EIP on
problematic foreign narratives for flagging to social media platforms. While no USG or private
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sector entity is reporting significant foreign interference in the election, Russian state and proxy
media outlets engaged in clear amplification of inflammatory themes. For example, throughout
‘election week,' RT and Sputnik continuously highlighted claims of election fraud, protests, and

the potential for post-election violence or a "coup” through articles and videos. As the election
results started to shift more towards former Vice President Joe Biden, RT and Sputnik began
publishing more articles with an anti-system, "the U.S. is broken either way" tone that included
the promotion of third party voices. Russian proxy websites such as SouthFront and Global
Research also began covering election fraud and "coup” narratives. Many of the tickets
submitted resulted in either a label or a removal of the content or user in question by the social
media platforms.

b6} +++

Best regards,
bj(6)
bj(6)

Sendér: Dstate.gov>
Recipient: | state.gov>







b){(6)

b){(6)
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From: GEC Press <GECPress@state.gov>

Sent: Wednesday, June 29 2022 3:05 PM

To: Seitz, Amanda (b)(6) Fap.orgs>

Ce: (b)) |@state.gov>
Subject: Re: GEC - Who to contact?

[EXTERNAL]

Hi Amanda,

Thisi GEC's PAQ|(b)(6) responding, thanks for reaching out to us. | heard that the
discussion wit ent well and I'm happy that we were able to help.

We will look for the information you are requesting and be back in touch.

Thanks,

From: Seitz, Amanda {(b)(6) @ap.org>

Sent: Wednesday, June 29, 2022 2:42 PM
To: GEC Press <GECPress@state.gov>
Subject: RE: GEC - Who to contact?

Hi, [(b)(6)

anted to thank you again very much for scheduling the interview yesterday
with | would love if we could schedule a check-in once the new director
comes in as well.

| wanted to touch base on the pamphlet [b)@)mentioned was circling around
during the World Health Assembly that highlighted humanitarian assistance from
Russia. Would you be able to send that over, by chance?

Also, | know that|(b)(6)[mentioned some of the propaganda around food
shortages, and | wondered if the GEC might be willing to share an example of
what they have seen?

| will send a few quotes for approval later this week.

Thank you very much,

Amanda Seitz
Newsperson
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The Associated Press
{hifRY Pap.org
(b)(6) |

From: GEC Press <GECPress@state.gov>
Sent: Monday, June 27, 2022 4:34 PM

To: Seitz, Amanda {(b)(6) Pap.org>

Subject: Re: GEC - Who to contact?

[EXTERNAL)
Great - thanks Amandal We look forward to tomorrow.

If you have any issues dialing in, please feel free to call me on my cell|{(b)(6) to

troubleshoot anything.

Best,

Page 66

From: Seitz, Amanda {/p)(g) [Pap.org>
Sent: Monday, June 27, 2022 4:05 PFM

To: GEC Press <GECPress{@state.gov>
Subject: RE: GEC - Who to contact?

Hi, [(b)(6)

Thank you again, yes, | can share some of the broader points I'd like to touch base on:

_Countries and narratives that the GEC is seeing Russian
propaganda thrive?

_Which countries are a priority for the GEC to counter that

narrative?

_What are the most effective ways the GEC has countered that

narrative?

_Has GEC engaged at all with US-owned tech companies to talk
about some of the mis-and dis-information around the war?

_Which countries’ leaders has the GEC engaged in
conversations with around the prevalence of Russian
propaganda?
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_ Which Russian propaganda narratives are the most effective?
_Can you speak to how different the perception of outlets
like RT and Sputnik is in some of these other countries?

| hope this is helpful for you to have a general sense, and | look
forward to chatting tomorrow.

From: GEC Press <GECPress@state.gov>
Sent: Monday, June 27, 2022 11:20 AM

To: Seitz, Amanda 4/ hyi/) Pap.org>
Subject: Re: GEC - Who to contact?

[EXTERNAL]
Of course -- below my text you will find the dial-in details {you can disregard the Teams link; I'll

join via there to open up the line}.

Last question for you - in terms of any quotes you might want to use, woul able to
(broadly) share the types of questions you'd like to cover? ould like to ensure he can
address specific questions and make sure you leave the conversation with the information you
are seeking.

Many thanks,

Microsoft Teams meeting

Join on your computer or mobile app
Click here to join the meeting

Or call in (audio only)
b6 [ United States, Spokane

Phone Conference 1D: [(b)(6) |
Find a local number | Reset PIN

Learn More | Meeting options
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To: GEC Press <GECPress@state.gov>
Subject: RE: GEC - Who to contact?

HiJ(b)(6)

So great to hear from you. I'd love to set up a time next week, if possible?
Thank you,
Amanda

Amanda Seitz
Newsperson
The Associated Press

(b)(6 [Pap.org
(b)(6)

From: GEC Press <GECPress@state.gov>
Sent: Thursday, June 23, 2022 1:00 PM

To: Seitz, Amanda {{h\(&) Pap.org>
Subject: Re: GEC - Who to contact?

[EXTERNAL]
Thanks|(b)(6) |Moving you to bcc.

2/28/2025 Page 70

Hi Amanda -- happy to assist you with this. Let me connect with my team and see if we can
schedule a chat in the coming days. Kindly let me know what your timeline is in the meantime.

Best,
(b)(6)
From: (b)(6) L@ state.gov>

Sent: Thursday, June 23, 20227 12:46 PM

To: Seitz, Amanda 4(b)(8) [@ap.org>; GEC Press <GECPress@state.gov>
Subject: Re: GEC - Who to contact?

Hi Amanda,

Adding GEC Press to help you with this inquiry

From: Seitz, Amanda {bh)(6) [@ap.crg>

Sent: Thursday, June 23, 2022 12:17 PM
To:|(b)(6) |@state.gov>
Subject: GEC - Who to contact?




b)(6)
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Hi,|(b)(6)

| am working on a story looking at how Russian propaganda and disinformation around the Ukraine war
is thriving in eastern European countries like Hungary, Bulgaria, Serbia, Slovakia, etc. | was hoping to
touch base with someone at the GEC to talk a little bit about the efforts there to combat this, and which
countries GEC might be most concerned about. Would love to chat with someone on this, and | also
haven’t really had the chance to introduce myself to the folks now leading the GEC since the
administration change. Do you know who | could connect with on this?

Thanks,

Amanda Seitz
Newsperson
he Associated Press
ap.or

(b)(6)

The information contained in this communication is intended for the use of the designated recipients
named above. If the reader of this communication is not the intended recipient, you are hereby notified
that you have received this communication in error, and that any review, dissemination, distribution or
copying of this communication is strictly prohibited. If you have received this communication in error,
please notify The Associated Press immediately by telephone at +1-212-621-1500 and delete this email.
Thank you.

The information contained in this communication is intended for the use of the designated recipients
named above. If the reader of this communication is not the intended recipient, you are hereby notified
that you have received this communication in error, and that any review, dissemination, distribution or
copying of this communication is strictly prohibited. If you have received this communication in error,
please notify The Associated Press immediately by telephone at +1-212-621-1500 and delete this email.
Thank you.

The information contained in this communication is intended for the use of the designated recipients
named above. If the reader of this communication is not the intended recipient, you are hereby notified
that you have received this communication in error, and that any review, dissemination, distribution or
copying of this communication is strictly prohibited. If you have received this communication in error,
please notify The Associated Press immediately by telephone at +1-212-621-1500 and delete this email.
Thank you.

The information contained in this communication is intended for the use of the designated recipients
named above. If the reader of this communication is not the intended recipient, you are hereby notified
that you have received this communication in error, and that any review, dissemination, distribution or
copying of this communication is strictly prohibited. If you have received this communication in error,
please notify The Associated Press immediately by telephone at +1-212-621-1500 and delete this email.
Thank you.

The information contained in this communication is intended for the use of the designated recipients
named above. If the reader of this communication is not the intended recipient, you are hereby notified
that you have received this communication in error, and that any review, dissemination, distribution or
copying of this communication is strictly prohibited. If you have received this communication in error,
please notify The Associated Press immediately by telephone at +1-212-621-1500 and delete this email.
Thank you.
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Do,
Il s s
Sender: Matt Skibinski : newsguardtech.com:>
Christina Nemr J(2)(6) ark-advisors.com>;
Dan Madden {(b)(6); [@nsin.us>;
Gordon Crovitz {hyiaY- |@newsguardtech.com:;
Harmony Keeney (h\/RY- (h\(3) _@newsguardtech.com:;
[(b)(3) ;
[(b)(6) [@state.gov>;
Recipient: (b)6) |COL USARMY EUCOM EPOC (USA)
(b)(6) I
(b)(6) |
Steven Brill [by(8) Inewsguardtech.com:>,
[(b)(6) @state.gov>;
)6 [@nsa.gov>;

Eliza Thompson|(£)(6) L @park-advisors.com>;
Rafia Bhulai [(b)(6) [@park-advisors.com>

Page 84
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From: [(b)(6) [@state.gov>
To: (DX(6) Khstate.gov>
Subject: Re: #ItalyDidIt New Disinfo Narrative
Date: Wed, 13 Jan 2021 15:01:31 +0000

Oh yeah, | saw that crazy Italian narrative the other day in a Twitter thread... What a moment
we live in.

If you see any PRC links please do flag.

From:(b)(6) |@state.gov>
Sent: Wednesday, January 13, 2021 9:29 AM
Toi(b)(6) |@state.gov>

Subject: Fw: #ltalyDidIt New Disinfo Narrative

For your awareness. I've not seen any evidence of PRC involvement, but will keep an eye on it.

Best,

From:[(b)(6) @state.gov>

Sent: Tuesday, January 12, 2021 11:30 AM

To:kb)(6) @state.gow;kh\(& [@state.gov>; GEC-Russia Team
<GEC-RussiaTeam@state.gov>

Ce(hy &) Pstate.gov>;[b)(6) @state.gov>;fhya) |
Kb)(6) [@state.gov>

Subject: RE: #ltalyDidIt New Disinfo Narrative

EUR/PPD told me about on the margins of a separate discussion this morning, including a couple of
other angles not mentioned here. If anyone sees more on this, especially any sign that Russian disinfo
networks are amplifying, let me know.

From:|(b)(6) @state.gov>

Sent: Tuesday, January 12, 2021 11:24 AM

To:(h)(6) [Dstate.gov>; GEC-Russia Team <GEC-RussiaTeam @state.gov>

Ce:[(b)(6) [@state.gov>;(b)(6) Pstate.gov>;fhira)r ]
Kb)(6) [@state.gov>

Subject: Re: #ltalyDidlt New Disinfo Narrative
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Not a coniglio hole I'm going down... %

b)(6) |

USEUCOM J39 Liaison, Russia Team

{Booz Allen Hamilton Contractor)

Global Engagement Center

U.S. Department of State

State SA-5 Desk: [b)(6) || Cell:{b)(6) |

OpenNetb)(6) [Pstate.gov | ClassNet:[(b)(6) Pstate.sgov.gov

On January 12, 2021 at 10:42:15 AM EST, [(b)(6) @state.gov> wrote:
Hello,

In my call today with the EU, the Italian rep spoke about a narrative that is building that Italy is
responsible for changing votes in the US election. | hadn't heard about it, but looking on
Twitter, there are a lot of people talking about it. It's a very wild narrative, involving Italian
satellites.

"An employee of the 8th largest global defense contractor, Leonardo SpA, provided a
shocking deposition detailing his role in the most elaborate criminal act affecting a
US election. Corroborating the DNI Ratcliff’s report of international intrusion, Arturo
D’elio outlined the scheme that proved successful in using Leonardo computer
systems and military satellites located in Pescara, Italy. Recent reports of a hack at
Leonardo now appear to have been an orchestrated cover to mitigate blowback on
the corporation which is partially owned by the Italian government."

ONGs Press release: https://nationsinaction.org/2021/01/press-release-voter-fraud/

A reporter in Italy claims evidence that the seat of the US Presidential election fraud is found in
the US Embassy of Rome.
Youtube channel: https://www.youtube.com/watch ?v=PfQYzPVK25A

"Leaked" call by the ONG about the "proves” presented to the US Congress:
https://thedonald.win/p/11Rh1U0ZF2 /italy-did-it-breaking-news-of-el/c/

Video confirmation:
https://www.instagram.com/tv/CI1P3ayDeeP/?utm source=ig web copy link

Affidavit document:
https://drive.google.com/file/d/1ROMxmbWBuUjZmfTUI2D1jXW5996ZemoHo/view
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The hashtag is #ltalyDidlt, in the past hour there were 180 tweets with this hashtag.

Best regards,

(b)(6) |

Counter Disinformation Officer- Russia Team
Global Engagement Center

United States Department of State
Muscogee Internaticonal | Contractor

Teleworking cell: Wl
(b)(6) state.gov

[=1

Sender: [D)(6) [@state.gov>
Recipient: [(b)(6) [@state.gov>
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From: [(b)(6) [@state.gov>
To: [(b)(6) l@state.gov>
Subject: Re: #ItalyDidIt Disinfo Narrative
Date: Thu, 14 Jan 2021 22:49:35 +0000

Yeah, there's a little in this, but the La Stampa article did the research and this was published
before that.

https://formiche.net/2021/01/cospirazioni-e-spie-vere-o-presunte-fra-italia-e-usa-con-lombra-

di-mifsud/

If it's true... it would be wild.

From:|(b)(6) [@state.gov>
Sent: Thursday, January 14, 2021 5:40 PM
To:|(b)(6) [@state.gov>

Subject: Re: #ItalyDidlt Disinfo Narrative

Well definitely pursue this one if what you just said has any chance of being true...oy.

From:|(b)(6) Pstate.gov>

Sent: Thursday, January 14, 2021 5:36 PM

To(b)(6) [@state.gov>

Ccdb)(6) l@state.gov>;(b)(6) [@state.gov>
Subject: Re: #ItalyDidIt Disinfo Narrative

HilD)X©) ]

Does EUR by chance have subscription to La 5tampa? Somebody from the EU sent me this
article and told me that the guy who read the affidavit has ties to Malta and may be linked to
Joseph Mifsud and co. Apparently the La Stampa article looks into this:

https://www.lastampa.it/topnews/primo-piano/2021/01/11/news/|-avvocato-d-urso-e-il-
video-nella-rete-ganon-ho-le-prove-della-truffa-a-trump-1.39759240

Just thinking there may be a Russian element, but unsure.

Thanks,

A

From:l[(hY &) [ostate.gov>
Sent: Tuesday, January 12, 2021 2:49 PM
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To:(b)(6) (Dstate.gov>

Cc: (b)(6) state.gov>;[(b)(6) @state.gov>
Subject: Re: #ltalyDidIt Disinfo Narrative

Thanks, [b)(6)

From:|(b)(6) [ state.gov>

Sent: Tuesday, January 12, 2021 2:19:57 PM

To:{(b)(6) [@state.gov>

Ce:|(b)(6) @state.gov>;[(b)(6) [@state.gov>
Subject: Fw: #italyDidIt Disinfo Narrative

Hi[(b)(6)

If you want more links:

There is an actual Twitter account completely dedicated to Italy Did It:
https://twitter.com/ITALYDIDIT245

This one video seems to be the source and is retweeted relentlessly.

This video has 264K views:
https://www.youtube.com/watch ?v=0kvG|Ws-M04&feature=youtu.be

This has 900 retweets: https://twitter.com/NaeNtx/status/13472527 44655089666

This has 548 retweets, and when | accessed it, it said the video had 34.5K views:
https://twitter.com/duzBme/status/1347313663343013894

Another interview: https://www.yvoutube.com/watch?v=VrPn7b4z3i8&feature=youtu.be

Comic relief break: https://twitter.com/giorgiasartorii/status/1347694779329556483

From:|(b)(6) @state.gow

Sent: Tuesday, January 12, 2021 12:34 PM

To{(h)(&) [@state.gov>:{(b)(6) |@state.gov=; [(b)(6) |
!{[b)(6) [@state.gov>;[(b)(6) |@state.gov>;{b)(6) |

b)(6) state.gov>

Ce:f(b)(6) |@state.gov>;|(b)(6) [@state.gov>; EUR-Press <EUR-Press-
DL@state.gov>{b)(6) Bstate.gov>; by &) |

b)(6) Dstate.gov>

Subject: Re: #ltalyDidlt Disinfo Narrative

Thanks|(b)(6) |l briefed this toj(b)(6) |this morning as well in the event it has Russian
provenance.
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"Leaked" call by the ONG about the "proof" presented to the US Congress:
https://thedonald.win/p/11Rh1U0ZF2/italy-did-it-breaking-news-of-el/c/

Video confirmation:
https://www.instagram.com/tv/CI1P3ayDeeP/?utm source=ig web copy link

Affidavit document:
https://drive.google.com/file/d/1ROMxmbWaUZMfTUI2D1jXWS996ZsmoHo/view

There have been 180 tweets with the hashtag #ltalyDidlt in the past hour. If we look more into
this narrative, or if | find out more about it, | will let you know. Is this something you are
following closely or is it something that is too fringe to spend too much time on?

Best regards,

(b6 |

Counter Disinformation Officer- Russia Team
Global Engagement Center

United States Department of State

Muscogee International | Contractor
Teleworking cell—b)( 6)
bi(6) d)state. gcov
=T
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sender: [b)(6)
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Recipient: |(b)(6)
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*Note: If vou change assignments, you may be automatically removed from this distro during the

account transfer process. Please reach out directly to|(b)(6) |a) state.gov) to be re-
added.
Best,

Regional China Officer
Political Section | U.S. Embassy New Delhi
Ph:lH)(6) 1 [ cell:[b)(6) |

Sender: [b)(6) @state.gov>
Recipient: SCA China Group <SCAChinaGroup@state.gov>
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sender: [b)(6) lostate.gov>

GEC-R-EXP <GEC-R-EXP@state.gov:>,
(b)(6) [@state.gov>

Recipient:
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Kb)(6) l@state.gov>;
Maria Adelma Montejo (b)(6) [@iwpr.net>
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From: [(b)(6) l@state.gov>
To: GEC Iran <GECIran@state.gov:>
Subject: Tranian Regime Disinformation, July through September 2020
Date: Mon, 30 Nov 2020 21:31:23 +0000

Team,

Attached is the most recent edition of a quarterly recounting/analysis of Iranian regime disinformation
that is prepared by GEC grantee DTI. |[[bY(5) Deliberative Pracess |

(0)(3) Deliberative Process

[(mAY Deliherative Pracess | | apologize for not
having sent this at the beginning of this month, when DTI submitted it {i.e., when the GEC first received
this, it was one month fresher than it feels right now)}.

Best,
SENSHYE BT N AT HED
Sender: [(D)(6) @state.gov>

Recipient: GEC Iran <GECIran@state.gov>
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condemnations, perusual. 102,103

Counter Messaging Recommendations

What follows are suggested messaging approaches for countering the Iranian propaganda themes identified during
the month of July. Keyced to specific Iranian themes, these recommendations cmphasize focusing on Iranian
misrule, incompetence, and arrogance.

US Human Rights Abuses/The Anti-American "1 can't breathe” Campaign
ThisIraniantheme canbecounteredbydismissingitasatransparentattempttodeflect fromIran'sbarbaric treatment of its
own people:

On 8 July.Iranian authorities executed aman for drinking alcohol, provoking outrage among [ranians on social
media. The victim was killed at Valkalibad prison, which Amnesty [nternational described as “the site of

numeroussecret massexecutionsandagrotesque theatre of Iran’s contempt for human life,” 104

We also should not forget how [ran has treated its peaceful deinonstrators. In November 2019, when I[ranians
took to the streets to protest sudden hikes in the price of gasoline, [ran’s TRGC and Basij killed at least 230

people according to Iranian officials!0° and 1,500 according to unofficial estimates. |00 Morcover, although
Americais imperfect, itresponded to the injustice by firing and charging the four officers involved in George

Floyd's death with murder or aiding in murder; 107 while Iran has yetto arrest any 1IRGC or police officer
forthe murder of Iranian protesters. This 1s the difference between a democracy, where the government
issubjecttothe law, andadictatorshiplike Iran, Andthisisjustoneexample; other examples can be listed,

The Anniversary of the USS Vincennes shoot-down of Flight 655

This was a regrettable incident, for which the United States compensated the families of the victims. However,
itistellingthatlrandoesnotcriticize Russia for theshoot-downofthree passenger flights that left hundredsofinnocent
civiliansdead; yet, ithasinvited RussiatointerveneinSyriaandelsewhereintheregion:

Korean Air Lines Flight 902 (KALS02, KES02) was an airliner shot down by Soviet Air Force SukhoiSu-15

fighterson20 April 1978. Mostpassengerssurvived thcﬂorccdlanding.108

Korcan Air Lines Flight 007 shot down by a Sovict Air Force Su-15TM interceptor on 1 Scptember
1983, justwestof Sakhalinlsland, left 269 passengersandcrewdead. 109

On 17 July 2014, Malaysia Alrlines Flight 17 was hitby aSoviet-made surface4oair missile. All 283 passengers
and 15 crew were killed, including 80 children, Independent investigators claimed the missile was operated

by Russian-backed rebels in Ukraine. 110

Khamenei's Chastisement of Iraqi Prime Minister al-Kadhimi

Although the Iranian regime likes to advertise itselfas a friend and “honest ally™ of Irag, Supreme Leader Khamenei treated
Iraq’s Prime Minister like an errant schoolboy, upbraiding him for tumming a blind eyeasaguest[Soleimani]waskilledin
hisownhousc. However, Khamenci didnotmentionthatIran has financially and militarily supported armed Shi'a militias
in the Iragi "house" -a policy that has drawn widespread condemnation frommany quarters in Iraq,both Shi’aand Sunni,
and hasledtoprotestsbyaveragelragis. Yet,Khameneiimplied tetal-Kadhimi should not try to bring these forces under

Iragi government control. L1l

20
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Iran’s Defense ofits Treatment ol Afghan Immigrants

Sidestep Iran’s arguments centered on what it has done for Afghans and Afghanistan and remind audiences of
Khamenei's scolding of al-Khadhimi, These were “brother” Muslims that you, Tran, mistreated in vour owi house.
What message does that send to Muslims across the Middle East whom you claim to represent? Although [ran’s
revolutionin 1979 at firstinspired Muslims, they soon turned away when they saw the true authoritarian and brutal nature
of the Nezam, of which the latest incident against Afghans is part of the pattem, not the exception. Whether it is shooting
down its people in coldblood, drowning poor Afghan migrantsinariver, ortalking down to neighboring Muslim leaders,
the [ranian regime has shown little regard for Muslims' dignity and well-being.

Glorifying Soleimani and His Legacy

Counter messaging should avoid attacking Soleimani personally. Tnstead, it should be pointed out that Tran's position in
Syria, Iraq, and Afghanistan had begun to decay long before his demise. Soleimani was notso muchaheroashewasa
haplessvictimofamisguided and failed [ranian policy aimedat regional hegemony, notpeace. He wastrying tokeepalive
an arrogant [ranian approach to the region that the region's people had rejected. Rather than try to take down Soletmani’s
reputation, frame and criticize Iran’s regional policy as a failure that dishonors the memory of Seleimani.

US and Israel Contribute to Financial Crisis and Instability in Lebanon

Counter messaging should avoid tedetailed defense of US Ambassader Dorothy Shea's actions and focus on internal
Lebanese oppositionto Hizballah, framing the Iran-backed Hizballah as chronically at the center of controversy. Suggest
that Nasrallah's urging of Iran to turn East, presumnably to China, is because [ran is broke; Hizballah certainly looks to
benefit financially froin any deal [ran can cut with China. [ran has been forced to tumn to China because it has
mismanaged its &rggn ehios ad ooy, Some [ranian analysts warn that Tran will become dependent on

Chinal12:113__and Nasrallah wants to 2o down the same road.

The "Caecsar Act” Hurts Syrians
Mandatory sanctions under the Caesar Act target foreign persons who facilitate the Assad regime's acquisition of

goods, services, or technologies. 114 Rather than be drawn into a justification ofthe "Caesar Act," ask whatIranand
RussialaebeendoinginSyriafor Syrians, otherthanjockeying formilitary, political, and economic positions? According
to the latest report by the UN Human Rights Council, “Syrian Government forces alongside the Russian Aerospace
Forces,” —both cnthusiastically backed by Iran—have conducted indiscriminate attacks on civilians that have causcd
“unfathomable Suffering."l 15

The China Deal as Source of Anxiety for the US

Counter that the Iran-China Deal not only is but should be a source of anxiety for many [ranians. Amplifythe
criticismintheranianmediainwhich [ranian commcntatorsandanalystsarguc thatChinaa)isplaying the oldGreat Power
Gaine where 1t is looking to establish control over banking, railroad, telecommunications, ports, and other strategic
infrastructureassets, posingathreattolranian sovereignty and b) will severely limit the freedom of Tran's hand in regional

policy. 16,117 and even if Chinadoes deliveron financial promiscs, fundsarc likcly to be skimmed offby corruption or
wastedin mismanagement, furthering China's "debt-diplomacy” objectives for which [ran is ripe for the picking.
Rather than a sign of strength, Iran’s tuming to China is an admission of its weakness, just as 1t turned to Russia to
intervene in Syria when it became clear that Iran by itself could not save Asad.

I For details on Iran’s exploitation of US unrest over racial issues and police brutality see DT Institute, “Progress Report
on 31d Propaganda Report,” GTGR SGECPD20CA0008, 30 June 2020, pp. 3-8.
21
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2 hitps://www. hawzahnews.com/news/Q07644/

3 https A wwwamadrmews/ 83824174

4 hittps: S www arna.irmnews/ 83815712

5 For details on the *I Can’t Breathe™ cartoon exhibit in June, see DT Institute, “Progress Report on 3rd Propaganda
Report,"GTGR SGECPD20CA0008, 30 Junc 2020, pp. 4-5.

6 http://thnews.ir/fa/news/ 106847/

Th tps:/tohfeh. furhang. sovar/fanews/53002 1/

8 ibid

9 https:/'www.irancartoon.com/site/gallery/gallery-ot-cartoon-i-cant-breath

10

hips: & www Irancartoon.com/about-us-iraman-house-of-

cartoon: 11 https://www.artostanha.ir/ta/pages/News-
detatl/1 10921/ htips:fwww.imairmne ws/ 83836880/
https://www.borna.news/fa/tiny/news-1021901

12 htips://www.youlube.com/walch?v=-5SwR2¢c-njg

13 http:/thnews.ir/fa/news/ 10684 7/
14

https:/iwww.irancartoon.comésite/galleryigallery-ot-cartoon-1-cant-

breath#& vid—1&pid—9 15 https:/fwww.irancartoon.com:site/sallery gallerv-ol-cartoon-i-

cant-breath#i& gid—1 & pid—14 16 https:{iwww irancartoon.comdsite/gallery/sallery-of-
cartoon-i-cant-breathf& gid—1 & pid-31 17
https:/Awww.irancartoon.com/site/gallerv/gallerv-ot-cartoon-i-cant-breath
18,

1lipss/www . luvmarchive.comden/post/posler-can-t-breathe

19hllDs:.-".-"\x-'\x-'\x-'.rculcrs.com.-"arliclc.-"us—cvbcr—iran—spccialrcporl.-"'soccial—rcuorl—how'—iran—sm‘cads—disinfonnalion—around—
the-world-1dUSKCNINZITT

20 hitps://defapress.ir/fancws/402837/
21 https:/fenglish.khamenei.irinews/ 7689/ The-terrorist-regime; https:/www.irinn.ir/fa/news/ 797324

22 hitps:/fwww.imairmews 83841643/ htips:Atwilter.com/IRAN In NL/stalus/1278710825100939264:
https:/‘twitter.com/IRIMFA  ENfstatus/1278582434897035264

23y LipsAwww. hawzahnews.com/news/907888: hitp://www.taghribnews.com/fa/news/ 467858/

24 hitps:/english. farsnews.irmewsteat.aspann—13941103001 140
25

https:www.inashreghnews.ir/news/ 1090581

26 ps:Awww. Javanonline. r/ fa/news! 10854

27 hitps:/iwww. farsnews.irnews/13990412000448
28h‘[‘[ns:.-"'.-"'tv»-'itter.co|11.-"'IRAN in NL/status/12787108251009392
https:twitter.com/ 1IRIMEFA  EN/stalus/1278582434R9703526
4;
hips:/ftwitter.com/IranAir IRI/siatus/8E1596268782530506

L
https:/twittcr.com/PressT Vistatus/ 12787 14062524813319;
hitps:itwitter.com/IranAir_ 1R/ status/ 1 278720404207656960

ilttps:.-"'.-"'twittcr.coms"amirmoradi30.-"statuss"I 2785755064982159
22
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36;
https://witter.com/Marziye 1 2147496/ status/12785453337362208
16;
https:twitter.com‘hnikimaleki/status/ 1 27871 2404474392585
: https:/twitter.comydtiiaaraa /status/1 278664930636361730

29 For detailson the impact of IRIB debt onits foreign language broadcasts, see “Progress Report on 3rd
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August Summary

During August 2020, DT Institute’s focus was on reviewing and assessing the past six months of Iranian propaganda
collected to identify patterns and changes. DT Institute analysts looked at Iranian disinformationand othermessaging
surrounding the port explosion in Beirut on 4 August, and the US effort to gain UN Security Council support for an
extension of the UN arms embargo on Iran, and for US efforts to trigger the “snapback™ of international sanctions under
the JCPOA. We found that the greater volume of Iranian disinformation was directed at the Beirut explosion, which
Tehran portrayed as part of a larger conspiracy by the US and various partners to destabilize Lebanon and diminish the
role and power of Lebanese Hizballah a theme that may reflect genuine fears held by the Iranian leadership. We
also found a close convergence of these theres with those exhibited in a sampling of US Governiment- or EU-identified
Russian disinformation platforms. Iranianmessaging on US efforts at the UN was more triumphalist crowing than true
disinformation and showed little convergence with Russian and Chinese coverage of the topic.

QOurreview ofthe pastsix months of Iranian messaging found that:

¢ Tran’soverall themes and objectives of its soft war effort have mainly remained constant and strategically defensive—
although sornc hardline voices, encouraged by US domestic turmoil, have begun to arguc for more aggressive Iranian
messaging,

¢ Iran’ssoft war apparatus continues to suffer from a lack of centralized control and coordination, but thisisbalanced
bydemonstrated strengths inadaptability, nimblencss, and atalent for improvisation.

¢ The most notable change in [ranian messaging during the past six months has been the prominent representation
of the late IRGC Qods Force Commander Qasem Soleimami as something of an ideal revolutionary Muslim, a
martyr,andherouponwhormotherMuslimsshouldmodeltheirbehavior. The symbol of Soleirnani, however, has been
mobilized mostly in support of traditional Iranian soft war goals,

e [ranian messaging in Afghanistan, Iraq, and Lebanon similarly promotes the valucs and ideas DT Institute identificd
in its baseline assessment of July 2019, However, recently, a great deal of Tranian messaging firepower has been marshaled
to defend Hizballah's role in Lebanon, which may indicate a valnerability, as the Lebancse people arc increasingly alicnated
from a corrupt political establishment dominated byHizballah,

Key Iranian disinformation efforts in August

DT Institutc analysts gave particular scrutiny to Iranian messagingand disinformation efforts surrounding the Beirut
portexplosionon4 August and concerning the unsuccessful US effortto gain UN Security Council support forextending
the UNarms embarge on the Islamic Republie. Of the two cvents, Iranian disinformation was most aggressive on topics
relatedto Lebanon, mostlikely because vital [ranianinterests wereatstake, the natureofthecrisis lent itself to exaggerated
rumors and conspiratorial thinking, and not lcast because Iranian policymakers themselvesmayhavebeenpronctobelicving
such conspiracy theories. We cannot document this from the informationavailable in opensource reporting, but Iranian
officials may well have taken counsel of theirfearsandperceivedacoordinated attackdirected attheIslamic Republicand
itsclientswherenone existed.

Iran’smessagingregarding US effortsatthe UN Security Council waslesslurid thanthoseonLebanen but still sought to
score points against Washington. In this case, the messaging was less pure disinformation than it was triumphalist
and exaggerated. Iranian media tended to luxuriate in the spectacle of the US isolation and failure on this issue at
the UN Security Council, exploiting it to promote some fairly shopworn Iranian themes.

DT Institute analysts also tentatively investigated sirnilarities between the themes and messages conceming these
events promoted by Iraman media and those promoted by Russian and Chinese outlets. Although this investigation
was by no means exhaustive and tended to focus on the better- known Russian and Chinese propaganda vehicles, we
found considerable convergence and overlap between Russian and Iranian messaging concerning Lebancon. There was
less convergence between Russian and Iranian messaging on the UN Security Council, although that may be an artifact
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of the apparent disinterest in that topic shown by Russian outlets. Our survey of Chinese coverage of these events was
even more constrained than our review of Russian media, but we could identify little in the way of disinformation in the
Chinese discussion of these events, The Chinese media certainly focused en the apparent US isolation on the Security
Couneil, but for the most part, confined itself to straight news reporting or coverage of parochial topics, such as cfforts
to ensure the wellbeing of expatriate Chinese in Beirut,

Beirut port explosion

Immediately after amassive explosion in the port of Beirut on4 August, Iranian media outlets and their affiliated proxies
began promoting the idea that the US and Isracl were somchow responsible for the blast, which was aimed, in the
Iranian narrative, at undermining Hizballah and the “resistance movement.” As the explosion coincided with an
anticipated intcrnational court ruling against Hizballah— subscquently delayed a weck—IRGC affiliated outlets
attempted to undermine the legitimacy of the UN tribunal to minimize the impact of its verdict and continued to build
various scenarios of US, Isracli and Saudi involvernent in the Beirut blast without providing any cvidence. Because
the explosion revived intense, widespread anger against the Hizballah-controlled Lebanese government—which soon
resigned—and against the entire Lebanese political establishment including Hizballah, and becausce it increased the
leverage of Western financial organizations like the IMF and Western aid donors to demand political reform of the
Lebanese political system, the Iranians likely suspected, using cui bono reasoning, that the convergence of these
pressures represented a coordinated effort against Hizballah and their Iranian suzerains. Whether Iran believed its
conspiracy theories or not, its influence effort quickly focused on fanning doubts about the dominant explanation of the
explosionas a horrible aceident resulting from Lebanese government corruption and inertia and promoting alternative
explanations focused on US-Israeli-Saudi-French machinations.

A laser attack by Israel?
On August4, 5, and 6, IRGC affiliated press outlets like Qods Online were entertaining the idea of an electronicorlaser

attackbylsraclthatdctonatedthcammoniumnitratestoredinthe warchouse. | These notions were raised in an interview
with regional expert Hasan Hanizadeh. Hanizadeh outlined a prominent theme in Iranian coverage of this event; the
cxplosion was part of a larger effort to diminish or end Hizballah's role in Lebanon. Hanizadeh argued that Lebanon's
dire economic situation would put more pressure on the government to cave into political reform demands, Hanizadeh
claimed Franec has beenurging Lebanon to reduce Hizballah's role without much suceess, but now that might change

due to the situation on the grm.md.2

Kayhan's Hosein Shari’atmadari cast aside all doubt and claimed Israel and the United States had a hand in the Beirut
explosion. [nan editonal titled “Follow These Tracks,” the supreme leader's representative argued that there is evidence

pointing to “bchind-the-seencs hands™ of the United States and Isracl in the Beirut cxplosion.3 Shariatmadari refers to
Rhosus; a Moldovan registered cargo ship carrying tons of ammonium nitrate from Batumi, Georgia, to Mozambique six
ycars ago lhat docked in Beirut and subscquently abandoncd by its owner. Consistent with the mainstream media
account of the disaster, Kayhanr reported that despite multiple requests by port authorities to relocate the highly
cxplosive ammonium nitrate, nothing was done. Shariatmadari fails to cxplain how any of these *“tracks™ implicate
the US or Israel.

Innuendo and unsubstantiated claims were common features of Iranian messaging in the first few days following the
explosion. The Iranian Speaker of the Majles’ international affairs assistant, Amir Hossein Abdollahian, described the
United States as “the first beneficiary” of the blast and accused Israel of being “the second beneficiary that abuses any
damageto Lebanon,and it may be behind the scenes of this incident." He went for the hat trick and added, “The

Saudi government's stance on the incident has so far not been considered constructive." On7 August, the conservative
Mehr News Agency, owned by the Islamic Idcology Dissemination Organization, suggested under the headline “Suspicious
move of US Navy Boeings day before Beirut blast,” that the Beirut explosion was a US-planned act of sabotage, Tt
noted that US Navy P8A Poseidonaircraft was offthe Syrian-Lebanese coast the day before the explosion and deerned this
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“mystery ofthetrigger,” and the far-right panel shows acartoon of President Trumpholdinga gunthatsays, “snapback
mechanism” while being held up at gunpoint by Iran that reads “automatic exit from JCPOA.”

Iranian propaganda themes chime with Russian, Chinese disinformation

During the month of August, the DT Institute Team conducted a limited investigation of Russian and Chinese media
covcrage of the Beirut cxplosion and US cfforts to cxtend UN sanctions to determine any arcas of convergence between
[ranian messaging onthese events and Russian and Chinese disinformation. In the course of this exploratory investigation,
we reviewed coverage of the Beirut cxplosionin scveral publications identified by the US Government or the European
Unionas Russian- controlled or affiliated disinformation outlets, including Sputnik, Southfront, Oriental Review, New
Fastern Outlook, The Sirategic Culture Foundation, as wellasthe affiliated Veterans Todayand Global Research.
Chinese mediawe reviewed included Xinkua, Global Times, China Daily, and Phoenix TV. DT Institute analysts did
not investigate more covert disinformation efforts, employing social media and etheronline methods. However, our initial
investigation shows an exceptionally close convergence between Iranian and Russian disinformation themes
regarding Lebanon and the Beirut port explosion; at times, the messaging was identical, with Russian outlets quoting
both Iranian and Hizballah media. Our survey of Chinese media did not find the same convergence of Iranian and
Chinese themes, which may reflect China’s greater remove from the Middle East. Most Chinese reporting on Beirut
tended to be either straight reporting, mirroring or even quoting Western newsagencies, or focused on parochial concerns
such as the safety of Chinese nationals in Lebanon, or the impact of the explosion on world trade. Finally, just as the
Iranians tended toward celebratory reporting of the US “defeat™ at the UN, Russian and Chinese media reviewed by DT
Institute did not exhibit any dissemination of disinformation. Instead, the Russian and Chinese media preferred to “let
the facts speak forthemselves,” althoughtheyalsoseemedtorelishthe speetacle of US embarrassment at the UN.

For all intents and purposes, the overarching Russian narrative about the Beirut port explosion was identical to the
[ranian namative. As did Iranian media, the Russian media reviewed portrayed the event as part of a larger conspiracy
involving varying combinations of the US, Isracl, Saudi Arabia, and Francc to bring down the Lebanese government,

and contain, weaken, or destroy Lebanese Hizballah. 14

Typically, the Russian approach was to muddy the waters, question the initial reports that it was an accidental explosion,
and outright claim, or suggest, or raise as a “legitiinate question” that the blast wasnotanaccident, butadeliberate attack—

almostalwaysattributedtolIsracl. I3 Mostofthereviewed Russian outlets, in particular, were at pains to highlight President
Trump’s ill-advised public speculation that the Beirut explosion "looked like abomb," employing it to add credibility to

the insinuation that the explosion was an Israeli or US attack. ! These media often misquoted his remarks to lend
more certainty to claims it was an attack and rarely noted that the Pentagon later walked back the claim. The overall
approach was a very upfront "Cuf Bono?" argument, with tendentious reasoning that made it clearthat "only" Israel, or
oneofits partners, had something to benefit fromthe destruction of the Beirut waterfront.

One variation on the theme that the Beirut port explosion was an Israeli or US attack that we observed in Russian media
butnotin Iranian cutlets was the suggestion  sometimes outright claims, but more ofteninnuendo  thatlsraelhadused

anewtypeoftactical nuclearweapontotakeout Beirut. Feterans Tt odayl 7 and Oriental Review!® carried reports that
flatly claimed Isracl had used a tactical nuclear weapon; Feterans Today pointed to a photoshopped picture that
circulated early after the blast purporting to show a missile heading for the warehouse just before the blast--and then
portrayed the removal of that picture froin social inedia (because it was proven fo be a fake) as "suspicious” and
indicating a cover-up. Other Russian outlets resorted to innuendo, comparing Beirut's damage to the destruction of

Hiroshima, orpointing tothe mushroomcloudorthecolorofthesmokeasindicative of a nuclearblast. 19

Russian media reinforeed the mispereeption that the cxplosion was an attack by situating the cvent ina time of “rising

tensions™ and noting “suspicious” movements of Isracli, US, or other unidentificd military asscts just before the event 20
Russian and Iranian media closely mirrored each other in reporting this theme; in particular, the report in Mehr of
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“suspicious™ US Navy patrol aircraft orbiting off Beirut the day before the explosion (noted above, p. 5) was repeated in

Iranian, Russian, and Hizballah media, often with each outlet citing the other as a source.21 Another more
speculative cxample of Russia repeating and amplifying Iranian disinfonmation may be the article by leftist French
conspiracy theorist and 9/11 denier Thierry Meyssan, “Israel Destroys East Beirut with a New Weapon,” published
10 August in the Russian outlet Oriental Review. Arab2? and Isaeli?® media have identified Meyssanas having links
to the Iranian security services, and the lefiwing propagandist Pepe Escobar claims he is “very close” to Syrian

in‘[f:l]igf:nce.z‘4 If correct, these reports suggest Meyssan may be feeding Tranian or Syrian disinformation to a Russian
disinformation outlet. The prominent [ranian propagandist Nader Talebzadch citcd both Meyssan’s claims and the
Veterans Today article in an interview with the IRGC-affiliated Tasnim—published on the news agency’s Instagram

channel—inwhichhe repeatedclaimsthatthe explosionin Beirutwasanlsraelitacticalnuclearmissile strike.23

Despite the close, almost incestuous, connections between Iranian and Russian messaging on the Beirut explosion, DT
Institute analysts did not obscrve the same coincidence of views between Iranian messaging and Russianand Chinese
messaging on the unsuccessful US effort to extend UN sanctions on Iran, We attribute this mainly to the lack of need
by allthree of these governmentsto resort to

disinformation; the spectacle of US failure at the UN Sceurity Council required little claboration or distortion by
Iran, Russia,or Chinatopromote themes of US isolation and failure.

However, Chinese media did provide a platform for Iranian disinformation and public diplomacy by publishing the
cxtensiveremarksofscniorlranianofficials. On 16 August, forexample,China’s Phoenix TV broadeast an intervicw with
former Defense Minister Hosein Dehqan, who currently serves asan advisorto Supreme Leader Khamenei, According

toa PressTV account ofthe interview,26 when asked aboutthe Beirutexplosion, Dehgantold his Chinese interviewer, ‘1
think what happenedis 100 percent an Israelijob,” and described the Israeli goal as the disarming of Hizballah. The week

before, the Global Times’ published an OpEd by Iranian Foreign Minister Mohammad Javad Zarif, which described

USefforts to extend UN sanctions on Iran as an attempt to destroy intemational law. China Dai,’y‘? 8 published areporton
Rouhani’s telephone conversation with French President Macron that largely presented the Iranian perspective on the
USefforttoextend UN sanctions.

Patterns in Iran's Farsi-Language Media Messages

Expelling the US from the region
Inourinitial baseling assessment of [ranian propaganda completed in July 2019, the DT Institute Team identified three

overarching objectives of Iranian influence 0pcrati0n529:

¢ Tocombart what Iran calls “the Western propaganda™

¢ Tospread the regime’s revolutionary ideology throughout the world
e Toconvince domestic constituencies of the legitimacy ofthe regime and its revolutionary agenda

Qur survey of [ranian information and influencc cfforts since February 2020 indicates that Iranian messaging has
mainly continued to service these three main objectives. Iran’s propaganda campaign during this period has been
stratcgically constant. However, it has exhibited considerable tactical flexibility and improvisation, shaping Tchran’s
messaging to exploit opportunities as they occurand maximize Iranian influence.

One such opportunity Tehran has extensively exploited was the assassination of IRGC QodsForce CommanderMajor
General Qascm Soleimani and [raqi Kitach Hizballah militia lcader Abu Mahdi al- Muhandis in January 2020. In our
Progress Report of January 2020, the DT Institute team noted the “canonization” of Soleimani inthe Iranian propaganda
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Commitment to soft war continues, as do flaws in management

Considering the significant increase proposed in the budget for cultural and religious and propagation entities in the
Iranian ycar 1399 (2020-2021), onc may conclude that the Iranian regime is still cornmitted to promoting its
ideological, cultural, and religious influence around the world despite theimpactofUS economicsanctions. Except for
IRIB, whichreceivedaminorcutinitsshare ofthe budget{perhaps duetoitsintemal conflicts withtheadministration),
someofthe entities that received a considerable budget increase include the al-Mustafa Intemational University (MIU)
by 53 percent, the Coordination Couneil for Islamic Propagation by 29.4 percent, the Ahl Al-Bayt World Assembly by

21.2 percent, and The World Forum for Proximity of Islamic Schools of Thought by 14,2 percent.-"6 All of these
institutions arc focused oncxtemnal religious and ideological outreach; MIU, established in Qomin1979, has branches

andaffiliatc schoolsin 60 countrics worldwidc.”

Nevertheless, sanctions and incrcased domestic infighting threw obstacles in the way. In June 2020, IRIB’s forcign-
language TV and radio channels, including a/-Kawrhar (Arabic) and Sahar (Urdu) TV channels, Radio Dari (Dari),
ccascd broadcasting duc to IRIB’s accumnulating debts to broadcasting service providers. According to Peyrnan Jabali,
head of the IRTB World Service, Press TV {English), al- Algm (Arabic), and two iFifm channels (English and Arabic)

werenextinline to perish.3 8 Although the administration and the Majleshave promised the debts would be paid offsoon,
asofwriting thisreport, the above-mentioned channels have not resumed broadcasting via satellite. As concerned activists
and officials continue to emphasize the importance of these channels, especially with the recent developrents
inLebanon, they don’t shy away from describing them as “the resistance front’s media and the Tslamic Republic’s tools
»39

in the international arena,

Although conversations about the need to strengthen media resistance—as opposed to military resistance—are on
the rise in Iran, IRIB’s efforts to operate as an arm of the resistance media are criticized for lacking precision,
cohesion, and strategic vision. This criticism suggests that the lack of centralized management and coordiuatiou that DT
Institute identified in its baseline assessment of [ran’s influence operations persist and continue to impede Iran’s soft

war ef‘fort.40

Comments by Friday prayer leaders and representatives of the supreme leader are good indicators for the Iranian
cstablishment’s linc of thought in general terms and forward plans. Those comments, frnow,indicate that Iran’s soft
warapproachis still strategically defensive. Inthe past few weeks, the Friday prayer leader of Bushehr and the supreme
lcader’s representative in the IRGC’s Karbala Division in Mazandaran have cimphasized the need to inercase people’s media
literacy and create a media resistance front that “can send the right message,” stand up to “arrogance™—code for the US—

and defeat its mediainvasion.*! Atthe same time, ultraconservative Kayhan has published an article that focuses on the
strategic importance of IRIBs foreign language channels in neutralizing the enemies’ plots, for example in Lebanon.
While the article i1s mainly urging the authorities to pay off the IRIB’s debts to satellite operators so the network’s
foreign language channels can resume operations, it is noteworthy thatthese channelsareboldlydescribedasthe media

oftheaxisofresistanceandthelslamic Republic’s tools in the international arena. 32

Reviewing critical analyscs madc by hardline characters and cntitics, such as media stratcgist and managingdircctor
of Mowj News Agency Mahmudreza Amini, and the Masaf institute, led by Ali Akbar Ra’efipur, indicate that IRIB may
need to work harder and coordinate its activities with other resistance media outlets to be worthy of the title “resistance
media.” Masafcitedan editorial from Student News Networkthatidentifiesthe lack ofcohesionandstrategic planning
asthe main weaknesses of IRIB operating asaresistance frontrediaoutlet. The authorusedtherole ofthe foreign media
after the Beirut port explosion in mobilizing people to topple the goverinent as an example of how the resistance media
should laser focus on issues to operate effectively. The author argues that the resistance media’s weak and passive
approach is a serious challenge that requires a smart and fundamental change in the resistance front’s influence

0pcrations.43 Highlightingthcvitalrolc IRIBcould playinincreasing awarcncss, providing reasoning, and galvanizing
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people inside and outside the country, Amini also criticizes IRIB for confusion in policymaking. According to Amini,

IRIB has proven unworthy of the supreme leader’s esteemned position and the leadership role of the Nezam. 44

Calls for offensive soft war operations

Most criticism of IRTB and Iran’s media efforts, fornow, tends to center on the perceived inefficiency, lethargy, and lack
of coordination of Iran’s propaganda apparatus. Somgc hardline figures, mostly associated dircetly or indirectly with the
IRGC, have begun to advocate Iran adopting a more aggressive softwar posture. On the occasion of Journalists’ Day on
8 August, the commander of the IRGC’s regional HQ) in Sistan and Baluchestan, Mohammad Karami, impressed on
local media managers the important role the media has in fighting the “battle of wills” and the steps the media must
take to implement the orders of the supreme lcader to neutralize the cnemy’s plots. Further, according to Karami,
Iran must have a long-term vision and consider offensive efforts in addition to defensive efforts (emphasis

added). 4

Some of the talks of adopting a more offensive cffort may reflect Iran’s penchant for strategic opportunismand
the perception of new US vulnerabilities, As early as 6 May, an editorial in the IRGC- affiliated newspaper Javan drew
attention to the conversatiens about the possible dissolution of the United States and argucd that launching "offensive
operations on the country's vulnerable points” could help Iran achieve "deterrence against the United States, In that

editorial, political economist Yasser Jebraeili*® refers to several articles from Western outlets including Reuters and
Los Angeles Times about a potential dissolution of the United States, and argues that Iranian elite thinkers must take the
possibility seriously and examine it because if the coronavirus crisis in the United States drags on, and the rift in US
leadership deepens, then the possibility could become a reality. Jebraeili says: “In order to achieve deterrence against the
United States, offensive operations on its vulnerable points, even with the least chance of success, arc morc credible

options than ncgotiations."47

Asnoted in previous DT Institute progress rcports,48 Iran has sought to capitalize on recent US social divisions, such
as the Black Lives Matter movement, Its efforts have been aimed at undermining the US's image and associating Iran’s
preferred causes, such as the liberation of Palestine, withthemorepopularBlack LivesMatter. Wehavenotyetobserved
more aggressive lranian efforts to aggravate and widen US divisions siinilar to ongoing Russian disinformation efforts,
although with hardline voices growing more ascendant in Tehran, it might attempt such operations. For now, even these
advocates of more aggressive operations are fraining such operations as necessary to deter the US, which suggests they are
advocating offensive tactics rather than a shifl to a sustained offensive strategy against the US.

Content production and need to increase media literacy

As reported in February,49 the killing of Qasem Soleimani prompted media activists and authorities to reflect on their
messaging activities, evaluate their strengths and weaknesses, and produce new strategies. Emphasis on increasing media

literacy among journalists and various groups of audiences is visible throughout the country.50 Constant emphasis on
the need to produce digital content focusing on religious and revolutionary ideology to defeat the enemies is also

evident.>! The Seraj Cyberspace Organization is vigorously pursuing efforts to educate and mobilize pro-regime

enthusiasts to have a more effective social media prv:sv:nca5 2 Tuba Cultural Propagation Charity is another entity that
is actively involved in producing digital content, focusing on religious and cultural events and obscrvances in

numerous languages, including English, Arabic, Turkish, Spanish, Urdu, French, and Hausa.”3 Anillustrative sample
of their work is presented below.
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options--virtual presence--in advance. For example, the cancellation of the annual Arbaeen walk for foreigners by
the Iragi government wascertainly discouraging—as the establishinent sought to attract bigger crowds every year—
but many reports alreadyboastthatpreparationstomakethe messageof Arbaeenheardevenlouderthanpreviousyears are
underway in full force. On 12 August, an official from the Arbacen hcadquarters announced that more than 2000
messages are being prepared for domestic and international audiences forthe occasion. As one would expect, Qasem
Soleimani will be part of the main thermnes for this year’s Arbacen ceremonics. “In this year's Arbacen ceremony,
the role of Qasemn Soleimani and creating a sense of brotherhood between the Muslims of the two countries should

not be forgotten,” the official said 4 Mimicking the focus on children, exhibited by some of the propaganda
extolling Soleirani in the aftermath ofhis death, numerous Iranian media outlets indicate that there will be programs
specifically designed to appeal to children as part of the broader effort to promote Soleimani during the Arbaeen

commemorations. 35

Another example that highlighted the regime’s ability to adapt to new conditions was the shutdown of IRIB’s foreign
language channels. [n aninterview with Kayhan, MP Javad Karimi Qoddusi confirmed thatduringthe shutdown, “online

networks, social mediachannels, and various software managedto compensate for part of the shortcomings.”Sé

Iran's Afghan-Language MediaMessages

Promoting peace talks, economic cooperation, and the Fatemiyoun

During the past six months, [ranian messaging was focused on promoting three stratcgic goals: support for the peace
process between the Afghan government and the Taliban (and its “flip side,” the withdrawal of US forces from
Afghanisian); strengthening Iran-Afghanistan cconomic “cooperation,” which largely mcans Iranian cconornic
penctration of Afghanistan and the development of Iranian economic leverage over the Afghan government; and
persistent cfforts to defend and legitimize the Tranian-controlled Afghan Fatemiyoun Division, which provides Iran an
Afghan armed force loyal to Tehran, giving it additional leverage against Kabul, These themes serve the Tranian
defensive goalsof ending the USmilitary presence in Afghanistan and preventing the growth of [SIS there, but they also
serve Iran’s imperial project of expanding its influence in Afghanistan to the point of domination. Iraman messaging
directed at the Afghan audience must walk a fine line. Iran-affiliated media outlets presenttheUSastheleading causeof
increased violence in A fghanistan because ofitsrole asan occupying powerand its “malign”intentions duringthe past 20
years. At the same time, Iran-affiliated cutlets tend to favorably highlight the US-Taliban peace deal and the related US
troop withdrawal from Afghanistan, portraying it as an achievement the US Administration may exploit to gain
reelection. Iranian messaging also supperted the recent three-day Eid ceasefire and Intra-Afghan peace talks led by

the Kabul government, trying to project a positive image of Iran as supportive of the Afghan people’s desire for peaceST

{and erase the negative image built up by several months of Afghan anger over Iran’s abuse of Afghan immi grants.sg)
Iran officially denies that it has provided arms and support to the Taliban groups in Afghanistan, a denial met with
suspicion and distrust in Kabul. Since the announcement of the US-Taliban agreernent last February, however, Iran has
acknowledged maintaining “ties” with the Taliban, which it claims are meant te help mediate between the Kabul

government and Taliban>? Aneditorialinthe Iran-affiliated Pavam-Afiab argued that Tran uses its ties to the Taliban
to push for intra-Afghan peace negotiations led by the Afghan government. It also claimed that Iran’s aim is a strong
central government in Kabul that could thwart ISIS from emerging as a threat to Iranian national security and

interests in Afghanistan.60 This acknowledgment of *“ties™ to the Taliban is a recent shiftin Iran’s messaging we have
observed since February 2020.

Meanwhile, Tehran eagerly emphasizes boosting Tran-Afghanistan economic relationships, Amid Afghan government
delegation visits to Tehran, mainly to discuss incidents of abuse of Afghan migrants by Iranian border guards, Iran and
Afghanistan signed a comprehensive agreement in which Iran will cooperate with Afghanistan in the economic,

cultural, and securnity fields.01 Iranian authorities have leveraged this agreement to repeatedly press Afghan officials
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to strengthen cconomic cooperation between the two countrics.92:3 Tranian messaging has sought to reinforce this
goal; Afghanistan-Iran Chamber of Commerce Chairman Hossein Salimi told Arigna News that Tran’s non-oil

exports to Afghanistan would surge 50 percent by March 2021.54

Iranian-backed outletscontinued in Augusttospreadtheregime'sideology and counter Westernideas in A thanistan.65
Tehran may view the month of Muharram, which began on 20 August, as an opportunity to promote Muslimunity
and winminds and hearts. As Muharram approached, Iranian affiliated outlets in Afghanistan expressed the importance of

observing Muharram religious ceremonies despite wamings from the Afghan Health Ministry about the risk that such

ceremonies would more widely spread coronavirus in the u::ountry‘66

Given the prominence given fo clerical speakers during Muharram a:eren'lonics,67 Shi’ite scholars closely tied toIran may
workintotheirsermonsand speechesthemes advocating the withdrawal ofUS Forces from Afghanistan. lranian-backed
media outlets also have continued highlighting ISIS as a threat to Afghanistan's security and accusing the US of
moving ISIS commanders from Syria and Iraq to Afghanistan, claiming the US will use the ISIS presence to justify
maintainingalUS militarypresencein Afghanistan even after a peace agreement with the Taliban, Asan“alternative”
to a continucd US military prescnee, Iranian propaganda cxtols the virtues of the Iran-controlled Fatemiyoun Division
of Afghan Shi’a fighters, Iranian messaging presents them not as the mercenaries they are, but as Afghan volunteers
dedicated to fighting against terrorists like ISIS. Typical wastheinterview Iranian Deputy Foreign Minister forPolitical
Affairs, Seyyed Abbas Araqchi gave to Tofo News in July, in which he argued that Afghanistan should appreciate the
Fatemiyoun, who had “voluntarily” joincd and fought against ISIS in Syria, adding that without the Fateriyoun campaign

inSyria, [ran and A fghanistan would have hadto fightISIS inthe streets of Tehranand Kabul. 9869 [ran- affiliated media
outlets in Afghanistan also covered the “International Conference of the Fatemiyoun Fighters™held on 13 Augustatthe

Irnam Rezashrine inMashhad to honor Fatemiyoun veterans, living and dead.”0

The limited appeal of this Iranian theme to the Afghan people was revealed later in August when a TalibanCommander
in Western A fghanistan, Mullah Abdul Manan Niazi, rcleascd anaudiomessagc that claimed that Faterniyoun fighters arc
receiving snpport from some Afghan Government authorities. Manan Niazi claimed the Fatemiyoun are entering
Afghanistan by the hundreds daily and that the group has training, political, and ideological centers in various provinccs
of Afghanistan, The audio went viral, and Afghan social media users urged the central government to investigate this

matter. 71

Iran's Media Messages to the Arab World

The overarching themes of Iran’s messaging to the Arab world have largely remained constant, denouncing the US
and Israel as sources of regional turmoil and promoting “resistance’ as the best response. The themes may be the same,
but the “talking points” promoting each theme have evolvedto addressand exploit the various events thathave unfolded
over the past year. Below are examples of the themes targeted at the pan-Arab audience, and while the same nessages also
apply to Iraqi and Lebanese audiences, some of the more salient messages tailored for these two specific groups of audiences
are also listed.

Messages aimed at Pan-Arab Audiences

Israel and the US are the source of trouble and instahility in the region:

¢ Lack of trust and respect for the US and lIsrael: recent developments in Israel (e.g., Netanyahu's
corruption charges, anti-government protests, etc.) and in the US {the killing of George Floyd and subsequent
protests, rising coronavirus dcath tallics, ctc.} show Israclis and Americans do not trust their governments.
This domestic lack of trust in the [sracliand US governments isreflected inthe international community, for
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partnerships with China as an altemative to economic ties with the West and an opportunity to bring about

economic prosperity, political independence, and regional stabi]ity.?f’

Messages aimed at Iraqi Audiences

In Traq, Iran-backed media has continued to threaten the US presence in the country. A newly emerged theme in its
messaging has been the criticism of al-Kadhimi's performance as a prime minister, dismissing his ability to
pursue Iraqi interests independently of US influence.

The US intends to stay in Iraq indefinitely

The Iran-backed media accuses the US and its regional allies of targeting [raqi protesters and sowing instability in Irag
to maintain its presence in the country and to turn the people against “the Resistance’s™ (read lranian-

controlled) militias.”’ Pro-Iranian media also has accused the US of competing with and trying to block the
implementationofthe [rag-Chinadeal by pressing al-Kadhimi tosignagreementswithUScompaniesandticIrag'senergy

infrastructuretoits Arabneighborsinorder to maintain its control over lraq.? 8,79

Armed Resistance will expel the US

Following the killing of Solcimani and Abu Mahdi al-Muhandis in January, the Iraqi parliament passcd a resolution to
expel the US-led coalition from Iraq. The resolution was controversial in Iraq, as many Sunni and Kurdish parliament
members did not support it, but it was porirayed in pro-Iran Arabic media as representative of the demand of all Iragis,
and since then, armed militias and Resistance leaders inlraqhave called forthe immediateexpulsionof UStroops. Themedia
hasalsoundermincdapolitical approachtoending the US presenee and has framed military action asthe only approach by
which the US would be forced to leave Iraq, Over the past few months, US bases, convoys, and embassies in
Baghdad have witnessed numerous attacks, and mostrecently, [raqi Resistance factionsissucd a joint statermentin which

they vowed to target American interests in Iraq and “outside of [the Resistance’s] ¢ ities.”80

Al-Kadhimi disappointed Iragis
Tran and most Iran-backed Arabic media neither openly supported nor criticized al-Kadhimi’s appointment to the
premiership, but the [ragi Hizballah Brigades have repeatedly aceused him of invelvement in the killing of Soleimani

and al-Muhandis, and of targeting the Resistance in Iraq to appease the US. 81.82 gince he assumed his role as prime
minister, al-Kadhimi has been under constant eriticisin, mainly by Hizballah Bngades and Asa’ib Ahl al-Hagq, who've
also accused him of putting Iraqi'sdemands ontheback burnerwhileadvancing US interests in the country. Iran-backed
media also have amplified criticism of al-Kadhimi by various politicians and media personalities, especially those who
censure his handling of the strategic discussions with the US, the assassinations of civil activists and protesters, and his
inability to address infrastructure deficiencies in the country. Increasingly the Iranian and Iran-backed media portray al-

Kadhimi ashaving betrayed the trust ofhis people and asunworthy of being entrusted with advancing Iraq’s national
83

interests.
Messages aimed at Lebanese Audiences

In response to recent developments in Lebanon, lran-backed media have focused on discrediting foreign interference or
mediation in Lebanen, which could jecpardize the Resistance 'sstanding inthe country and the region.

An eastward solution to the economic crisis

Hassan Nasrallah, the secretary-general of Hizballah, has encouraged building econoinic ties with China te pull Lebanonout
of its economic crisis without having te compromise its sovereignty. He contrasts this Chinese alternative with IMF and
Western demands for fundamental reforms in Lebanon—which would threaten Hizballah hegemony over the political
system whichHizballahportraysasthreatsto Lebanese sovereignty. Nasrallah and Iran-backed media in Lebanon
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and the region have been promoting the “endless opportunities™ for economic prosperity and independence of the

West that would result from such a relationship with China, 84

The US and Israel plan to topple the government

Iran-backed Arabic media accused the US and Israel of financing and mobilizing media outlets, politicians, civil
socicty organizations, and protesters to demonstrate against Hizballah and push for the resignation of the government and

parliament in order to throw the country into chaos. 8 Iran-backed media claim that this would pave the way for

foreign interference in the country, control of its government and resources, and attack on the Resistance, 86,87
themes we have obscrved promoted by Iran’s Persian-language media and by Russian-alfiliated outlets (See “Key Iranian
disinformation efforts in August,” above.) Tran-backed media have also warned against those who are promoting
“scdition,” andsincetheresignationofprime minister Hassan Diab, haveencouraged theleadershipofthcarmyto monitor

and prosecute individuals and media outlets who spread “false” information that could jeopardize the {grovernment88
These media also have been overwhelmingly opposed to any foreign involvement in the country, whether a probe
into the explosion or assistance in forming the next government. The [ran-backed media instead have promoted the

ling that the solution to Lebanon’s woes must come from “the Lebanese people.” 89.90
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. The Lebanese public refuses to be fooled by Iranian and Hizballah propaganda and cobbled together
“conspiracy theories.” Instead, they hold responsible the corrupt political establishment controlled by
Hizballah.

Iran’s Disjointed “Narrative”; Tranian and Hizballah conspiracy “theories” about the Beirut explosion lack
the usual “coherence™ or “story” of a good conspiracy theory; instead, they appear to be a hastily assembled
hash of disjointed allegations, including suggestions that the Israelis ignited the blast with a “laser,” that
there was “suspicious™ activity of US Navy aircraft in the area, or that the blast was set to coincide with a
UN tribunal’s verdict on Hizballah’s complicity in the Rafik Harin assassination. This might all be
countered by:

. Revicwing the “simpler” theory, i.c., the facts, and noting that the Lebanese public scem not to be
contused on the issue

. Observing that the very incoherence of Iranian and Hizballah accounts are little more than random
and rapid-firc allegations bearing the hallmarks of a “conspiracy theory in the making.”

. Noting that US Naval aircraft fly, uncventfully, off the Mcediterrancan coast all the time—as do
Russian, Isragli, French, and British aircraft,

. Drawing attention to the fact that the coincidence of the explosion with the UN tribunal’s scheduled
verdict on the Hariri killing, was, if anything, in Hizballah’s favor as it was a distraction from growing
discontent over Hizballah’s heavy-handed involvement in the Lebanese govemment and its open and
unapologcetic acceptance of Iranian financial support.

. Replaying US commitments of financial support in the wake of the cxplosion and for the responsc
to COVID; “The United States has already pledged more than $17 million in initial disaster aid for Lebanon,
which includes food assistance and medical supplies. This assistance augments the $403 million in U.S.
humanitarian assistance to Lebanon since September 2019, including $41.6 million in assistance for the
COVID response.”5

What “Chincsc Century?” The myth of China as savior

Iranian officials have claimed that a vagucly undcerstood historic 25-year deal with China represents a
strategic “tilt” to the East, which somehow, with China in the lead, will be the vanguard of a new world
order. In other words, nothing but good can come of Iran’s “stratcgic alliance” with this Powerhouse of the
21st Century. Possible counters include:

. Iran’s putting all its eggs in one basket violates Imam Khomeini’s dictum of “Neither East nor

West but Iran.” Either Iran is abandoning its revolutionary values, or it is desperate  or both.
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. Entanglement with China and exposes the nation to what many Iranian analysts and officials fear is
China’s debt-trap diplomacy, as well as a Great Power encroachment on Iran’s sovereignty as China gains
access and conirol over strategic assets—oil, transportation infrastructure, mining, and banking. Media
reports indicate that China will obtain Iranian oil at a more than 30 percent discount and that Chinese
aircraft will have unrestricted access to Iranian bascs.6

. There is a reason corrupt authoritarian regimes like Iran and Hizballah prefer working with China to
the IMF or other Westeru institutions: Westeru donors demand reforms that threaten the ability of corrupt
clites to control the government. In Pakistan, incrcased participation in China’s Belt and Road Initiative has
given greater power to the Pakistani Army, allowing it to weaken the civilian govermment and making the
military less accountable to the pcople.7 Itan and Hizballah tum to China, not for the good of the people, but
to perpetuate their own misrule,

. Moreover, although China undoubtedly possesses tremendous economic strength, its potential as the
leadcer of a New World Order is threatened on several fronts. First, although Western

nations have suffered negate GDP growth relative to China since the outbreak of COVID, IMF projections
predict that those economies will be resurgent 2021.8

As Western cconomics recover, Iranian officials should not forget that in 2017, “'the Gross Domestic
Product {GDP) of the European Union with 27 Mernber States (EU) represented 16.0% of

world GDP, expressed in Purchasing Power Standards (PPS). China and the United States were the two
largest cconomics, with shares of 16.4% and 16.3%, respectively.”9 Morce recent World Bank statistics
through the end of 2019 show the following comparison:

GDP in Current US$ [trillions]:

us: 21.374

China: 14.343

EU: 15593

PPP [Purchasing Pricc Parity [trillions]:
China: 22.527

us:  20.524

EU: 19.85610
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| Ministry of European and Foreign Affairs {(France), “Statement by the Foreign Ministers of France,
Germany and the United Kingdom (20 August 2020),” France Diplomacy, accessed 29 August 2020,
https://www diplomatie.gouv.fr/en/country-files/iran/news/article/statement-by-the-foreign-ministers-of-
france- germany-and-the-united-kingdom-20

2 https://en.wikipcdia.org/wiki/List of armmonium_nitratc_disasters
3 https://abe7.com/beirut-cxplosion-blast-in-today/6357340/

4 https://www . 9ncws.com.awworld/beirut-cxplosion-tear-gas-clashes-as-fury-over-blast-boils-
over/bd742539-15a5-4767- ad82-72835b79dd84

5 hitps://www state.gov/u-s-government-response-to-the-explosion-in-beirat/

6 Simon Watkins, “China Inks Military Deal With Iran Under Secretive 25-Year Plan,” Oil Price.com, 6
July 2020, https://oilprice.com/Energy/Energy-General/China-Inks-Military-Deal-With-Iran-Under-
Secretive-25-Year-Plan htm]

7 Arif Rafiq, “The Pakistan Army’s Belt and Road Putsch,” Foreign Policy, 26 August 2020,
https://foreignpolicy.com/2020/08/26/the-pakistan-armys-belt-and-road-putsch/

8 https://www.imf.org/external/datamapper/NGDP RPCH@WEOQ/EU/EURO/EUQ

9 https://ec.europa.eu/eurostat/documents/2995521/10868691/2-19052020-BP-EN.pd{/bb 14 7{9-fc26-8aal-
60d4-

7¢2b509ddaRe#t: ~:text=In%202017%2C%20the%20Gross%20Domestic,16.4%25%20and%2016.3%25%20
respectively.

10 https://data.worldbank.org/indicator/NY.GDP.MKTP.PP.KD

11 htips://asia.nikkei.com/Opinion/China-can-avoid-the-middle-income-trap-of-developing-
economies#:~text=China can avoid the middle-income trap of developing economies,-Growth will
continue&text=China's economy stands at a,GDP will i

https://www.lowyinstitute.org/the-interpreter/domestic-vulnerabilities-lie-behind-china-s-aggressive-
expansion

12 https:/fwww.sundayguardianlive.com/news/chinas-vulnerabilities-increasing
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September Retrospective Assessment

This report is the culmination of more than a year of rescarch into the infrastructure and operations of Iran’s cxtensive
propaganda and influence apparatus by the DT Institute team. It draws on previous findings, especially the Baseline
Assessment of Jufy 20119 and subsequent comprehensive GOI PropagandaReportsof Februaryand August 2020, Itisintended
to update those previousassessments in light of subsequent research and provide a final, informed judgment about the
strengths and vulncrabilitics of the Islamic Republic’s influence operations. Taken together, our Comprchensive
Baseline Assessment, our second and third GOI Propaganda Reports, and this Retrospective Assessment should provide a
robust body of information and analysis te guide cfforts in mapping, analyzing, and dcveloping contentand strategics for
countering the Islamic Republic of Tran’s soft war programs, influence operations, and propaganda, Akeyjudgmentofour
finalasscssmentisthatlran’s influchee and propaganda programs arc extensive, well-conecived and cxecuted, and tactically
flexible and adaptive, but strategically are increasingly out of touch with the interests, concerns, and needs of theregional
audiencesitistrying toreach. Moreover, many ofIran’s successesare dueas muchto misstepsbyitsopponentsasitisto
any intrinsic Iranian political or ideological brilliance. The growing anachronism of the Islamic Republic’s ideological
agenda and the yawning divergence between its claims and its performance all constitute vulnerabilities that may be
exploited in any effort to counter the Iranian narrative. This repert concludes with a brief outline of a potential approach to
exploiting these weaknesses in a strategic messaging campaign to counter Iranian influence in Iraq and Lebanon, but it is
only one of many that mightbe recommended and is intended as astarting point for additional discussion and analysis.

Recent Trends and Developments in Iranian Messaging

Yirtual Arbaeen in 2020

Because the COVID- 19 pandemic has forced a suspension this yearinthe annual procession of pilgrims from Iranto Iraq for
Arbaccen, the Islamic Republie’s propaganda machine has adopted a new strategy for the occasion, with a focus on

traditional and social media, and - compared to the 2019 Arbacen processions - limited hands-on experience.] The
choice of the annual motto, officials’ comments, and the selected tactics strougly suggest that Tehran’s goal is to maximize
its cyberspace presence, maintain and perhaps increase its audience, and pave the way for a better 2021 Arbaeen event

while reducing the financial cost of this 0perati0n.2 Although the emphasis this year has shifted from an on-the-ground
presence to a media and social media presencee, a considerable number of regime organizations and cnfities are involved

in this ef’fom3

1 https://www.cyvberpolice.ir/news/150447/, https://azsharghi.haj.ir/news/ctl/ArticleView/mid/410/articleld/2363/

2 hitps://igna.ir/fa/news/3924017/

3 https://snn.ir/fa/news/877765/

According to Iran’s Arbacen Cultural Headquariers, the 2020 Arbacen motto of “Al-Husscin is the ark of salvation™
reflects the convergence and unity of all involved entities in their procedures and approaches for producing content

and holding ceremonigs in new formats using new technologies.4 Hojatoleslam Abolhassan Navab, the Supreme Leader's
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6 htips://www.instagram.com/p/CEwusxEApWX/,
htips://twitter.com/alarbaeen ir/status/1309425874058413570

7 Ibid.

Talent TVshow)ortist Fatemeh Ebadiis using a sand table to portray onimage of o heart-broken Arbaeen
walker, who deeplymissesvisiting the lmam Hussein shrine inKarbala, due tothe pondemicbon. Inthe
video, doves flyfreely tothe shrine on behalf of Arbaeen pilgrims, conveying the message that pilgrims’ desires

for reuniting with Hussein have only been increased.8 The video is widely published on traditional and
social media.

According to Iranian news outlets and officials, the Iragi government banned Arbaeen pilgrims from traveling to Iraqdue

to the COVID-19 pandemic, Tran’s Arbacen headquarters followed suit.” Rouhani also has urged having “no walk, neither
in Iraq, nor in Irag,” but Iranian border protection forecs failed to stop a group of determined pilgrims, who broke the
force’s line in an attempt to reach Iraq. Iragi border police stopped them immediately afterward. Traj Masjedi, Iranian
ambassador to Iraq warncd that discbeying the Iragi government’s regulations would result in legal conscquenccs and

troublethe two countries. ! Ali Rabi’i, Rouhani's spokesperson, generally criticized those who still encourage Iranians
to attend the Arbaeen walk despite Supreme Leader Ali Khamenei’s clear order for following Iranian anti-coronavirus

task force's decision on this matter. 11

Nonctheless, some Iranian websitcs continue to post detailed trip adviee for Arbacen pilgrims in Persian and English,

encouraging their audience to employ them and share with others.!Z The University Association for Cultural and
Scientific Development of Holy Shrines has officially invited university and seminary students and alumni to a tour of the
traditional Arbaeen walk from Najafto Karbala. In what likely reflects the Iranian government’s limited access to hard
currency due to sanctions, the Association’s advertiseinent specifies that, unlike in previous years, no foreign currency will

be allocated to the pilgrims this year. 13 The banand the government's unwillingness or inability to provide pilgrims with
foreign currency have aggravated divisions between the government and pious [ranian Shia, which may have helped to
undercutthe messageofunity Tehran wanted toprojectonoceasion. Inavidee on 17 September, an Iranian Arbacen pilgrim
reports from the Imam Hossein shrine to deny the Iranian government’s claim of Iraqi bans on foreign pilgrims. According
to him, while referring to the highly erowded shrine, the Iraqi government has repeatedly welcomed forcign pilgrims and
walkers this year, butRouhaniisclaimingotherwisetostopahighvolume of foreigneurrencies, eitherallocatedorowned by

Iranians, leaving [ran by pilgrims.14

8 hitps:/iwww . vic.ir/fanews/ 7502276/

? https://azsharghi haj ir/news/ctl/ArticleView/mid/410/articleld/2367/

10 Kttps:/fwww mashre hnews.ir/mews/1 114618/, https:/fwww.irna.ir/news/84044 152/,
https://www.mashreghnews.ir/news/1119748/, https://www.isna.ir/news/99061712856/,
https:/'www.iribnews.ir/fa/news/2822864/, https:/twitter.com/mr alinaderi/status/1307590148490702849

1 https://www cntckhab. ir/fa/news/575923/
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15
spokesman

https:/'www tasnimnews.com/en/news/2020/09/23/2354848/us-unprecedentedlv-isolated-at-unsc-iranian-

16 https:/'www.presstv.com/Detail/2020/09/19/63453 1/Velavati-Iran-US-snapback-sanctions-
election 7 DT Institute, GTGR SGECPD20CA0008 3rd (GOTI’sPropagandaReport August 30,
2020v1.0,p.8-9. 18 https://'www.550nline. news/fa‘tiny/news-167579

19 www.eshtesadebazar ir/Ssl-«ady AL 73948/ M- 5 utwal

cncourage the people to overthrow the US govcmmcnt.20 TheIranianregime has for much of its cxistencchadaclear
interest in challenging the US reputation for “invincibility” and undermining the perception of US power—the Ayatollah
Khomeini's famous claim that “Amcrica cannot do a damncd thing™ has long been a favored regime quote—and cspecially
among some hardling Tranians the eventual demise of the United States is a cherished theme; in 2005 then-President
Mahmoud Ahmadincjad famouslytoldaconferencethat “aworld withoutthe United States and Zionism. . .isapossible goal

and slogan.“21 AstheUnited States entersone ofitsmore divisive politicalcampaigns, somehardliners are notingthe unrest
in the US and interpreting it as indicating the long-predicted political apocalypse 1s at hand; itis atheme that advances the
regime'sinterestsbutalsocenfirms forsomethecorrectnessoftheir ideology and the value of steadfast resistance.

Accordingly, pro-Islamic Republic outlets cited foreign publications to predict that, beginning on Labor Day inthe US,
nationwide unrest would grow until the election; then, the election result would spark an uncontrollable fire on the

following Sunday.:22 Fake promises and surprising games by the Republicans and their supporters. the concerns of
officials, and accusations of ¢lcction fraud by both partics will cxacerbate the situation. Regardless of which candidate
wins, the result will “severely damage” the other half of Americans’ lives, and their dissatisfaction and its consequences

will lead to great division, an article concluded in Eghtesad Bazaar.?3 Adopting a pro-China tone, the publication echoed
Beijing’s reactions to “baseless” US news and official statements about Iran, Russia, and China’s interference in the

election.24 Tasnim referred to the upcoming book “Meddling at the Ballot Box™ and claimed that the US was the one with

the greatestrecord ofmeddling in other countries’ elections. 2

In multiple tweets in English, Yaser Jebra'ili, hardline political economist and head of the Expediency Council’s Center
for the Strategic Evaluation and Oversight of the Nezam’s Policies, hasbeen propagating the idea of an imminent

civil warinthe U.S,26 Attacking President Trump and retweeting anti-Trump voices, he responded to @realDonald Trump:
“When a rogue candidate claims vote-rigging, only aunitcd nationcandefcathimandsave the political system from collapsc,

asdidIraniansin 2009. Inadivided -and ammed- nation like the U.S., suchaclaimcanlead toabloody #CivilWar.”27

20
https://www.aparat,com/v/Y28C3/al sl S50 Shpl )2 adpe jwn W7 9%8C%TC 2
2 https://www.telewebion.com/episode/2220599 (This link was removed)

21 Nazila Fathi, “Text of Mahmoud Ahmadinejad's Speech,” New York Times, 30 October
2005, https://www nytimes.com/2005/10/30/weekinreview/text-of-mahmoud-ahmadinejads-

speech.htinl

22 www.eghtesadebazar.ir/S_pal-cus - A 13948 /il -dusfl; https://www.donya-e-
eqtesad.com/fa/tiny/news-
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3688513: https://www.independentpersian.com/node/82 131/

23 www.eghtesadebazar. it/ yel-cad 5l ] 39048/ Jall s

24 https://www.tabnak.ir/fa/news/ 1000589/; https://www.donya-e-eqtesad.com/fa/tiny/news-
J688450: https://'www.mizanonlinc.com/fa/ncws/652848/

25 hitps://www tasnimnews.com/fa/news/1399/06/14/2341507/

206 https://twitter.com/sviebraily 1/status/ 130227701206 1663233
https://twitter.com/syiebraily 1 /status/ 130191 1775340883968

27 https://www.imna.ir/ncws/442383/:
https://twitter.com/syjebraily 1/stams/1301677790400479233;

https://twitter.com/willchamberlain/status/1301349037363417090:
https:/twitter.com/syiebraily 1 /status/ 1 30166212490153 1648

Thedemiseofthe United States also wasthetopicofaseminarrecentlyheldin Italy. Fars News reportedthatthe
seminarwas hostedby Italianinstitutes Centro Studi Internazionale Dimore della Sapienza and Associazione
culturale il Salvatore Atteso, thereby fostering the idea that this is a sericus topic and not just an Iranian hobbyhorse.
Further research indicates, however, that the two [talian instituteshave strongties witha44-yearold Muslimeleric,

Abolfazl EmamiMeybodi,agraduateofal- MustafaIntemational University, and hisIranian-Italian wife Hanieh Tarkian,

ageopoliticalanalyst and Islamic lecturer who were sent to Italy by the Iranian government to promotelslam.28

Media War versus Military War

On 22 September, Iran commemorated the 40th anniversary of the Iraqi invasion of [ran  the “Sacred Defense” in the
stilted parlance of the Islamic Republic. The occasion produced conversations about the problems of Resistance and
Sacred Defense media, and experts are suggesting solutiens and advocating that the media war may deserve more
attention and be more important than military war. This is not the first time these discussions have emerged. Farlier in
August, authorities and experts emphasized the need to strengthen media resistance—as opposed to military resistance and
increasc in cyberspace content production.

[n acknowledgment of this media war, several experts have suggested possible solutions. In an interview with Radio Goftogoo
on 22 September, Mohammad Sarfi, political editor in chief at Kayhan daily, highlighted the importance of winning
the media war, which is concurrent with the cconomic war “imposed” on Iran following the Iran-Iraq war, and morc

complicated than a military war.2? On 24 September, Hojatoleslam Abolfaz] Ahmadi, aseminary director, concurred.3?
They bothwamed about the enemies’ psychological war and distortion of truth as current threats that need to be mitigated
by youth and creativity. Similarly, in three op-eds that Kqyhan published between 20 and 22 September, media experts
and veterans discussed how to exploit the Sacred Defense to continue the—more imporiant—current media war. They
suggested organizing various movie festivals and media events, focusing on “real” heroes, and employing veterans to

portray battle scenes better and influence the youth.3 ! Writer ArashFahimbelievesthate ffectivelyintroducing theheroes
of the revolution and Iran-Iraq war to new generations is an csscntial part of the media war which guarantees long-term
influence on the youth, On 23 September, Tasnim News Agency reported that it hosted a discourse of Sacred Defense
Cinema which covered the history, developments, and barricrs of production of this genre of film. Several Iranian
filmmakers noted for their work in “sacred defense cinema” warned that there is an ongoing media war and worried that there
arc barricrs and problems, including cxpense, that prevent this very important genre of film from reaching its potential.

28
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https://www. farsnews.ir/news/1 399062 5000690; http://mevbodema.ir/?p=53080; https://twitter.com/haniehtarkian?lan
g=en

29 hiip://radiogoftogoo.ir/newsDetails?m=1751 108&n=713 198

30 https://www . farsnews.ir/chaharmahal-bakhtiari/news/13990702001 109

31 htip:/’kavhan.ir/fa/news/199059: hitp://kavhan.ir/fa/news/198830: http://kavhan.ir/fa/news/198943,

Although sacred defense cinerma is aimed primarily at the domestic Iranian audience, and fears about its limitations reflect the
war generation’s concerns that Tranian youth are not sufficiently militant, it is likely that solutions and techniques that
cmerge fromsuchdiscussionswillbeapplicdtotheproduction of propaganda for a regional audicnee as well.

The execution of Navid Afkari

Although the “Snapback™ sanctions failure was an opportunity for the Nezam to claim victory and portray itselfas a
responsible actor or a victim of US bullying, the benefit was cut short by the regime’s own actions. On 12 September, the
regime executed champion wrestler Navid Afkari, ostensibly for murder during protests in 2018, although Afkari claimed
his confession was coerced. The execution sparked an intemational outery, and Tehran once again found itself playing
defense on the intermational stage. Facing condemnations from the interational community, including the European Union
(EU) and the International Olympic Committee, hardliners responded by accusing their eritics of hypocrisy and double
standards, Responding to a tweet by the German embassy in Tehran that condemned the execution, IRGC affiliated Javan
daily urged Iran’s forcign ministry to cxpel the German ambassador to Tehran, accusing him of cspionage and

intervention in Iran's interal affairs.32 Javan highlighted what it called a campaign by “the Western propaganda
machine” that sought to “politicize the execution.” Jgvan also blasted “the terrorist US president™ Donald Trump
accusing him of shedding “crocodile tears” for the convict. For its part, on 23 September, Fars News, another outlet
affiliated with the IRGC, tweeted a poster with the hashtag “Don’t Execute™ superimposed alongside a photo of

President Tru1np.3’3 The tweet came a day after William LeCroy, a convicted rapist and killer, was exccuted in
Indiana, Fars went out of its way to note that LeCroy’s execution was the sixth federal execution under President
Trump.

The cxecution of Afkari onec again put those who represent the Islamic Republic in an uncomfortable position struggling
to explain why Iran had exccuted a champion athlete. Members of Rouhani’s government, including Foreign Minister
Mohammad Javad Zarif and government spokesperson Ali Rabi’l, distanced themselves from the execution of Afkari,

claiming the judiciary sentenced Afkariand then implemented it at the request of the victim’s family.3435

32 https://twitter.com/Germanyinlran/status/1305233053829210113

33 htps:twitter com/FarsNews Agency/status/13086722296522 13765

34 https:/fuk.reuters.com/article/us-iran-wrestler-zarif'irans-zarif-says-wrestler-afkari-executed- for-murder-not-role-in-
unrest-idUSKCN26C2H7
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35 https://www.aljazeera.com/sports/2020/09/1 5/iran-govt-distances-itself-from-execution-of-wrestler-afkari/
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Abave: A screenshot of a tweet posted on IRGC's Fars News Twitter account with the hashtag of “Don’t Execute”™
superimposed

alongside a photo of President Trump

Gulf States” normalization of relations with Isracl and the issue of Palestine

The Islamic Republic’s outlets this month continued to describe recent normalization agreements between Gulf Arab
countries and Israel as a betrayal of the Muslim world and the Palestinians, but 1t found little support from other Arab states,
including even close ally Syria. which refrained from issuing a statement on the matter. To compensate for and obscure
its own 1isolatien, Tehran organized international conferences and events promoting the creation of pro-Resistance

content such as posters and cartoon contests in sympathy with Palestine.3® One such event was the “International
Association oftheIslamic Awakening,” whichwas held virtually on 1 6 Septemberunder the Secretary-Generalship of Ali

Akbar Velayati, top foreign policy advisor to the suprerne leader.37 Participants included about 50 representatives from
Muslim-majority countries and the main topic was the UAE and Bahrain normalizationagreements withIsrael. Inhis
inauguralspeech, Velayaticalledthe Bahrainiand Emirati move a historic folly emanating from their weakness. He said the

Muslim world can now rest assured that the friendship disguisc is now stripped of their true enemics. 38
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39 https://parstoday.comv/dari/news/iran-1100040; https://iranpress.com/iran-i140066-
irib_head iran_ready to cooperate with chinese media

40 https://www.irna.ir/news/83588042; https://iranpress.com/content/ 16437

Whercas with Russia, Iran scems focused on promoting a counternarrative to the US, its interest in media cooperation
with China seems more defensive, An TRIB study on the “Chinese methods and structure of governing cyberspace”
(February 2018} and intervicws with media officials indicatc that the Islamic Republic’s statc media leadership has been

lockingupteChinaformanyyearsasanexampleof successin governingmediaand cybcrspacefd'] This pastsummer, Sadeq
Emarnian, head of SATRA (a subsidiary of IRIB responsible for regulating online content), met with the Chinese
ambassador on 25 August to make executive plans for an [ran-China cooperation arrangement on traditional and social
media“beyond [ongoing ] cyber-security cooperation.” According tothese officials, Iranian VODand IRIB will work with
Chinese “private companies” like Alibaba on new Internet-based content and platforms. The Chinese ambassador
promised direct communication between SATRA and the Cyberspace Administration of China agency {aka*“CAC™}.
Emamian believes this will enable Iran to governcyberspace by meansbeyond mere censorship and filtering, whichis

“insufﬁcient"42

Iran’s mixed results in Afghanistan

Cultivating shared values..,

A review of Iranian influence operations in Afghanistan reveals that cultural, hinguistic, and religious affinity are among
Iran’s strongest assets in building influence in Afghanistan. Asa Muslim power and the center of a broader Persianate
cultural sphere, Iran can speak in an idiom authentic to the region, manipulating religious values and ethnic and hinguistic

identities to construct a perception of shared identity and interests. This gives [ran an advantage over foreign Western

powerscompeting withIran for influence in Afghanistan and elsewhere in the rf:gionf/"3

AsIranlaunched many educational outreach programs across Afghanistan to promote its interests, it invested especially in
Afghan minority groups sharing religious, linguistic, and cultural ties to Iran, specificallythe Persian-speaking Tajiksand
the Shi'ite Hazaraminority. The Hazaras, inparticular, asa religious minority often targeted by militant Sunni movements,
have been especially receptive as they tend to view Iran as the source of Shi'ite religicus authority and as a political
protector of their community. Building on these shared religious and cultural values, Tehran has been able to mobilize
members of these cemmunities for its political and religious purposes and develop a cadre of local figures willing to
promote Iran’s messaging. As reported in our baseline assessment in July 2019, in Afghanistan, this network includes
television stations, news agencies, and social media platforms focused on communicating in Dari  the Afghan dialect of
Persian—but also employing English and Pushto. A clutch of cultural, religious, and especially educational institutions—
suchastheKabulbranchofQom’s Mustafa international University—provide social goods, such as education, but permeated
with Iranian

41
https://rd.irib.ir/documents/25760057/3952878 1 /cs20% 220%s Slzea2 (0% sui2(0%s J13120%:

o5 https://www.tasnimnews.com/fa/news/1398/08/20/2137924/
42 https://satra.ir/fa/Jedila - osh -0 gbas- s/
43
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idcas. These,inturn, helptodefend andjustify thelesssavoryaspectsoflranianinfluence, suchasthe IRGC’s reeruitment
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of young Afghans from the Hazara minority into the Fatemiyoun mercenary organization sent to fight in Syria.45

Alishier Shahir, editor of Subh-e¢ Kabul, protested these Iranian campaigns and noted that people religiously
motivated are influenced by prayer leaders educated in Iran and by Tran-affiliated travel companiesoperating pilgrimages
vialrantothe Shi’iteholy sitesinIraq. According to Shahir, hundreds ofthousands of poor Afghan Shi’ite families made the
Arbaeenpilgrimageto [ragattheirownexpense. He calculated that during the past ten years, Afghan Shias had spent 35
billion Afghani on these I[ranian-organized programs. In an interview with Subk-e Kabul, Sabira, one woman said she
borrowed money to go to Arbaeen because her mosque’s prayer leader said that the Arbaeen pilgrimage is more rewarding
than Hajj to Mecca. The owner of a travel company in Mazar-e Sharif told the paper that some of his customers are so

poor they would risk spending their children's school budget to make the Arbacen pilgrimage.46 [ran’swillingnesstostep
in to mect that need gains them the gratitude of Shi’ite Afghans and helps create an audicnce receptive to Iranian
messaging,

The Iranian influcnee cffort in Afghanistan, morcover, docs not seck to promote the well-being of the Hazaras and Tajiks
by promoting their assimilation into a broader Afghan identity, Instead, it encourages their self-perception as an
cmbattled minority distinet from the majority population. In doing so, itatoncc inercases the dependency of the minority
on Iranian patronage, and Iran’s leverage with the Afghan government, due to its influence with specific Afghan
communitics. Iran routinely describes the Hazaras and Tajiks as politically and rcligiously vulncrable to the larger Pashtun

community, which Iran claims is supported by the Western countries active in Afghanistanfq?

Anarticle published by Afghan Paper argues that the minorities like the Tajiks and Hazaras and their political leaders such
as former presidential candidate Abdullah or Mohammad Moqagiq have been unable to lobby in Western countries as
effectively as the Afghan Pashtuns, and thus over time non- Pashtuns have become less important to the US and its

allies. 48

...but poisoning the well with arrogance and cynicism

Undercutting the effectiveness of Iran’s appeal to shared values and its patronage of specific communities is the
arrogance and cynicism of Iran’s policies and behavior in and toward Afghanistan. For a country famed for its elaborate
etiquette and subtlety oflanguage, Irancan, attimes, be remarkably heavy-handed. Joumalistic sources report that Afghans
areappreciativeoflranian assistance, suchas aid te local schools, but bristle at efforts toinfluence them tosupport an Iranian
agenda, such as turning

44 8¢e DT Institute, “GOI Propaganda Asscssment Report and Comprchensive Baseline Assessment,”
GTGR SGECPDISCA0029, 25 July 2019, pp. 19-21.

45 https://www etilaatroz.com/39306

46 https://'www.avapress.com/fa/news/191863

a7 https://www.iribnews.ir/fa/ncws/1 800897 : hitps://www.tabnak.it/fTa/ncws/794397

48 nttps://www.afehanpaper.com/nbody.php7id=135869

out to celebrate the Tranian revolution.*? Similarly, Tran’s effort to hedge its bets in Afghanistan by supporting the
Taliban even while working with the Afghan govemment in Kabul feeds Afghan suspicions of Iran's agenda. Many
Afghan political and social activists, such as political analyst Erfan Mehran, protest [ran’s influence in Afghanistan as
interference in Afghanistan’s affairs. According to Mehran, Iran has been interfered in Afghanistan to promote
revolutionary ideclogy, strengthen Iran’s security and stability from other countries’ territory, and protect its interests In
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the rcgion.so Afghan politicians, such as Afghanistan’s spcaker of the parliament Mir Rahman Rahmani, accuse Iran
of interfering in the Afghanistan peace process by hosting Taliban delegations in Tehran, According to Rahmani, hosting
and consulting with the Taliban lcaders in the abscenec of Afghan government officials is contrary to the diplomatic
relationship between the two countries, and Afghanistan considers this to be interference with Afghanistan’s national

interests.5 1

Finally, Iran’s social disdain for Afghans as bumpkins and forcigners, and the casual discrimination and abusc suffered by
Afghan immigrants and refugees in Iran, often overshadow much of the goodwill Iranian prograins build up. Afghan
students studying in [ranian universities have complained about how their tuition will be capriciously increased by the
university, forcing them to discontinue their education, while those born in Iran to Afghan immigrants find they are

disqualified fromrecciving student loans beeause they are considered fcnrcigncr‘s.52 DT Institute has also reporied in multiple
reports this past vear howtheabuseandmistreatmentof A fghanmigrants—frequentlyresnltinginseriousinjuryordeath— at
the hands of Iranian authoritics has become a cause célébre among Afghans, further souring their perceptions of Tran.
Afghan media similarly have exposed how Tran will exploit the dire need of poor Afghans—either among the Hazara
minority in Afghanistan or among the large Afghan community in Iran—for jobs and status to rceruit them into the

Fatemiyoun to fight Iran’s battles in Syria, a policy that has won Iran few plaudits in Afghanistan.53

Iranian Influence Strategies in Iraq and Lebanon: Proven Methods, but Waning Results?

Iran’s influcnec cffort and messaging in the Arab world, cspecially in the fertile creseent, has been remarkable forits
consistency overtime, Tobe sure, Iran hasbeen quick toadoptand adapt new media, such as the internet and social media,
to promote its message and advance [ranian interests, but the Iranian narrativeislittle changed from at lcast the mid-1990s,
and arguably since the revolution itself, Combined with Iran’s tried and effective methods and its persistence, this
narrative has produccd durable gains in influence over time. Yet this strategy has been most sucecssful when Iran’s
opponents

49 DT Institute, “Progress Report on 2nd GOI Propaganda Report,” GTGR SGECPD18CA(029, 30 August
2019, p.7

50 hitps://www.ctilaatroz.com/43559

31 nhttps://ufugnews.com/archives/130451
52 DT Institute, “2nd GOI Propaganda Report,” GTGR SGECPD18CA0029, 28 February 2020, p.13

53 https:/fwww.etilaatroz.com/93123/ 1 o yalga B 5 Cibas b laclidin il 380 oa A Caigy 4l 5o gl

intheregion Israel, the United States, and the Gulf monarchies have overstepped or otherwise misplayed their hand:
the militias organized by the IRGC and loyal to Iran in Lebanon and Iraq were at least in part a response by the local Shia
commnnities to the military operations of Israel and the US, As the regional environment changes, and as yonnger
generations of Arabs ask new questions of theirpoliticallcaders,Iran’sabilitytoretaintheinfluenceithasgained—letalone
buildonthatinflnence and expand it—is likely to face new and considerable challenges.

Mobilize proxies and allies to spread messages

Rather than using its own Arabic media outlets, Iran has increasingly relicd on its proxy media outlets to disseminate
messages pertaining to local Traqi and Lebanese issues. The crux of their messages remains unchanged; regional instabilities are
aimed at weakening the Resistance and [slam, and armed resistance is the only solution to the region’s problems. InIrag, this
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Restricted travel to Iraq

Iranian visitors and Iran-sponsored mawkibs (pilgrimage aid associations) were missing in Ashura processionsinlraq
this yeardue tothe Iraqi government s travel restrictions in the wake of the spread ofthe coronavirns. Perhaps emboldened
by Iran’s absence, some Iraqi mourners tock the opportunity to express their frustrations in their chants, remembering
fallenprotesters,criticizingthecorruptpolitical echeleninthe country,andsomeevendirectlyaccusingthemofallegianceto

Iran. %0 Whilc the Arbacen commemoration has not yct arrived, it may be that Iran will be limited in its ability to usc the
oceasion to portray a sense of unity and amity between Iragis and Tranians as it has done in previous years, Last year the
hashtags “Iran and Iraq Cannot be Scparated” “#3%! Jha J bl 5 i and “Hussein Unites Us™ “irany (5wl
and images of Iraqis welcoming Iranian pilgrims were used to courter rumors ofrising anti-Iran sentiments, ButIran hagnot
been sitting still - Twitter accounts, many ofwhich arc only a few moenths old, are reviving these hashtags, and the Iranian
governmentis striving to make its way into the Arbaeen walk by offering to send 500 maw4ibs to Iraq to provide health

and safety equipment to Iraqi pilgrims. However, [raq has not yet accepted this offer 61

Iran’s proxies accused of targeting protesters

[raq has beeu grappling with ongoing assassinations of young civil activists. While the assailauts remnain unknown and at large,
Iragi and Arab media are pointing to Iran and its clients. This is being further confirmed by recent investigations that found
Hamid al-Jazaeri, deputy head of the pro-Iran Saraya al-Khorasani (The Khorasani Brigades), guilty of targeting Iraqi

protesters, leading to his dismissal from the PMU.62,63 Additionally, Iranisaccuscd of instigating the Iragi public against
protesters and activists by portraying them as traitors who are directed by forging agendas. For ¢xample, in September
2018, Mehr News published an article accusing activists in Basra of receiving training from the US consulate

60 1ttps://www tudaw net/arabic/middleeast/iraq/2 70820208

6l https://www.alkawthartv.com/news/250582

62 hitps://alarab.co.uk/d Al ild pardlls jan godpdiocilind

63 https://claph.com/Web/News/2020/09/1305809 html

to further the US agenda and escalate peaceful protests and riots. Thisarticlenamed Dr. Riham Yaqoob, alocal humanrights
activist, as one ofthose individuals with “strong ties to American diplomats™ and featured herpicturesand hersocial media

accounts. %4 Twoyearslater,in August ofthisyear, Dr. Yagoob was shot and killed by unknown gunmen. 65

Inasimilar manner, Lebanese Hizballah leader Hassan Nagrallah has repeatedly accused protesters of being financed and
dirccted by forcign embassics. His accusations cscalated as hundreds of protesters demanded the militia to tum in their
weapons, and following the Beirut port explosion, took to the streets to demand the immediate resignation of the
goverument and Hizballah-majority parliament. On scveral occasions, pro-Hizballah supporters clashed with protesters in
Beirut, and in one of his more recent speeches, Nasrallah urged his supporters to “hold onto their anger,” implying that they

may need to unleash it against their c;pponents.66

Iranian proxies accused of hindering progress

Iran’s proxies in Iraq were not pleased with Mustafa al-Kadhimi's appointment to the premiership. Kata'ib Hizballah
had accused al-Kadhimi of conspiring with the US on the killing of Soleimani and Kata’ib Hizballah leader Abu Mahdi
al-Muhandis, and it continues to threaten him and question the legitimacy ofhis appointment. Butal-Kadhimihas notbeen
deterred by thesethreatsand continuesto push forward with his anti-corruption and anti-terrorism campaigns, which have
led to the arrest of several businessmen with alleged ties to the Lebanese Hizballah, and to the arrest of 14 Kata'ib Hizballah

members -who were later released- for plotting attacks on diplomatic missions in Iraq‘m'ﬁg Whether these arrests and
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questionings will lead to anything is not clear, but the media coverage of these developments shows thatlran’s fiercestally in
Irag, Kata’ib Hizballah, isa source of troubleand unrestin the country.

Environmental and agricultural challenges

In the past few months, Iraqi media has reported on the plight of Basra, which has been suffering from low water levels and
high salinity in Shatt Al-Arab - the main source of water for drinking and irrigation in the city. This 1s arecurring struggle
facingthecityduetolran’sand Turkey s practicesofbuilding dams controlling water flow feeding into theriver, particularly

inseasons of water scarcity.ég Reportsby Iragi news sites show that many farming families have had to leave their land and
homes astheyarcunableto grow any crops in the current conditions, and experts have raised concerns of a looming water

crisis.’0 Given the lack of responsivencss by Iran and Turkey to the Iraqi govemment’s scveral attempts to
diplomatically address the issue, the Iragi minister of Water Resource indicated that Iraq might soon

64 hitps://ar. mchmews.com/news/ 18876 18/,3 plg oy wi iyl 348 yalliddusill 33

65 https://ultrairag ultrasawt,com/ s/ 3y /¥ as-pbaa Jo Ao g il iy sadleJsaoioalsy y JibltencMe
66 http://program.almanar.com.lb/episode/128614

67 https://www.akhbaralaan net/news/special-reports/2020/097 19/ M - yaks fiamsu 33 sicdidlo oty yauliyse salld)
68 https://aawsat.com/home/article/2360 1 06/Aald-4i ye -yl jac-_siedian laayy, dydhllad 5 pdaidl 5 5-alsiy

69 https:/iwww al-monitor.com/pulse/originals/2020/06/iraq-basra-

water html 70
https://www.udaw.net/arabic/middleeast/iraq/260820209

resort to the international community and law to secure its rights to its water.’! As this issue worsens, Iran will risk
increasingly being identified with water shortages and their negative impact on Iraqi living conditions.

QOpportunities to counter Iran’s propaganda in Iraq and Lebanon

Irag: A recent public opinion survey by the Independent Institute for Administrative and Civil Society Studies (IIACSS)
shows that [raqis’ trustin Iran, across various sects and regions, has declined in 2020 compared to previous years, and that

the Traqi public opinion is less inclined to gravitate to countries based on sectarian similarities.”Z While the survey also
shows that trust in the US has deercascd too, the US generally faresbetter than [ranin the survey results. Furtherexploration
of the survey can help shed light on trends among specific groups and regions in Iraq and identify opportunities for
collaboration with other partners to combat Iranian disinformation cfforts, such as the EU, which was identified as the top
“preferred cultural partner” by survey participants, The survey is not yet publicly available online, but this webinar
recording of Dr. Mungqith Daghir, chairman of ITACSS, explains the survey's methodology and findings.

¢ Reaching out to groups focused on environmental and economic issues may be one avenue to reach out to
grassroots organizations challenging Iran’s policies and influence without raising the political profile of Iragi
activists, whichcanmakethemtargets for[ran’sclients inthe PMU.

®  The protests forpolitical and economic reforms that erupted in Iraqa year ago were intermixed with demands for
better basic services, and some NGOs, such as Humar Dijlah, which is dedicated to preserving [raq’s natural

heritage, maintained a presence in the protest venue to ally theirconcems with the broader demands for reform.”>
Such groups might serve as useful conduits for indireet contact and coordination with more political groups
seeking to reduce Iran’s influence in Iraq.
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Lebanon: To compensate for the Lebanese media’s partial, biased coverage of the developments in the country, young
journalists and activists have started their own initiatives to cover, analyze and share the news from their perspective. An
cxample of such outlets which has become inercasingly popular in Lebaneon is Megaphone News, an independent
platform that aims to promote transparency and accountability by producing easy to digestmultimedia contentandin-
depthanalyticalopinionpicees. Through fact-checking and exposés, Megaphonc has uncovered and deconstructed claims
made by variouspoliticiansand militias,includingNasrallahandhisapparatus. A{-Jazeerahas producedashort

video on Megaphone’s work and impact, featuring several Megaphone team members, including its managing editor,
JeanKassir. InadditiontoMegaphone, Akhtbar Al-Saha, 1 7 Teshreen, Propaganda,

71 hitps://www rudaw net/arabic/middlccast/130920202

72 hitps://www.independentarabia.com/node/ 127976/ gapasiic o -ude B - gf 5o aldado 36l 5 /Al

73 Kira Walker, “A Worsening Water Crisis Is Threatening Iraq’s Future,” World Politics Review, 21 September
2020, https://www.worldpoliticsreview.com/articles/29072/in-irag-water-crisis-deepens-threatening-the-country-s-
futurc

and Lifgqi are exainples of grass-roots initiatives that provide alternative news coverage, and while they donotaimtocounter
Iran’s propaganda, they do encourage a non-partisan, secular approach to politics, which runs counter to Iran and
Hizballah’s idcologics.

Assessing Iran’s Propaganda & Influence Operations

After morc than aycar of rescarching and analyzing [ranian influencc operations and propaganda, a nuanced and balanced
assessment of the Islamic Republic’s soft war effort and capabilities maybe ventured. Tran has demonstrated persistence
in promoting its narrative and a willingness to dedicate considerableresourcestoboththedissemination ofits narrativeand
thepatronageofthosereceptiveto its message. ButIran hasrarely succeeded inshaping the dominant narrative inthe region
to its own advantage. Its successes have come largely when the actions of its opponcents—primarily the United States,
Israel, and the Gulf monarchies—are perceived by the regional publicsasunusually aggressive, overbearing, or threatening
in some way; that is, when the actions of Iran’s adversaries seem to resemble the caricatures Iran's propaganda machine
dispenses more closely. Andevenatthosetimes, Iran’s most durable success is largely confined to other Shia communities
that share a religious tradition with Iran, other communities, and crganizations under stress from countries and
governments at odds with Iran. Itisthislarger, strategic failure—Iran’s inability after 40 years to mobilize the larger Arab
population of the region behind its militant agenda that should be borne in mind as we examine the strong peints and
vulnerabilities of Iran’s influence operations. No matter how skillful, subtle, or persuasive Iranianmessaging may be, it
is operating within the context of a narrative of limited, even declining appeal. The Islamic Republic may have good
advertising, butitis trying to sell an Edsel.

Strong points...

The strengths of Iran’s influence and propaganda effort may be summed up in three words: authenticity, dedication,
and rcputation. These three qualitics lend the [ranian narrative and messaging certain credibility and giveitanadvantage over
its two most important adversaries; Israel and the United States. These strengths should be neutralized asmuchas possible
insccking tocounterIranian disinformation.

Authenticity. By authenticity, wemean the built-inadvantage Iran has in communicating with regional audicnecs by virtue
of being an integral part of the Middle East. Asa Muslim society and participant in Middle Eastern history formillennia,
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Accentuating the negative in Iranian influence—a tentative outline

In countering Iran’s influcnec across the region, the center of gravity is the Islamic Republic’s pose as a benign powcer
protecting weak neighbors and embattled minorities against an expansionist Israel, an imperialist US, and the savagery of
Sunni Salafist movements funded and encouraged by corrupt Gulf monarchies. Those seeking to counter Iran’s narrative
will want to expose Iran’s appeal to Muslim values as a mask and pretext for a policy of domination; its message of
revolution and resistance is, in fact, an out of date, failed policy that shows how out of touch the Iranian Nezam is with the
needsofthe region’s peoples—including Iranians; and to focusonlran’s arrogance and cynicismas the authentic message
and quality of the Islamic Republic.

7 Qassim Abdul-Zahra and Joscph Krauss, “Protests in Irag and Lebanon posc a challenge to Iran,” Associated Press.,
30 October 2019, https://apnews,com/article/62642940e3{edb1b87323decc9487fea

To strengthen receptivity to such messaging, it would be wise to connect the Islamic Republic—and its clients—to the
problems endured and grievances voiced by the region’s public. This would,ideally, bring the problem of Tran down from
the abstract and rarefied realm of “intemational conflict™ and “clashes of paolitical systems™ and make it part of the
everyday problems faced by average Lebanese, Iragis, and Afghans. One approach would be to show that the
gricvances faccd by the people of Lebanon, Iraq. and Afghanistan arc not unique but arc an incvitable byproduct of
Iranian influence. Where Iranian influence—direct or via clients and proxies—gains a foothold, corruption, lawlessness,
violence, adeconomicandenvironmental degradation follow, ThigsiswhathappenedinIran, andthis is what Iran’s “export
of the revolution™ means for the region. Examples that might be emphasized across regional audiencesinclude:

e (ross corruption: In Lebanon, two years ago, Hizballah promised to get to the root of corruption butdid
nothing; corruption is now so bad in Lebanon that foreign donors are refusing aid unless reforms are made—
yet Hizballah refuses because it benefits from the kind of corruption that saw tons of explosives abandoned and

ignored for years inthe port of Beirut.” In Iraq, militias organized and directed by Iran’s Qods Force operate as
lawless mafias; Kita’ib Hizballah controls Baghdad's airport just like Lebanese Hizballah controls Beirut port.
One of Kita"ib Hizballah’s front companies — “Gulf corporation”—has been awarded al2-year contract at the
Baghdad and Basra airports worth tens of millions of dollars, despite the corporation not having the proper

accrcditation.T"l Infraen,itisthe samc—the IRGC, the “government with guns.” as President Rouhani called
them, chgageincorruptiononagrandscale, asrevealed in the allegations against former IRGC generaland Tehran
Mayor Mohammad Bager Qalibaf.

o (ross incompetence. In Lebanon, no one has been found responsible for the Beirut port cxplosion that
killed hundreds and inflicted billions of dollars in damages; rather than promise to get to the bottom of the event,
Hizballah has instead threatened those Lebanese demanding anaccounting, InTrag, there is achronic lack ofbasic
services inBasra, the waterisbecoming undrinkable andaninability to passreal reformsbecause thepolitical
partiesarebeholdento the militias, and no one is accountable to the people. The problem is seen in Iran as well;
last January, the [RGC shot down a Ukrainian airliner and first tricd to coveritup; then itadmiited

75



N -
FL-2023-00013  A-0Q000749433 :FNci‘ﬂqu" 'I' Uipezs Page 178

/=N

76 “Hezbollah identificd with Lebanon's corruption, faces public anger,” The 4rab Weekly, 20 August
2020, https://thearabweekly.com/hezbollah-identified-lebanons-corruption-faces-public-anger; Borzou Daragahi,
“Hezbollah didn'tinvent Lebanon’s corruption, butit’s now the biggest obstacle to reform,” The Independent, 9
August 2020, https.//www.independent.co.uk/independentpremium/voices/lebanon-beirut-explosion-hezbollah-
cormruption-warlords- civil-war-a9660196.html

77 RobertF. Worth, “Inside Iraq’sKleptocracy,” New York Times Magazine, 29 July
2020, https://www.nytimes.com/2020/07/29/magazine/irag-corruption.html

its mistake—but no one has been held accountable. The Plasco building fire in 2017, the massive floods in
March 2019, and the environmental damage created by dams built by the IRGC are other examples of
incompetence that have not been correeted nor for which has anyone been held accountable.

e No allegiance to the state, or the will of the people. In Lebanon, Hizballah is a law unto itself; its
deliberations and decisions are secret and not subject to government review or publicized for the people.
Yct Hizballah can take Lebanon into war, murder politicians that opposcit,and block thestate fromreceiving the
loansitdesperatelyneedstosavethe economy. The story i1s the same in frag, where Kita'ib Hizballah and other
Iranian militias give their allegianceto Iranian Supreme Leader Khamenei—as does Lebanese Hizballah—and
arefreeto conductaprivate waragainstthe US military presenceand fire rockets atthe Green Zone. Once again, the
example these militias are following may be found in Iran, where the IRGC answers only to the Supreme Leader
and is free to ignore or opposc the cleeted govemment. In May 2004, the IRGC prevented scized control of the
new lmam Khomeini airport in Tehran from theelected govemmentto preventthe Turkishcompany TAV, which
had invested $14 million in the project, from managing the facility as stipulated in its agreement with the

government. 8

e Thelranian modelis based on coercion, violence, and war: In Lebanon, Hizballah has drawn Lebanon into
the civil war in Syria, and in 2006 war with Israel, heedless of the danger these posed to Lebanese interests. And
when the Lebanese people demanded accountability and reform after the Beirut port cxplosion, Amal and
Hizballah thugs beat up protesters, and Nasrallah told his followers to “held on to their anger.” Similarly, in
Iraq, Iran’s militias, such as Kita’ib Hizballah run amok; they have deployed snipers to kill Traqi protesters

demanding rcfonn;79 they have singled out and murdered activists that opposc their powcr;80 and they arc not

concerned about tuming Iraq into a battlefield between the US and Iran. Finally, in Iran, we see the same issue;
in November 2019, the IRGC and Basij killed between 300 and 1500 protestersinjusta few days; andithasa
historyofassassinatingactivistsathome anddissidents

78 Eva Munz, “Notes on Tehran’s Mehrabad and Imam Khomeini International Airports;

Ofcoursethere is no blood fountain,” Bidoun, Spring, 2006, https://bidoun, org/articles/notes-on-tehran-s-mehrabad-and-
imam-khomeini-intcrnational-airports

79 Qassim Abdul-Zahra and Joseph Krauss, “Protests in Irag and Lebanon pose a challenge to Iran,” Associated Press,
30 October 2019, https://apnews.com/article/62642940e3fedb1b87323decc9487fea

80 Joe Snell, “Intel: Murder ofanother [ragiactivist sparks new wave ofdemonstrations,” 4/ Monitor, 24 August
2020, https://www.al-monitor.com/pulse/originals/2020/08/iraq-protests-basra-assassinations-iran-backed-
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militias.html#ixzz6ZT83INVz ; Chloe Cornish, “Basra killings dash hopes that Iraq can rein in militias,” Firancial
Times, 20 August 2020, https:/fwww.ft.com/content/b28¢b303-ed56-4087-93a6-fd4e 1 4965522

abroad. It is a system that must oppress beeause its corruption and incompetence prevent it from mecting the
needs of its people. The Islamic Republic promises to liberate the oppressed, but in practice, it only empowers
those few whopledge theirallegianceto Tehran; the restmust do as they aretold.

Concluding Observations

Iran’sinfluence operations areglobal inscope, draw on multipleregimes and governmentinstitutions, are well-resourced,
and enjoy support from the highest authorities in the Islamic Republic. As impressive, broad, and persistentasthe
Iranian influence effort is, we should notbe blinded toits limitations. Iran’s appeal is very limited--even among Shia
Muslims--and the regime has failed to replicate its 1diosyncratic model of clencal government anywhere else or to retain
the admiration of many of its own people. The authenticity, dedication, and reputation that characterize its influence
opcrations are impeded by the regime’s particularism, its anachronistic vision, and the arrogance of its actions. As the
younger generation in the Arab countries ofthe fertile crescent presses its demands for reform, Tran is coming to be seen as
partofthe problem preventing these socictics from progressing. It is an opportunc moment to consider ways to push back
against Tehran’s misleading narrativeand message,
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