United States Department of State

Washington, D.C. 20520

November 29, 2024
Case No. FL-2023-00013

Reed Rubinstein

America First Legal Foundation
611 Pennsylvania Avenue, SE, #231
Washington, DC 20003

Dear Mr. Rubinstein:

As we noted in our letter dated October 31, 2024, we are processing your
request for material under the Freedom of Information Act (“FOIA”), 5 U.S.C.
§ 552. The Department of State (“Department”) has identified two
additional responsive records subject to the FOIA. Upon review, we have
determined that both records may be released in full.

An enclosure explains the FOIA exemptions and other grounds for
withholding material. Where we have made redactions, the applicable FOIA
exemptions are marked on each record. Where applicable, the Department
has considered the foreseeable harm standard when reviewing these
records and applying FOIA exemptions. All non-exempt material that is
reasonably segregable from the exempt material has been released and is
enclosed.
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We will keep you informed as your case progresses. If you have any
guestions, your attorney may contact Kevin Bell, U.S. Department of Justice
Trial Attorney, at kevin.k.bell@usdoj.gov and (202) 305-8613. Please refer
to the case number, FL-2023-00013, and the civil action number, 22-cv-
03386, in all correspondence about this case.

Sincerely,
Avery Bullard
Supervisory Government Information Specialist

Litigation and Appeals Office

Enclosures: As stated.
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The Freedom of Information Act (5 USC 552)

FOIA Exemptions

Information specifically authorized by an executive order to be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification categories:

1.4(a) Military plans, systems, or operations

1.4(b) Foreign government information

1.4(c) Intelligence activities, sources or methods, or cryptology

1.4(d) Foreign relations or foreign activities of the US, including confidential sources

1.4(e) Scientific, technological, or economic matters relating to national security,
including defense against transnational terrorism

1.4(f) U.S. Government programs for safeguarding nuclear materials or facilities

1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects,
plans, or protection services relating to US national security, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

Related solely to the internal personnel rules and practices of an agency

Specifically exempted from disclosure by statute (other than 5 USC 552), for example:

ARMSEXP Arms Export Control Act, 50a USC 2411(c)

CIA PERS/ORG Central Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT CONTROL  Export Administration Act of 1979, 50 USC App. Sec. 2411(c)
FS ACT Foreign Service Act of 1980, 22 USC 4004

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f)
IRAN Iran Claims Settlement Act, Public Law 99-99, Sec. 505

Trade secrets and confidential commercial or financial information

Interagency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

Personal privacy information

Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
(F) endanger life or physical safety of an individual

Prepared by or for a government agency regulating or supervising financial institutions
Geological and geophysical information and data, including maps, concerning wells
Other Grounds for Withholding

Material not responsive to a FOIA request excised with the agreement of the requester
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Proliferators of Russian Disinformation in Belarus

According to a 2019 study by USAID-funded media monitoring project Media 1Q, Belarusian
state television is one of the most significant proliferators of Russian disinformation and
propaganda. The study found that nearly 49% of primetime programs broadcast on Belarusian
state television originated in Russia. The graph below shows the percentage of Russia-
originated primetime programs by channel.
https://mediaiq.by/article/kak-za-byudzhetnye-dengi-v-belarusi-prodvigayut-russkiy-mir-cifry-
primery-infografika
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Following an employee walkout at the Belarusian state broadcaster and several firings of
employees accused of supporting the opposition, international news outlets have reported that
a large group of Russian media professionals have taken over Belarusian state television at
President Lukashenko’s request. According to the GEC partner NGO iSANS, “We already see the
first results of this work: wild propaganda videos ... with the aim of demonizing Svetlana
Tikhanovskaya. In fact, now the role of state TV channels is reduced to inciting violent civil
conflict in Belarus.”

Other major proliferators of Russian disinformation in Belarus include:

» Sputnik Belarus — a Belarusian branch of the Russian state-funded Sputnik news agency:
https://sputnik.by and https://t.me/sputnikby and https://t.me/sputniklive

» Komsomolskaya Pravda Belarus — a Belarusian branch of the Russian pro-Kremlin daily:
https://www. kp.by

e SONAR2050 — one of the key promoters of the Union State narrative:
https://www.sonar2050.0rg

SENSITIVE BUT UNCLASSIFIED
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» Teleskop — publishes pro-Union State narratives and materials critical of democratic
opposition members and independent media; also fake news of attacks against Russian
speakers: http://teleskop-by.org

» |MHOclub Portal — positions itself as an “open public political discussion club for
everyone who cares about the present and the future of Belarus.” Led by individuals
with ties to the European right. Its Latvian branch was closed by Latvian security
services: https://imhoclub.by

¢ Aleksey Dzermant — IMHOclub’s editor-in-chief; pro-Russian and Eurasianist; often
appears on Russian state TV: https://t.me/dzermant

* Grodno Daily — created in February 2018 and hosted in Moscow: http://grodnodaily.net

¢ Vitbich — Created in February 2018 and hosted in Moscow. Re-publishes content from
Sputnik and pro-Kremlin Telegram channels: http://vitbich.org/

» Nash Gomel — Hosted in Russia, but purports to be a regional news source:
http://sozh.info

¢ Chesnok — the site republishes content from Russian propaganda outlets RT, Sputnik
and Tsargrad: https://4esnok.by

¢ Berestye News — another Moscow-hosted site that poses as a regional news website:
https://berestje-news.org

» Pool Pervogo —an anonymous Telegram channel that mostly reports on Lukashenko’s
activities and often publishes Russian propaganda: https://t.me/pul 1

¢ Vremya — news bulletin produced by the Russian state-owned broadcaster Pervyy Kanal.
In Belarus it is transmitted each night by Belarusian state-owned channel ONT
(Obshchenatsionalnoye televideniye).

¢ Vesti — news bulletin produced by the Russian state-owned broadcaster VGTRK
(Vserossiyskaya gosudarstvennaya televizionnaya i radioveshchatelnaya kompaniya). In
Belarus it is transmitted each night by the Belarusian state-controlled TV channel RTR-
Belarus.

¢ Segodnya — news bulletin produced by the Russian state-controlled broadcaster NTV. In
Belarus it is transmitted each night by the Belarusian state-owned channel NTV-Belarus.

» Panorama —news bulletin produced and broadcast by the Belarusian state-owned
channel Belarus 1.

¢ Nashi Novosti — news bulletin produced and broadcast by the Belarusian state-owned
channel ONT.

e 24 Chasa—news bulletin produced and broadcast by the Belarusian state-controlled
channel STV.

» BelGazeta — weekly newspaper whose ownership structure is not in the public domain
but is known to belong to the same group of Russian shareholders as Komsomolskaya
Pravda v Belorussii.

» Argumenty i Fakty v Belorussii — belongs/ed to the PromSvyazCapital group controlled
by Russian businessmen brothers Dmitriy and Aleksey Ananyev.

SENSITIVE BUT UNCLASSIFIED
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