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We will keep you informed as your case progresses. If you have any
guestions, your attorney may contact Kevin Bell, U.S. Department of Justice
Trial Attorney, at kevin.k.bell@usdoj.gov and (202) 305-8613. Please refer
to the case number, FL-2023-00013, and the civil action number, 22-cv-
03386, in all correspondence about this case.
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Jeanne Miller
Chief, Programs and Policies Division
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T he Kremlin's spreading of unfounded and debunked allegations that the United States and Ukraine are
conducting chemical and biological weapons activities in Ukraine is part of a well-established Russian

disinformation tactic.

The Kremlin has a long track record of accusing others of the very violations they commit. The United States
does not own or operate any chemical or biological laboratories in Ukraine and is in full compliance with

its obligations under the Chemical Weapons Convention (CWC) and Biclogical Weapons Convention (BWC).
Ukraine is also in full compliance with its obligations under the CWC and BWC It is, in fact, the Russian
Federation that has active chernical and biological weapons programs and is in violation of its international

obligations.

Just like during Putin's war of choice against Ukraing, the Russian government spreads disinformation
to shield its Syrian ally from accountability after the Assad regime's repeated use of chemical weapons,
inclading the 2017 sarin attack against Syrians in Khan Shaykhun. The Kremlin alse denied its own
responsibility for the 2018 Novichok poisoning of Sergei Skripal and his daughter Yulia in the United
Kingdom and the subsequent, related death of a UK citizen in Amesbury. The Kremlin also has tried to
escape taking responsibility for the Novichok poisoning of Russian opposition politician Aleksey Navalny
in 2020. Each time, the Kremlin used its seat in maltilateral organizations as a platform to spread its
disinformation. The Kremlin is now attempting to use the United Nations Security Coundil (UNSC), the
Organization for the Prohibition of Chemical Weapons (OPCW), and other multilateral organizations to

deceive people on this issue and to justify President Putin's brutal war of choice against Ukraine,

b Krem s e al Vieapne s aformglon Campg gos
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Use of Multilateral Organizations

On April 6, 2017, fellowing a U.S. strike on the airfield from which Assad's planes dropped chemical

weapons on Khan Shaykhun, Russian President Vladimir Patin zaid the U.S. attack was made "under an

invented pretext.” The following day, Kremlin spokesperson Dmitri Peskov clatned that “all Syrian armed
forces’ chemical weapons stockpiles were eliminated was registered and confirmed by the Organization for
the Prohibition of Chemical Weapons (OPCW), a specialized UN unit.” In addition to ignoring the fact that
the OPCWY is not a body of the UN, Peskov's statement disregarded the fact that both the OPCW and the

UN had repeatedly declared that Syria's CWC declaration cannot be considered accurate and complete. The

IN ADDITION TO IGNORING THE FACT THAT THE OPCW IS NOT A
BODY OF THE UN, PESKOV’'S STATEMENT DISREGARDED THE FACT
THAT BOTH THE OPCW AND THE UN HAD REPEATEDLY DECLARED

THAT SYRIA'S CWC DECLARATION CANNOT BE CONSIDERED
ACCURATE AND COMPLETE

OPCw's Declaration Assessment Team {DAT} had engaged the Syrian government to resolve oJtstanding
issues for eight years but continued to discover new gaps, inconsistencies, and discrepancies with Syria’s
declaration. This specific example illustrates how the Russian Federation is willing to falsely invoke the UN

and the OPCW to further its disinformation narratives when it suits their needs.

On April 11, 2017, Putin c aimred the chemical weapon attack on Khan Shaykhun was a false flag operation
and warned that future false flag operations were planned. Various oatlets subsequently spread this
disinformation. The next day, the Russian Federation vetoed a UNSC resolation condemning the attack.
Russia's representative, Vladimir Safronkov, promoted both disinformation narratives in one intervention,
sfat ng that it was an "alleged use of chemical weapons” but then later claimed that the Russian government
has “every reason to believe that after Khan Shaykhun other provocations by extremists using toxic
sdbstances could follow.” In his statement, Safronkov also questioned the professionalism of the OPCW.
During the vote on the resclution, he aggressively warned the British representative, "Don’t you dare insult

Russia againl” Safronkov's tirade at the UNSC received significant attention in coth Westerr ane Russian

mecia, and even RT noted the undiplomatic nature of his remarks. His emotional outbursts brought more

attention to Russia's false argaments at the UNSC,

An April 13, 2017, the OPCW Executive Council meet ng held to discuss the use of chemical weapons in
Syria offered the Russian Federation another opportunity to Jse a multilateral organization as a platform to
spread disinformation. After Russia vetoed a UNSC resolution the day before that would have urged Syria
to cooperate with the JIM, Russia and Iran proposed launching a new, separate investigation mechanism.

Following pushback, Russian Foreign Minister Sergey Lavrov falsely ¢ aimrec again the attack was staged

Glebl -ngagcreen Canter
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and hinted those countries that voted against the Russia-Iran proposal to launch a new investigation

mechanism had a guilty conscience. The ¢ scass on contrued Apr 19 ard 20, when the Kremlin dispdted

sarin gas had been used in Khan Shaykhun, adopting the narrative Putin had presented on April 11 that
the attack was staged. Following the failure of Russia's and Iran's proposal to launch a new investigation
mechanism at the 54th Meeting at the OPCW's Executive Council, Lavrov said, “l think we are very close 1o

this organization [OPCW] being discredited.”

These actions illustrate how the Kremlin constructs a disinformation campaign following the use of

chemical weapons,
Role of Russia’s Disinformation and Propaganda Ecosystem

As it did during other disinformation campaigns, the Kremlin supported the use of inauthentic personas,
bots, and trolls following the Khan Shaykhuan attack to spread its false claims. There was a cear spike in the
creation of Twitter accounts in support of Russia's narratives after the attack. Following the April 6, 2017,
.S, strke on the Syrian Shayrat airbase, the U.S. Department of Defense stated the number of Russia’s troll
accounts increased 2,000 percent in reaction to the situation. Russia’s Mission to the UN also macxec the

.5, Ambassador to the UN on Twitter, likely in an attempt to bring further attention to Russia's claims.

The Kremlin relies heavily on its disinformation media network to introduce its most odtlandish false

claims. For example, on Apr_ 8 and Apri 12, 2017, the Russian military's television channel TV Zvezda falsely

claimed Ukraine had delivered chemnical weapons to the Middle East. In addition, Russian state propaganda

outlet Sputnik c airred that Qatar-based Al Jazeera news channel had filmed the Khan Shaykhun chemical

attack and therefore was somehow complicit in staging it. Other Russiar state control ee and proxy media

repeated this narrative, but it did not get picked up by Western media.

The Kremlin used its disinformation and propaganda resodrces 1o shape the information space, adapting
its strategy after repeated chemnical weapons attacks by the Assad regime became harder to flatly deny.

Russia's Ministry of Defense falsely Camec in March 2018 that "American instructors have trained several

groups of insdrgents near al-Tanfin order to hold provocations with chemical weapons in the south

of Syria...” and that "the Jabhat al-Nusra armed formations with support of so-called ‘White Helmers'

are preparing a staged chemical attack near the settlemments of al-Habid and Qalb Luza located 25 km
northwest Idlib. Therefore, 20 containers with chloride have been delivered there.” Jabhat al-Nusra is a
terrorist organization and the White Helmets do not work with terrorist organizations, In this instance there
was no attack, nevertheless, repeated false chemical weapon predictions by Russia's Ministry of Defense,
Putin, and other Russian officials show that, the Kremlin will add to its initial disinformation narrative to
further distort the information environment. Syria has leveled hundreds of similar accusations about
sdpposed terrorist chemical plots, sometimes weaving into the accusations claims of alleged Western
sdpport, but the OPCW has not been able to verify any of these allegations from Syria or Russia. These
frequent false claims provide an ample source of unverified material that Russian propaganda netwarks

can then armplify,
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THE SALISBURY AND AMESBURY POISONINGS 2018

he Russian Federation used a m litary grace ¢hemica weagor in the United Kingdorm when Russian
T military intelligence {GRU) attermnpted to assassinate Sergey Skripal and his daughter Yulia with the
nerve agent Novichok in Salisbury, England, on March 4, 2018, This attack not only resulted in long term
hospitalization for both Skripals, but also for a British paolice officer who was first on the scene. In June
2018, a British couple was poisoned by the same agent in nearby Amesbury, after one of them came in
contact with an abandoned perfume bottle containing the poison. UK citizen Dawn Sturgess died after
this exposure, the result of Russian mishandling of the deadly poison. The Kremlin's disinformation and
propaganda ecosystern quickly went into action to protect Russia's interests after international outrage

to the assassination operation

onducted on NATO <51 2 FOLLOWING BOTH THE SALISBURY AND
many multiateral meetngs AMESBURY INCIDENTS, RUSSIAN STATE
held on the Salisbury poisoning,

Russia continded to lie about MEDIA AND RUSSIAN GOVERNMENT

o o
8 Invelvement, muentng OFFICIALS PRESENTED MANY, OFTEN

false narratives abodt who

was responsible and seeking MUTUALLY CONTRADICTORY, THEORIES

to lay groundwork for future
ABOUT WHO WAS RESPONSIBLE.

disinformation campaigns about

chemical weapons.
Multiple Conflicting Disinformation Narratives

Following both the Salisbury and Amesbury incidents, Russian state media and Russian government officials
presented many, often mutLa ly cortrad crory, theories about who was responsible. The Kremlin has alsa
used the technique of flooding the information space with many false claims following events such as

the Khan Shaykhun chemical weapon attack and the downing of Malaysian Airlines Flight 17. False and

contradictary claims about the Salisbury poisoning included:
O It never happened: the Skripals were not poisoned;

O Someone else did it: the UK, the United States, Ukraine, exiled Russian oligarchs, Bill Browder, Yulia

Skripal's future mother-in-law, etc.;

O It was not Novichol: it was either a NATO toxin or fentanyl; Novichok daesn't exist; Novichok was

invented elsewhere, not in Russian labs; Skripal was smuggling chemical weapons;

O Russophobia: Nazi propaganda; the West is vilifying Russia as a nation of criminals;

Glebl -ngagcreen Center
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O Itis a provocation invented for an ulterior motive: to justify sanctions; increase NATO's military

budget; justify more NATO troops in the Baltic states and Eastern Europe; boycott the upcorning World
Cup todrnament in Russia; prepare for war against Russia; influence Russia'’s elections; divert attention

from Brexit or Western scandals; and harm Russia‘s reputation as a peacemaker.

A study by Kings College London found that in the month following the Salisbury poisoning, Russian
goverrnment-funded RT and Sputnik published 735 articles about the poisoning, using 138 different, often
contradictory, narratives. RT and Sputnik often cited high ranking Russian government sources to support

I

these lies, The study found that the government sources’ "use of combative and confrontational language
towards Western counterparts resulted in substantial coverage by mainstream UK media.” Tne stucy
conc Lded this was the most successful means by which the Russian Federation inserts Kremlin-generated

narratives into Western media.

As it did with the Khan Shaykhun attack, the Kremlin used social media to amplify its disinformation. DFER_ab
faund that *between March 28 and April 4 [2018], two out of [every] three articles on the Salisbury case

shared on Facebook, Twitter, LinkedIn, or Pinterest came from Kremlin-funded media outlets."
Use of Multilateral Organizations

As the Kremlin filled the information space with its disinformation narratives, the UK and its allies led
internaticnal efforts to seek accountability for the use of a chemical weapan. In the March 14 UNSC
mreetirg, Russian Armbassador to the UN Vasily Nebenzia repeated disinformation claims pushed by
Russia's state and Russia-friendly media, including false cla ms that it was the UK that poisaned the Skripals.

Newzenzia claimed the only way the UK could be certain the poison used against the Skripals was Novichok

was if British officials already possessed some of the agent with which to compare the sample, nsnuatng

that the poison must have come from British chemical labs, a blatant fabrication.

At the first OPCw meer ng following the poiscning, March 13-15, 2018, Russia's representative cenied
the UK's accusations and said the UK would be held accountable for its lies. On April 4, the OPCW held

a special meeting of the Executive Council, at the request of Russia, to specifically discuss the Salisbury
poisoning. Russia's delegation brought a Doctor of Chemical Sciences from its Ministry of Defense to testify.
His testimany promoted Russia's claims that the knowledge of Novichok production is easily accessible,
therefore it was possible for any state to create it, and that the formula of the Novichok used against the
Skripals is impossible to track to any one nation. A Sputnik report guoted this expert, lvan Rybalchenko,

a few days earlier, when he falsely claimed the United States had created the nerve agent used against
Skripal. This claim was debunked a few days later in an interview with media by retired Russian scientist
Vil Mirzayanov, who said that "production [of Novichok] was only refined in the USSR and Russia." This is a
clear example of the Kremlin using multilateral organizations to promote disinformation narratives that it

concurrently spreads in the media.

"The Atlantic Council is a recipient of U.5. government funding.

10
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The next day, April 5, the UNSC ¢ scassed the Salisbary poisoning. Ambassador Nebenzia cla med Russia's

different theories of the Skripal poisoning were the opinions of jodrnalists, not Russian autharities, He
then used the rest of his speaking time to present yet even more scenarios for how the Skripal poisoning

happened, including his theory that Western intelligence services were behind the attack.

During two other UNSC meetings held on April 10 and 12 to address the use of chemical weapaons by the

Assad regime in Syria, Russia’s disinformation ecosystern arremptec to link the Salishury poisoning to Syria

by claiming the white Helmets had conducted 3 false flag operaticn in Douma.

The extent of the Kremlin's campaign against the OPCW became even more clear on April 13 when the
Netherlands Defence Intelligence and Security Service apprenerded four agents from the Main Directorate
of the General Staff of the Armed Forces of the Russian Federation (Russian military intelligence- GRU) Unit
26165 for attempting ta hack into the OPCW HQ's netwark. Dutch officials also found ev'derce the Russian
gaverrnment was planning a cyber operation on a Swiss OPCW lab. At that time, the OPCW was analyzing
bath the Salisbury poiscning and the Douma attack. What the Kremlin would have done with access to the
OPCW's system is unclear, but there is precedent for the Russian Federation conducting "hack and release”

operations, often falsifying contents of a hack to support its later narratives.

On April 18 both the UNSC and the OPCW Executive Council held meetings, which Russia used to spread
disinformaticn. In the UNSC, Russia's representative gLest oned the April 12 OPCW technical assistance
tearn report, which “confirmled] the findings of the United Kingdorn relating to the identity of the toxic
chemical that was used in Salisbury.” In the OPCW meeting, Russia's representative out ired what he
claimed were eight false charges against Russia. In addition, the Russian Federation sucmritted an 11-
page aide memoire, or informal diplomatic message, outlining many of its arguments in-depth. Kreml'n-
backec media reported the Russian OPCW and UN representatives' statements without fact-checking

their accuracy. The next day, Russia’s MFA spokesperson Maria Zakharova accased the British intelligence

services of conducting a false flag operation to frame the Russian Federaticon for the poisoning, an

accusation that was picked Jp and spread by other pro-Kremlin disinformation outlets.

A STUDY BY KINGS COLLEGE LONDON FOUND THAT IN THE MONTH FOLLOWING THE

SALISBURY POISONING, RUSSIAN GOVERNMENT-FUNDED RT AND SPUTNIK

PUBLISHED ARTICLES ABOUT THE POISONING, USING DIFFERENT, OFTEN

CONTRADICTORY, NARRATIVES.

10
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One of the most bizarre disinformation tactics the Kremlin deployed
following the Salisbury poisoning was a 25-minute video interview
with the two GRU officers accused by the UK of carrying out the
poisoning, conducted by RT editor-in-chief Margarita Simonyan.
Ddring the ntervew, the two men, visibly uncomfortable and poorly
rehearsed, spun a tale of a tourist trip te Salisbury daring which
they were unable to see the Cathedral due ta a light snowstorm.
Simonyan tried to justify her guests’ awkwardness by insinuating
they may have been trying to canceal a same-sex relationship. The

British government cal cd the interview "an insult to the pablic's

intelligence.” The disinformation, however, worked within Russia:

only three percent of Russian citizens in October 2018 peicved the

Kremlin was behind the poisoning, while 28 percent believed it was

British intelligence.
NATO's Response

Mare than 20 countries and NATO expel ec 153 Russian Federation
diplornats and intelligence officers following the British government's
decision to expel 23 Russian officers on March 20, 2018, Then-
British Prime Minister Theresa May cal ed it "the largest collective

expulsion of Russian intelligence officers in history.” NATO's

5/31/2024 12

ONE OF THE

MOST BIZARRE
DISINFORMATION
TACTICS THE KREMLIN
DEPLOYED FOLLOWING
THE SALISBURY
POISONING WAS A
25-MINUTE VIDEO
INTERVIEW WITH THE
TWO GRU OFFICERS
ACCUSED BY THE UK
OF CARRYING OUT THE
POISONING, CONDUCTED
BY RT EDITOR-IN-CHIEF
MARGARITA SIMONYAN.

response made it clear that despite Russia’s attempts to spread disinformation, there was no confusion in

the minds of the Western governments as to who was respansible.

The concerted response to the Salisbury and Amesbury poisonings provide an example of the power of

unity among allies following a chemical attack. Allies working closely together maintained clarity in the face

of the Kremlin's attempt to distract and confuse with multiple different disinformation ¢laims. Further,

international partners were able to take concrete, impactful actions with a broad coalition of countries

to impose costs on the Russian Federation for its brazen action. The increased use of chemical weapons

also led to States Parties to the OPCW adding two families of Novichok agents to the CWC's "Schedules of

Chemicals” in Novernber 2019 by consensus,

B Krem s Dol Vieapone s afonmeL on Campagos 1]
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THE ALEKSEY NAVALNY POISONING 2020

espite the international backlash from using
D Novichok in the UK, just two years later the Russian
Federation employed a chemical weapon in another
assassination attempt. On August 20, 2020, Russian
political opposition figure A exsey Nava ny became DR
violently ill and collapsed an a domestic flight from Tomsk

to Moscow. After an emergency landing in Omsk, Navalny

was sdmitted to the toxicology unit of a local hospital NOVICHOK
and, two days later, flown ta the Charité hospital in Berlin

at the request of his family. Navalny's personal doctor Anastasia Vasilyeva told Tne hew York Timres that

Russian authorities deliberately delayed his departure in hopes the poison in his systemn would dissipate

and become impossible to later identify.

Charité's diagnosis of Navalny ird cated “poisoning with a substance from the group of cholinesterase

inhibitors.” On September 2, 2020, the Gorman goverrment annodnced toxicological tests conducted by

the Bundeswehr laboratory “revealed unequivocal proof of the presence of a chemical nerve agent from

the Novichok groap” in Navalny's test samples, a finding also confirmed by the QPCW and by independent

Swecisn and Frencn national laboratories. A joint investigation by Bellingcat, The Insider, Der Spiegel, and

CNN ‘mgl cated Russia's Federal Security Service (FSB} in Navalny's poisoning.

Russian authorities and pro-Kremlin media employed a variety of disinformation and propaganda narratives
to hide the facts surroanding the Navalny poisoning, including several narratives identical to those the
Russian government used in the case of the Salisbury poisoning. EUvsDisinfo, the European Union's
counter-disinformation website, cocumented mare than 200 instances of disinformation from pro-Kremlin
outlets about the Navalny poisoning between Adgust 20, 2020, and January 21, 20271, more than one per

day. Key disinformation narratives from the Navalny case are:

O Deny: deny that Navalny was poisoned; that Russia possesses the Novichok nerve agent; and that it has

any motive to poison Navalny:

O Confuse and distract: pollute the information envirenment by inventing and disseminating alternative
theories of what codld have happened to Navalny, including a bad diet, drug overdaose, illness, or

alcoholism;

O Blame the accusers: go on the offense; falsely claim Russia's accusers committed the crime to frame

Russia; portray Russia as again a victim of Russophobia.

12 Glebl ~ngagcreen Center
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The Kremlin's Denial

One of the main tactics the Kremlin has used in the disinformation and propaganda campaign surrounding

the Navalny poisoning is denial. uss an off cials and pro-Kremr ir med a consistently cite the denials of the

Russian toxicologists that Navalny was poisoned in Russia. According to the fox ca ogists’ ¢ ams, made while

Russia’s security services were present at their hospital in Omsk, Navalny suffered from a metabo ¢ d sease

and his corma could have been caused by a bad diet, excessive fatigue, overheating, overcooling, or alcohol

use.

As it did in the aftermath of the Salisbury poisoning, the Russian government denied possessing

the Novichok nerve agent, claiming it had eliminated all of its chemical weapons under international
sdpervision, and that Novichok is a "purely Western brand.” This deflection plays into a long existing Kremlin
narrative that Russia has destroyed all of its chemical weapons. In fact, Russia has only verifiably eliminated
its declared stockpile, a key caveat that it often omits to obscdre its undeclared programs. Further, experts

have stated Novichok is wide y knowr to have been developead by the Soviet Union and Russian Federation.

Lastly, Moscow denied it had any motive to poison Navalny, dismissing the opposition politician as

“inconsequential” For example, Pres dent Putir stateg “if they [Russian security services) really wanted to

[poison Navalny], they would have, most likely, carried it through.” Putin used his decision to let Navalny go
to Germany as supposed evidence that the Kremlin was not involved in the poisoning. *If the authorities
had wanted to poison the person you mentioned [Navalny] or to poison anybody, 1tis very Jnlikely they

would have sent him for medical treatment to Germany. Don't you think so?" Putin to d ane ournal st

Multiple Conflicting Disinformation Narratives

Reflecting the "anything could have happened to Navalny' narrative propagated by Russian doctors, Russia’s
state-owned and state-controlled media spread a variety of alternative explanations to deflect attention
from the Russian government's role in the poisoning. The mass circulation daily newspaper Mos<ovskiy
komsomaolets cited sources who claimed Mavalny drank "village moonshine” before his flight to Omsk,

while the state-owned television channel Rassiva 1 quoted an alleged developer of Novichok arguing that

moonshine was possibly the culprit for Navalny's poisoning.

In addition to denying and trying to muddy the waters around the Navalny poisoning, Kremlin officials
attempted to shift the blame to their accusers, to discredit them, and to portray Russia as a victim of a
Western plot. Russian disinformation focused mainly on Germany, the United States, the OPCW, on the
Swedish and French laboratories where the chemical weapon was identified, and on Navalny himself and

his associates. Russia’s Foreign Ministry argued that Germany violated the CWC, led a baseless “croad

smMear campaign” against Russia, refused to cooperate, and withheld information from Moscow while

secretly sharing Navalny's biomaterials with partners. Lavrov saic Russ a had “all grounds to believe”

Navalny could have been poisoned "in Germany or on the plane where he was lcaded and sent to the

Charité clinic” and claimed that Navalny's colleague Maria Pevcn «n might be connected to the poisoning.

Bakrem s D oneneal Vieapone s afanmgl on Campa pos 13
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Many Rdssian state-owned or state-controlled media personalities dec ared on nat onal te evis on that

Pevchikh was Navalny's paisoner and an agent of British intelligence. Sergey haryshen, directar of

Russia's Foreign Intelligence Service (SVR), claimed there was circumstantial evidence that the poisoning
was a provocation by Western intelligence services to make Navalny a "sacrificial victim” in order to re-
energize Russia’s political apposition. Kremlin spokesperson Dm'tr Peskov accused Navalny of working

as a mouthpiece for the CIA, while Pres dent Put'n called Bel ngcat’s exposure of the FSB assassins a

“legalization of materials from the U.S. intelligence services,” seeming to imply that U.S. intelligence agencies

fed information to Bellingcat to publish,

Finally, the Kremlin tried to portray itself as a victim of another "anti-Russia propaganda attack” aimed to
“contain Russia's development” and punish Moscow for its "independent foreign policy.” _avrov arguec that
just as in the case of the Skripals, the West was using Navalny as a pretext for imposing new sanctions on

Russia, without providing any evidence to prove Russia's culpability.
Use of Multilateral Organizations

Once again, Moscow used both the UN and the OPCW platforrms to spread disinformation. In a 2020
Seprember L N5C meet'rg, Russia's Ambassador questioned the reputation of the OPCW and the supposed

politicization of the organization. At an GOctoper 5 LNSC mreetirg, the Russian Ambassador falsely claimed

the OPCW's Technical Secretariat was a tool the West uses to pressure Russia, Russ a's state media quickly
reported the ambassador's remarks in both meetings, and these UNSC statements formed the bas s for

future staterrents by Russ'a at other mlti areral organ zatiors. Russia's repeatedly attempts to question

the OPCW's reputation to tarnish the OPCW and its findings. The Drectar-Gereral of the SPCW said in

2019 that the organization is being "attacked with misinformation.”

ONCE AGAIN, Moscow USED BOTH THE UN
AND THE OPCW PLATFORMS TO SPREAD
DISINFORMATION.
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CONCLUSION

ultilateral pressdre continues ta grow following the Russian government's repeated use of
M chemical weapons. The OPCW's 99th Executive Council Session March 8-10, 2022 focused on
Moscow's pattern of chemical weapons use and disinformation, extending through Putin's current war
in Ukraine. OPCW States Parties overwhelming candemned Moscow's invasion of Ukraine. The Session
also focused on Navalny's poisoning. No country spoke in favor of Russia regarding Navalny, and Russian
Representative to the OPCW, Alexancer Snulgin, struggled to mount a defense. NATO Allies remain united
on the unacceptability of Russia’s dse of chemical weapons, despite Russia's continuing attempts to sow
contradiction, obfuscation, and disinformation throdgh media and international gatherings. As with other
examples of Kremlin propaganda, Russian disinformation about chemical weapons are not necessarily
made to persuade others to accept their arguments, bdt to sow doubt and confusion and undermine the

unity and effectiveness of an international response.

Russia has a track record of accusing the West of the very violations that Russia itself is perpetrating. Russia
is once again spreading disinformation about chemical weapans. Russia's latest attempts ta twist the truth
on this very serious topic may be another Kremnlin ploy foreshadowing another horrific use of chemical

weapons, this time in Ukraine,
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F1.-2023-00013 A-00000748570 "UNCLASSIFIED"
From: [b)(6)
To: state.gov>
Subject: The following message is unclassified: Russia Team Meeting: chat conversation

from Microsoft Teams

Date: Fri, 20 Jan 2023 22:22:08 +0000

Microsoft Teams

El kb)(6) | < nours ago

There's a possibility the UN support docs have “hate speech” terminology too

Sender: [(b)(6)
Recipient:

[@state.gov>
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Questions & Answers
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Approved: R/GEC — Acting Coordinator Bray []
Drafted: [*©

b}6} |
Cleared:
GEC/Russia: Fb)(ﬁ) | 0
GEC/FQ:[PX6) | 0
GEC/FO:p® ] 0
GEC/FO: EWG) ! (ok)
GEC/PPO{H® (ok)
GEC/A&RPE) | 0
EUR/WE/Germany: 0
EUR/EE/Ukraine:|*¥®) (ok)
EUR/RUS: 0
EUR/PPD:P® | (ok)
EUR/PPD: [P® | 0
EUR/Press: [P}5) 0O
EUR/PPD/Stratcomm[?® L0
INR/OPN[®® 1 0
L/PD: [} | 0
L/EUR [0)®) ! 0
INRﬁ;@ (ok)
GPA: 0)®) 0
SPOX: 0
R: 0
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(b)(5)

Baybars Orsek {°}0) D poynter.org >

Wed 2/10/2021 2:54 PM

To: |(b)(6) | (Bangkok)
Cc: (PO |Bangkoky; [b)(6) (Bangkok) +4 others
HiET®

Please kindly find the counter signed version attached.
All the best

Baybars

On Tue, Feb 9, 2021 at 10:35 PMP© (Bangkok)

b)(6}

pstate.gov> wrote:

Thanks Baybars - totally understand.

From: Baybars Orsek[0)©) ([@paoynter.org>

Sent Wednesday, February 10, 2021 9:42 AM

To:[PX6) pstate.gov>

Cc: [b)X6) Pstate.gov>

b)(6}

bstate.gov>{2©

i

e bstate.qov>;|(b)(6)

)6 bstate.qov>

Subject: Re: Poynter Grant Amendment - For Baybars response

D)6}

Hi

()6}

state.gov>;
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How should we proceed to schedule them?
Looking forward to hearing from you.
Best

Baybars

"UNCLASSIFIED" 5/31/2024

On Sun, Jan 31, 2021 at 9:21 PM fb)(ﬁ)

|(Bang kok)

(D)6} Estate.gov:- wrote:

Hi Baybars,
Can you please confirm receipt of the DS19097?

Thank you,
b}6)

From:|[?)©) Bangkok)
Sent: Tuesday, January 26, 2021 2:50 PM

To: Baybars Orsek |(b)(6) k@ poynter.org>

()6}

bstate.gov> PO |

[state.gov >|(b)(6) |

Cc; [bXe) Pstate.gov>
b)6) state.gov>[P©®

b)) tstate.gov:-i(b)@

b)6) pstate.gov>

Subject: RE: Poynter Grant Amendment - For Baybars response

As promised, here is the new DS1909 and the new Award Provisions, which contains a detailed
description of the grant’s balance of payments and budget. Please review the provisions and

have the DS1909 signed by one of the directors at Poynter (Wendy Wallace signed the last one).

Regards,
D)6}

From:|(b)(6) |(Bangkok)
Sent: Tuesday, January 26, 2021 1:37 PM
To: Baybars Orsek (b)6) D poynter.org>

cPre)

state.gov b)6)

Eb)(ﬁ) Pstate.gov>|(b)(6)

tate.gov>|PH6)
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()6}

To: state.gov>
Ccfb)(e) |state.qov>
Subject: Re: Important issue to discuss

(D)6}

Hi

Great to hear from you! I'm all good, safe, and interesting in Istanbul for a few weeks. | wanted
to take the liberty of working from Istanbul for a month or so to stay a bit away from Florida and
be closer to the family.

(b)(6)

I've heard that(b)(6) |is now in another heaven like place in Earth after lovely Thailand and
hoping she invites me to Hawai at some point to do a training there! :)

Since the Global Fact is over and I've been able to recover a bit, I'm now able to send you a
proposal on our engagement in Thailand.

Would that be possible to send it in a week or two and we then start acting assuming we
confirm the new scope of the program.

Looking forward to hearing from you.

Best-

Baybars

On Mon, Jul 20, 2020 at 12:03 PM |(b)(5) |(Bangkok)
[0)6) state.gov> wrote:

Hi Baybars,

Greetings from Thailand, where we have had very low cases of the virus. I hope you are well!
|(b)(6) |has moved to Hawaii for a year at the
East West Center.

['m writing to see if we can move the grant forward and somehow safely train/certify Thailand’s
first IFCN fact-check organization.

Any and all ideas are on the table — including virtual training.

All best,
D)6}
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All best,
()8}

From:rb)(e) Lstate.qow

Sent: Wednesday, February 19, 2020 3:38 PM

To: Baybars Orsek [0X6)  [@poynter.org>
CC: |(b)(6) tstate_gov>; (D)6}

|(b)(6) Pstate.gov>

Subject: RE: Important issue to discuss

Hi Baybars,

Hope all is well. The virus 1s still making news here but seems to be contained, for now.

ou be willing to do the Skype connection with Yo/Sure and Share, and SONP to discuss
their efforts tow: Hication? We know they would love to have the opportunity to talk with

you on Skype. Any further thought (67— second question below as well?

Best,
b}6}

From: b)) pstate.gov>
Sent: Monday, February 3, 2020 2:47 PM

To: Baybars Orsek [P)5) D poynter.org >

Cclpi®) Pstate.gov> [P0 |
[(0)6) |state.gov>
Subject: RE: Important issue to discuss

Thank you Baybars. | can understand that many don’t want to travel to the region considering
the international declarations.

We are facing a battle here of information and misinformation. We’ll very much like to see what
you are doing in that space.
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3. Hate Speech in Regional Disinformation Network Publications.

There is no internationally accepted definition of the term "hate speech”, but in general, it
can be defined as a set of linguistic means that projects discriminatory hate towards people
based on national, religious, political, and other grounds. In extreme cases, hate speech can
take the form of xenophobia, ethnic hatred, and intolerance, and therefore its radical
manifestations are directly prohibited by both international and national law.

Hate speech uses a variety of techniques, including referring to various groups or individuals
in a derogatory and offensive context, making allegations of inferiority or moral
shortcomings of representatives of certain groups or individuals, general accusations of a
negative influence of a group on society and attributing hostile actions to it, veiled incitement
to violence or discrimination {for example, in the form of calls to "sort them out,” "put them
in place,” an appeal to Stalinist repressive policies), an unfounded and generalizing reference
to the alleged links between targeted population groups and foreign organizations to discredit
them, etc.

Hate speech attributes can be found in many publications of regional network webpages
(Sozh.info, Vithich.org, Podneprovie-info.com / Mogilew.by, Grodnodaily.net,
Berestje-news.org / Dranik.org) concerning several Belarusian population groups including:

Independent journalists and bloggers;

Civil activists and representatives of democratic opposition;

Citizens with alternative political views;

Citizens who do not support the conception of a triune Russian people;
Followers of the Belarusian Autocephalous Orthodox Church;

Human rights activists and citizens who resort to international human rights
protection mechanisms.

Furthermore, the publications contain defamatory statements towards some political and civil
activists and journalists. As part of the research, the articles of regional disinformation
network published in the period from January to March 2019 (over 150) were analyzed.
Whereas the complete collection of hate speech instances is available in the Russian
language version of the report, a few examples are provided in English below.

Independent journalists and bloggers
Derogatory statements about Nasha Niva newspaper and its journalists:

I always knew that the situation with education and qualifications among opposition supporters is
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4. Overview of Derogatory Statements About Belarusian People, Their
Culture, Language, and History.

A full version of this section with excerpts of analyzed publications is available in
Russian-language version of the report. Here only the essence of derogatory statements is
listed:

The Belarusian language was artificially created in the early 20th century;

Belarusian people are a part of Russian people, Belarusians are Russians;

No Belarusian people existed in the late 18th century;

The name of the country the Republic of Belarus is voluntarist, Belarus is a Western

Region of Russia;

e The West's objective 1s to turn Belarusians into cannon fodder by creating an
"artificial language” and religion for them;

e Tadeusz Kosciuszko's actions were analogous to Romuald Rajs's crimes;

e Soviet Belarus illegitimately expanded its territory by adding Vitsyebsk (Viciebsk)
region;

e Belarusian Latin alphabet is a Polish Latin version;

e Derogatory claims about Pahonya coat of aims which is considered a historical and
cultural value;
e Derogatory claims about former official state flag.
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CONGRESSIONAL NOTIFICATION TRANSMITTAL LETTER

()5}

Enclosure:

Sincerely,

Naz Durakogly
Acting Assistant Secretary
Bureau of Lepislative Affairs

5/31/2024
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UNCLASSIFIED//NOT FOR PUBLIC MSTRIBUTION
DRAFT

GEC Special Report:
Russian and PRC COVID-19 Vaccine Disinformation and Propaganda
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