United States Department of State

Washington, D.C. 20520

March 29, 2024
Case No. FL-2023-00013

Reed Rubinstein

America First Legal Foundation
611 Pennsylvania Avenue, SE, #231
Washington, DC 20003

Dear Mr. Rubinstein:

As we noted in our letter dated February 29, 2024, we are processing your
request for material under the Freedom of Information Act (“FOIA”), 5 U.S.C.
§ 552. The Department of State (“Department”) has identified seven
additional responsive records subject to the FOIA. Upon review, we have
determined that all seven records may be released in part.

An enclosure explains the FOIA exemptions and other grounds for
withholding material. Where we have made redactions, the applicable FOIA
exemptions are marked on each record. Where applicable, the Department
has considered the foreseeable harm standard when reviewing these
records and applying FOIA exemptions. All non-exempt material that is
reasonably segregable from the exempt material has been released and is
enclosed.
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We will keep you informed as your case progresses. If you have any
guestions, your attorney may contact Kevin Bell, U.S. Department of Justice
Trial Attorney, at kevin.k.bell@usdoj.gov and (202) 305-8613. Please refer
to the case number, FL-2023-00013, and the civil action number, 22-cv-
03386, in all correspondence about this case.

Sincerely,

Diamonece Hickson
Chief, Litigation and Appeals Branch
Office of Information Programs and Services

Enclosures: As stated.
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The Freedom of Information Act (5 USC 552)

FOIA Exemptions

Information specifically authorized by an executive order to be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification categories:

1.4(a) Military plans, systems, or operations

1.4(b) Foreign government information

1.4(c) Intelligence activities, sources or methods, or cryptology

1.4(d) Foreign relations or foreign activities of the US, including confidential sources

1.4(e) Scientific, technological, or economic matters relating to national security,
including defense against transnational terrorism

1.4(f) U.S. Government programs for safeguarding nuclear materials or facilities

1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects,
plans, or protection services relating to US national security, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

Related solely to the internal personnel rules and practices of an agency

Specifically exempted from disclosure by statute (other than 5 USC 552), for example:

ARMSEXP Arms Export Control Act, 50a USC 2411(c)

CIA PERS/ORG Central Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT CONTROL  Export Administration Act of 1979, 50 USC App. Sec. 2411(c)
FS ACT Foreign Service Act of 1980, 22 USC 4004

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f)
IRAN Iran Claims Settlement Act, Public Law 99-99, Sec. 505

Trade secrets and confidential commercial or financial information

Interagency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

Personal privacy information

Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
(F) endanger life or physical safety of an individual

Prepared by or for a government agency regulating or supervising financial institutions
Geological and geophysical information and data, including maps, concerning wells
Other Grounds for Withholding

Material not responsive to a FOIA request excised with the agreement of the requester












TF1.-2023-00013 A-00000736246 "UNCLASSIFIED" 3/29/2024 Page 4

5} (5}
From: R Pstate.gov>
b)6) |state.gov>
To: [©® |state.gov>;
©)6) pstate.gov>

Re: First Compound Report on Russian Proxy QOutlet Narratives Surrounding the
2020 U.S. Presidential Election

Date: Fri, 30 Oct 2020 12:34:42 +0000

Subject:

L) b)(6}

_ - have you reviewed| write-up, and is it good to go to the broader election distro list?
DY) |_thanks for sharing with[*'©

Great work
Best, |(b)(6)

Sent from my BlackBerry 10 smartphone.
From[®®

Sent: Thursday, October 29, 2020 9:14 PM
To:[0X6)

Subject: First Compound Report on Russian Proxy QOutlet Narratives Surrocunding the 2020 U.S.
Presidential Election

All,
Please find below a compound writeup of FireEye's and my own reporting on known actors in
Russia's disinformation and propaganda ecosystem promoting narratives on Hunter Biden in the
to the U.S. presidential election. Our FireEye contact confirmed approval for us to pull
from their re wever we saw fit and deferred to us on whether or not to credit them in the
email we send out, Whe sends the email to FBI (and others?), | recommend we add a line
that explains that there willTbe an email on the other system with some additional attribution
information. In terms of wider USG distribution, | defer to you three on which partners this
should go to.
One ask: Please read through the email carefully for any errors, as fusing two works together
can make it difficult to catch mistakes or conflicting data points. Additionally, please scan
through the original FireEye report to ensure | didn't exclude something you think should be
included in the below writeup. Feel free to call with any questions or comments. -W

()5}
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From: [(0)(6) [@state.gov>
To: [0)XO) lastate.gov>
cc: [(0XO) @state.gov>
Subject: El\g;e[;?:unk EU: Disinformation tsunami against the Baltic states during Belarus

Date: Fri, 2 Oct 2020 21:01:39 +0000

Hi[®)©E) ]

Great to meet you over WehEx earlier this week and talk about GEC programs. | received this product
yesterday from a Lithuanian NGO that receives GEC funding — the attachment here concerns some
disinformation research they have done in the Baltics.

Best,
(b)(6)

From: Viktoras Daukgas | Debunk EU-Qb)(6) @debunkeu.org>

Sent: Thursday, October 1, 2020 3:36 AM
Subject: Debunk EU: Disinformation tsunami against the Baltic states during Belarus protests

Hi,

Here is the new report from Debunk EU: Lithuania, Latvia, and Estonia disinformation analysis for August
2020.

During the month of August, we have managed to analyse 6500 content pieces throughout all three
countries.

The events in Belarus, where people are protesting after the implicit falsification of the results of
presidential election, were topical in the media agenda-setting in August. Therefore, it is not surprising
that the pro-Kremlin propaganda actively used this topic too. In its own narratives about Belarus, it
reserved special places for the Baltic states {especially for Lithuania). The Baltic states, together with
other regional countries, were presented as the provokers of the protests.

Read full article:

https://medium.com/@ DebunkEU/debunk-eu-election-fraud-in-helarus-brought-a-surge-of-pro-
kremlin-propaganda-e41a350ed7fS

The report is attached as PDF.

About Debunk EU
Debunk EU, Vsl, is an independent technology think tank and non-governmental organisation that
researches disinformation and runs educational media literacy campaigns. Debunk EU conducts
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disinformation analysis in the Baltic states, as well as in the United States and Northern Macedonia
together with the partners.

Debunk EU was noticed by such media giants as “The Financial Times” and “Deutsche Welle”. The
organisation has presented its activities in 17 countries, including the United States, Germany, the
United Kingdom, France, Serbia, etc.

Published reports:

https://medium.com/(@Debunk EU

Social media:

https: /A www.facebook.com/DebunkEU

https://www. linkedin.com/companv/debunk-eu/

https://twitter.com/DebunkEu

Viktoras Dauksas

Head of Debunk EU

Mob. tel.|(b)(6)
https://www.linkedin.com/in/viktorasdauksas

Sender: |b)(6) Dstate.gov>
. \ state.gov>;
Recipient: Bstate.gov>
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Tab 2 - Q& A Panel: Hvbrid Threats to Democracy — “Let’s Heal Together”

Topic: Disinformation and Elections
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Topic: Huawei
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(U) Taiwan Disinformation

(SBU) What the GEC is Doing
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