United States Department of State

Washington, D.C. 20520

October 31, 2023
Case No. FL-2023-00013

Reed Rubinstein

America First Legal Foundation
611 Pennsylvania Avenue, SE, #231
Washington, DC 20003

Dear Mr. Rubinstein:

As we noted in our letter dated September 29, 2023, we are processing your
request for material under the Freedom of Information Act (“FOIA”), 5 U.S.C.
§ 552. The Department of State (“Department”) has identified an additional
three responsive records subject to the FOIA. Upon review, we have
determined that the three records may be released in part.

An enclosure explains the FOIA exemptions and other grounds for
withholding material. Where we have made redactions, the applicable FOIA
exemptions are marked on each record. Where applicable, the Department
has considered the foreseeable harm standard when reviewing these
records and applying FOIA exemptions. All non-exempt material that is
reasonably segregable from the exempt material has been released and is
enclosed.



We will keep you informed as your case progresses. If you have any
guestions, your attorney may contact Pardis Gheibi, U.S. Department of
Justice Trial Attorney, at pardis.gheibi@usdoj.gov and (202) 305-3246.
Please refer to the case number, FL-2023-00013, and the civil action
number, 22-cv-03386, in all correspondence about this case.

Sincerely,

Diamonece Hickson
Chief, Litigation and Appeals Branch
Office of Information Programs and Services

Enclosures: As stated.
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The Freedom of Information Act (5 USC 552)

FOIA Exemptions

Information specifically authorized by an executive order to be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification categories:

1.4(a) Military plans, systems, or operations

1.4(b) Foreign government information

1.4(c) Intelligence activities, sources or methods, or cryptology

1.4(d) Foreign relations or foreign activities of the US, including confidential sources

1.4(e) Scientific, technological, or economic matters relating to national security,
including defense against transnational terrorism

1.4(f) U.S. Government programs for safeguarding nuclear materials or facilities

1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects,
plans, or protection services relating to US national security, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

Related solely to the internal personnel rules and practices of an agency

Specifically exempted from disclosure by statute (other than 5 USC 552), for example:

ARMSEXP Arms Export Control Act, 50a USC 2411(c)

CIA PERS/ORG Central Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT CONTROL  Export Administration Act of 1979, 50 USC App. Sec. 2411(c)
FS ACT Foreign Service Act of 1980, 22 USC 4004

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f)
IRAN Iran Claims Settlement Act, Public Law 99-99, Sec. 505

Trade secrets and confidential commercial or financial information

Interagency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

Personal privacy information

Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
(F) endanger life or physical safety of an individual

Prepared by or for a government agency regulating or supervising financial institutions
Geological and geophysical information and data, including maps, concerning wells
Other Grounds for Withholding

Material not responsive to a FOIA request excised with the agreement of the requester



























Colleagues,

Please find our GEC Weekly Operational Report below. | have also attached our abbreviated
GEC Qperations Update slides prepared for the Secretary, and the GEC reports referenced in
the Operational Report.

Have a wonderful weekend.

Best,

Lea

Lea Gabrielle
Special Envoy
Global Engagement Center

U.S. Department of State
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From: Bray, Leah
Sent: Friday, November L3, 020 Y44 AM

























































(U) At the November 10 U.S. - Ecuador Bilateral Expanded Political Dialogue, Special
Envoy Lea Gabrielle announced the GEC would provide training to the Ecuadorians in
preparation for their upcoming elections.

(U) The GEC will conduct training on its collaborative analytics platform
GEC-IQ, as well as on disinformation and propaganda for Ecuadorian
government communicators and analysts. These training events are
scheduled to take place before the end of the year.

(U} Ecuador has previously been the victim of
coordinated disinformation campaigns, most
recently surrounding its response to COVID-19.
The GEC's assistance will help enable free and
fair elections while blunting the impact that
disinformation and adversarial propaganda may
have on the electoral outcome.
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Narratives Promoting Democracy and Hong Kong Autonomy Dominate CCP's Global
Twitter Messaging on National Security Law

In the wake of Beijing's enactment of China’s National Security Law for
Heng Keng on 30 June 2020, global Twitter conversations have largely favored the pro-democracy
protesters and have criticized Beijing's crackdown on Hong Kong's autonomy. Twitter users self-
locating in Hong Kong amplified the announcement of U.S. sanctions against Chief Executive Carrie
Lam and other Hong Kong and Chinese officials, expressing concern that the National Security Law
would erode fundamental rights and liberties. While CCP-linked outlets posted messages
condemning the U.S, Hong Kong Autonomy Act and accusing the United States of backing violent
protesters, these tweets gained little traction, either in Hong Kong or globally. Globally, users often
compared Hong Kong to local movements, with some encouraging protesters to take inspiration
from the Hong Kong protests {(the EndSARS movement in Nigeria, for example). Others accused
national governments that supported the Hong Kong protesters of being hypocritical toward
domestic protest movements.

Global Overview of Twitter Reoctions

In 2019, the Hong Kong government tried to fast-track a bill through the city's partially elected
legislature that would have permitted extraditions to CCP-controlled courts. In a bid to quell the
massive protests that took place in Hong Kong in response to the extradition proposal, the CCP
approved a National Security Law for Hong Kong that went into effect on 30 June 2020. Since the
National Security Law was initially proposed, the United States government has taken a number of
actions aimed at supporting Hong Kong's cantinued autonomy, These actions include passing the
Hong Kong Autonomy Act (HKAA), which sanctions individuals and banks deemed to have aided in
the erosion of Hong Kang's autonomy, and issuing an Executive Order that strips Hong Kong of its
preferential trading status.
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Coordinated Community Detection

The GEC also analyzed a sample of more than 600,000 tweets mentioning Hong Kong to identify
signs of coordination or inauthentic activity. We identified thousands of accounts—primarily located
in Hong Kong—that consistently tweeted about Hong Kong and the ongoing regional protests. These
accounts demonstrated limited evidence of coordinated amplification of pro-democracy, pro-
protest, anti-CCP, and anti-Hong Kong police narratives. While there was extremely limited evidence
of co-tweeting (i.e. tweeting the exact same content), these accounts consistently retweeted similar
accounts—namely:

*  Western news outlets reporting on CCP or Hong Kong police actions against the people of
Hong Kong,

o Western politicians when they tweeted messages condemning the CCP and the Hong Kong
national security law, and

e pro-democracy Hong Kong activists.

Many of these accounts have relatively anonymous profile images, including pictures of animals,
cartoons, and pro-Hong Kong protest imagery. Profile bios also frequently include Hong Kong-
related hashtags, including #StandwithHongKong and #FollowBackHongKong—the latter possibly in
an attempt to grow followers in the pro-Hong Kong protest community. Many accounts also include
links to Hong Kong related websites documenting protest activity in the region. These include, but
are not limited to hongkongwatch.org, hkrev.info, and hkpop.witf.,

As the GEC has observed in previous analyses related to CCP messaging
in Africa, rejection of CCP-linked messaging does not always translate to acceptance of the narrative
touted by the U.S. government. For example, while GEC analysis observed social media users in
countries like Kenya and Zimbabwe expressing concern over the debt traps built into Beijing's Belt
and Road Initiative (BRI} projects, they also criticized what they saw as a U.5. development model
built on imperialism and greed. Similarly, in the case of messaging related to Hong Kong and China's
National Security Law, while GEC observed Twitter users in Africa urging protesters in countries like
Nigeria to take inspiration from Hong Kong protesters, we also observed Twitter users in Africa
doubting the authenticity of U.S. support for Hong Kong protesters and suggesting that the United
States only cared about profit.
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