United States Department of State

Washington, D.C. 20520

July 31, 2023
Case No. FL-2023-00013

Reed Rubinstein

America First Legal Foundation
611 Pennsylvania Avenue, SE, #231
Washington, DC 20003

Dear Mr. Rubinstein:

As we noted in our letter dated June 30, 2023, we are processing your
request for material under the Freedom of Information Act (“FOIA”), 5 U.S.C.
§ 552. The Department of State (“Department”) has identified an additional
78 responsive records subject to the FOIA. We have determined that all 78
records may be released in part.

An enclosure explains the FOIA exemptions and other grounds for
withholding material. Where we have made redactions, the applicable FOIA
exemptions are marked on each record. Where applicable, the Department
has considered the foreseeable harm standard when reviewing these
records and applying FOIA exemptions. All non-exempt material that is
reasonably segregable from the exempt material has been released and is
enclosed.



2

We will keep you informed as your case progresses. If you have any
guestions, your attorney may contact Pardis Gheibi, U.S. Department of
Justice Trial Attorney, at pardis.gheibi@usdoj.gov and (202) 305-3246.
Please refer to the case number, FL-2023-00013, and the civil action
number, 22-cv-03386, in all correspondence about this case.

Sincerely,

Diamonece Hickson
Chief, Litigation and Appeals Branch
Office of Information Programs and Services

Enclosures: As stated.



(b)(D)

(b)(2)
(b)(3)

(b)4)
(®)S)

(b)(6)
(b)(7)

(b)(8)
(b)(9)

NR

The Freedom of Information Act (5 USC 552)

FOIA Exemptions

Information specifically authorized by an executive order to be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification categories:

1.4(a) Military plans, systems, or operations

1.4(b) Foreign government information

1.4(c) Intelligence activities, sources or methods, or cryptology

1.4(d) Foreign relations or foreign activities of the US, including confidential sources

1.4(e) Scientific, technological, or economic matters relating to national security,
including defense against transnational terrorism

1.4(f) U.S. Government programs for safeguarding nuclear materials or facilities

1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects,
plans, or protection services relating to US national security, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

Related solely to the internal personnel rules and practices of an agency

Specifically exempted from disclosure by statute (other than 5 USC 552), for example:

ARMSEXP Arms Export Control Act, 50a USC 2411(c)

CIA PERS/ORG Central Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT CONTROL  Export Administration Act of 1979, 50 USC App. Sec. 2411(c)
FS ACT Foreign Service Act of 1980, 22 USC 4004

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f)
IRAN Iran Claims Settlement Act, Public Law 99-99, Sec. 505

Trade secrets and confidential commercial or financial information

Interagency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

Personal privacy information

Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
(F) endanger life or physical safety of an individual

Prepared by or for a government agency regulating or supervising financial institutions
Geological and geophysical information and data, including maps, concerning wells
Other Grounds for Withholding

Material not responsive to a FOIA request excised with the agreement of the requester
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XA

Terms, conditions, and privacy statement

© 2021 Thomson Reuters. All rights reserved.

3 Times Square, New York, NY 10036

Sender: Reuters <account@reuters.com>
Recipient: [(D)(6) [@state.gov>

"UNCLASSIFIED"

7/24/2023
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XA

Terms, conditions, and privacy statement

© 2022 Thomson Reuters. All rights reserved.

3 Times Square, New York, NY 10036

Sender: Reuters <account@reuters.com>

Recipient: [h)(6) @state.gov>

"UNCLASSIFIED"

7/24/2023
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From: Washington Post Live <washpostlive@washpost.com>
To: {(b)X6) @state.gov>

Subject: You're invited: Vaccine Equity with USAID Atul Gawande, MD, White House Senior
ject: Policy Advisor Cameron Webb, MD and more, 5/17

Date: Mon, 9 May 2022 17:06:22 +0000
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Sender: Washington Post Live <washpostlive@washpost.com:

Recipient: |(b)(6) Mstate.gov>
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From: |(b)(6) [@state.gov>
[(hYBY [Gstate.gov>;
T |@state.gov>;
(b)(6) [@state.gov>;

To: |[(b)(6) |@state.gov>;

(b)(6) @state.gov>;
(b)(6) l@state.gov>;
T |@wsj.com frryvan Pwsj.com>

Subject: WSJ Mtg. on Russian Disinformation in Africa
Date: Thu, 1 Sep 2022 16:20:45 +0000

|(b)(6) is inviting you to a scheduled ZoomGov meeting.

Join ZoomGov Meeting
(b)(7)(E)

Dial by your location

(B)(7)(E)

Join by SIP
(BY(7)(E)

Join by H.323

(B)(7)(E)
Sender: [(b)(6) [@state.gov>
(b)(6) |@state.gov>;
Recipient: [(h)(6) (@state.qov>;

(b)(6) [@state.gov>;
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hy(&) state.gov>;
(D)(6) [@state.gov>;
(bYW 6) [@state.gov>;

[y [@wsj.com [fhyv/ay J@wsj.com>
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Sender: Poynter Seminars <poynter@poynter.org>

Recipient: [)(6) Qistate.gov>
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From: Kristine Coratti Kelly <washpostlive@washpost.com>

To: [(b)(6) istate.gov>

WashPost Invite: In-person health equity event Tuesday, 5/17 [Response
Requested]

Date: Wed, 11 May 2022 18:28:52 +0000

Subject:

Sender: Kristine Coratti Kelly <washpostlive@washpost.com>

Recipient: {b)(6) dstate.gov>
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From: Kristine Coratti Kelly <washpostlive@washpost.com>

To: [(b)(6) dstate.gov>

Subject: WashPost Invite: In-person entrepreneurship event with Heather Boushey and
1T Steve Case, 6/21 [Response Requested]

Date: Mon, 13 Jun 2022 15:02:30 +0000

Sender: Kristine Coratti Kelly <washpostlive@washpost.com>

Recipient: |(D)(6) state.gov>
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A-00000598294

"UNCLASSIFIED"

7/24/2023
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Sender: Washington Post Live <washpostlive@washpost.com:
Recipient: [(b)(6) dstate.gov>
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FL-2023-00013

(bY(BY fast

Recipient:

A-00000597136 "UNCLASSIFIED" 7/24/2023
i [(b)(6) |@state.gov>

Davey Alba [(b)(6) |@nytimes.com>;

ERONEN Pasi (EEAS) [(h\(A) l@eeas.europa.eu>;
Eliot Higgins|(b)(6) @bellingcat.com=;
T [@eeas.europa.eu

h(A) [@eeas.europa.eu:;

(b)(6) @mfa.ee [[mie) l@mfa.ce>;

(h(R) [state.gov>;
(b6} [@state.gov>;
(bY(6) l@state.gov>;

(e [@state.gov>;

(b)(6)

|@state.gov>>
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A-00000597071

"UNCLASSIFIED"

7/24/2023
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Sender: Washington Post Live <washpostlive@washpost.com:

Recipient: |(D)(6) Dstate.gov>
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From: Washington Post Live <washpostlive@washpost.com>

To: [(byé) dstate.gov>

Subject: Tomorrow at 9:00 a.m. ET: Women business founders and SBA Administrator on
ject: growth of minority-owned businesses

Date: Mon, 12 Sep 2022 15:14:16 +0000



FL-2023-00013

A-00000597176

"UNCLASSIFIED"

7/24/2023
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Sender: Washington Post Live <washpostlive@washpost.com:

Recipient: |(b)(6) dstate.gov>
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From: Washington Post Live <washpostlive@washpost.com>

To: [(b)6) dstate.gov>

Subject: Today at 9:00 a.m. ET: Women business founders and SBA Administrator on
ject: growth of minority-owned businesses

Date: Tue, 13 Sep 2022 11:15:11 +0000



FL-2023-00013

A-00000597096

"UNCLASSIFIED"

7/24/2023

35
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Sender: Washington Post Live <washpostlive@washpost.com:

Recipient: |(h)(6) @state.gov>
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From: Washington Post Live <washpostlive@washpost.com>

To: |(D)(B) (state.gov>

Subiect: Today at 2:00 p.m. ET: The future of small business after COVID-19 with ETSY
JECE - CEO Josh Silverman and more

Date: Wed, 29 Sep 2021 16:00:25 +0000
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Sender: Washington Post Live <washpostlive@washpost.com>
Recipient: |(b)(6) Dstate.gov>
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A-00000597031

"UNCLASSIFIED"

7/24/2023
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Sender: Washington Post Live <washpostlive@washpost.com>
Recipient: {(b)(6) dstate.gov>
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From: Reuters <account@reuters.com>

To: [b)(6) [|@state.gov>

Subject: Reuters.com Passwaord Reset
Date: Sun, 12 Dec 2021 22:52:20 +0000

[>=1

Reset password

Reset your password by following the link. This link will expire after 24

hours.

Reset password

If you ignore this email, your password won't change.
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From: Maarten Schenk|bY(6) leadstories.com>
To: Thanos Sitistas |[(b)(6) Pellinikahoaxes.gr>

Tijana Cvjeticanin [h)(&) |@istinomjer.ba>;
Jency Jacob [fhyiAY [@boomlive.inz;
Baybars Orsek {{b)(6) _Rpoynter.org>;

Gulin fryirteyit.org>;

Rajneil Kamath dncmn.ins;

Coreena Suares [thvay  gmail.com>;

(/Y _J@15min.lt>;

Inga Springe [b)6) _____ J@gmail.com>;

bRy t@newsmobile.in>;

Ana Brakus frvay  fegmail.com:>;

Rabiu Alhassan {{h\(&) kdghanafact.com>;

Angie Holan @poynter.org>;
CC: Bwhitaker [h\(&) ®ap.org>;
Jeanfreddy [(p)(6)  |@gmail.com>;
Ellen Tordesillasfnyvgy  Javerafiles.org>;
Pmfernandez {mia/) l@chequeado.com>;

[(h Ay [dzastone.ba>;
MStewart /ey tdusatoday.com>;

(hi(&Y [@gmail.com>;

(D)6 [@state.gov>;
[fryral@dmdfgeorgia.ge>;

Enock NYARIKI [tmyray [@pesacheck.org>;
Ferdi Ozsoy {inva]@poynter.org>;

Alanna Dvorak [[hy/aY__J@poynter.org>;

Harrison Mantas [[p\/g) |@poynter.org>

Subject: Re: Working group to address harassment against fact-checkers
Date: Tue, 6 Jul 2021 12:08:23 +0200

Approved and thanks.

Maarten

http://leadstories.com - Debunking fake news as il happens

http://get.trendolizer.coin - Discover what is trending online, on any topic, from any source
http://opensharecount.com - Get your Twitter share count back

On Tue, Jul 6, 2021 at 10:59 AM Thanos Sitistas hyjg) ellinkahoaxes.gr> wrote:
Thanks Baybars. I'd love to be part of this initiative.

Thanos Sitistas (Epachtitis)
Senior Editor - Coordinator
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Sender:

Recipient:

Maarten Schenk [(hYAY i leadstories.com >

Thanos Sitistas [[hy/a)_@ellinikahoaxes.gr>;
Tijana Cvjeticanin [[hy(/) [@istinomjer.ba>;
Jency Jacob {/hy/ay@boomlive.in>;

Baybars Orsepoynter.org> ;

Gulin {{hiRj@teyit.org>;

Rajneil Kamath @incmn.in:>;

Coreena Suares {rmvey _|@gmail.com>;
[evay_ P15min.lt>;

Inga Springe {h\{(A\ [@gmail.com>;
[my/AY_J@newsmobile.in>;

Ana Brakus {~vav—  J@gmail.com>;

Rabiu Alhassan [thyiay |@ghanafact.com>;
Angie Holan {ihviaY [@poynter.org>;

Bwhitaker [fh\iRY___|@ap.org>;

Jeanfreddy [fhyigy _ J@gmail.com:;

Ellen Tordesillas {{hyigy ____ j@verafiles.org>;
Pmfernandez [ihviay ______ J@chequeado.com:>;

[Fryay [@zastone.bax>;

MStewart [[h\y(RY ___Jousatoday.com>;
[y l@gmail.com>;

Fhyiay |@state.gov>;
[y J@mdfgeorgia.ge>;

Enock NYARIKI {imvan]@pesacheck.org>;

Ferdi Ozsoy Dpoynter.org>;
Alanna Dvorak {h\/&)__[@poynter.org>;
Harrison Mantas |(D)(6) @poynter.org>

7/24/2023
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From: Thanos Sitistas {(b)(6) @ellinikahoaxes.gr>
To: Tijana Cvjetiéanin {b)(6) [@istinomjer.ba>

Jency Jacob {(b)(6 |@boomlive.in>;
Baybars Orsek {hy//) __[@poynter.org>;
Gulin [(b)(6 [@teyit.org>;

Rajneil Kamath {{ryay J@necmn.ins;
Coreena Suares {{b)(6) __|@gmail.com>;
(b6 pi1Smin.lt>;

Inga Springe Ay f@gmail.com>;
[(haY_J@newsmobile.in>;

Ana Brakus {nyway____ fagmail.com>;
Rabiu Alhassan | h){&) [Bghanafact.com>;
Angie Holan [fry/a\ J@poynter.org>;
Bwhitaker {fhyiay __@ap.org>;

CC: Jeanfreddy [[hyigy____ |@gmail.com>;
Maarten Schenk[fmvay_ |@leadstories.com>;
Ellen Tordesillas {ihviry ____f@verafiles.org>;
Pmfernandez {mi&) l@chequeado.com>;

T Pzastone.ba>;

MStewart [[m\(8) [dusatoday.com>;
[(h\(B) [@gmail.com>;

(b6 l@state.gov>;
[ryaPmdfgeorgia.ge>;

Enock NYARIKI|(h)(6) [@pesacheck.org>;
Ferdi Ozsoy [(hyia[@poynter.org>;

Alanna Dvorak {h\(8) [@poynter.org>;
Harrison Mantas [(h\(6) _ |®poynter.org>

Subject: Re: Working group to address harassment against fact-checkers
Date: Tue, 6 Jul 2021 11:58:31 +0300

Thanks Baybars. I'd love to be part of this initiative.

Thanos Sitistas (Epachtitis)
Senior Editor - Coordinator

M
Chrysospathi 2-4,
r 54629, Thessaloniki =

https.//www . ellinikahoaxes.qr

3 [T I

Zug Tpl, 6 Toud 2021 otig 11:47 m.p., o/ Tijana Cvjeticanin [(b)(6) Ristinomjer.ba> ypaye:
Yes, thank you Baybars!

On Tue, Jul 6, 2021 at 6:28 AM Jency Jacob -(b)(ﬁ)a) boomlive.in> wrote:

Dear Baybars,
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Bwhitaker |{ D) (6) I%ap.0r9> ;

Jeanfreddy [(b)(6) @gmail.com>;

Maarten Schenk {{b)(6) |@leadstories.com>;
Ellen Tordesillas [[myiay — faverafiles.org>;
Pmfernandez {{b)(6) |@chequeado.com>;
4h(B6) [@zastone.ba>;

MStewart [[h)(6)  |@usatoday.com>;

(b){(6) [@gmail.com>;

T |@state.gov>;

b6 [@mdfgeorgia.ge>;
Enock NYARIKI |(h\(6)|@pesacheck.org>;
Ferdi Ozsoy |(b)(6 [@poynter.org>;

Alanna Dvorak [(hy (/Y oynter.org:>;
Harrison Mantas [(b)(6) poynter.org>




60



61



62



63



64



65



FL-2023-00013  A-00000597103 "UNCLASSIFIED" 7/24/2023 66

Sender: "Khin, John" {/by/8\[@ap.org>

hY{RY [@state.gov>;
ib(6) |@state.gov>;
Recipient: [[h)(6) @state.gov>;
(b)(6) [@state.gov>;

Rizzo, Dave [irhvisy J@ap.org>
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From: Steven Lee Myers [(b)(6) [@nytimes.com>
To: GEC Press <GECPress@state.gov>

Re: Response for interview request with State Department's Global Engagement
Center

Date: Fri, 26 Aug 2022 10:28:57 -0700

Subject:

Sure, I think so. Best time for me might be later this afternoon, say around 4 or 5 eastern?

The New York Times

Twitter: (@stevenleemyers
Facebook: StevenLeeMyersNYT
What'sApp and Signal, {h&)

On Fri, Aug 26, 2022 at 10:18 AM GEC Press <GECPress(@state. gov> wrote:

Good afternoon Mr. Myers,

Thanks for getting back to us.

Could you do a Microsoft Teams call?
(D)6 |

From: Steven Lee Myers {{p)(6) Pnytimes.com>

Sent: Friday, August 26, 2022 12:46 PM

To: GEC Press <GECPress@state.gov>

Subject: Re: Response for interview request with State Department’s Global Engagement Center

Thank you very much. I am free today (on Pacific coast time) at|(b)(6) |
Best

Steve

The New York Times

Twitter: @stevenleemyers

Facebook: StevenLeeMyersNYT
What'sApp and Signal, 4(b)(6) |

On Fri, Aug 26, 2022 at 6:44 AM GEC Press <GECPress@state. gov> wrote:

Good morning Mr. Myers,

I'm reaching out from the State Department's Global Engagement Center. We received notice
that you would like to speak to an official at the Department regarding Russian disinformation
operations,

84
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| believe that your deadline is 5:00pm today. We have someone available to speak with you
between 1:30 and 5 today - please let us know if this works for you.
We ask that the interview be on background and attributed to a State Department official.

Thank you,
(b)(6)

Public Affairs Officer

Global Engagement Center
U.S. Department of State
All Native Group Contractor

X

Sender: Steven Lee Myers [(b)(6) EPnytimes.com:>
Recipient: GEC Press <GECPress@state.gov>



FL-2023-00013  A-00000598339

From: Julian Barnes {b)(6) @nytimes.com:>
To: |(b)(6) ldstate.gov>

Subject: Re: Re:
Date: Thu, 4 Feb 2021 15:57:31 -0500

"UNCLASSIFIED" 7/24/2023

We have about 30 to 60 before goes into final edits/publication. Precise timing unclear.

On Thu, Feb 4, 2021 at 3:46 PM |(b)(6)

|z state. oov> wrote:

Hi Julian,

We still plan to respond today, let us know if you can hold just a bit longer. Sorry for the delay.

Very best,
(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor

Cell:[(b)(6) |
X

From: Julian Barnes {{b]{ﬁ] |@nytimes.com>
Sent: Thursday, February 4, 2021 3:13 PM

To:[(hi ) [@state.gov>
Subject: Re: Re:

Checking in

Julian E. Barnes

Intelligence, National Security reporter
The New York Times

4(b)(6) [Mobile/WhatsApp/Signal

On Thu, Feb 4, 2021 at 10:42 AM [(b)(6)

[@state. gov> wrote:

Hi Julian,
| think it should be very shortly.
Very best,

(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor
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Cell:{(b)(6)

X
From: Julian Barnes[ihyiAY  @nytimes.com>
Sent: Thursday, February 4, 2021 10:35 AM
To:lihi/) [@state.gov>
Cc: GEC Press <GECPress@state.gov>
Subject: Re:

Will you be able to get back to me today?

Julian E. Barnes

Intelligence, National Security reporter
The New York Times

H(b)B) |Mobile/WhatsApp/Signal

"UNCLASSIFIED" 7/24/2023

On Thu, Feb 4, 2021 at 9:44 AM|(b)(6)

(G state.gov> wrote:

Hi Julian,

Can you give us a little more time? We should be able to get back with you shortly.

Very best,

(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor
Cell: [(b)(6) |

X
From: Julian Barnes {{h\{§) [@nytimes.com>
Sent: Wednesday, February 3, 2021 5:22 PM
Toi(b)(6) @state.gov>
Subject:
fhiigY

Looks like the story I was helping my colleague could go as early as tomorrow aftemoon. Not
sure if there is anything you will be able to share Thursday morning. Give a ring when you can

(b)(6) |

Julian E. Barnes

Intelligence, National Security reporter
The New York Times

H(b)(6) |Mobile/WhatsApp/Signal

{(b)(6) |mobile/signal/WhatsApp
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Sender: Julian Barnes [rhyiRaYy ______ Jonytimes.com>
Recipient: [b)(6) [@state.gov>
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Alanna Dvorak
International Training Managet/IFCN
The Paynter Institute

ph: [hy(6Y |
[[ryviay  J@poynter.arg
www.poynter.org

Sender: Alanna Dvorak {b)(6) Ppoynter.org>

Fanous, Mary K (Tunis)|(b)(6) @state.gov>;
Thibault, Erica {Tunis) 4(h\(RY __Bistate.gov>;
Baybars Orsek {hvay [@poynter.org>;

Recipient: |(h\/6) @state.gov>;
(b)(6) \@state.gov>:
(h)(A) state.gov>;

[(mi6) [@state.gov>

7/24/2023
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FL-2023-00013 A-00000597429 "UNCLASSIFIED" 7/24/2023
From: |(b)(6) l@state.gov>
To: Vonda Wolcott[[hyiay_[@iwpr.net>;

Alanna Dvorak {{py(g) _@poynter.org>

Subject: Re: Poynter-GEC intro connection re training resources
Date: Wed, 3 Nov 2021 17:31:51 +0000

Hi Vonda,

Thanks for the introduction.

Alanna: Please let me know your availability for a 15-30 minutes call sometime this week and |
will send you an invitation to the MS Teams.

Thanks and | look forward to chatting with you.

Sincerely,

b6 |

China Division | Global Engagement Center

Regional Program Lead, South and Central Asia (SCA)
U.S. Department of State

Contractor - Alutiig Information Management, LLC

(b)(6)
(D)(6) state.gov, |(b)(6) |@america.gov

-

“Mission: To direct, lead, synchronize, integrate, and coordinate efforts of the Federal Government to
recognize, understand, expose, and counter foreign state and foreign non-state propaganda and
disinformation efforts aimed at undermining or influencing the policies, security, or stability of the
United States, its allies, and partner nations.”

From: Vonda Wolcott {{hY(6) |@iwpr.net>
Sent: Wednesday, November 3, 2021 12:31 PM

To{hi(A) [@state.gov>; Alanna Dvorak [[p)(6) _|@poynter.org>

Subject: Poynter-GEC intro connection re training resources

Good morning all:

I wanted to introduce you to Alanna, who has been leading the project's training
activities, including in the SCA region. She works with all training resources, even beyond the
IFCN-related work she is doing in connection with our project. She can best answer questions
about all of Poynter's training resources and other support.

Thanks!
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From: [(b)(6) [@state.gov>
To: Alanna Dvorak [b)(6) _[®poynter.org>
Subject: Re: Poynter-GEC intro connection re training resources
Date: Tue, 9 Nov 2021 19:21:27 40000

Hi Alanna,

No problem. Please suggest a few available time slots for the next week. | guess 30 minutes
should be more than enough. | look forward to chatting with you.

Sincerely,

[(b)®) |
China Division | Global Engagement Center
Regional Program Lead, South and Central Asia (SCA)
U.S. Department of State

|C0ntract0r - Alutiiq Information Management, LLC
(b)(6)

(b)(B) state.gov,|(b)(6)  [@america.gov

-

“Mission: To direct, lead, synchronize, integrote, and coordinate efforts of the Federal Government to
recognize, understand, expose, and counter foreign state ond foreign non-state propoganda ond
disinformation efforts aimed ot undermining or influencing the policies, security, or stability of the
United States, its ollies, and partner nations.”

From: Alanna Dvorakffhy(gy [@poynter.org>
Sent: Tuesday, November 9, 2021 1:59 PM

To: |(b)(6) f@state.gov>
Subject: Re: Poynter-GEC intro connection re training resources

Hi
Sorry the delay! This sort of got buried in my inbox amidst the IWPR project, the launch of our

Facebook programs and two private MENA trainings.
I'm slogging through my final reports for IWPR, so would a meeting next week work for you?
Best,

Alanna
On Wed, Nov 3, 2021 at 1:32 PM|(b)(6) i state. gov> wrote:
Hi Vonda,

Thanks for the introduction.
Alanna: Please let me know your availability for a 15-30 minutes call sometime this week and |
will send you an invitation to the MS Teams.
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Thanks and | look forward to chatting with you.
Sincerely,

[(b)(6) |
China Division | Global Engagement Center
Regional Program Lead, South and Central Asia (SCA)
U.S. Department of State
| Contractor - Alutiiq Information Managenllent, LLC
(b)(6)

|(b)(6) [@state.gov|(b)(6)  |[@america.gov

-

“Mission: To direct, lead, synchronize, integrate, and coordinate efforts of the Federal Government to
recognize, understand, expose, and counter foreign state and foreign non-state propaganda and
disinformation efforts aimed at undermining or influencing the policies, security, or stability of the
United States, its allies, and partner nations.”

From: Vonda Walcott {irvia [@iwpr.net>

Sent: Wednesday, November 3, 2021 12:31 PM

To:|(b)(6) @state.gov>; Alanna Dvorak {5)6) @ poynter.org>
Subject: Poynter-GEC intro connection re training resources

Good morning all:

(b)(6) |I wanted to introduce you to Alanna, who has been leading the project's training
activities, including in the SCA region. She works with all training resources, even beyond the
I[FCN-related work she is doing in connection with our project. She can best answer questions

about all of Poynter's training resources and other support.
Thanks!

Vonda Wolcott

Sr. Program Manager

Institute for War and Peace Reporting {IWPR)
11566 15th Street, NW

Suite 329

Washington, DC 20005

Tel: +(b)(6) |

This electronic mail message and any attached files are intended solely for
the named recipients and may contain confidential and proprietary business
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From: [(b)(6) [@state.gov>
Davey Alba [(h\(6) l@nytimes.com>;
To: Eliot Higgins {{hyvay @bellingcat.com>;
" ERONEN Pasi (EEAS) [(b)(6) [@eeas.europa.eu>;
[(hhiBY (@state.gov>
(b)(6) dstate.gov>;
CC: |(b)(©) @state.gov>;
(b)(6) [@state.gov>

Subject: Re: OPCW Disinformation Panel - Fine Tuning and Dry Run
Date: Tue, 23 Nov 2021 20:11:33 +0000

Thank you all for chiming in. | will see you tomorrow for the dry-run. This morning worked great
and helped us iron a few things out. It should run even better tomorrow. By then we likely have
a moderated Q&A system in place.

You should have received an invite for the event itself with the 1PM US EST/6PM London/7PM
The Hague start time. | am going to add the EU and Estonian Ambassador to it so you may
receive an update.

Thanks again for your participation in this event. We are looking forward to an interesting and
very timely discussion.

Regards,

(b)6) |

AVC/CBW

From: Davey Alba {{b)(6) @nytimes.com>
Sent: Tuesday, November 23, 2021 3:02 PM

To: Eliot Higgins[(hy®Y  J@bellingcat.com>

Cc: ERONEN Pasi (EEAS)[(BY(6) |@eeas.europa.eu>frym |

(B)(6) state.gov>; |(_b)(6) [@state.gov>; [(hiiay [(The Hague)
(5)(6) éstate.gow; (BY(6) @state.gov>fih(6) |(The Hague)

[h\(AY  I®state.govs; LEINONEN Mika-Markus (EEAS-THE HAGUE)

[(bY(6Y [@eeas.europa.eu>

Subject: Re: OPCW Disinformation Panel - Fine Tuning and Dry Run

Same here, the delay is fine with me and OK with being recorded.

On Tue, Nov 23, 2021 at 3:02 PM Eliot Higgins {{b\(6) kbellingcat.com> wrote:

Hi all, I'm happy with the delay and its no problem if its recorded.

Thanks

Eliot

On Tue, 23 Nov 2021, 19:53 ERONEN Pasi (EEAS), |(b)(6) I@eeas.europa.eu> wrote:
Dear all,

Sincerest apologies for my late email reply!

lust to confirm also here, delaying the event with 30 minutes works perfectly well with me.
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Also, recording the event works well with me, especially if we also get an access to the recording.

Best regards,
Pasi

From:|(b)/(6) |@state.gov>
Sent: 19 November 2021 22:15

To: Davey Alba |(b)(6) @nytimes.comx Eliot Higgins [h\(6) [®bellingcat.com>; ERONEN Pasi

{EEAS} {hVAY |@eeas.europa.eu>;[(hiG) [@state.gov>
Ceslfh)(B) [@state.gov>:{[h)(6) |@state.gov>;
[(hyidy [@state.gov>

Subject: OPCW Disinformation Panel - Fine Tuning and Dry Run

Dear Davey, Eliot, Pasi and |(h)(6

Apologies for the long email. | figured you'd rather have it all at once instead of than some
repeated back and forth.

Most important and time sensitive: Are you Ok pushing back the event 1/2H? The EU and
Estonian Delegation have suggested a 7PM start (The Hague time) to give delegate times to
grab a bite before the panel. That would make the panel run from 1PM to 2:30PM Eastern
Standard Time.

Another thing | will need your green light: Are you comfortable with the event being recorded.
While the event will be limited to the OPCW Delegates and some OPCW Staff who will be
invited, we are considering editing a shorter video to be for wider sharing. If we record, based
on what is said we can of course revisit. We would not make anything public without your
consent.

Also we'd like to schedule a dry run early next week to ensure Microsoft Teams works properly
for all of you. This is the platform most OPCW delegations are familiar with because the OPCW
uses it. Even if you do not have the App/Software installed, the web version works well. We'd
appreciate if you could put your availabilities for the dry run in the doodle below with your
initials:

https://doodle.com/poll/pdtdve2abagbszcs?utm source=poll&utm medium=link

Attached is the draft invitation, let me know if there is anything you'd like tweaked. It says 7PM
but again this is only if that works for all of you. In case you don't know each other already,
below are the bios we were planning to share with delegates. We welcome your edits

Davey Alba — New York Times

Alba is a technology reporter for The New York Times and covers online disinformation and its
global harm. She was previously a senior reporter at BuzzFeed News and wrote about artificial
intelligence and tech effects on people and communities.
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[bY(6) |
Forefen Affiirs Officer

Office of Chemical and Biological Weapons Affairs
Burgau of Amms Control, Venfication and Compliance
LS. Department of State
2201 C Street, N.W.
Washington, D.C. 20520

desk)
(O)®) |
o slidle. ston

=1

Davey Alba
| Reporler |
(bhey |
{@davevalba
620 Eighth Avenue, 4th Floor,
New York, NY 10018
Sender: ((b)(6) [@state.gov>

Davey Alba [(b)(6) @nytimes.com:;

Eliot Higgins [fhyaY @bellingcat.com>;

ERONEN Pasi (EEAS) 4/h\i(5) ldeeas.europa.eu>;
Recipient: [(D)(6) l@state.gov>;

(0)(6) state.gov>;

(b)(6) Bstate.gov>;

(b)(6) [@state.gov>
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e Also, Russia has a track record of accusing the West of the very
crimes that Russia itself is perpetrating. Prior to the war, Russia
falsely accused the U.S. of deploying contractors with chemical
weapons in Ukraine.

e This is all an obvious ploy by Russia to try to try to justify further
premeditated, unprovoked, and unjustified attacks on Ukraine.

e Now that Russia has made these false claims, and China has
seemingly endorsed this propaganda, we should all be on the
lookout for Russia to possibly use these kinds of chemical or
biological weapons in Ukraine, or to create a false flag operation
using them. It’s a clear pattern, and no one should fall for it.

e In response to increasing media and social media exposure of the
Russian military targeting civilians in Ukraine, Russia is also
operating “debunking” disinformation campaigns to cover up its
actions and label accurate reporting as fake.

e One example is the allegedly state-linked “Boiina ¢ defikamu™ or
“War with Fakes” website and its affiliated Telegram channel
which appeared on February 24, at the outset of Russia’s further
invasion of Ukraine. The site and channel describe all
incriminating videos they showcase as “fakes.” “War with Fakes”
also amplifies the narrative that Ukrainian forces are to blame for
Russia’s attacks impacting schools, hospitals, and homes in
an attempt to cover up Russia’s strikes on or near civilian
buildings.

e Another example: Russia’s Defense Ministry spokesperson
claimed Ukraine was holding a group of Indian students “hostage”
to use them as human shields. President Putin repeated this
allegation in his March 2 conversation with Indian Prime Minister
Modi, offering Moscow’s help. However, the Indian Foreign
Ministry said it had not received any reports of its citizens being
held in this manner.
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Can you speak to their overall strategy and goals regarding
misinformation/propaganda right now?

Russia has a long history of manipulating information to pursue its
own strategic goals and accomplish its political agenda.

The Global Engagement Center (GEC) has seen an increase in
Russian disinformation operations about Ukraine across the
Russian disinformation ecosystem, especially on social media
platforms,

Russia’s disinformation ecosystem includes official channels, such
as statements from the Kremlin and Russian officials in Moscow
and overseas; narratives on state-sponsored media platforms; proxy
websites connected to the Russian government; amplification by
external actors who echo Kremlin talking points; as well as bots
and other tools to push their narratives forward.

All of these are part of the coordinated effort by Russia’s
government to spread Kremlin talking points globally, to
undermine confidence in Ukraine’s government, to shift blame
away from the Kremlin, and to cause confusion.

Who are they targeting? Russians, the West, both?

Pro-Kremlin media and influencers, as well as proxy sites covertly
controlled by the Kremlin, continue to spread disinformation as
part of ongoing Russian influence operations intended to
demoralize Ukraine, globally discredit the United States and other
countries supporting Ukraine, and create fissures in relations
between Western countries and Ukraine. The Russian
government’s disinformation efforts are increasingly being used
against Russian citizens as well.

Russian government-backed online influence actors are likely
using the following websites and blogs, among others, to promote
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Kremlin interests and produce and amplify Russian officials’ or
state media disinformation targeting Ukraine, NATO, the
European Union, and the United States:

e topwar.ru

® army-news.ru

® -News.su

¢ medium-info.ru

e pan.bg

e politikus.ru (dormant)

e pravdoryb.info

e Rusonline.org

e westvoices.ru

Can you say anything about the platforms you're seeing used for this
purpose? Is it just state-run media or are there other avenues, like
social media?

e We know the Russian government tasks and influences many
proxy media outlets to publish content that denigrates Ukraine and
depicts Ukraine as the aggressor in its ongoing invasion.

e Articles from these proxy outlets make their way to official
Russian state-funded media outlets such as RIA Novosti, and to
propaganda outlets such as RT and Sputnik, as well as to foreign
outlets, where they are at times portrayed as coming from
legitimate sources

¢ Russia’s government sows disinformation and propaganda meant
to undermine, demoralize, and discredit Ukrainian governmental
organizations and personnel.

e State-media accounts, such as RT Arabic, RT Spanish, and others
promote this disinformation globally.
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Are you aware of any bot activity or similar social media
manipulation?

e Yes. Russia has a track record of using bots, false personas and
other means of manipulating platform algorithms and amplifying
the impact of its disinformation.

e The Department of State has noted that a number of social media
companies are taking measures as a result of the further Russian
invasion of Ukraine to label Russian state-sponsored media
organizations, to suspend those violating their terms of service, and
to reduce the opportunity of purveyors of disinformation to
manipulate the platform algorithms.

(bY(6)

National Media Strategy | Global Events & Travel
Global Public Affairs | U.S. Department of State

From: Stuart Thompson|(b)(6) [@nytimes.com>
Sent: Tuesday, March 8, 2022 6:16 PM
To:|(b)(6) l@state.gov>

Subject: Re: NYT inquiry - Disinformation from Russia

Great, thanks!
Stuart A. Thompson

r— 1

KEPOHTFR
R ravze—

Filfiossrs Jo nytimes. com
A: 620 8th Ave # 1, New York, NY 10018

On Tue, Mar 8, 2022 at 6:00 PM [(b)(6) [istate. gov> wrote:
Hi Stuart,
These answers will be ready tomorrow.

Y RY
National Media Strategy | Global Events & Travel

Global Public Affairs | U.S. Department of State

From:[hyif) [@state.gov>
Sent: Monday, March 7, 2022 9:12 AM
To: Stuart Thompson [(hy(/) |@nytimes.com>

Subject: Re: NYT inquiry - Disinformation from Russia
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From: Julian Barnes {b)(6) dnytimes.com:>

To: [(b)(6) |
(Y 6) f@state.gov>;

CC: DL USCYBERCOM_PAO (H3(C9) «<DLUSCC_JO_PAO@cybercom.mil>;
(b)) |

Subject: Re: NYT connection to State Dept GEC
Date: Tue, 2 Feb 2021 13:19:41 -0500

Thanks Captain, I shall write |(b)(6) |the substance of my query in a second email

Julian E. Barnes
Intelligence, National Security reporter

The New York Times

H(b)(6) | Mobile/WhatsApp/Signal

On Tue, Feb 2, 2021 at 1:13 PM|(b)(6) | wrote:

Julian-

Connecting you to [(hY(R) lof the Global Engagement Center-- not sure if they will

have something for you on Russian anti-vax disinformation campaign in Spanish, but wanted to
make sure you had a good POC for her.

V/R,

(b)(8) |
U.S. Cyber Command, Public Affairs
COMM:[(b)(B) |
NSTS:[(b)(6) |
Personal Cell:{(b)(6) |
Work Cell{b)(6) |

Sender: Julian Barnes |[(h\(6) dnytimes.com>

[b)(6) |
(b)(6) fstate.gov>;

DL USCYBERCOM_PAQ (H3C9) «DLUSCC_JO_PAO@cybercom.mil>;
[h1(6) |

Recipient:
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From: [b)(6) [@state.gov>
To: [(bY(6Y |@state.gov>;

Kroeker, Scott {( b)(6) |@EastWestCenter.org>

Joshua Peller! | b6} @nytimes.com>;

Vonda Wolcott [[hyRY [@iwpr.net>;
CC: Alan Davis [[h/gl@iwpr.net>;
[T |@state.gov>;
(b)(6) [@state.gov>

Subject: Re: Media outlets for New York Times Project
Date: Wed, 11 Nov 2020 21:05:26 +0000

Noted ((b)(6}

I will reach out and get back to Scott as soon as [ can.

Thank you,

Get Qutlook for 108

From:[(h\(R) [@state.gov>

Sent: Thursday, November 12, 2020 3:08:50 AM

To: Kroeker, Scott EastWestCenter.org);I(h\(m |Port Moresby)

@ state.gov>

Cc: Joshua Peller’ fhvAy  1@nytimes.com>; Vonda Wolcott fhy/Y I@iwpr.net>; Alan Davis
[ra@iwpr.net>; frA) [@state.gov>; [(b)(6) [(Port Moresby}

(hY(A @state.gov>

Subject: Re: Media outlets for New York Times Project

Scott:
Sorry this has been such a struggle.

[(hyis) | Would you make another round of outreach to our contacts to see if can get some
movement? Perhaps they think it's something they need to pay for? Please reiterate that this is
a service we are providing at no cost to them.

Thanks,

(b)(6)

From: Kroeker, Scott {b)(6) |@EastWestCenter.org>
Sent: Wednesday, November 11, 2020 12:24 PM

To:[ihyAY postate.gov>; fpv/y  J(Port Moresby}

Dstate.gov>

Cc: Joshua Peller’ [h\(6) ____ |@nytimes.com>; Vonda Wolcott [[5)(8) [Riwpr.net>; Alan Davis
e @iwpr.net>;[rhviay [@state.gov>

Subject: Media outlets for New York Times Project

Aloha

| wanted to update you on our outreach efforts to media outlets in PNG, Solomons and Vanuatu since
it’s heen a struggle to get people to respond to our offer of New York Times content licenses.
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Alan Davis[(hy(a [@iwpr.net>;
(& |@state.gov>;

(b)) (@state.gov>
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What is the GEC is doing when it comes to the disinformation that Russia and China have
increasingly put out about the Ukraine war?

How is the GEC tracking it?

What kinds of trends have there been?

Is the GEC leading any efforts to directly combat it?

We ook forward to hearing from you and arranging a time for the conversation.

Thank you,

(b)(6)

Public Affairs Officer

Global Engagement Center
U.S. Department of State
All Native Group Contractor

(b)(6)

[=1

Sender: GEC Press <GECPress@state.gov>

Atwood, Kylie cnn.c0m>;
Price, Edward C [ry/ay__ldstate.gov>;

Ice, John T [irvar@state.gov>;

GEC-Press <GEC-Press@state.gov>;

[[hyiay f@state.gov>;
Hansler, Jennifer [(b)(6) f@cnn.com>

Recipient:
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From: Edward Lucas|(b)(6 [@me.com>

To: [(b)6) [@state.gov>
b)(6) [@state.gov>;
(b)(6) @_|@state.gov>;
(R RY state.gov>;
() 8) [@state.gov>;
hy(R) [@state.gov>;
(b)(6) [@state.gov>;
(B)(6) |@state.gov>;
Corina Rebegea frnvay [@cepa.org>;
Sarah Cook [hy/R\@FreedomHouse.org>;
danielle Cave {{h\i&Y_____ |@aspi.org.au>;

Rachael Owen {{h\/{RY _____ |@aspi.org.au>;
cc: AlexJoske aspi.org'.au:» :

Tom De Waal [n\/al@iwpr.net>;

Alan Davis {rmy [@iwpr.net>;

Vonda Wolcott [[h(&) [@iwpr.net>;

ey J@ff.cuni.cz [y 6) |@ff.cuni.cz>;
Baybars Orsek [fryvray__J@poynter.org>:
er.org [friia@poynter.org>;

h(6) dceip.org {fnvay [@ceip.org>;

(bY(B) [@state.gov>;
(b)Y 6) [@state.gov>;
Alan Davis frvay Biwpr.net>;

D)6 @poynter.org {friay J@poynter.org>;

(i /) [@poynter.org {(b)(6) [@poynter.org>

Subject: Re: GEC FY21 Strategy for Engagement in Europe
Date: Thu, 5 Nov 2020 15:07:26 +0000

Hello everyone - rather than take up precious minutes during the call, I just wanted to share our
new weekly newsletter on PRC influence ops. I’'m pasting it below.

Happy to discuss during the call, but also please do feed me any tips, ideas or criticism for future
editions. My cell is below (works on Signal, Line and WhatsApp) and [ have protonmail if
anyone needs it

Link is here https://mailchi.mp/cepa.org/announcing-china-influence-monitor-tracking-the-cceps-
westward-footprint-5675707e=4622d710c6

And I am pasting it below
Best regards, Edward

Edward Lucas {(b)(6) |

Subscribe to my weekly newsletter at edwardlucas.substack.com
Follow me on Twitter (@edwardlucas

skype edwardlucas
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b)(6) [@state.gov>>;
(KA pstate.gov>;

(b)(6) [@state.gov>;
(b)(6) [@state.gov>;
(BY6) @state.gov>;
Corina Rebegea [frhyiA/Y [dcepa.org>;

Sarah Cook [[hy/a\[@FreedomHouse.org>;
danielle Cave [fhyvay ___ |@aspi.org.au>;
Rachael Owen [fh\i&) |@aspi.org.au>;
Alex Joske [(h\(A) [daspi.org.auz>;

Tom De Waal [fhy/_J@iwpr.net>;

Alan Davis [hy/al@iwpr.net>;

Vonda Wolcott [[hya) J@iwpr.net>;

iRy J@ff.cuni.cz frvay  d@ff.cunicz>;
Baybars Orsek [[hy/aY__J@poynter.org>;

[ J@poynter.org {ny J@poynter.org>;
[hyidy  J@ceip.orglihidmy  J@ceip.org>;
[FhY(AY [ state.gov>;
l(b){(6) [@state.gov>!

Alan Davis [fry/ay Riwpr.net>;
[(h/6) [@poynter.org [h)(6) [@poynter.org>;
[hi6) I@poynter.org b)) |@poynter.org>
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On Tue, Feb 16, 2021 at 3:44 PM Ice, John T {b)6)l@state.cov> wrote:
Hi Michael,

Thanks for the call. Daniel Kimmage can talk at 2:00 PM on Thursday. Would that work for
you?

Also, would you mind giving us the questions in advance? | think that would go a long way
toward helping Daniel to be prepared.

Best,

J.T.

From:lce, John T {(h)(Bl@state.gow
Sent: Friday, February 12, 2021 11:57 AM

To: Gordon, Michael {{hy&) @wsj.com>
Cc:|(b)(6) [@state.gov>

Subject: Re: GEC Follow Up

Hey Michael,

As discussed on the phone, we will look forward to hearing from you on Tuesday.
In the meantime, have a nice weekend.

JLT.

From: Gordon, Michael {(h)(B) @wsj.com>

Sent: Friday, February 12, 2021 11:24 AM

To:lce, John T lfh]l’B l@state.gov>

Subject: Re: GEC Follow Up

Can you give me until Tuesday to sort this out within the WSJ?
Michael Gordon

National Security Correspondent
The Wall Street Journal

b)(6) |(cell, WhatsApp, Signal)
b 6) @wsj.com (work email)

(b)(6) [@protonmail.com (encrypted email)

Book site: michaelrgordon.com

On Fri, Feb 12,2021 at 11:22 AM Ice, John T {{b)(&)|@)state.gov> wrote:
Dear Michael,
| hope this email finds you well and ready for the long weekend.
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Just giving you a heads up that at this point we would like to go ahead and pitch this
information to another outlet. If you are planning to publish something imminently, please let
us know and we can hold.

We sincerely appreciate your interest, and we hope we can work on another project, soon.
Best,

J.T.

John T. Ice
Deputy Spokesperson

United States Department of State
(6 |
| hy( [@state.gov
From: Ice, John T [b)(6 [@state.gov>
Sent: Thursday, February 4, 2021 5:40 AM
To: Gordon, Michael [{b)(6) [@wsj.com>
Ce:[(b)(6) l@state.gov>

Subject: Re: GEC Follow Up

Thanks, Michael! Can you share if you have a time frame in mind?
LT.

From: Gordon, Michael |(b)(6) |@wsj.com>

Sent: Thursday, February 4, 2021 5:03 AM

To: Ice, John T {{nvAl@state.gov>

Subject: Re: GEC Follow Up

Yes. I will be back to you relatively soon. Got tied up with Myanmar, etc.
Michael

National Security Correspondent

The Wall Street Journal

[bY6)  (cell, WhatsApp, Signal)

[(bY(6) k@wsj.com {work email)

(b)(6) |dprotonmail.com (encrypted email)

Book site: michaelrgordon.com

On Thu, Feb 4, 2021 at 8:41 AM Ice, John T {b)(6)|@state.gov> wrote:

Hi Michael,

| hope this email finds you well. Just to follow up on email, do you think you will do the
article?

Happy to help with any questions you might have.

Best,

J.T.

John T. Ice
Deputy Spokesperson
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United States Department of State

Office: {(h)B) |
o ITY @state.qov

From:[[h)(R) |@state.gov>
Sent: Wednesday, February 3, 2021 4:37 PM
Tod b} 6} [@ws].com frvas J@wsj.com>

Cc: Ice, John T /Y |@state.gov>; GEC Press <GECPress@state.gov>
Subject: re: GEC Follow Up

Hi Michael,

Hope you are doing well. | wanted circle back with you on this to confirm receipt of the follow
on information and to see if you had any other questions.

I'm also copying in our Deputy Spokesperson, L.T. Ice, in case you have any questions for him.
Look forward to hearing from you soon.

Very best,

(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor
Cell:|(b)(6) |

X

From:(b)(6) Bstate.gov>

Sent: Tuesday, January 19, 2021 11:50 AM

Tolhim) [@Bwsj.com fryvay [@wsj.com>

Cc:|{h]{6] @state.gow; GEC Press <GECPress@state.gov>

Subject: GEC Follow Up

Hi Michael,

Thank you again for your time last week. Please find some follow-on information both below
and attached. In addition, I wanted to see if you had a few minutes to chat quickly by phone
today between 1pm-3:30pm, so that our Principal Deputy Coordinator could provide some
further context off the record?

Information Provided:

1. GEC's Special Report (On the Record)

2. Links to each of the sites discussed (Provided with No Attribution).

3. Examples of disinformation spreading (Provided with No Attribution).

4. Current and removed social media presences by each of the sites in the matrix attached
(Provided on Deep Backeround).

o Off the Record: The GEC is in no way claiming a cause/effect relationship between any
GEC exposure effort and the timing of any account removals. All takedowns are the
decisions of the companies and based on their own terms of service.
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Cell: [(b)(6)

X

From: Julian Barnes[fryigy @nytimes.com>
Sent: Sunday, March 7, 2021 10:40 AM

Toyb)(6) @state.gov>
Cc: GEC Press <GECPress@state.gov>; Michael Crowley [(b)(6) [@nytimes.com>; Lara Jakes

ihigY @nytimes.com>
Subject: Re: GEC Follow Up

(b)(6)
I see the Jounal story on the state report has (at last) been published
https://www.wsj.com/articles/russian-disinformation-campaign-aims-to-undermine-confidence-
in-pfizer-other-covid-19-vaccines-u-s-officials-say-11615129200
Can you provide us a copy of the report?
Julian

Julian E. Barnes

Intelligence, National Security reporter
The New York Times

1(b)(6) [Mobile/WhatsApp/Signal

On Thu, Feb 4, 2021 at 6:13 PM[(b)(6) [@)state. gov> wrote:
Thanks! Do you still plan to run the story tomorrow?
Very best,

(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor
Cell:[(D)(6) |

X

From: Julian Barnes |(h\(m [@nytimes.com>

Sent: Thursday, February 4, 2021 6:09 PM

To:l h\(AY [@state.gov>
Cc: GEC Press <GECPress(@state.gov>

Subject: Re: GEC Follow Up

Got this and forwarding to lead writer.

On Thu, Feb 4, 2021 at 6:05 PM|(b)(6) |a)'state.g0v> wrote:
Hi Julian,
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[(b)(6) |mobile/signal/WhatsApp
Sender: [h)(6) [@state.gov>
Julian Barnes [fhyi&Y_______ jnytimes.com:;

.. GEC Press <GECPress@state.gov>;
Recipient: Michael Crowley {(h)(&) [@nytimes.com=;
Lara Jakes |( b)(8) nytimes.com:>

7/24/2023
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From: Julian Barnes {(b)(6) dnytimes.com:

To: |(b)(6) [state.gov>
Subject: Re: GEC Follow Up
Date: Thu, 4 Feb 2021 18:23:31 -0500

Pubbing tomorrow moming. Unclear what Time

"UNCLASSIFIED" 7/24/2023

On Thu, Feb 4, 2021 at 6:13 PM |(b)(6)

(@ state.cov> wrote:

Thanks! Do you still plan to run the story tomorrow?
Very best,

(b)(®&)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor
Cell:|(b)(6) |

From: Julian Barnes|b)(6) @nytimes.com>

Sent: Thursday, February 4, 2021 6:09 PM

To: ((b)(6) (@state.gov>

Cc: GEC Press <«GECPress@state.gov>
Subject: Re: GEC Follow Up

Got this and forwarding to lead writer.

On Thu, Feb 4, 2021 at 6:05 PM [(b)(6)

[@state. goy> wrote:

Hi Julian,

My apologies again for this delay! Busy times at the State Department today. Please let me

know if there is still time to make it in the story.

The following comments are provided on background, attributable to a State Department

Spokesperson.

e Since the onset of the COVID-19 pandemic we've seen Russia’s disinformation
ecosystem develop false narratives around the virus and pandemic response, including

vaccines.

¢ On vaccines specifically, Russia has pushed two common disinformation
and propaganda narratives to the global community, primarily focused
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on promoting their own vaccines, and seeking to sow distrust in U.S.- and Western-
origin vaccine development programs:

Towards the end of 2020 as vaccines received regulatory approval, the State
Department's Global Engagement Center (GEC) analyzed COVID-19 vaccine-focused
messaging from over 1,000 suspected Russian-aligned Twitter accounts.

Consistent with past observations of Russian-aligned disinformation efforts on

Twitter, Spanish-language accounts showed the greatest engagement during this
period.

These false narratives focus on disproportionately magnifying the risk of potential side
effects associated with western vaccines. Additionally, some accounts

promoted intentionally misleading narratives falsely alleging that mRNA vaccines are
untested and thus risky.

Scientists and manufacturers all over the world are innovating and doing remarkable
things to combat the COVID-19 pandemic. The United States continues to focus on the
facts and follow the lead of scientists that are working on robust and transparent clinical
trials, regulatory processes, and high-quality manufacturing. Russia’s efforts to promote
disinformation through social media, undermines the collective global effort to end the
global pandemic.

Very best,
(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor

Cell: [(b)(6) |
(b)) |mobile/signal/Whats App
1(b)(6) |mobile/signal/Whats App

Sender: Julian Barnes |(h)(6) Dnytimes.com:>
Recipient: [(b)(6) [@state.gov>
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Hi there. So for a story I'm doing on the new front in disinformation wars, | think the Global Engagement
Center at State could be a great resource. My story is going to focus on the Russian campaign to
manufacture fears of a global food shortage crisis. And the center has done some work on this recently.
One recent report is here: https://www.state.gov/disarming-disinformation/russias-disinformation-
cannot-hide-its-responsibility-for-the-global-food-crisis/

Do you have a contact there you'd recommend reaching out to? | think this could be a pretty eye
opening piece because there are a lot of overlaps with the conspiracy theories about the food supply
and those about vaccines and elections. Anyway, | know you're super busy. But I'd be grateful for any
guidance. And hope you're doing well.

Jeremy Peters
The New York Times

[(£)(6) |

Jeremy Peters
The New York Times
(b)(6) |
Sender: Jeremy Peters {b)(6) _ [dnytimes.com>

GEC Press <GECPress@state.gov>;
Patel, Vedant R. EOP/WHO [(b)(6)

Recipient:
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Senior Advisor

Global Engagement Center

Sender: [(D)(6) l@state.gov>
Steven Lee Myers [[h\(R) J@nytimes.com>;
Recipient: |[(h)(R/) [@state.gov>;

(b)(6) |@state.gov>

7/24/2023
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Cc: WHA-Press <WHAPress@State.Gov>, [(b)(6) |@state.gov>
Subject: Re: CNN query on LatAm digital/ radio ads

Hi Priscilla,

Below is my updated response.

Off the record: We have run targeted messaging on migration for a long time. It's a continued
process of writing, production, and implementation. The content of the ads | provided to you

were developed and implemented during this administration. That's all the information | could
find.

Best,

[(b)(6) |

Press Officer
Bureau of Western Hemisphere Affairs (WHA/PD}

From:{b)(6) [@state.gov>

Sent: Tuesday, March 23, 2021 12:29 PM

To: Alvarez, Priscilla [fhyi&) |@cnn.com>

Cc: WHA-Press <WHAPress@State.Gov>;|(b)(6) [@state.gov>
Subject: Re: CNN query on LatAm digital/ radio ads

Hi Priscilla,

Off the record: Correction, let me confirm what | just sent you in my last email. I'll get back to
you soon.

Best,

[(b)6) |
Press Officer
Bureau of Western Hemisphere Affairs (WHA/PD}

From:{/h){6) |@state.gov>

Sent: Tuesday, March 23, 2021 12:22 PM

To: Alvarez, Priscillal(b)(6) f[@cnn.com>

Cc: WHA-Press <WHAPress@State.Gov>;|(b)(6) [@state.gov>
Subject: Re: CNN query on LatAm digital/ radio ads

Hi Priscilla,
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Sender: "Alvarez, Priscilla” [(D)(6) f@cnn.com>
[(bY(6) [@state.gov>;
Recipient: WHA-Press <WHAPress@State.Gov>;
(b)(6) [istate.gov>




160



161



162



FL-2023-00013  A-00000598317 "UNCLASSIFIED" 7/24/2023

We did not include them in our reporting yet _ we’re still working on it. But we’re seeing apparent
Russian hosting of fazze.com {which is now offline} and interesting LinkedIn connections between
adnow.com and fazze employees. Is this an SVR front, one wonders?

Seems like there may be considerably more to Russia’s effort to try to discredit Pfizer and other
Western vaccines than what this WS) piece referenced https://www.wsj.com/articles/russian-
disinformation-campaign-aims-to-undermine-confidence-in-pfizer-other-covid-19-vaccines-u-s-officials-
say-11615129200

Many thanks,
-fb

Frank Bajak, Cybersecurity/Investigations
Twitter:@fbajak — secure emailf L\ /AP protonmail.ch - Boston, U.S.A.

[thyiay |
PGP/encrypted chat: hitp://keybase.io/fbajak Fingerprint: 06CFF14700F4CAA4

wickr, WhatsApp — XMPP: sfbjr@ijabber.ccc.de

|E| m

The information contained in this communication is intended for the use of the designated recipients
named above. If the reader of this communication is not the intended recipient, you are hereby notified
that you have received this communication in error, and that any review, dissemination, distribution or
copying of this communication is strictly prohibited. If you have received this communication in error,
please notify The Associated Press immediately by telephone at +1-212-621-1500 and delete this email.
Thank you.

The information contained in this communication is intended for the use of the designated
recipients named above. If the reader of this communication is not the intended recipient, you are
hereby notified that you have received this communication in error, and that any review,
dissemination, distribution or copying of this communication is strictly prohibited. If you have
received this communication in error, please notify The Associated Press immediately by
telephone at +1-212-621-1500 and delete this email. Thank you.

Sender: ((b)(6) [@state.gov>
Bajak, Frank [b)(6) |@ap.org>;
Recipient: [(b)(6) Bstate.gov>;

GEC Press <GECPress@state.gov>
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From: Julian Barnes[(hy&Y  l@nytimes.com>
To: ((b)(6) state.gov>
Date: Thu, 4 Feb 2021 16:29:25 -0500

give me a quick call to update me on where you stand. {need to speak to you before 5)
Julian

Julian E. Bamnes

Intelligence, National Security reporter
The New York Times

H(b)(6) |Mobile/WhatsApp/Signal

Sender: Julian Barnes [[b)(6) [@nytimes.com:>
Recipient: ((b)(6) [@state.gov>
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From: |(b)(6) @state.gov;«
To: [[p)(6) Pwsi.com {{h(F)]|@wsj.com>

Subject: Linkedin article
Date: Thu, 14 Oct 2021 15:45:50 +0000

Hi, Liza,

| saw your article today on Linkedin closing in China. Would you be able to send me the full piece? |
don’t have my subscriptions set up at my new job yet. If not, no worries.

(b)(6)

Foreign Affairs Officer, China Team
Global Engagement Center

U.S. Department of State
Office[(b)(6) | | Cell{b)(6)

[=1

Sender: |(b)(6) [@state.gov>
Recipient: [b)(6)f@wsj.com {p)(g) [@ws]j.com>
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From: Katherine Q'Hearn <washpostlive@washpost.com>

To: |(b)(6) |@state.gov>

Last day to register: WashPost's Global Women's Summit with Ukrainian first lady
Qlena Zelenska, Hillary Clinton, Vivek Murthy and more

Date: 5un, 13 Nov 2022 15:01:37 +0000

Subject:

Sender: Katherine O'Hearn <washpostlive@washpost.com>

Recipient: |(b)(6) [@state.gov>
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From: Washington Post Live <washpostlive@washpost.com>

To: [(hvRY _ state.gov>

ICYMI: Calif. Secretary of State Alex Padilla on stimulus checks, impeachment and
maore

Date: Tue, 12 Jan 2021 00:13:06 +0000

Subject:
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From: [(D)(6) |
To: 'Julian Barnes' {{b)(6) nytimes.com>

(b)Y 6) [@state.gov>;
CC: DL USCYBERCOM_PAQ (H3C9) <DLUSCC_JO_PAQ@cybercom.mil>;

[b)(6) |
Subject: Contact for Russian mirror sites

Date: Wed, 3 Feb 2021 18:35:00 +0000

Julian-

Clint Watts has some interesting insight on how Russian-affiliated/directed influence platforms
that will likely contribute to your question on Russian disinfo on COVID.

His number is |(b)(6) |and he is eager to discuss-- think this is new info.

(b)(6

V/R,

(b)(6) |
U.S. Cyber Command, Public Affairs
COMM: [[b)(6) |
NSTS{(b)(6) |
Personal Cell{ih)(6) |
Work Cell{b)(6) |

Sender: [(b)(6) |

Julian Barnes' [h6)  [@nytimes.com>;

T [@state.gov>;

DL USCYBERCOM_PAQO (H3C9) <DLUSCC_JO0_PAO@cybercom.mil>;
(6)(6) [@nsa.gov>

Recipient:
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From: Katherine Q'Hearn <washpostlive@washpost.com>

To: |[(D)6) [@state.gov>

Agenda announced for WashPost Global Women'’s Summit featuring Ukrainian first
lady Qlena Zelenska, Hillary Clinton and more

Date: Fri, 11 Nov 2022 14:59:14 +0000

Subject:

Sender: Katherine Q'Hearn <washpostlive@washpost.com>
Recipient: |(b)(6) [@state.gov>
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Recipient: |(b)(6) [@state.gov>
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From: [T I

Sent: Mon, 29 Nov 2021 14:45:3S +0000

To: by 6) |@fullfact.org

Subject: Defending Democracies against Disinformation: Part |, Media Literacy

JOIN WEBEX EVENT

(BY(7)(E)

Event password:|(b)(7)(E)

TAP TO JOIN FROM A MOBILE DEVICE (ATTENDEES ONLY)

(B)(7)(E)

Some mobile devices may ask attendees to enter a numeric password.

JOIN BY PHONE

(B)(7)(E)

Global call-in numbers

[(BYTE)

Can't join the event?

[(BYT)E) |

IMPORTANT NOTICE: Please note that this Webex service allows audio and other information sent during the
session to be recorded, which may be discoverable in a legal matter. By joining this session, you automatically
consent to such recordings. If you do not consent to being recorded, discuss your concemns with the host or do not
join the session.
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From: Washington Post Live <washpostlive@washpost.com>

To: [(hvay ___ Jastate.gov>
Subject: Tues. at 4:00 p.m. ET; The startup boom with AQOL Ce-Founder Steve Case, White
IS House Council of Economic Advisers member Heather Boushey and more

Date: Mon, 20 Jun 2022 20:41:2% +0000
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Sender: Washington Post Live <washpostlive@washpost.com>
Recipient: |[(D)(6) dstate.gov>
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b6 l@state.gov>;
hi(&) [@state.gov>;
(b)(6) |@state.gov>
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From: Washington Post Live <washpostlive@washpost.com>

To: [hig) [@state.gov>

Today at 1:30 p.m. ET: Inflation, supply chain disruptions and reinventing small
business

Date: Wed, 13 Jul 2022 12:11:27 +0000

Subject:
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Sender: Washington Post Live <washpostlive@washpost.com:
Recipient: |(b)(6) [@state.gov>
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From: Reuters <account@reuters.com>
To: [b)(6) [@state.gov>
Subject: Reuters.com Passwaord Reset
Date: Sun, 23 Oct 2022 13:52:30 +0000

[>=1

Reset password

Reset your password by following the link. This link will expire after 24

hours.

Reset password

If you ignore this email, your password won't change.
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Sender: Katherine O'Hearn <washpostlive@washpost.com>

Recipient: |b)(6) dstate.gov>
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Sender: Katherine O'Hearn <washpostlive@washpost.com>

Recipient: ((b)(6) @state.gov>
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From: Kristine Coratti Kelly <washpostlive@washpost.com>

To: |(hyiRY mstate.gov>

RE: WashPast Invite; In-person entrepreneurship event with Heather Boushey and
Steve Case, 6/21 [Response Requested]

Date: Thu, 16 Jun 2022 16:04:22 +0000

Subject:
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Sender: Kristine Coratti Kelly <washpostlive@washpost.com>

Recipient: ((b)(6) wstate.gov>
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investment across the clean energy landscape. This segment will explore how SK is investing in next-
generation clean energy technologies, products, and services to enhance sustainable growth and value
for all stakeholders,

The event is at The Post's D.C. headquarters and invitations are limited, but we would like to give you
priority access. Please RSVP here to reserve your spot by Friday, September 16.

Date & Time

Tuesday, September 20, 2022

Doors open for coffee reception at 8:15a.m. ET.
Program $:00 — 10:30 a.m. ET

Location
The Washington Post
1301 K Street, NW

Speakers

Sen. Brian Schatz (D-Hawaii)

Ryan Gellert, CEO, Patagonia Works and Patagonia, Inc.

Wanjiku "Wawa" Gatheru, Climate Justice Advocate & Founder, Black Girl Environmentalist

Sophia Kianni, Founder & Executive Director, Climate Cardinals and U.S. Representative on UN Youth
Advisory Group on Climate Change

Miranda Wang, CEO & Co-Founder, Novoloop

Content from SK:
Richard Chin, Executive Officer & Board Member, SK Growth Opportunities Corporation

Flease don't hesitate to reach out if you have any questions. We look forward to having you join us.
Best,

Kathy and Marisa

Katherine O’Hearn

Executive Producer

Washington Post Live

Marisa Farifia

Managing Director
Washingion Post Live

Sender: |(b)(6) [@state.gov>
Recipient: Katherine O'Hearn <washpostlive@washpost.com>
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From: Gordon Crovitz {b)(6) ____ |@newsguardtech.com>
To: Nakashima, Ellen [thyiR) [dwashpost.com:>

Angie Mallory|(b)(6) darlis.umd.edu>;
Austin Branch dumd.edu>;

Barton Brown [(b\(6) _|@lexsg.com>;
T Bnctc.gov>;
CC: Joseph Michael Kelly [fry/ay t@umd.edus>;
Michael Williams [hyiay ___@gmail.com>;
TR
(DY (6)
{931(5))] [@state.gov hia [@state.gov>>

Subject: Re: Thank you to Panel 1!
Date: Sat, 17 Apr 2021 14:07:20 -0400

All:

It was a pleasure being on the panel with you. I hope our paths will cross soon.
Joe, thanks for including me.

Repards,

Gordon

On Sat, Apr 17, 2021 at 1:52 PM Nakashima, Ellen {b)(6) bwashpost.com> wrote:

Thanks very much for the feedback, Joe. I appreciated the opportunity to take part -and [ greatly
enjoyed the discussion.

I look forward to continuing the dialogue and engagement. The more we air these issues the
more progress we can make.

All bests,

Ellen

From: Joseph Michael Kelly [fhyvay f@umd.edu>
Sent: Saturday, April 17, 2021 11:01 AM

To: [bY6) t
b)(6) Keencte.gov>:
(b)(6) [é)state.gov; Nakashima, Ellen {(b)(6) le;washpost.com™>; Gordon Crovitz

[(b)(6) [newsguardtech.com>
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Professor of the Practice

Applied Research Lab for Intelligence and Security (ARLIS)

University of Maryland

Mobile: |(b)(6)

Gordon Crovitz
Co-CEO
NewsGuard

25 West 52nd Street, 15th Floor
New York, NY 10019

[Frves |

T [@newsguardtech.com

Get NewsGuard for your phone or desktop browser.

Sender:

Recipient:

Gordon Crovitz [(bY(6) dnewsguardtech.com>
Nakashima, Ellen [(b){(6) [@washpost.com>;

Angie Mallory[(hy(A) _- arlis.umd.edu>;
Austin Branch |(D){(6) @umd.edu>;
Barton Brown [[(myviay _@lexsg.com>;

[(b)6) |@nctc.gov>;

Joseph Michael Kelly [{hyAY [@umd.edu>;
Michael Williams [hy(&) |@gmail.com>;
g

(b

[riay___ @state.gov <kimmaged@state.gov:>

7/24/2023
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From: Kristine Coratti Kelly <washpostlive@washpost.com>

To: [by6) dstate.gov>

Subject: Re: WashPost Invite: In-person public safety event with Vanita Gupta, Keith
ject: Ellison, and more, 6/28 [Response Requested]

Date: Fri, 24 Jun 2022 15:06:07 +0000
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Sender: Kristine Coratti Kelly <washpostlive@washpost.com>

Recipient: (h)(6) dstate.gov>
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From: Reuters <account@reuters.com>
To: [b)(6) [@state.gov>
Subject: Reuters.com Passwaord Reset
Date: Sun, 23 Oct 2022 13:52:30 +0000

[>=1

Reset password

Reset your password by following the link. This link will expire after 24

hours.

Reset password

If you ignore this email, your password won't change.



269



FL-2023-00013 A-00000597085 "UNCLASSIFIED" 7/28/2023

From: |(b)(6) [@state.gov>
Davey Alba [(h)(6) l@nytimes.com>;
Tor Eliot Higgins {h\v/a) [@bellingcat.com>;
* ERONEN Pasi (EEAS) [b)(6) |@eeas.europa.eu>;
[(b)(6) [@state.gov>
[(b)(6) @state.gov>;
CC: [b)(6) Qstate.gov>;
(b)(6) [@state.gov>

Subject: Re: OPCW Disinformation Panel - Fine Tuning and Dry Run
Date: Tue, 23 Nov 2021 20:11:33 +0000

Thank you all for chiming in. | will see you tomorrow for the dry-run. This morning worked great
and helped us iron a few things out. It should run even better tomorrow. By then we likely have
a moderated Q&A system in place.

You should have received an invite for the event itself with the 1PM US EST/6PM London/7PM
The Hague start time. | am going to add the EU and Estonian Ambassador to it so you may
receive an update.

Thanks again for your participation in this event. We are looking forward to an interesting and
very timely discussion.

Regards,

AVC/CBW

From: Davey Alba {b)(6) @nytimes.com>
Sent: Tuesday, November 23, 2021 3:02 PM

To: Eliot Higgins[h\(RY ____]@bellingcat.com>

Cc: ERONEN Pasi (EEAS) [(b)(6) |@eeas.europa.eu>;[hya) |

(b)(6) state.gov>; [(b)(6) [@state.gov>; [(h\/A) |(The Hague)
(b)(6) éstate.govx [(b)(6) @state.gov>{b)(6) |(The Hague)
[(h\(R\ __ I@state.gov>; LEINONEN Mika-Markus (EEAS-THE HAGUE)

l(b)(6) [@eeas.europa.eu>

Subject: Re: OPCW Disinformation Panel - Fine Tuning and Dry Run

Same here, the delay is fine with me and OK with being recorded.

On Tue, Nov 23, 2021 at 3:02 PM Eliot Higgins {{by6)  |Jwbellingcat.com> wrote:
Hi all, I'm happy with the delay and its no problem if its recorded.

Thanks

Eliot

On Tue, 23 Nov 2021, 19:53 ERONEN Pasi (EEAS), {(b)(6) |@eeas.europa.eu> wrote:
Dear all,

Sincerest apologies for my late email reply!

Just to confirm also here, delaying the event with 30 minutes works perfectly well with me.
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Also, recording the event works well with me, especially if we also get an access to the recording.

Best regards,
Pasi

From:|(b)(6) |@state.gov>
Sent: 19 November 2021 22:15

To: Davey Alba |(b)(6) I@nytimes.comx Eliot Higgins [h)(6) [@bellingcat.com>; ERONEN Pasi

(EEAS) {hVR) |@eeas.europa.eus;|(h)(6) [@state.gov>
Ceilh)(6) |@state.gov>;{b)(6) |@state.gov>;
T [@state.gov>

Subject: OPCW Disinformation Panel - Fine Tuning and Dry Run

Dear Davey, Eliot, Pasi and|(b)(6

Apologies for the long email. | figured you'd rather have it all at once instead of than some
repeated back and forth.

Most important and time sensitive: Are you Ok pushing back the event 1/2H? The EU and
Estonian Delegation have suggested a 7PM start (The Hague time) to give delegate times to
grab a bite before the panel. That would make the panel run from 1PM to 2:30PM Eastern
Standard Time.

Another thing | will need your green light: Are you comfortable with the event being recorded.
While the event will be limited to the OPCW Delegates and some OPCW Staff who will be
invited, we are considering editing a shorter video to be for wider sharing. If we record, based
on what is said we can of course revisit. We would not make anything public without your
consent.

Also we'd like to schedule a dry run early next week to ensure Microsoft Teams works properly
for all of you. This is the platform most OPCW delegations are familiar with because the OPCW
uses it. Even if you do not have the App/Software installed, the web version works well. We'd
appreciate if you could put your availabilities for the dry run in the doodle below with your
initials:

https://doodle.com/poll/p4tdve2abagbszcs?utm source=poll&utm medium=link

Attached is the draft invitation, let me know if there is anything you'd like tweaked. It says 7PM
but again this is only if that works for all of you. In case you don't know each other already,
below are the bios we were planning to share with delegates. We welcome your edits

Davey Alba — New York Times

Alba is a technology reporter for The New York Times and covers online disinformation and its
global harm. She was previously a senior reporter at BuzzFeed News and wrote about artificial
intelligence and tech effects on people and communities.



FL-2023-00013  A-00000597085 "UNCLASSIFIED" 7/28/2023

Pasi Eronen — EUvsDisinfo

Eronen is a policy officer at EUvsDisinfo, the flagship project of the European External Action
Service’s East StratCom Task Force established in 2015 to better forecast, address, and respond
to disinformation campaigns affecting the European Union, its Member States, and countries in
the shared neighborhood.

Eliot Higgins — Bellingcat

Higgins is a citizen journalist and founder of Bellingcat the storied open-source investigation
website. He has investigated the Syrian Civil War, 2014-15 Russian military intervention in
Ukraine, the downing of Malaysia Airlines Flight 17, and the poisoning of Sergei and Yulia
Skripal.

Below is a proposed agenda for the event. Again your suggestions are welcome. | have attached
in a separate document the three themes and some suggested questions that may use to
get the conversation started. | will let him chime in on this as well as he was away this week and
has not seen the latest draft. Obviously the elephant is the room will be Russia. We would like
to keep things as general as possible and let delegates connect the dots.

a. Brief introductions (1-2 min.) by three co-hosting ambassadors in alphabetical
country name order, mirroring the order of themes discussed by panelists:

i. Global scope of state-sponsored disinformation (Estonian Amb. Kuusing)
ii. Countering disinformation (EU Amb. Leinonen)
iii. CW disinformation (U.S. Amb. Manso, hands over to moderator GEC|(b)(6

(b6

a. Moderator remarks, introducing panelists (2-3 min.)
b. Panelist remarks (10 min. each)

1. Davey Alba (NYT)
ii. Pasi Eronen (EEAS)
ii1. Eliot Higgins (Bellingcat)

a. Moderated Q&A — questions submitted by chat and selected by moderator (30
min.)
b. Closing remarks by moderator

Thank you all again for accepting to participate in our panel and in John's case to moderate it.
We are looking forward to a successful and very timely panel as we just leaned that the Russian
delegation is planning to hold its own side event on November 26 an hour before that of the
Canada/German on the Impact of CW on Women.

Most respectfully,
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lb)(6)
Foreign Affairs Officer

Office of Chemical and Biological Weapons Affairs
Bureau of Arms Control, Verification and Compliance
U.S. Department of State

2201 C Street, N.W.

Washington, D.C. 20520

BE) ]

cell)

(b)(6) [uesor.

SENSITIVE BUT UNCLASSIFIED

L =1

Davey Alba
| Reporter |

(b)yey |
@daveyalba
620 Eighth Avenue, 4th Floor,
New York, NY 10018
Sender: [(b)(6) [@state.gov>

Davey Alba |(b)(6) anytimes.com>;
Eliot Higgins [(hYA) @bellingcat.com>;

ERONEN Pasi (EEAS) {b)(6) [@eeas.europa.eu>;
Recipient: [(D)(6) l@state.gov>;

(b)(6) state.gov>:
(b)(6) Bstate.aov>;

(b)(6) [@state.gov>

7/28/2023
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From: [b)(6) [@state.gov>
Grove, Paul fhyt®Y  l@appro.senate.gov>;
Karem, Robert (McConnell) {(b)(6) |@mcconnell.senate.gov>;
McTigue, Jessica |(h)(6) [@hsgac.senate.gov>;
rhvay [@armed-services.senate.gov [(h)(6) [@armed-
services.senate.gov>;
ey |@gardner.senate.gov [frvaY |@gardner.senate.gov>;
Rieser, Tim[[h\/{R\__|@appro.senate.gov>;
Rimkunas, Matt [(hY/&/) [dlgraham.senate.gov>;
[(h®&Y _ J@ssci.senate.gov [y J@ssci.senate.gov>;
Yoder, Brandon [(hyv/a) |@foreign.senate.gov>;
[(rvay — J@rubio.senate.goviih\tRY  J@rubio.senate.gov>;
Heiman, Nathan|/h)(&) |@moran.senate.gov>;
[imrenJ@ConsultVistra.com {h\(g) __J@ConsultVistra.com>;
[thvey Pw {/hvay [@w>;
orldlearning.org <orldlearning.org>;
[y Jaworldlearning.org {fnvvey — J@worldlearning.org>;

[rvay_—_ypfp.org {hya__J@ypfp.org>;
(b)(6) [@alhurra.com[p))  Palhurra.com>;
[@alhurra.com alhurra.com>;

(b)6) [@gmail.com {h\(A) ___|@gmail.com>;
[(bye) _ J@ntdtv.com {fhwvay __ J@ntdtv.com>;
[(h\(a) Pntdtv.com [mray J@ntdtv.com>;

zeJ@politico.com [fh\vRY_Ppolitico.com>;

@rfa.org arfa.org>;

[b)(6) Eloutlook.com |(b)(6) l@outlook.com>;
To: [(h\(A) @gmail.com [[h\/A) [@gmail.com>;
(h)(A)__J@voanews.com DVOanews.com>;
[(h\(r]@VOANews.COM {r)/g) PVOANews.COM>;
[(hvAY_J@gmail.com [h\(R) __Pgmail.com>;
(b)(6) J@gmail.com [mvay l@gmail.com>;
b)(6)[@rfa.org [(h\(G)]@rfa.org>;
[(hyey [@mid.ru mid.ru>;
(b)(B) gmail.com|ihyig) ___ |@gmail.com>;
[b)(6) @mid.ru neay —J@mid.ru>;
(h\(R) @mid.ru [by6) ____ [@mid.ru>;
[(hyRl@watb.tv [(b)(6) Pwatb.tv>;
[(b)(6) ]@alliance-exchange.org[(b)(6) _ |@alliance-exchange.org>;
[n\//\[@alliance-exchange.org [h\/R\ @alliance-exchange.org>;
{b){e)D@americaabroadmedia.org [(h\(R) J@americaabroadmedia.org>;
(bY(6

ASIAPHILE.NET {(b)(6|@ASIAPHILE.NET>;
[~/&) J@ajc.org @ajc.org>;
Graham Lampa {imvey__J@atlanticcouncil.org>;

aol.com (hVAY @aol.com>;
(b)(6)

@bbg.gov [(b)(6) |@bbg.gov>;
Trimble, Jeffrey (Broadcasting Board of Governors) [(b)(6) |@bbg.gov>;

(h)(6) [@bbg.gov [(h\(6) [@bbg.gov>;

@gmail.gmail.com>;
korff.org|(h\(g[@korff.org>;
Heath, Robert [b)(6) [Paol.com>;

(b)(6) DiplomacyCenterFoundation.org
(b)(6) @ DiplomacyCenterFoundation.org>;
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(b)(6) @gmail.com [[bY(6) ______ J@gmail.com>;
b)(6) |@globaltiesus.org {hy(R) _[@globaltiesus.org>;
[(h) /) J@globaltiesus.org : h)(6) |@globaltiesus.org>;
(h)\(R) __|@heritage.org {hvigY _J@heritage.org>;
[(b)(6) [@PIBGC.com {h\(g) [@IBGC.com>;

Stuart MacDonald {rv/A/)J@culturalrelations.co.uk>;
[hray J@irex.org {(hvRY _ J@irex.org>;
(hY(e@meridian.org [rvvaY [@meridian.org>;
[hvaY — J@meridian.org [(h\va\  l@meridian.org>;
[[RY&) @msn.com {rrvay [@msn.com>;

(b)(6) gmail.com {h\(R) [@gmail.com>;

(b)(6) gverizon.net T Pverizon.net>;
(b)) [@gmail.com [(h(A) [@gmail.com>;
@hotmail.com [(h)(6) __|@hotmail.com>;
ol.com |{b)(6) @aol.com>;
@peacetechlab.org [[h\rAY _J@peacetechlab.org>;
@peacetechlab.org etechlab.org> ;

(b)(6l@peacetechlab.org @peacetechlab.org>;

s ___J@gmail.com fmva __Tdgmail.com>;
(b6 J@gmail.com {nyay  Idgmail.com>;
[hvs _ @gmail.com m& _ J@gmail.com>;
[(h\(R) |@eastwestcenter.org fhvay J@eastwestcenter.org>;

Alan Heil Jr.|(b)(6) f@gmail.com>;

[bY6)Y  J@hotmail.com |(b)(6) |@hotmail.com>;

JoeB Johnson dih\(A) [@gmail.com>;
[(hy/Y __ J@gmail.com {imvey _J@gmail.com>;

Michael Schneider {{h\g) _____J@gmail.com>;

[bY6)  J@gmail.com [hyvgy _____@gmail.com>;
[lnvay  J@yahoo.com fimvey  Jdyahoo.com>;

Michael Anderson [in\i&) [@gmail.com>;

Cynthia Grissom Efird {{hvva\_____|@earthlink.net>;
[(b)(6) |@state.gov [h)y6) |@state.gov>;
ey Pyahoo.com [{h\(&) [@yahoo.com>;
[(hyv/Y _J@gmail.com ffrvay ___ J@gmail.com>;

Peter Kovach [fmvay_J@aol.com>;

[b)y6)  J@gmail.com fhviax — J@gmail.com>;

Anne Barbaro[thvra\]@abarbaro.net>;

[(b)6) J@unanca.org [hy(RY _J@unanca.org>;
Theresa Beatty [[h)(6) __ [@usagm.gov>;
Bruk, Mirela [(h\(&) [@usagm.gov>;

(b)(6) |@usagm.gov e _J@usagm.gov>;
[(b)(6) J@usagm.gov {b)(6) [@usagm.gov>;

Yuna Jacobson |(b)(6) Busagm.gov>;

Yelena Osipova-Stocker [h\/&\ ___|J@usagm.gov>;

Shawn Powers [[h)(g) [@usagm.gov>;

(b))  [@america.gov[pyg)  J@america.gov>;

[h)aJ@usagm.gov> gov>;

Brian Carlson {{h\/A\ J@vestniek.com>;

Joel Fischman {(h\/R) comcast.net>;

(A [@voanews.com 4(h\(A) [@voanews.com>;

(hY(B) [@gmail.com [frvian Pgmail.com>;
(b)) [@state.gov>;

[(b)(J@usc.edu [(b)( Fﬂusc.eclu:»;
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[n\BY _ |@heritage.orgihviay — |@heritage.org>;
(A _J@dinfos.edu [(h\iA)__|@dinfos.edu>;

(hy(gY _ |@gmail.com {{h\(R) |@gmail.com>;
(bY(6) |@newshour.org [hy(&Y  |@newshour.org>;

T |@state.gov>;

(b)(6)  J@gmail.com {invaY _____J@gmail.com>;
(b6 l@wsj.com {imva [@wsj.com>;

Juyun Cha [fnvay _p@mofa.go.kr>;
(b)(6)

McManus, Claire M. (HCTM/OD) [axreny [@usaid.gov>;
(b)(6) g

(h)(6) _J@student.american.edu {(h\(A) [@student.american.edu>;
b\(6) yahoo.com [(h\(6) [@yahoo.com>;
(b)(6) [@state.gov>;
[(bye)  J@usf.edu [ihvigy — |@usf.edu>;

Martha Bayles[h\(8) ______ b@bc.edu>;

T.J. Foley[in\/R\_J@college.harvard.edu>;

(h)(R) |@state.gov>;

Patel, Nimish[zmy/_J@msk.com>;

Donald Bishop [irviay______J@hotmail.com>;

Katherine Brown [ln\/&\ _J@globaltiesus.org>;
[(hy(R) [@cardiff.ac.uk [rvaY_____ Jocardiff.ac.uk>;
[h)(6) [@yahoo.com[ihy(g) _____ J@yahoo.com>;
[ @syr.edu [[(h\ARY J@syr.edu>;

(b)) |@state.gov>;

ey [@hotmail.co.uk {n/AY [@hotmail.co.uk>;
[(b)(6) state.gov>;
[(b)(6) @state.gov>;

[hA) _ Pguidehouse.com imay  Bguidehouse.com>;
(b)(6) northeasternnortheastern.edu >;
(h\(Rl@america.gov damerica.gov>;

(b)(6) [@american.edu [h)(6) Ja@american.edu>;
(h)(6) [@america.gov [(h)(6) |@america.gov>;

b)(6) state.gov>;

bY(6) [dlive.com {ihy(R) _|@live.com>;
(b)(6) l@gmail.com [rviay  J@gmail.com>;

b)(6 gmail.comgmail.com>;

h)(&) america.gov [(hY(/) __ [@america.gov>;

b)(6) |@northeastern.edu [(n\vaYy __ J@northeastern.edu>;
b)(6) %northeastern.edu {b\(6) ]@northeastern.edu>;

(b)Y B) gmail.com[p)(6) __|@gmail.com>;
@Eﬁsc.edu /ey J@usc.edu>;

(h)(A) gmail.com [h\(&) ___J@gmail.com>;
[(hv/) J@outlook.com fpy(g) [@outlook.com>;
D)6 [@state.gov>;

(b)(6) Pstate.gov>;
vy J@forsmarshgroup.com {fhva) J@forsmarshgroup.com>;
(b)(6) pstate.gov>;
(h)(R) [@state.gov>;

[(rvay l@yahoo.com {b)(6) yahoo.com>;
Olga Stefanou {h\(A) @usagm.gov>;
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[(b)(6) [@foreign.senate.gov [(b)(6) [@foreign.senate.gov>;
T |@gmail.com {h\(R) J[@gmail.com>;
I(b)(6) |@state.gov>
[ryAY |@state.gov>;
CC: bR __l@state.gov>;
(b)(6) [@state.gov>

Announcing the Publication of the ACPD's 2020 Comprehensive Report on Public
Diplomacy and International Broadcasting

Date: Sun, 7 Feb 2021 18:26:29 +0000

Subject:

Dear Colleague:

We are pleased to announce the publication of the U.S. Advisory Commission on Public
Diplomacy’s 2020 Comprehensive Annual Report on Public Diplomacy and International
Broadcasting. This report, published by the ACPD per its congressional mandate, assesses the
major public diplomacy and global media activities conducted by the U.S. Department of State
and the U.S. Agency for Global Media (USAGM).

Based on data collected from the State Department’s Public Diplomacy bureaus and offices, the
Public Affairs Sections at U.S. embassies worldwide, and the USAGM, the report serves as a
unique reference document, highlighting public diplomacy strategies and resources used to
advance U.S. foreign policy objectives.

The report also serves as a platform for innovation, assuring that U.S. government public
diplomacy initiatives remain effective in a consistently competitive global information
environment.

Finally, the 2020 report showcases U.S. public diplomacy’s embrace of diversity, to include the

promotion of broad information sharing networks, multiple viewpoints and voices, and varied
cultures.

Please don’t forget to join the ACPD for an expert panel discussion of the issues covered in this
report on Thursday, February 11, 2021 from 12:00-1:30PM EST. The Zoom webinar registration
link is https://statedept.zoomgov.com/webinar/register/WN x9G-iHzITbOCz6Vjcm-CTw.

Best Regards,

(b)(6)

Executive Director
U.S. Advisory Commission on Public Diplomacy

|(h\(6\ @state.gov
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Sender: |(b)(6) [@state.gov>

Grove, Paul {nyRY __ l@appro.senate.gov>;

Karem, Robert (McConnell) {hY(&) [@mcconnell.senate.gov>;

McTigue, Jessica [nyran [@hsgac.senate.gov>;

[(hYA) ______ J@armed-services.senate.gov [(h)(A) |@armed-

services.senate.gov>;

e J[@gardner.senate.gov [(h)(B) |@gardner.senate.gov>;

Rieser, Tim [[h)(R) |[@appro.senate.gov>;

Rimkunas, Matt [(h\(R/) [@lgraham.senate.gov>;

|{b)(6) @ssci.senate.gov ffrvvay — J@ssci.senate.gov>;

Yoder, Brandon|h)(6) [@foreign.senate.gov>;

[rvRY _____ J@rubio.senate.gov {fkwvey — Prubio.senate.gov>;
_Heiman, Nathan|rh\/A) [@moran.senate.gov>;

b)6) [@ConsultVistra.com =z=x_J@ConsultVistra.com>;

(hYR) [@w [(hR) [@w>;

orldlearning.org <orldlearning.org>;
[b)6) |@worldlearning.org fmvay __ J@worldlearning.org>;

(h)(B) aypfp.org {(h)(B) [@ypfp.org>;
j dalhurra.com [(rvay__J@alhurra.com>;
[hva\ __J@alhurra.com [p~way — Jaalhurra.com>;

[b)6)  J@gmail.com [(b)B) [@gmail.com>;

(b)(6) @ntdtv.com fnvay ___|@ntdtv.com>;

h\(6) Pntdtv.com |(m(m @ntdtv.com>;

(h\(g)f@politico.com [mmvay J@politico.com>;

[h\(6) J@rfa.org [h\(6) J@rfa.org>;

Recipient: [(h\/R\ J@outlook.com iy J@outlook.com>;
[(by6)  J@gmail.com {Ilhvay — Jdgmail.com>;
[[ry7ay___J@voanews.com dvoanews.com>;
[m/a]@VOANews.COM {ihvva @ VOANews.COM>;

(&Y [@gmail.com {invay  J@gmail.com>;

[b)6) [@gmail.com [(b)(6) l@gmail.com>;

[hvel@rfa.org [mvgy J@rfa.org>;

by J@midoru(hvg)y  Pmid.ru>;

[r\BY __Pgmail.com [(lhvay  Bgmail.com>;

(hYaY  emidru frviay J@mid.ru>;

(hvay  [@mid.ru {bye)  [@mid.ru>;

(h(N@watb.tv [(h)(g) [@watb.tv>;
[rvay_J@alliance-exchange.org {h\(g) __ Palliance-exchange.org>;

(hwmgalliance-exchange.org [tmvay J@alliance-exchange.org>;

h\(A [@americaabroadmedia.org [fhwR/Y J@americaabroadmedia.org>;
(b)Y @ASIAPHILE.NET |(b)(6 |@ASIAPHILE.NET>;

[hya\ Pajc.org fmvey J@ajc.org>;

Graham Lampa [[nvay__J@atlanticcouncil.org>;

[(hys) _J@aol.com fryiay J@aol.com>;

[(hy(/) |@bbg.gov [h)(6) |@bbg.gov>;

Trimble, Jeffrey (Broadcasting Board of Governors) bbg.gov>;
(h\(R) [@bbg.gov {fmy/ay |@bbg.gov>;

(b)(B) [@gmail.com [(b)(6) |@gmail.com>;

[(b) [@korff.org [(h\( [@korff.org>;

Heath, Robert [(h)(6) _|@aol.com>;
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[b)6)  J@DiplomacyCenterFoundation.org

@DiplomacyCenterFoundation.org>;

@gmail.com [(bW6)Y _ J@gmail.com>;

[(b)6) ?globaltiesus.org Ih\(R) J@globaltiesus.org>;
b)(6) [@g

lobaltiesus.org [nvr/\_J@globaltiesus.org>;
(h)(R) l@heritage.org [flhyv&y  J@heritage.org>;

A& @IBGC.com IBGC.com> ;

Stuart MacDonald [(b)(6) |[@culturalrelations.co.uk>;
ey J@irex.org mvvay J@irex.org>;
idian.org [m&) [@meridian.org>;
@meridian.org {(h)(6) ___J@meridian.org>;
(b)(6) [@msn.com {hVAY_Pmsn.com>;
ey _J@gmail.com [hyigy — [@gmail.com>;

(hY(R) @verizon.net [mywvay _Javerizon.net>;
[rven [@gmail.com [h\(R) @gmail.com>;

(b)(6) __[@hotmail.com fhvvay _@hotmail.com>;
[(h6y aol.com [n\7&y__J@aol.com>;

(b)(6) gpeacetechlab.org [[r\RY__J@peacetechlab.org>;
[(h) J@peacetechlab.org [(h\( [@peacetechlab.org>;

[(h\/& J@peacetechlab.org [ky/ayf@peacetechlab.org>;
@gmail.comgmail.c0m>;
[b)6)  |@gmail.com {hyA) ____|@gmail.com>;

@gmail.com {{h)(6) @mgmail.com>;
(D) 6) [@eastwestcenter.org /R [@eastwestcenter.org>;

Alan Heil Jr.(b)(6) [@gmail.com>;

[(h)(B) Bhotmail.com [[h\(&) [@hotmail.com>;
JoeB Johnson [(hY(R/) [@gmail.com>;
e Tagmail.com ikviey  J@gmail.com>;
Michael Schneider [h\vgRY  l@gmail.com>;

b)(6) gmail.com {{h\vRY____J@gmail.com>;
(b)(6) @yahoo.com fkvigY ______J@yahoo.com>;
Michael Anderson [(h\/a\ [@gmail.com>;
Cynthia Grissom Efird {{h\(G)Y ___ |@earthlink.net>;
[hy/) J@state.gov [(b)(6) Pstate.gov>;
(h\(R) [@yahoo.com [[h/A/) |@yahoo.com>;

(b)6)  [@gmail.com [rhyg)  Pgmail.com>;
Peter Kovach [[p)(g) [@aol.com>;

[(b)(6) [@gmail.com [(h)(6) Pgmail.com>;
Anne Barbaro [(h\//) [@abarbaro.net>;
[(m/ay_J@unanca.org {(b)(6) |@unanca.org>;
Theresa Beatty [fh\ta)__J@usagm.gov>;

Bruk, Mirela [(hvrR)Y [@usagm.gov>;

[hya\ J@usagm.gov fhvvay J@usagm.gov>;
[(b)6) J@usagm.gov {h\(R) [@usagm.gov>;

Yuna Jacobson [fnyviay [dusagm.gov>;

Yelena Osipova-Stocker [(b)(6)  |@usagm.gov>;
Shawn Powers [h\(6) ___J@usagm.gov>;
[(hy/AY _ america.gov [hyiRY__|@america.gov>;

[naJ@usagm.gov> [(h) (/) [Pusagm.gov>;
Brian Carlson 4h\(6) @vestniek.com>;
Joel Fischman |(b)(6) @comcast.net>;

R RY [@voanews.com [(h)(B) [@voanews.com>;
(h\/R) [@gmail.com 4hYR) [dgmail.com>;
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TR [@state.gov>;
[bnddusc.edu [(h\/ J@usc.edu>;

[(hvay [@heritage.org [odfcay heritage.org>;
&y J@dinfos.edu ¥mvay . J@dinfos.edu>:

h)(R) [@gmail.com [(b\(6 [@gmail.com>;
(h\(6) _J@newshour.org [hV/A) newshour.org>;
b)(6) [@state.gov>;

(b)}(B6) [@gmail.com [hy/A) |@gmail.com>;
[(bYB) |@wsj.com {(h\(&) [@wsj.com>;

Juyun Cha [rwey _J@mofa.go.kr>;
(b)(6)

McManus, Claire M. (HCTM/OD) [(h\/a\__|@usaid.gov>;
(b)(6) i

(h)(A) _[@student.american.edu [fh\/aY __J@student.american.edu>;
[hvay  J@yahoo.com {{h\(R) l[@yahoo.com>;
(b)(6) [@state.gov>;
(h\(A) j@usf.edu |(h)(B) [@usf.edu>;
Martha Bayles [hvia\ — J@bc.edu>;
T.). Foley [fnva\_J@college.harvard.edu>;
TR _ [@state.gov>;

Patel, Nimish[(p)(_J@msk.com>;

Donald Bishop {thvvay __ 1@hotmail.com>;

Katherine Browbaltiesus.org> ;
@cardiff.ac.uk [hY(6) @cardiff.ac.uk>;

(hY(RY __ l@yahoo.com [hv/AY ______ J@yahoo.com>;

(h(A@syr.edu {na\ J@syr.edu>;

(b)(6) [@state.gov>;

ey __J@hotmail.co.uk {{hy6Y  |@hotmail.co.uk>;
hV/R) [@state.gov>;

(b)(6) @state.gov>;

[hvay Bguidehouse.com Ry J@guidehouse.com>;

(h\(R\ [@northeastern.edu {(b)(6) [@northeastern.edu>;
(bY(6 |@america.gov (b)) Pamerica.gov>;

[h\(R) |@american.edu [(b)(6) _@american.edu>;
[b)y6)l@america.gov [h\(6) |@america.gov>;

[(hyA) [dstate.gov>;

[(bY6) |@live.com {hyE) [@live.com>;

T |@gmail.com {(b)(6) [@gmail.com>;
(hvA)Y ___ Jogmail.com {ihvvAY _J@gmail.com>;
(h\(R\ _J@america.gov [h\/AY___Jdamerica.gov>;
[hv/Y __ J@northeastern.edu frwvay ____|@northeastern.edu>;
[[my7ay_J@northeastern.edu {ixyvray_J@northeastern.edu>;
[hya) _J@gmail.com frvay___|@gmail.com>;

(h)(6) J@usc.edu {ihyF) [@usc.edu>;

(hY(R) Dgmail.com {/h\A/) gmail.com>;
[hy&) J@outlook.com [(h)(6) _Poutlook.com>;

[(hy(R) state.gov>;
(b)(6) dstate.gov>;
(hY(RY|@forsmarshgroup.com |(hY(6) [@forsmarshgroup.com>;
(b)) Mstate.gov>;

(b)(6) @state.gov>;
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(hY(B) __ |@yahoo.com [y J@yahoo.com>;
Olga Stefanou [lr\ieN — J@usagm.gov>;

[(ryvAY |@foreign.senate.gov [(h\(R) J@foreign.senate.gov>;
(RVR) J@gmail.com {rhvARY [@gmail.com>;
h\/A) [@state.gov>;
(b)(6) [@state.gov>;
(h)(R) |@state.gov>;
(h)(6) [@state.gov>
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From: ((b)(6) |@europeanvalues.cz>

T |
[h&) f@ndi.org k(A _J@ndi.org>;

To: b)(6) @washpost.com lthvay ____[@washpost.com>;
(b)(B) state.gov [(h\(R) ___ |@state.gov>

CC: Jakub Janda |(b)(6) deuropeanvalues.cz>

Subject: Details about your panel at STRATCOM SUMMIT
Date: Sat, 5 Jun 2021 09:26:51 +0000

1. Dear colleagues,

we are excited to welcome you at the STRATCOM SUMMIT 2021 held on June 9-10 in Prague, Czech
Republic. As the conference is approaching, we would like to provide you with some important details.

The unique WEBEX link for your panel will be sent to you by AV Media on Monday, June 7, If you don't get
the link or in case of any issues please contact Nikola Nekvindova
at[b)(6) | lues.cz (phone: {(b)6) |

Details about your panel:
1. DATE: JUNE 10, 16:45 —17:45

1. PANEL: U.S. Government Policy - Building Transatlantic Consensus to Counter China’s Malign
Interventions

e  Moderator: Jakub Janda, Director, European Values Center for Security Policy, CZ

e  Topic: The Biden's administration position vis-a-vis Xi Jinping's China, which appears, at present,
adversarial. Certain European governments remain unwilling to genuinely confront China's disregard for rules
and fair play. Is transatlantic consensus regarding a belligerent Beijing achievable, if so, how?

Speakers:

e Elnigar Iltebir, Director for China at National Security Council, The White House, USA (confirmed)

e Peter Mattis, Senior Advisor for Global Democratic Resilience at National Democratic Institute
(NDI), USA (confirmed)

e Josh Rogin, Washington Post columnist and CNN commentator, USA (confirmed)
e Daniel Kimmage, Principal Deputy Coordinator of the State Department's Global Engagement Center

(GEC) (confirmed)

SPEAKER GUIDE
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¢ Please connect to Webex 40 minutes earlier before your panel starts

o Moderator will open and close each panel

e Moderator will introduce the panel and each speaker

e Moderator will guide the discussion

e Each of the speakers has 3—5 minutes introductory remarks

o After all the introductory remarks, the panel continues with a guided discussion

* Q&A from the moderator and the audience (participants will have the opportunity to ask questions via
streaming platform).

Language of the conference: English — no interpretation provided

If you want to follow the full STRATCOM SUMMIT program, please register here: h
Upon registration you will receive your unique streaming link

Participants: 200 governmental specialists from 15+ allied and several selected partner nations, upon
invitation and confirmation by the organizers only

If you have any questions, do not hesitate to contact Nikola Nekvindova

at [(b)(6) |@europeanvalue:

Respectfully,
Team European Values Center for Security Policy

Sender: [h\/&) |@europeanvalues.cz>

(b)(6) |
b)(6) [@ndi.org [(b)(6) [@ndi.org>;
Recipient: |(b)(6) |@washpost.com [hvay __J@washpost.com>;
(&) |@state.gov {h\(AY ____ |@state.gov>;
Jakub Janda {h\(RY ____ J@europeanvalues.cz>
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From: Reuters <account@reuters.com>
To: dstate.gov>
Subject: Please confirm your email
Date: Mon, 6 Dec 2021 17:59:40 +0000

7/31/2023
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Thanks for joining us

Thank you for creating an account to Reuters.com. Continue to access the
outstanding journalism and insights you rely on by confirming your Reuters account.

Here’'s what you can expect from Reuters.com:

¢ Redesigned pages showcasing our unbiased reporting as well as global insights

and analyses
¢ Video-rich and mobile-first experience
e Immersive and deeply visual presentation

Confirm account

This link will expire in 24 hours.

s I I

Terms, conditions, and privacy statement

© 2021 Thomson Reuters. All rights reserved.
3 Times Square, New York, NY 10036

Sender: Reuters <account@reuters.com>
Recipient: [0)(6)  lastate.gov>
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From: "Kimmage, Daniel" |(b)(6) dstate.gov>

Nakashima, Ellen |(b)(6) bwashpost.com:» E
Steve Parode [[hyvay ___[@arl.psu.edu>;
[(hv&) J@umd.edu [(hY(g) |@umd.edu>;

To: [(h(6) J@lexsg.com {hvAy__J@lexsg.com>;

(R AN j
[(h\(RY |
T [@newsguardtech.com {fnvay ]@newsguardtech.com>

CC: |hva) [@arlis.umd.edu {(by6) [@arlis.umd.edu>
Subject: RE: [EXTERNAL] Fwd: Phoenix Challenge Panel 1 - Rehearsal and Coordination
Date: Thu, 25 Mar 2021 14:45:58 +0000

Joe,

| can make either of those dates and times (1600 on April 5; 0900 on April 9) work, too. Best, Daniel

From: Nakashima, Ellen|(b)(6) Pwashpost.com>
Sent: Thursday, March 25, 2021 9:06 AM

To: Steve Parode fhvaY  Parl.psu.edu>;frva)y J@umd.edu; |(b)(6) [@lexsg.com;[(h)(B)

[(b)(6) | Kimmage, Daniel
ey J@state.gov>;[h\(B) @newsguardtech.com

Cc:|(h)(6) |@arlis.umd.edu
Subject: RE: [EXTERNAL] Fwd: Phoenix Challenge Panel 1 - Rehearsal and Coordination

Hi, Joe,
Working with Steve’s availability, I'm free at 1600 on 5 Apr; 1600 on 6 Apr; and 0900 on 9 Apr.

Thanks and bests,
Ellen

Washington Post
Kb)(6) |

From: Steve Parode [[b)(6) Parl.psu.edu>
Sent: Thursday, March 25, 2021 8:21 AM
To:f(b)(6) [Pumd.edu[ipy(E) [@lexsg.com;ih\(R) I

[(b)(6) [@state.gov;[(h)(R) [@newsguardtech.com;
Nakashima, Ellen {h)(&) [@washpost.com>

Ce:[byB) |@arlis.umd.edu
Subject: RE: [EXTERNAL] Fwd: Phoenix Challenge Panel 1 - Rehearsal and Coordination

Joe,
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Good morning. WRT rehearsal availability: 1600 on 5 Apr; Both options 6 Apr; Unavail 7-8 Apr; 0900 on
9 Apr.

Bio and headshot coming as requested via SEPCOR. For rehearsal, | will use the same endpoint
equipment that | will have for the event. However, since | will be in Newport for the event, | am afraid
that we must place trust in Cox to deliver a broadband service on par with the Verizon service | will use
for rehearsal. It should be fine, right? Right?

Warm regards,
Steve

Steve Parode
Rear Admiral, U.S. Navy (Retired)

Engineering Program Manager
The Applied Research Laboratory of
Pennsylvania State University

(bY(B) (nonsecure/landline/voxmail)

From: Joseph Michael Kelly [[h\(&) |@umd.edu>

Sent: Wednesday, March 24, 2021 10:58 PM

To: Barton Brown[th\vaY __I@lexsg.com>J(b)(6)

Steve Parode [(b)(6) |@arl.psu.edu>;[(h)(6) [@state.gov;

Gordon Crovitz {(h\(ﬁ\ @newsguardtech.com>;|(b)(6) !@washpost.com
Cc: Angie Mallory {b)(6) |@arlis.umd.edu>

Subject: [EXTERNAL] Fwd: Phoenix Challenge Panel 1 - Rehearsal and Coordination

Panel Members

Thank you again for joining us at the Phoenix Challenge conference on April 13th. Your panel
will run from 1030-1215 EDT — please mark your calendars accordingly.

You are on Panel 1: Information Effects in Strategic Competition and your panel shepherd to
guide you through the rehearsal is Boyd Brown. He will follow up with you on matters in this
email.

In order to check comms prior and ensure a smooth panel, we must schedule a rehearsal the

week of April 5t at either 0900 or 1600ET. Please reply with your availability ASAP. To
the extent possible, please arrange to participate in the rehearsal from the same location and
computer that you will use on April 13th

technical issues.

. This will allow us to identify and plan for any

In order for us to adhere to our event compliance and provide pertinent information to attendees,
we ask that all speakers provide the following information. As the event is fast approaching, if
each of you could provide these to me (and Angie Mallory copied) as soon as possible, it
would be greatly appreciated.
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1. Short bio and a head shot. If you would like us to pull these from LinkedIn or another
website, just let us know.

2. Emergency contact information (cell phone, office phone & email) for the day of the
event to allow instant contact in case of tech issues.

3. We have your names, titles, and institutions listed below — please send us back any
corrections.

a. MODERATOR: [(b)(6) | Director, Strategic Multilayer Assessment,
Joint Staff J3

b. RADM Steve Parode, USN (Ret), Penn State University Applied Research Lab

c. Maj Gen Alexus Grynkewich, USAF, Director of Operations (J3), USCENTCOM

d. Mr. Daniel Kimmage, Acting Coordinator, Global Engagement Center,
Department of State

e. Mr. Gordon Crovitz, Co-Founder & Co-CEO, Newsguard

f. Ms. Ellen Nakashima, National Security Reporter, The Washington Post

Please find attached the updated agenda and note that it includes a change in format. We will not
be holding breakout sessions with attendees as it will interfere with effective presentations by
you our panelists. That means we will need you to participate for the full scheduled panel time.

We will be recording the event but conducting it under Chatham House rules of non-attribution
and the recording will only be made available to registered attendees. Please keep an eye out for
a speaker release form that will be coming separately.

Thank you again for your support to the information operations community!
On behalf of ARLIS and the IPA,

Joe

Joseph M. Kelly

Professor of Practice

Interim Director of Computational Infrastructure

UMD Applied Research Lab for Intelligence and Security
|(b)(6) lwarlis.umd.edu

Mobile:

Sender: "Kimmage, Daniel" [h)(B) dstate.gov>
Nakashima, Ellen {{b)(6) [@washpost.com>;
Steve Parode {(h)(6) |@arl.psu.edu>;

:@‘)&md.edu {{h\(A) J@umd.edu>;
(hY(B) lexsg.com {{rvaY__|@lexsg.com>;
(b)(6)

[hyvay [@newsguardtech.com {rh\/A) J@newsguardtech.com>;
[[ryaY_]@arlis.umd.edu [(hy6)  |@arlis.umd.edu>

Recipient:
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From: David Mikkelson <snopes@snopes.com>
SentVia: <fakenewssci@googlegroups.com>
To: <fakenewssci@googlegroups.com>
Subject: Re: [fakenewssci] Daily Caller
Date: Mon, 22 Feb 2021 10:51:38 -0800

One of the key requirements of IFCN certification is supposed to be
transparency of funding. If anyone can parse this word salad and figure out
who or what funds the Daily Caller's fact-checking arm, I'd like to know:

https://checkyourfact.com/about-us/

On Mon, Feb 22, 2021 at 6:30 AM Dean Jackson|(b)(6) [@ned.org> wrote:

On the other hand, you really have to ask yourself if you want to be featured on a website with a
history of hiring writers with white supremacist views, next to headlines like “public schools are
becoming cesspools of woke liberal activism.”

It’s something everyone has to answer for themselves. I personally wouldn’t lend them the
credibility.

From: Barrett Golding _( b)(6) |@wgmail.com> On Behalf Of Barrett Golding
Sent: Saturday, February 20, 2021 8:04 PM

To: fakenewssci@googlegroups.com
Subject: Re: [fakenewssci] Daily Caller

The Daily Caller has a NewsGuard Green rating (scoring 70/100), a Source Credibility of

Medium from Logically, an Our.news status of Verified, and an MBFC factual-reporting rating
of Mixed:

https://mediabiasfactcheck.com/daily-caller/

By way of comparison CNN and MSNBC are also MBFC Mixed. Another thing Daily Caller has
in its favor is its connection with the IFCN-verified fact-cheking site:

https://checkyourfact.com/about-us/
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Plus their interview with Dr. Gleb Tsipursky seemed fair and fine.

On Feb 19, 2021, at 6:17 AM, 'Dr. Gleb Tsipursky' via Combating Fake News: The Science of
Misinformation <fakenewssci(@googlegroups.com=> wrote:

Sharing my personal experience being interviewed by The Daily Caller a few months ago on my
own project to address misinformation, it was a good experience, and they published a fair
interview. Here's the article, FYI. Anyone interested in knowing more can contact me off the
list https://dailycaller.com/2020/10/06/politicians-pro-truth-pledge-stop-spread-misinformation/

On Feb 19, 2021, at 2:41 AM, Harith Alani {b)(6) @wgmail.com> wrote:

... According to my database, Daily Caller has published several misinforming articles
themselves.

De : fakenewssci@googlegroups.com <fakenewssci@googlegroups.com> de la part de Stephan

Lewandowsky 4(b)(6) |@bristol.ac.uk>

...the Daily Caller is an “orange” site (by the Grinberg et al., 2019, classification)

bg

https://hearingvoices.com/

https://iffy.news/

#FakeNewsSci seeks to cultivate and continue an academic and practical agenda around defining
and protecting against fake news and misinformation, and work to build news literacy, defend a
free press and strengthen first amendment principles.

There are three ground rules for this community aimed at ensuring appropriate communication
and exchange:

(1) Civility is the primary responsibility of membership - we intend to avoid uncivil debates or
rhetoric and those who violate this rule will be immediately removed.
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(2) To preserve people’s comfort with being open and frank, all exchanges are to be treated as
"off the record" unless the member(s) in question explicitly agree otherwise.

(3) To maintain high-quality exchanges of ideas and practice, all new members must be
recommended by two other group members to be added to this group. Please fill the form at
https://goo.gl/forms/h1UkZHwWGEjt5Z4wg]1 before you apply for membership.

You received this message because you are subscribed to the Google Groups "Combating Fake
News: The Science of Misinformation" group.

To unsubscribe from this group and stop receiving emails from it, send an email to
fakenewssci+unsubscribe(@googlegroups.com.

To view this discussion on the web visit
https://groups.google.com/d/msgid/fakenewssci/2A87C797-CA15-4732-9B 18-
CA26A077E94C%40hearingvoices.com.

#FakeNewsSci seeks to cultivate and continue an academic and practical agenda around defining
and protecting against fake news and misinformation, and work to build news literacy, defend a
free press and strengthen first amendment principles.

There are three ground rules for this community aimed at ensuring appropriate communication
and exchange:

(1) Civility 1s the primary responsibility of membership - we intend to avoid uncivil debates or
rhetoric and those who violate this rule will be immediately removed.

(2) To preserve people’s comfort with being open and frank, all exchanges are to be treated as
"off the record" unless the member(s) in question explicitly agree otherwise.

(3) To maintain high-quality exchanges of ideas and practice, all new members must be
recommended by two other group members to be added to this group. Please fill the form at
https://goo.gl/forms/h1UkZHwWGEjt5Z4wg]1 before you apply for membership.

You received this message because you are subscribed to the Google Groups "Combating Fake
News: The Science of Misinformation" group.

To unsubscribe from this group and stop receiving emails from it, send an email to
fakenewssci+unsubscribe(@googlegroups.com.

To view this discussion on the web visit
https://groups.google.com/d/msgid/fakenewssci/MN2PRI18MB3309FA83352F14763B93AE2A
A5819%40MN2PR 18MB3309.namprd18.prod.outlook.com.

#FakeNewsSci seeks to cultivate and continue an academic and practical agenda around defining
and protecting against fake news and misinformation, and work to build news literacy, defend a
free press and strengthen first amendment principles.

There are three ground rules for this community aimed at ensuring appropriate communication
and exchange:

(1) Civility is the primary responsibility of membership - we intend to avoid uncivil debates or
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rhetoric and those who violate this rule will be immediately removed.

(2) To preserve people’s comfort with being open and frank, all exchanges are to be treated as
"off the record" unless the member(s) in question explicitly agree otherwise.

(3) To maintain high-quality exchanges of ideas and practice, all new members must be
recommended by two other group members to be added to this group. Please fill the form at
https://goo.gl/forms/h 1 UkZHwWGE|t5Z4wgl before you apply for membership.

You received this message because you are subscribed to the Google Groups "Combating Fake
News: The Science of Misinformation" group.

To unsubscribe from this group and stop receiving emails from it, send an email to
fakenewssci+unsubscribe@googlegroups.com.

To view this discussion on the web visit https://groups.google.com/d/msgid/fakenewssci/CAK-
uGwMj-YJKdrUst%2Biy8UdiC%2BnMil XqQ -sdT rSVXT751¢c4Q%40mail.gmail.com.

Sender: David Mikkelson <snopes@snopes.com>; <fakenewssci@googlegroups.com>
Recipient: <fakenewssci@googlegroups.com>
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From: ((D)(6) [@state.gov>
To: Rizzo, Dave 4hVA\l@ap.org>

[(b)(A) state.gov>;
Mileto, Rosemarie 4(b)(6) |@ap.org>;

cc: [(h\(R) [@state.gov>;
B TNV state.gov>;
(b)(B) [@state.gov>;
(b)(6) |@state.gov>

Subject: RE: State Department AP Grant in Suva, Fiji
Date: Wed, 20 Apr 2022 18:37:16 +0000

Dave,

What spectacular news! You just made my day. We'd like to prioritize the Vientiane Times in that case.

To clarify, we would extend the current arrangement for 3 months (July-October) and add the VT for 6
months. Would it be possible to start the VT access earlier than July? So that their access would sunset
in October around the same time as the rest?

Best,
(b)(6)

She/her/hers
Campaign Coordinator
EAP/PD

In office today:|(b)(6)

Tuvli, LLC Contractor

From: Rizzo, Dave [h\/R\ [@ap.org>
Sent: Wednesday, April 20, 2022 12:29 PM

To:l(b)(B) [@state.gov>
Cc: [h)(B) pstate.gov>; Mileto, Rosemarie |(h\(_m [@ap.org>; |{b){6) |
(b)(6) @state.gov>;[(h\(R) [@state.gov>;|(b)(6) |@state.gov>

Subject: RE: State Department AP Grant in Suva, Fiji
Hi, I(b)(B)
We would waive an additional fee for adding one outlet.

Dave

From: |[(b)(6) Pstate.gov>
Sent: Wednesday, April 20, 2022 12:11 PM
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To: Rizzo, Dave {{h\/A) [@ap.org>

Cc: [(b)(6) [@state.gov>; Mileto, RosemariefnWRY |@ap.org>hVa) |
[(0)(6) |@state.gov>; [b)(6) [@state.gov>;{(b)(6) |@state.gov>

Subject: RE: State Department AP Grant in Suva, Fiji
Importance: High

[EXTERNAL]

Dave,
Many thanks for this. Understood about the 90 day limitations for new outlets. In the past day it’s
become increasingly clear that we won’t be able to fund all the Laos/Timor outlets | sent over, at least

not immediately. What would the cost be to add one outlet for six months?

Thank you, and sorry for the changes...the situation is fluid, as they say.

[(b)(6) |
She/her/hers

Campaign Coordinator
EAP/PD

In office today:{(hY(6)

Tuvli, LLC Contractor

From: Rizzo, Dave {b)(6) [Rap.org>

Sent: Wednesday, April 20, 2022 11:04 AM

To:|(h\(R) |@state.gov>
Cci(b)(6) [@state.gov>; Mileto, Rosemarie [b)(6) |@ap.org>; [(b)(6) |
{(0)(6) l@state.gov>; [(b)(6) [@state.gov>; imran l@state.gov>

Subject: RE: State Department AP Grant in Suva, Fiji
Hi, |(b)(6)

Synching up schedules with my international colleagues and managing the assortment of US and
International sales and user databases has proven to be a challenge, one | am sure you can understand.

Attaching two documents, excel sheet with existing customers/outlets and the associated users, and a
PDF with an updated proposal.

Proposal Points:

Will add the 10 outlets (Laos & Timor) on 6-month term extension
Not set up administratively to add new outlets on 3-month term extension
Group price provided for up to 24 AP Approved outlets, rather than per user fee
Three options on the APR20 Updated Proposal.

1. 3-month extension as-is

2. 6-month extension as-is

3. 6-month extension with requested adds from Laos and Timor
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Thank you, please let me know if you have any questions.
Sincerely,

Dave

From: [h\/A) [@state.gov>
Sent: Tuesday, April 19, 2022 2:42 PM

To: Rizzo, Dave |(b)(6) [@ap.org>

Cc:[(h)(B) [ostate.gov>; Mileto, Rosemarie [ph\(6) |@ap.org>; [(b)6) |
(b)Y 6) [@state.gov>; [b)(B) |@state.gov>;[(b)(B) |@state.gov>

Subject: RE: State Department AP Grant in Suva, Fiji
Importance: High

[EXTERNAL]

Good afternoon Dave,

Bumping this back to the top of inboxes. Do you have word on whether we could add outlets for periods
of less than a year, and how much it would cost to do so? Ideally we would like a 3 month and six month
option. We have the funding available to extend the PIC portion, it’s just a question of whether we can
add any of the below outlets in Laos or Timor. Do you have preexisting relationships with any of the
below?

In addition, | was wondering if your colleagues were able to gather any of the back end usage
information for the existing grant. Our records indicate the following outlets have access, does that
square with your records?

e Fiji (Fiji Broadcast Corporation, Fiji Times)

¢ Tonga (Tonga Broadcasting Commission, Taimi o Tonga newspaper)

¢ Kiribati (Broadcasting and Publications Authority)

e Tuvalu (Tuvalu Broadcasting Service)

e Nauru (Nauru Media)

¢ French Polynesia (La Dépcche, Tahiti Infos, Polynésie la 1ere, Tahiti Nui Television,
and Tahiti Pacifique)

¢ Palau (Island Times)

e Federated States of Micronesia (Kaselehie Press)

e Marshall Islands (Marshall Island Journal)

e Vanuatu (Vanuatu Daily Post)

¢ Cook Islands (Cook Islands Media)

® PNG (Post Courier, FM100, Capital 107FM, The National)




FL-2023-00013  A-00000597155 "UNCLASSIFIED" 7/31/2023

She/her/hers
Public Diplomacy Campaign Coordinator
Bureau of East Asian & Pacific Affairs
Office of Public Diplomacy
Tuvli, LLC Contractor

[b)(6) |

From: (b)(6) |
Sent: Monday, April 18, 2022 12:58 PM
To: 'Rizzo, Dave' {{h\(G)|@ap.org>

Ce:|(b)(6) [@state.gov>; 'Mileto, Rosemarie'|(b)(6) [@ap.org>

Subject: RE: State Department AP Grant in Suva, Fiji

Hi Dave,
| hope you had a lovely weekend!
We heard back from our colleagues in Laos and East Timor. The desired outlets are as follows.

Laos:
1. Vientiane Times
2. Lao Youth Radio
3. Laotian Times

4, Muan.la
5. Lao X

Timor
e GMNTV group

e Timor Post
¢ Independente

¢ Dili Post

e Hatutan.com

[(b)(6) |

She/her/hers

Public Diplomacy Campaign Coordinator
Bureau of East Asian & Pacific Affairs
Office of Public Diplomacy

Tuvli, LLC Contractor

[b)(6) |
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From:|(b)(6) |

Sent: Wednesday, April 13, 2022 1:14 PM

To: Rizzo, Dave [ih\/) [@ap.org>

(o HTA |@state.gov>; Mileto, Rosemarie |(b)(6) [@ap.org>
Subject: RE: State Department AP Grant in Suva, Fiji

Dave,

I'll work on getting you those outlet names as soon as | can, since my colleagues in the field are asleep at
present. | think adjusting the timing would be helpful!

[(b)(6) |
She/her/hers
Campaign Coordinator
EAP/PD

In office today:|(b)(6)

Tuvli, LLC Contractor

From: Rizzo, Dave {h\(R |@ap.org>
Sent: Wednesday, April 13, 2022 11:01 AM

To: |(h)(B) l@state.gov>

cc: [(b)(6) [@state.gov>; Mileto, Rosemarie [py@) 1@ap.org>
Subject: RE: State Department AP Grant in Suva, Fiji

Hi, [(b)(6)

| appreciate the dilemma and the solution could be adjusting our policy for new additions on less than
one-year subscriptions. That decision would be made by my senior management. | would be happy to
ask for special consideration to add the six outlets on shorter term and adjust pricing. Does that solve
the problem?

To prepare for that discussion | would like to know the names and location of the six outlets, to make
sure its not disruptive to AP’s commercial business.

Thank you, happy to help.
Sincerely,

Dave

From:|(h\/R) [@state.gov>

Sent: Wednesday, April 13, 2022 10:39 AM

To: Rizzo, Dave {(h\(R) [Pap.org>

Cc:l(h)(B) |@state.gov>; Mileto, Rosemarie [b)(6) |@ap.org>
Subject: RE: State Department AP Grant in Suva, Fiji

Importance: High
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[EXTERNAL]

Hi Dave,

Thanks for this information again. We are currently in active discussions about how we should best
approach an extension. As it stands, pending availability of funds, we are interested in potentially
extending the existing mechanism for 13 outlets for a 90 day period. We are also investigating whether
there would be funds available to add 4-6 additional outlets. However, funding some outlets for a year
and some for 90 days would put two buckets of outlets on two different grant/funding cycles. If we can
pull the funding together, we would want to have all the outlets on the same billing cycle. Do you have a
suggestion on how we could get the existing and potential new outlets on the same cycle? Again, we
haven’t reached a decision yet and all this is pending availability of funds, but the information would be
helpful to inform our discussions.

Thank you!

[(b)(6) |
She/her/hers
Campaign Coordinator
EAP/PD
In office today{(b)(6) |
Tuvli, LLC Contractor

From: Rizzo, Dave [fhvg) |[@ap.org>

Sent: Monday, April 11, 2022 4:58 PM

To:h)(R/) |@state.gov>

Ce:l(h)(B) [@state.gov>; Mileto, Rosemarie frhvaY |@ap.org>
Subject: RE: State Department AP Grant in Suva, Fiji

Hi, [(b)(6)

My apologies had hoped to get this out to you earlier today. Attached are the proposal rates you
requested for a short-term extension of AP Service.

Separately, | have made an internal request for AP Newsroom user data for the 13 participating outlets
and will share that when available. AP doesn’t collect any market information, can only provide the user
logs from our platform.

As for the fees associated with adding outlets, we would only provide quotes per outlet on an
annualized basis, not for shorter term. Keeping in mind that AP would have the right of refusal if an
outlet is an existing direct customer or customer of an AP partner, a good estimate for adding outlets
would be $6,000 per year, per outlet.

| hope this helpful, if | missed anything or if you have questions, please let me know.

Thank you.
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Sincerely,

&

Dave Rizzo

Director of Government Contracting
The Associated Press

1100 13th Street, NW

Washington, DC 20005

(b)(6)
ap.org
[ =—1
From: [(h)(R) [@state.gov>
Sent: Thursday, April 7, 2022 12:39 PM
To: Rizzo, Dave {h\(R\|@ap.org>;fniay  J@ap.org
Cclih)(B) [@state.gov>

Subject: State Department AP Grant in Suva, Fiji
Importance: High

[EXTERNAL]

Good afternoon Mr. Rizzo and Mr. Mendelsohn,

| am reaching out on behalf of my colleagues at the U.S. Embassy in Suva, Fiji because the Department
of State is interested in amending the attached grant where AP provides content to 13 Pacific Island
outlets. Embassy Suva would like a cost estimate to extend the grant by three or six months, as well as a

per-outlet cost to add on new outlets in Southeast Asia.

Can you assist with this request? I’'m sure you had some staff turnover in the past two years, so if you
are no longer the correct points of contact, | would appreciate being passed to the right inbox.

We are on a tight schedule with this request, so would appreciate your soonest response.
Thank you!

(b)(6)
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[(b)(6) |
She/her/hers
Public Diplomacy Campaign Coordinator
Bureau of East Asian & Pacific Affairs
Office of Public Diplomacy
U.S. Department of State
Tuvli, LLC Contractor

(b)(6)

The information contained in this communication is intended for the use of the designated recipients
named above. If the reader of this communication is not the intended recipient, you are hereby notified
that you have received this communication in error, and that any review, dissemination, distribution or
copying of this communication is strictly prohibited. If you have received this communication in error,
please notify The Associated Press immediately by telephone at +1-212-621-1500 and delete this email.
Thank you.

The information contained in this communication is intended for the use of the designated recipients
named above. If the reader of this communication is not the intended recipient, you are hereby notified
that you have received this communication in error, and that any review, dissemination, distribution or
copying of this communication is strictly prohibited. If you have received this communication in error,
please notify The Associated Press immediately by telephone at +1-212-621-1500 and delete this email.
Thank you.

The information contained in this communication is intended for the use of the designated recipients
named above. If the reader of this communication is not the intended recipient, you are hereby notified
that you have received this communication in error, and that any review, dissemination, distribution or
copying of this communication is strictly prohibited. If you have received this communication in error,
please notify The Associated Press immediately by telephone at +1-212-621-1500 and delete this email.
Thank you.

The information contained in this communication is intended for the use of the designated recipients
named above. If the reader of this communication is not the intended recipient, you are hereby notified
that you have received this communication in error, and that any review, dissemination, distribution or
copying of this communication is strictly prohibited. If you have received this communication in error,
please notify The Associated Press immediately by telephone at +1-212-621-1500 and delete this email.
Thank you.

Sender: |(b)(6) [@state.gov>
Rizzo, Dave [(h\(R) |@ap.org>;
T [@state.gov>;
Mileto, Rosemarie [(h\/A\_|@ap.org>;
Recipient: |ph)(6) [@state.gov>;
(h)(B) [@state.gov>;
T |@state.gov>;

[(h)(B) |@state.gov>
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