@nq.ns.govy; DNEDNAEN <. <hs oo

/O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP

/CN=RECIPIENTS/CN=0E6EDAE1159E4BBA826D5398A741 FA41_
Sent: Fri 5/21/2021 5:13:15 AM (UTC-05:00)

Subject: FW: Threat Vector Product List.pdf
Threat Vector Product List.pdf

An interesting document....not sure where it fits exactly, but FYI.

Course Chair and Instructor
DHS Intelligence Training Academy
Available on DHS MS-Teams

90 K Street |IA desk)

mobile) — during COVID and any other bio-hazard emergencies
|@hg.dhs.gov

From:
Sent: Friday, May 21, 2021 5:30 AM
To: @hg.dhs.gov>
Subject: Threat Vector Product List.pdf
Importance: Low

@cbp.dhs.gov>
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Homeland State, Local, Tribal, and Territorial
Partner Engagement

Security

Catalog of Select Attack Vector/Target Products Shared via HSIN-Intel

This Catalog contains products published from FY 2019 — FY 2021-Q2. Products published prior to FY
2019 (10/1/2018) are archived here.
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Attack Targets

Soft Targets/Commercial Facilities

*DOS, {4} OSAC: Microsoft Exchange Vulnerabilities Put U.S. Private Sector at Risk of Cyber Attacks,
March 22, 2021

*FBI, (U/AFQUO) China’s Focus on Potential Military Applications of Biology Datasets Increases the Risk
of U.S. Genomic Data and Biotechnology Being Used to Further China’s Military Priorities, March 19,
2021

*NCIS, (U/AFeU0) People’s Republic of China (PRC) Cyber Threat Groups Target Vulnerable Microsoft
Exchange Server Software, March 16, 2021

*FBI, (U/AFOY0O) Foreign Adversaries’ Desire to Target U.S. Healthcare Data, March 16, 2021

*NCTC, FBI, I&A, (U) First Responder's Toolbox - National Historical Landmarks and Monuments, March
15, 2021

*HC3, ) 2021 Forecast: The Next Year of Healthcare Cybersecurity, March 11, 2021
*HC3, {J) Vulnerabilities of Interest to the Health Sector, March 8, 2021

*DHS I1&A, {J/F6U0B} Advanced Persistent Threat Cyber Actors Conduct Password Spray Attack Against
US Pharmaceutical and Biotechnology Company, March 3, 2021

*MCAC, (U/FeU0) Counterfeit PPE Continues to Pose a Health Risk to First Responders and Healthcare
Personnel, February 25, 2021

*HC3, {Y) Accellion Compromise Impacts Many Targets Including Healthcare Organizations, February 23,
2021

*HC3, (&) 2020: A Retrospective Look at Healthcare Cybersecurity, February 18, 2021
*HC3, (Y) Vulnerabilities of Interest to the Health Sector, February 12, 2021

*FBI, (U/AFBUO) Increased Reporting of Threats of Violence Directed at the Private Sector and
Executives, February 5, 2021

*HC3, {4} Threats in Healthcare Cloud Computing, February 4, 2021
*MS-ISAC, {4} CTAs to Target Constituents and SLTTs Distributing Vaccine with Fraud, January 19, 2021

*NYPD, (U/HEES)-Service Weapon Theft Remains Viable Threat against Law Enforcement Officers,
January 18, 2021

*NYPD, (UAHES) Impersonating Law Enforcement a Viable Tactic for Malicious Actors, January 18, 2021

*DHS I1&A, (UAHFOU0) Spear-Phishing Activity Using Compromised US Northeastern State School District,
January 22, 2021

*HC3, {J)-Distributed Attacks and the Healthcare Industry, January 14, 2021
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*HC3, () December 2020 - Vulnerabilities of Interest to the Health Sector, January 12, 2021
*HC3, {4} TCP/IP Stack Vulnerabilities Possibly Affect Healthcare Devices, January 4, 2021

*DHS CISA, CDC, {4} Cybersecurity Challenges to Healthcare Sector - Independent of and Due to COVID-
19, December 29, 2020

STFC, {d/F6U0B)-Anarchist and Anti-Authority Extremists Target Institutions with Propaganda and Acts
of Civil Disobedience in 2020, December 21, 2020

DHS CISA, {J) CISA Fact Sheet: Cyber Threats to K-12 Remote Learning Education, December 15, 2020

HC3, {)-Active Exploitation of SolarWinds Software Potentially Affecting HPH Sector, December 14,
2020

FBI, {d/FOU0} Cyber Actors Target K-12 Distance Learning Education to Cause Disruptions and Steal
Data, December 10, 2020

HC3, {Y} Evasive Methods Against Healthcare, December 10, 2020
DHS CISA, {4} Mitigating Attacks on Houses of Worship, December 7, 2020
DHS CISA, ) Mitigating Attacks on Houses of Worship - Security Guide, December 7, 2020

NCTC, FBI, I&A, ) Mental Health Considerations in Threat Management of Terrorism Investigative
Subjects, December 3, 2020

HC3, {4} Healthcare Disinformation, December 3, 2020

DHS I&A, {J/4FQUB) Russian General Staff Main Intelligence Directorate Malicious Cyber Actors
Compromise US University Network, Enumerate Active Directory 12022020, December 2, 2020

DHS CISA, {4} The Power of 'Hello' Guide for Houses of Worship - Promoting Staff Vigilance through the
Power of Hello, December 1, 2020

HC3, {4} October 2020 - Vulnerabilities of Interest to the Health Sector, November 6, 2020

FBI, {d/FOUB)-Criminal Actors Likely Target Distilleries and Spirit Auction Houses through Cyber
Schemes Disrupting Operations, November 5, 2020

HC3, {4} SMB Vulnerabilities in Healthcare, November 5, 2020

DHS CISA, FBI, CDC, {4} Ransomware Activity Targeting the Healthcare and Public Health Sector, October
28,2020

FBI, {g/4F6U0) Emerging Risks Associated with Use of 5G and Artificial Intelligence Technologies in
Personal Health Monitoring Devices, October 1, 2020

HC3, {4} September 2020 - Vulnerabilities of Interest to the Health Sector, October 1, 2020

DHS I1&A, {4/£FEH6) COVID-19 Malicious Cyber Actors Likely to Target Schools, September 23, 2020
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FBI, {4} Cyber Actors Conduct Credential Stuffing Attacks Against US Financial Sector, September 10,
2020

HC3, {) Cybersecurity Vulnerabilities of Interest to the Health Sector, September 8, 2020

NCIS, (U//FOUOQ) Malicious Actors are Improving Tactics Ahead of the 2020-2021 School Year, August 28,
2020

DOS, {4} Extinction Rebellion UK Restarts its Activism and Targets U.S. Private Sector, August 28, 2020

CFIX, {g/4F040) Hackers Target Columbine High School Zoom Call Threatening of Shooting Remake,
August 25, 2020

DHS I1&A, {J/4F0U06} COVID-19-Themed Phishing E-mails Targeting New Hampshire-Based Healthcare
Sector, August 20, 2020

HC3, {93 5G Security for Healthcare, August 20, 2020
NMASIC, {d/F0U8} School Safety Newsletter August 2020, August 18, 2020

NCIS, {d/4F0U8} Malicious Actors Target Zoom Users to Access Victims’ Microsoft Accounts, August 14,
2020

DOJ, {8} Improving the Identification, Investigation, and Reporting of Hate Crimes - A Summary Report
of the Law Enforcement Roundtable, August 14, 2020

DOJ, {4} Ten Essential Actions to Improve School Safety - School Safety Working Group Report to the
Attorney General, August 14, 2020

FBI, {g/4F0U0)} Artificial Intelligence-Driven Computer Software Enables Threat Actors to Manufacture
Chemical Agents Using Unregulated Chemicals, August 13, 2020

ODNI, {5} Keep the Healthcare and Public Health Sector Supply Chain Safe, August 13, 2020

FBI, {d/4FOU0) PPE Fraud Scheme Targeting Healthcare Sector and Utilizing a False FBI Asset Verification
Line to Steal PIl, August 12, 2020

DHS USSS, {4} Mass Attacks in Public Places - 2019, August 12, 2020

Australia Department of Home Affairs, {4//SSH COVID-19: Misinformation-Fused All-Source Analysis
Report: ‘Sovereign Citizens’ and Responses to Public Health Measures, August 10, 2020

DEA, {U/LES) Arrests of ELN Members Responsible for Academy Bombing, August 10, 2020

DOS, {H-Impact of Persistent Chinese Cybersecurity Threats on Religious Groups and Faith-Based
Organizations, August 6, 2020

NMASIC, {J/4F0U8} Chinese Advanced Persistent Threats (APTs) Targeting Healthcare Research, August
6, 2020

NCTC, FBI, I&A, {J} First Responders Toolbox: Threat of Terrorism and Hate Crimes Against Jewish
Communities in US, August 4, 2020

UNCLASSHHED A/ FOR-OFHCIAL-USE-ONLY/SENSIFVE-SECURITY-INFORMAHON,
FAW-ENFOREEMENT-SENSHHVE
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TFC, {U//FOU0} Recent Threats and Property Crimes Targeting Tennessee Houses of Worship Consistent
with Nationwide Trends, August 3, 2020

ODNI, NCSC, {4} Safeguarding Our Future: Prevent Foreign Governments from Undermining Our Public
Health through Disinformation, July 23, 2020

FBI, {d/FOU0O)-Nation-State Actors Could Leverage the Mergers and Acquisitions Process to Obtain
Personally Identifiable Information or to Steal Intellectual Property from the Pharmaceutical Industry,
July 20, 2020

HC3, {)-Cybersecurity Vulnerabilities of Interest to the Health Sector, July 20, 2020
USBDC, {J/4F0U6} 2019 USBDC House of Worship Incidents in the United States , July 9, 2020
USSS, NTER, {4} Mass Attacks in Public Spaces - 2018, July 1, 2019

HHS, {4//4F0Y6)-FBI Warns Chinese Government Targeting Healthcare and Public Health Sector, July 13,
2020

HHS, {J}-Business Email Compromise in the Health Sector, July 9, 2020

MCFC, {g//FeU0)} Cyberattacks on the Healthcare Sector, June 29, 2020

Interpol, {g/4FOU0} Offense Against Public Health, June 12, 2020

FBI, {d/FOY0O} COVID-19 Email Phishing Against US Healthcare Providers, April 21, 2020

FBI, {4/F0H6} Kwampirs Malware Employed in Ongoing Cyber Supply Chain Campaign Targeting Global
Industries, including Healthcare Sector, March 30, 2020

DHS I&A, {4/F0H6) National Icons and Public Statues Remain a Flashpoint for Violent Activity, June 26,
2020

FBI, {d/FOYO} Ransomware Targeting of K-12 Schools Likely to Increase During the COVID-19
Pandemic, June 23, 2020

DHS I1&A, {J/F0U06} Healthcare and Public Health Sector Amidst the COVID-19 Pandemic, June 12, 2020

FBI, {g//LES)-Plots and Threats Highlight Likely Elevated Domestic Violent Extremist Threat to US
Journalists and News Organizations, June 8, 2020

DHS I&A, {U/FOUY6} Advanced Persistent Threat Actors Actively Recon US Healthcare Networks, June 1,
2020

FBI, {J/4FOU0O) Active Shooter Incidents in Schools Decreased Slightly in 2019, June 1, 2020

DHS 1&A, {J/F0U08}Medical Resource Burden Likely Increase Mass Casualty Attack Fatalities, May 20,
2020

DHS CWMD, {U/AFeU6} COVID-19 Threat to Domesticated Animals, May 14, 2020

MCAC, {J//FOUB)-Threat Assessment - COVID-19 Surge Medical and Testing Facilities, May 12, 2020
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MCAC, PaCIC, {J} Distance Learning Solutions Likely Increase Risks to Security of K-12 Education Sector
Networks, May 8, 2020

DHS I&A, FBI, NCTC, {d)-Chemical and Biological Threats to Food Retailers, May 8, 2020

TFC, {U//FOU06)} Recent Arrest Highlights Potential Threat to Public Safety During COVID-19
Demonstrations by Individuals Supporting Boogaloo, May 8, 2020

DHS CWMD, {U/4Fe46) Threat of Violence to Healthcare Workers, May 6, 2020
DHS CISA, {J} APT Groups Target Healthcare and Essential Services, May 5, 2020

DHS CISA, {4} National Overview of Incidents Involving Amusement Parks, Attractions, and Related Sites,
May 4, 2020

FBI, {d/HFOY0O)-Exploitation of COVID-19 School Closures Increased Business Email Threat Comprise
Threats to Teachers, May 1, 2020

FBI, {d} Nation-State APTs Continue to Target US Think Tanks; Sensitive Information Remains at Risk,
April 9, 2020

NTIC, {d/4LES}-Coronavirus Pandemic Triggers Hate/Bias Incidents Nationwide Against Asian Americans,
April 7, 2020

FBI, {d/FU0} Identified Telegram Channel Encouraging Sick Followers to Spread COVID-19 to
Synagogues, Islamic Mosques, and Public Transport, April 3, 2020

CFIX, {g/4F040) Potential For Increased Suspicious Activity at Hospitals and Medical Facilities, April 1,
2020

DHS I&A, {d/#FEU6) Disruption of a Racially or Ethnically Motivated Violent Extremist’s Plot to Attack a
Missouri Medical Center, March 30, 2020

DHS I&A, {g/4FOUB) FY19 Overview: Terrorist Incidents Impacting the Critical Infrastructure Sector and
Religious Institutions in the Homeland, March 26, 2020

NCTC, {J/AFeU0) US Violent Extremists Likely To Continue Attacks against Houses of Worship, March
26, 2020

FBI, {J/4LES) Coronavirus-Inspired Hate Crimes against Asian Americans Likely To Surge across the
United States, Endangering Asian American Communities, March 24, 2020

FBI, {J/4LES) Racially Motivated Extremist Groups Encourage Spread of COVID-19 to Law Enforcement,
Religious Communities, March 19, 2020

NTIC, & March 2020 School Security and Preparedness Packet: Emerging Threats & Trends, March 13,
2020

CPIC, {U/AHES) CPIC's Collaboration with the Terrorist Screening Center Continues to Enhance Public
Safety and Awareness of Known or Suspected Terrorist near Large Public Gatherings and Events, March
9, 2020
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DHS I&A, FBI, NCTC, {U//FoU6)-Five Members of Neo-Nazi Group Atomwaffen Division Arrested for
Federal Violations Targeting Journalists, Activists, February 28, 2020

FBI, {6} Racially Motivated Violent Extremists Pose Continued Threat to Jewish Communities in the
Homeland, February 21, 2020

DHS I&A, FBI, NCTC, {d/AFEY0) Continued Interest in Targeting Jewish Communities in the Homeland by
Domestic Violent Extremists, January 3, 2020

PACIC, {U/FeU6) Protecting Houses of Worship and Holiday Events, November 27,2019

DHS TSA, {Y}-Protecting Public Areas: Best Practices and Recommendation, November 22, 2019
CIAC, {U/#FOY06) Vandalism of Synagogues Ordered across the United States, November 18, 2019
NCTC, FBI, DHS I&A, {d} Complex Operating Environment — High Rise Hotel, November 12, 2019

USSS, {U} National Threat Assessment Center Report on Protecting America's Schools - Analysis of
Targeted School Violence — November 2019, November 8, 2019

DHS I&A, {J/FOUO} APT 28 Cyber Actors Likely Compromised Two US Athletic Organizations and
Attempted to Access DOD Infrastructure, October 31, 2019

FBI, {4/F6U0B} US College and University Students of Chinese Dissent Targeted by Individuals
Impersonating Chinese Ministry of Public Security Officials, October 22, 2019

DHS I&A, FBI, NCTC, {b//LES}-Racially Motivated Attack on Synagogue in Halle Germany Continues Trend
of Attacks against Religious Institutions, October 18, 2019

DHS 1&A, {4/4F646) Chinese Influence of Academic Institutions in Hawaii to Remain High Despite
Confucius Institute Closure, September 23, 2019

FBI, {g/4F6U06J} Active Shooter Incidents in Schools’ Uptick in 2018 Likely Reflects Long Term Trend,
September 10, 2019

DHS I&A, {Y/£FOUB}Advanced Persistent Threat Cyber Actors Conduct Spear Phishing Using
Compromised Commercial E-mail Addresses, August 30, 2019

FBI, {d/FOUB)-Animal Rights Extremists Likely Increase the Spread of Virulent Newcastle Disease in
California, Causing Economic Harm to the Poultry Industry, August 29, 2019

FBI, {g/4F6U0) Cyber Insider Threat Actors Very Likely Exploit Unique Knowledge and Accesses to Inflict
Significant Losses on USBUSs, August 23, 2019

FFC, {J} BusinesSafe Highlight: Public Assembly and Outdoor Events, August 14, 2019

DHS I1&A, {4/£FOU06} Advanced Persistent Threat Actors Use New Secure Sockets Layer Certificate
Against US Companies and Others Worldwide, August 7, 2019

DHS I&A, {JHFOUO} US Government-Affiliated Educational Facility Included in Worldwide Advanced
Persistent Threat Scanning, July 26, 2019

DHS USSS, {4} Mass Attacks in Public Spaces — 2018, July 9, 2019
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UNCLASSIFIED//FOR OFFICIAL USE ONLY//SENSITIVE SECURITY INFORMATION//
LAW ENFORCEMENT SENSITIVE

NCTC, FBI, DHS I&A, {1} First Responder’s Toolbox—Education Facilities-Post Secondary Schools, June 28,
2019

NCTC, FBI, DHS I&A, {J}-First Responder’s Toolbox—Education Facilities-Primary Secondary Schools, June
28,2019

NCTC, FBI, DHS I&A, {J} First Responder’s Toolbox—Threats against Religious Facilities, June 28, 2019

DHS 1&A, FBI, {44046} Unknown Cyber Actors Attempt to Infect U.S. Healthcare Provider with Emotet
Malware, June 10, 2019

DHS CISA, {)-Public Venue Bag Search Procedures Guide, June 3, 2019

DHS I&A, {J/FOU6) Advanced Persistent Threat Infrastructure Receives Communication from Multiple
US Organizations Compromised with a Remote Administration Tool, May 28, 2019

DHS I1&A, {4//FOHB} Advanced Persistent Threat Cyber Actors Conduct Spear-Phishing Reconnaissance
against US Center for Academic Excellence, May 28, 2019

DHS I&A, FBI, NCTC, {d/AFeY6)-Upcoming Summer Celebrations, Large Crowds Remain Attractive
Targets to Violent Extremists, May 22, 2019

STIC, {J/HFOU0) Recent Attacks against Houses of Workshop and Upcoming Religious Holidays and Mass
Gatherings Could Present Opportunity for Violent Extremists to Target Religious- Affiliated Events or Soft
Targets, April 28, 2019

DHS CISA, ) Security of Soft Targets and Crowded Places — Resource Guide, April 23, 2019

DHS I&A, FBI, {g//FEY0O) Sri Lankan Bombings Highlight Heightened Threat to Faith-Based Communities
and Soft Targets amid Religious Holidays, April 23, 2019

DHS I&A, FBI, NCTC, {d/4FEH6) Upcoming Religious Holidays May Increase Violence Extremist Interest in
Targeting Faith-Based Communities, April 17, 2019

NTIC, {&} April School Security and Preparedness Packet: Emerging Threats & Trends, April 4, 2019
FFC, {U/FOUB)} Letter and Package Bombs as Potential Threats, March 17, 2019

DHS I&A, FBI, NCTC, {d/AFeU6) Attacks on Mosques in Christchurch, New Zealand, May Inspire
Supporters of Violent Ideologies, March 15, 2019

FBI, (&) Fraudulent Purchase Order Scams Targeted Defense Industrial Base Sector and Academic
Institutions, March 12, 2019

DHS I&A, FBI, NCTC, {d)-Continued Interest in Targeting Faith-Based Communities in the Homeland,
March 8, 2019

DHS I&A, FBI, NCTC, {d/4FQU6) Continued Interest in Targeting Faith-Based Communities in the
Homeland, February 21, 2019

STIC, {J/FE6UY6) Prevention of Theft/Loss at Healthcare and Long-term Care Facilities, February 20, 2019
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SD-LECC, {J//FeJe} Prominent Terrorist Attacks in Western Countries in 2018 Highlight Continued Use
of Readily Available Weapons, Predominantly Opportunistic Targets, February 20, 2019

NCTC, {J} Foreign Terrorist Inspire, Enabled, and Directed Attacks in the US since 9/11, as of January
2019, February 12, 2019

FBI, {4} Liaison Information Report: Receipt of Blackmail Letters Reportedly Containing Cyanide by
Japanese Pharmaceutical Companies, Food Company and Newspaper Publisher, February 3, 2019

ITAC, {J//FOB6} The Use of Arson as an Extremist Option, February 1, 2019

NYSIC, {d/4LES} Investigation of School Violence Threat Disrupts Potential Terror Attack Plot Targeting
Muslims of America in Tompkins, NY, January 30, 2019

ROIC, {d/F6U0) At a Glance: New Jersey Schools K College, January 16, 2019
FFC, {U//LES)-Religious Facilities Likely Face Continued Threats, January 8, 2019
DIAC, {4608} Commonalities between Bomb Threats Made to Multiple Schools, January 2, 2019

FBI, (A4FOY6} Hundreds of Emailed Bomb Threats Target Businesses and Schools Nationwide,
Demanding Payment in Bitcoin, December 13, 2018

FBI, {d/FOUB)-E-mail Bomb Threats Using Guerrilla Mail Continue to Target Academic Institutions,
Government Entities, and Various State Entities, December 7, 2018

CFIX, {g/FeUB})-Violent Extremists Will Likely Continue to Promote Attacks Targeting Faith Based
Institutions and Communities, November 20, 2018

DHS CISA, {)-DHS Action Guide: Fire as a Weapon - Security Awareness for Soft Targets and Crowded
Places, November 13, 2018

DHS CISA, {4} Active Shooter Attacks: Security Awareness for Soft Targets and Crowded Places, October
28,2018

MFC, {J/F0J0)} Pro-Islamic State Al-Adiyat Media Foundation Releases Tips for Lone Wolf Arson
Attacks, October 17, 2018

Soft Targets: Special Events
*DHS CISA, {g/FB”JO)Wolves of Manhattan - Holiday Threat in the Time of COVID-19, January 5, 2021

*DHS TSA, {U)-Surface Transportation Security Awareness Message: Increased Vigilance During the
Upcoming Travel Period Associated with the Holiday Season, December 21, 2020

DHS 1&A, {d/4F640) Threat to 2020 Holiday Season, December 17, 2020
MCFC, {J//FeU8) Holiday Crimes and Scams, December 16, 2020
USPIS, {g/LES)-Holiday Letter Carrier Safety Awareness for Law Enforcement, December 15, 2020

FBI, {d/FOU0B} Perpetrators of Hate Crimes Likely to Zoombomb Jewish Hanukkah Services Due to US
Social Gathering Restrictions Related to COVID-19, December 14, 2020
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*FBI, {4AFOUYO) Unidentified Criminal Actors Very Likely Are Impersonating US Government Personnel
Using Telephone Spoofing Technology to Commit Fraud, Resulting in Substantial Economic Losses in the
United States, March 26, 2021

*TxFC, {U/LES) WaterGuard Technology Products - Water Absorbent Powder Mailed to Government
Offices Nationwide, March 23, 2021

*DHS I&A, (UAFOYO)-Unidentified Cyber Actors Use Password Spraying To Target State Government
Entity, March 19, 2021

*FBI, (U/AFOYO)-Cyber Criminals Very Likely Will Increasingly Target State, Local, Tribal, and Territorial
Government Entities with Business Email Compromises, Straining Resources, March 19, 2021

*FBI, {U/AES)-Use of a Paintball Gun to Shoot Down a Police Surveillance Drone, March 19, 2021

*DHS I&A, {U/FH0O}) Unlawful Entry Into US Capitol Likely to be Used as Theme for Phishing
Campaigns, February 24, 2021

*DHS 1&A, {d/4F0U0)} Indicators of Compromise Associated with Ransomware Attack Against a Utah-
based Government Agency, February 24, 2021

*NSSIC, {d/HES) Shooting and Vehicle Ramming Amongst Most Common Tactics to Attack Law
Enforcement Officers Puerto Rico in 2021, February 23, 2021

*DHS 1&A, {/HFOU0) Spear-Phishing Activity Using Compromised US Municipality Official’s E-mail
Account, February 23, 2021

*CFIX, {J/4F0U0) Literary Propaganda Used To Drive Violent Extremist Narratives Towards the U.S.
Government and Law Enforcement, February 17, 2021

*DHS I1&A, {J/AES) Domestic Terrorists Will Pose Increased Threat to Government Facilities, Personnel
in 2021, February 12, 2021

*CIAC, {J/HEES)-Risk Posed to Law Enforcement by Smart Doorbell Cameras, February 12, 2021

*DHS 1&A, {d/FEUB)-Unidentified Cyber Actors Accessed Web Shell on a US Municipal Government
Network, February 4, 2021

*DVIC, {U/AES) Potential for Information Obtained through Freedom of Information Act to be Utilized
for Doxing Campaigns Targeting LE, February 3, 2021

*NYPD, {J/ES) Awareness of Extremist Imagery Provides Opportunities for Officer Safety, January 15,
2021

*DHS I&A, {U//FOUO)-Nation-State Cyber Actors Likely to Target US Administration Transition Officials,
January 15, 2021

*DHS CISA, {J} Counter-Phishing Recommendations for Federal Agencies, January 15, 2021

*DHS CISA,-d) Securing Web Browsers and Defending Against Malvertising for Federal Agencies,
January 15, 2021
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*DHS CISA, {J) Personal Security Considerations, January 14, 2021

*JRIC, {J/FOUO)-DVEs Motivated by Conspiracy Theories Increasingly Target Government, Personnel,
and Infrastructure, January 13, 2021

*USPIS, (U/£LES) Nationwide Coordination of Militia Groups and Threat to Nancy Pelosi, January 11,
2021

*USPIS, {U/AES}-United States Capitol Riot Data Archives, January 11, 2021
*ROIC, {U} Foreign Adversaries Leverage US Capitol Unrest, January 11, 2021

*DHS CISA, FBI, ODNI, NSA, {d)-Joint Statement on Investigation and Remediation of the Significant
Cyber Incident Involving Federal Government Networks, January 5, 2021

*GISAC, {JHEES) Threatening Emails Sent to County Governments Reference Runoff Election, January 2,
2021

DHS I1&A, {U/F0U6} Malicious Actors Demonstrate Capability in Typosquatting State Government
Domains, December 30, 2020

*FBI, {J/LES) Potential for Violence and Planned Actions for Counteracting Law Enforcement Security
Measures at 17 January 2021 First Amendment Protected Events by Several Followers of a Militant Anti-
Government Movement, December 29, 2020

CIAC, {U/#FOU6) Online Sales of Police and Emergency Equipment via Facebook, December 18, 2020
Cybersecurity, {d)-FireEye Breach: Implications for SLTTs, December 14, 2020

DOS, (Y-Attack on Cybersecurity Firm FireEye Highlights Risk of Nation-State Hacking, December 11,
2020

USPIS, {U/AES)-Holiday Letter Carrier Safety Awareness for Law Enforcement, November 24, 2020

MIAC, {J/AES) Threat Groups Changing Social Media Preferences and Threats to Law Enforcement
Personnel, November 19, 2020

DHS CBP, {U//FOUB/LES)-Assaultive Behavior Towards US Law Enforcement Authorities, November 15,
2020

FBI, {4/4F0U06J} Russian-Tied APT Conducts Spear Phishing Campaign Targeting US Government-
Affiliated Personnel, Risking Exposure of Sensitive Information, November 12, 2020

DHS I1&A, {U/FEU6) Advanced Persistent Threat Actors Target US Websites, November 6, 2020

DHS I1&A, {J/4F0U0) Unidentified Cyber Actors Use Spraying Technique to Target Government Entity,
November 5, 2020

DHS FPS, {U/#LES) Threatening Letters Mailed to Federal Facilities, November 3, 2020

DHS CBP, {J/HES) Mexico: Possible Targeting of U.S Law Enforcement Personnel, October 31, 2020
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FBI, {JAAES) Criminal Actors Almost Certainly Identify and Victimize Law Enforcement Cooperators
through Social Media, Jeopardizing Law Enforcement Investigations and Cooperators’ Safety in Maryland
and Delaware, October 29, 2020

DHS CISA, FBI, {d)}-Russian State-Sponsored Advanced Persistent Threat Actor Compromises U.S.
Government Targets, October 22, 2020

DHS I1&A, {J/FOUB} Privately Made Firearms Remain Challenge for Law Enforcement; Underlying
Factors Unlikely to Change in Next 12 Months, October 16, 2020

DHS CISA, FBI, {d)}-APT Actors Chaining Vulnerabilities Against SLTT, Critical Infrastructure, and Elections
Organizations, October 9, 2020

DHS I1&A, {J/FOUB} APT Actors Target US Local Government Networks, October 9, 2020

CIAC, {J//FOU8} Vandalism of Law Enforcement Property as a Means of Conveying Anti-Law
Enforcement Sentiment, October 1, 2020

CIAC, {J} Nationwide Increase in Ambush Attacks on Law Enforcement Officers, September 21, 2020
SNCTC, {J/FeJ0}-Unprovoked Attacks Against Law Enforcement Officers, September 15, 2020

NTIC, {d/4F6U0) Negative COVID-19 Sentiment and Conspiracy Theories Likely Pose an Increased Risk to
Local Government Employees and COVID-19 Operations in the District, September 10, 2020

NCIS, {d/F6U06} DPRK Actors Use BLINDINGCAN Malware to Target Government Contractors,
September 2, 2020

NYPD, {J/4LES} Prominent Boogaloo Channel Shared Government Explosives Awareness Products
Demonstrating Concerning Interest in Mass Casualty Tactics, August 28, 2020

ITAC, {J/FEUY6}-Police Officer Stabbed in New York City in Possible Terror Attack, August 24, 2020

*IIFC, {Y/#LES) School Opening Decisions May Increase Threats Directed at Public Officials, August 18,
2020

FBI, (U/FOUB} Cyber Actors Very Likely Conduct Attacks against Law Enforcement Agencies,
Compromising Law Enforcement Operations and Information in FBI Albany’s Area of Responsibility,
August 10, 2020

FBI, {J/4LES} Modification of a Beretta 92F Semi-Automatic Pistol Almost Certainly Enables It To
Function as a Fully Automatic Firearm, Posing a Threat to Law Enforcement, August 10, 2020

EPIC, {J/LES) Laser Attacks on Law Enforcement Officers, August 6, 2020
NCIS, {d/FeU8} Netwalker Operators Shift Focus to Target U.S. Government Entities, August 5, 2020

NYPD, {U/LES} Tactics Used by Anti-Government Extremists and Malicious Actors against Law
Enforcement Officers amid Ongoing Civil Unrest, July 31, 2020
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NCTC, FBI, I&A, {J)-First Responder's Toolbox: Violent Extremists and Terrorists Exploit Civil Unrest and
Public Assemblies, July 31, 2020SD-LECC, {d/4F0U0)-Malicious Use of Laser Pointers Remains Threat to
First Responder Safety, July 31, 2020

NCIS, {d/Fe-J0)-Randonautica Mobile Device Application Awareness for DON Personnel, July 30, 2020

DHS I1&A, {J/AES)-Criminal Hackers and Cybercriminals Likely To Continue Targeting Law Enforcement
Agencies, July 30, 2020

FBI, {U/A4ES) Criminal Actors Conducting Explosive Attacks on Automated Teller Machines Likely Using
Improvised Explosive Devices, Posing Increased Threat to Law Enforcement, First Responders, and
Businesses, July 28, 2020

DHS CWMD, {U/AFOUYO/ES) Violent Opportunists Use Unidentified Chemicals to Escalate Violence
Against Law Enforcement, July 27, 2020

SD-LECC, {4//FOU6} Human Operated Ransomware Groups Likely Target Government Agencies as an
Attempt to Increase Potential Profit, July 21, 2020

DHS I1&A, {J/4ES}-Russian Online Influence Actors Amplify Conspiracy Theories Linking 5G Technology
and COVID-19 to Stoke Fear and Promote Distrust in Government, July 20, 2020

FBI, {J/EES} US-Based Criminal Actors Very Likely Employ Advanced Countermeasures To Combat Law
Enforcement Monitoring, Limiting Investigative Effectiveness, July 20, 2020

DHS I&A, {d/HES)-Cyber Activity Against Social Media Accounts of State Officials, July 14, 2020

NCIS, {d/4F6U8} DPRK Cyber Actors Use LinkedIn To Target Government-Affiliated Companies, July 2,
2020

DHS I&A, (U4FOYO}Unknown Advanced Persistent Threat Actors Compromise US State Government
Network, July 2, 2020

FBI, (B/LES) Laser Pointers Used to Disrupt Law Enforcement Operations, July 2, 2020

FBI, (UAEES} Use of Fireworks by Violent Protestors against Law Enforcement Officers Prompts Security
Concerns, July 1, 2020

ROIC, {Y/fFEU6)-Doxing: Threat Mitigation Guide for Law Enforcement, June 30, 2020
DHS I&A, {g/FEH6) Criminal Hackers Target US Law Enforcement Data, June 29, 2020

NFCA, NTIC, {J/FU0} Update to the #BlueLeaks Data Breach Incident Impacting Some Fusion Centers,
Law Enforcement Agencies, and US Government Organizations, June 24, 2020

NCIS, {d/LES}-Retaliatory Threats to Law Enforcement Personnel Made in the Cyber Domain, June 25,
2020

NFCA, NTIC, {J//FEUY6)-Data Breach Impacts Some US Fusion Centers and Associated Agencies, June 20,
2020
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NYPD, {J/ES}-Summary of Targeted Attacks against Law Enforcement Officers and Property, June 19,
2020

NTIC, {J/4LES}-Violent Opportunists Exploit First Amendment Protected Events to Target Law
Enforcement and Critical Infrastructure: Tactics, Techniques, & Procedures, June 19, 2020

NTIC, {4/4F0U0) Violent Boogaloo Adherents Encourage Anti-Government Action Nationwide, DC Likely
an Attractive Target, June 18, 2020

DEA, {J/HES)-Ring® Video Doorbell as a Law Enforcement Tool, June 18, 2020

FBI, NCTC, {U/AES)-Militia Extremists Present Elevated Threat to Law Enforcement and Government
Personnel, June 18, 2020

DHS I&A, {U/FOU6}-Persistent and Heightened Threats Targeting Law Enforcement Likely to Continue,
June 17, 2020

FBI, {d/FOU0O)-A Distributed Denial of Service Attack Targeted a Law Enforcement Tip Application, June
16, 2020

FBI, {J/AALES) Potential Targeting of Law Enforcement Officers at Home Creates Significant Safety
Concerns, June 15, 2020

FBI, {d/HFEUY0} Actors Claiming COVID-19 Infections Likely Intentionally Spreading Bodily Fluids to First
Responders, Causing Limitations in Force Due to Subsequent Quarantines, June 15, 2020

DHS I&A, (UAHFEY6} Social Media Users Posting Personal Information of Law Enforcement Personnel,
June 10, 2020

NCRIC, (UAHES)-FBI NCRIC Cyber Threat Actors' Intent to Target Law Enforcement Websites, June 9,
2020

FBI, DHS I&A, (U/AES)-Domestic Violent Extremists Could Exploit Current Events to Incite or Justify
Attacks on Law Enforcement or Civilians Engaged in First Amendment-Protected Activities, June 8, 2020

FBI, (U/FGY0B)Unmanned Aircraft System Interference with Operation of a Police Helicopter, June 6,
2020

FBI, {d/HES) People Associated to Civil Unrest Potentially Seeking to Obtain Personal Information about
Law Enforcement Officials, June 5, 2020

Cybersecurity, {4/4FQH06}-0ngoing Public Unrest Spurring Cyber Attacks Against SLTT Governments,
June 2, 2020

FBI, {d//LES)-Interruption/Jamming of Police Communications May Be Possible Through Ham Radio,
June 2, 2020

FBI, {d//LES)-Federal Facilities Identified as Targets Via Use of Spray Painted Black Line by Unidentified
Members of an Anarchist Extremist Group, June 2, 2020

FBI, {UAAES) Identified Militia Members' Plan to Target Infrastructure, Politicians, and Law Enforcement
in Response to Perceived Government Overreach, June 2, 2020
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NETF, {J//ES)-Fireworks Deployed Against Law Enforcement During Civil Unrest Gatherings, June 2,
2020

JRIC, (U/£FOUO)-Cyber Attacks on Law Enforcement and City Governments during Incidents of Protests
and Civil Disobedience, June 2, 2020

NTIC, {d/AFOU0}-Hacktivist Group Anonymous Claims Responsibility for Attacking Police Department
Website, Interrupting Radio Communications, May 31, 2020

DHS I&A, {4/F0H6)-0Ongoing Violence, Information Narratives Nationwide Poses Continued Threat to
Law Enforcement, May 30, 2020

MFC, {U/#LES) Possibility for Increased Threatening Activity towards Law Enforcement and Government
Officials Following Worldwide Coverage of Minneapolis In-Custody Death, May 27, 2020

DHS I&A, FBI, {d//FOU06) FBI Arrest of Ohio-Based Militia Extremist Who Plotted to Ambush or Kill Law
Enforcement Officers, May 15, 2020

STAC, {U/F6U0) COVID-19 Conspiracy Theories Very Likely Inspiring Criminal Activities Targeting
Government, Health, and Telecommunication Sectors, May 14, 2020

NCIS, {d/4F0U8}-Vulnerabilities Posed by Lost, Stolen, or Fraudulent Common Access Cards to the
Department of Navy, May 12, 2020

CIAC, {U//FOUY6)-Increase in Targeting of Law Enforcement with Lasers during Incidents of Civil
Disobedience and Protest, May 12, 2020

DHS CISA, (U)-Targeting First Responders in Secondary Attacks, May 4, 2020

FBI, {J/AEES)-Anti-Government Extremists Likely to Target Law Enforcement in Maryland and Delaware
and Possibly the United States Through Violence, as a Result of Officer Involved Fatal Shooting of
Maryland-Based Duncan Lemp, May 1, 2020

FBI, (U/FEUB)-Ransomware Infections of US County and State Government Networks Likely
Inadvertently Threaten Interconnected Election Servers, May 1, 2020

NCIS,45/4F0U0) Threats Made Towards Law Enforcement and Government Entities, April 21, 2020

FBI, (U/4FOUB)-Increased Use of Aggressive Tactics by Anti-Government/Anti-Authoritarian Groups since
the Outbreak of COVID-19, April 21, 2020

NYPD, {U/£LES}-Deadly Mass Shooting Spree in Nova Scotia, Canada Carried Out by Lone Gunman
Impersonating Law Enforcement, April 20, 2020

NYPD, {J/4F6U0) Deadly Mass Shooting Spree in Nova Scotia, Canada, Carried Out by Gunman
Impersonating Law Enforcement, April 20, 2020

NYPD, {U/#LES) Deliberate COVID-19 Threat/Infection Incidents against First Responders, April 17, 2020

FBI, (B/EES}-Criminal Actors Likely Exploiting Capabilities in Recreational Software to Embezzle
Department of Defense Morale, Welfare, and Recreation Funds, Resulting in Substantial Losses, April 13,
2020
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Other, {4/FOU0Q} Pandemic Response: Law Enforcement Leadership Challenges and Solutions in
Washington State, April 7, 2020

DHS CWMD, {J)-COVID-19 Exposure and Risk Mitigation Best Practices for Law Enforcement, April 6,
2020

FBI, {U/ALES)-Racially Motivated Extremist Uses Social Media Platform Telegram to Encourage Criminal
Reaction to a Police Department COVID-19 Public Announcement, April 1, 2020

NYPD, {d//FOUO/LES) Recent Propaganda and Disrupted Plots Highlight Shared Interest in Targeting Law
Enforcement by Wide Range of Malicious Actors, March 27, 2020

STAC, {Y//FeU6] California City Employees & Utility Provider Targeted by Coronavirus-themed Phishing
Email, March 26, 2020

DVIC, (UALES)-Philadelphia-Based Anarchists Encouraging Criminal Activity and Attacks on Law
Enforcement during Coronavirus Pandemic, March 24, 2020

FBI, {4/FEU6)-Telephony Denial of Service Actors Activities Target Maryland and New Jersey Police
Departments as of February 2020, March 20, 2020

DHS CBP, {J/LES} Officer Safety: Razor Blade Discovered Positioned in the Opening of Gas Tank, March
19, 2020

FBI, {d/HES) Racially Motivated Extremist Groups Encourage Spread of COVID-19 to Law Enforcement,
Religious Communities, March 19, 2020

STAC, {Y/#LES)-USB Devices Mailed to Multiple Police Departments Nationwide, March 18, 2020

FBI, {J//LES)-Violent Gangs Very Likely Murder Suspected Law Enforcement Sources with HOT-Paks,
Endangering Out Sources and Suspected Sources, March 17, 2020

OCIAC, {J/Fed0) Uptick in Propaganda Materials on Government Property, March 13, 2020
NYPD, {J/FOU0} Attack on Police Checkpoint near U.S. Embassy in Tunis, Tunisia, March 6, 2020

SWTFC, {4/FeU6} Suspicious USB Parcels Mailed from Alleged Religious Hacker Group to San Antonio
Police Substation as Part of Larger Postal Package Campaign Targeting Police Departments in Various
States, February 28, 2020

NYSIC,U/£FeU6)} Active Citrix Vulnerability Comprises at Government Agencies in U.S., February 28,
2020

DHS CISA, {4//FeJ0)-Threat Actor TA2101 (ProofPoint) using Maze Ransomware to target Government
and Commercial Entities, February 27, 2020

USPS, {J)-Nationwide — Suspicious Mailings to Law Enforcement Agencies, February 26, 2020

FBI, {)-Exploitation of Managed Service Providers Poses Ransomware Risks to Interconnected
Government Election Servers, February 20, 2020
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DHS I&A, (UAHFEUYO}-Robocalls Likely Capable of Overwhelming 911 Emergency Call Centers, February
14, 2020

DHS I1&A, (U4FOUB)-At Least Some Cyber Actors Who Exploited Vulnerable Citrix Devices in US
Government Networks Likely Established Persistent Backdoor Access, February 10, 2020

DHS I1&A, (UAES} Ransomware Attacks Target Louisiana Government Networks, February 5, 2020

DHS I&A, (UAHFEHO}-Unknown Cyber Actor Comprised Army National Guard Cisco Router, February 4,
2020

NCIS, {J/FOU06)-New Emotet Campaigns Target U.S. Military and Government Entities, January 28,
2020

DHS I&A, {J/FOUB)-Defacements of US Websites Following Death of Qasem Soleimani, January 24,
2020

DHS I1&A, {J/FEU0B)-Advanced Persistent Threat Cyber Actors Connect to US Government IP Addresses,
January 24, 2020

NYPD, (U/A4ES} Ghost Guns Pose Complex Challenge for Law Enforcement, January 17, 2020

NCTC, FBI, DHS I&A, {J}-First Responder's Toolbox: Persistent Threat of Terrorist Ambush Attacks on
First Responders, January 14, 2020

DHS I1&A, {d/F0U0}-Unknown Actor Scans DOD IP Addresses for Vulnerable Virtual Private Network
Servers, December 4, 2019

NYPD, {4/4F0Y0) Insider Violence by Wide Range of Extremists Demonstrates Significant Threat to Law
Enforcement and Military Personnel, November 27, 2019

FBI, {U/LES) DanaBot Banking Trojan Investigation Reveals Highly Sophisticated, Resilient Network
Operations, and a Compromised Government Computer, November 27, 2019

DHS CBP, {J//LES} Use of Non-Lethal Firearms against Law Enforcement, November 27, 2019

DHS I&A, {J/F0U6} APT Actors Conducted Enumeration and Received Response from US County
Government Network, November 1, 2019

DHS I&A, {UAFOUO}-APT 28 Cyber Actors Likely Compromised Two US Athletic Organizations and
Attempted to Access DOD Infrastructure, October 31, 2019

FBI, {d} Unknown Cyber Actors Attempted to Exploit SQL Injection Vulnerabilities on US Cleared Defense
Contractors’ (CDC) Websites, October 28, 2019

DHS I1&A, (U4FQU0} Unknown Cyber Actor Conducts Upgrade Account-Themed Spear-Phishing
Operation Targeting DOD Personnel, September 25, 2019

DHS I1&A, {U/FOU06} Arizona-Based Cleared Contractor Employee Received Six Unsolicited E-mails from
China, September 25, 2019
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NCTC, FBI, DHS I&A, {U}-First Responder’s Toolbox: Recognizing Possible Terrorist 911 Calls-Operators
Dispatchers, September 11, 2019

NTIC, {U/HFOUOAAES) RFID Cloning Kiosks A Risk for Lost or Stolen Employee IDs, August 29, 2019

FBI, {d/HFEY0} Cyber Criminals Likely Targeting North Texas’ Legal Sector via Ransomware Attacks,
Disrupting Services and Causing Financial Losses, August 29, 2019

CFIX, (B/4F6U0) Violent Extremists Continue to Incite for Attacks Targeting Law Enforcement, August
27,2019

DHS 1&A, {4/FOU6} Advanced Persistent Threat Cyber Actors Target E-mail Accounts Likely Associated
with US Government and Universities, August 26, 2019

NYPD, {&)-Recent Propaganda Graphic Demonstrates Enduring Violent Extremist Interest in Targeting
Law Enforcement Personnel, August 22, 2019

NTIC, {Jd} Ransomware: A Persistent and Pervasive Threat to Local Government Networks across the
United States, August 20, 2019

DHS I&A, ICE, CBP, (U/FEOUO6}-Mid-August 2019 Update on Threats to DHS Personnel, August 15, 2019
DHS CBP, (UAAES) Social Media Users Advocating Violence against Law Enforcement, August 12, 2019

DHS I&A, (UAFEUO} Advanced Persistent Threat Infrastructure Communicates with US Federal
Government Agency Network, August 5, 2019

DHS I1&A,{J/HFEUB} U.S. Officials Targeted by Unknown Cyber Actors in Spear-Phishing Campaign,
August 1, 2019

DHS CBP, {J/AES) Officer Safety: Ricin Used in Mail Attack in California Prison, July 29, 2019

FBI, {d/HES) Unidentified Darknet User(s) Sent Personally Identifiable Information of Federal Law
Enforcement Officials to Darknet Website Administrators, July 26, 2019

DHS CBP, {J/AES) Officer Safety: Ricin Used in Mail Attack in California Prison, July 29, 2019

DHS I&A, FBI, NCTC, {U/FU0}-Anarchist Extremist Threats to ICE Likely to Continue Following 13 July
Detention Center Arson, July 26, 2019

DHS FPS, {J/4FOU06} Increased Threat against Immigration Officials and Government Personnel, July 18,
2019

DHS ICE, {J/ES} Glock Switching: A Continuing Threat to Officer and Public Safety, July 15, 2019

DHS I&A, (U/£FOUO) Advanced Persistent Threat Actors May Deploy Malicious Link Targeting US
Personnel with Sensitive Access, July 5, 2019

DHS I&A, {4/£F0H6} Unknown Cyber Actors Compromise US City Employees E-mail Accounts, July 5,
2019

DHS 1&A, FBI, {d/4Fe46)-Unknown Cyber Actors Create Web Shells on US State Network, July 3, 2019
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DHS I&A, FBI, {d/HF0HOY}-Unknown Cyber Actors Conduct Spear-Phishing Campaign against a US City,
July 3, 2019

DHS CBP, {J/HES)-Officer Safety: Potential for Violence against CBP Personnel, July 2, 2019

NCRIC, {d/F0UJ0)} Elevated Iranian Cyber Threat to Local Government and Critical Infrastructure
Organizations, July 1, 2019

DHS I&A, {J/FEUY0B)} Advanced Persistent Threat Actors Deploy Malicious Link May Target US Personnel
with Sensitive Access, May 30, 2019

DHS NRMC, {43} Cybersecurity for Maritime Facilities, May 29, 2019

FBI, {}Ambushes and Unprovoked Attacks: Assaults on Our Nation’s Law Enforcement Officers, May
22,2019

DHS 1&A, {4/4F0406) Cyber Risks to Emergency Services Sector Remain, Primarily From Financially Driven
Actors, May 9, 2019

CIAC, {U/AESYImprovised Chemical Weapons Pose Potential Threat to Law Enforcement Officers, April
11, 2019

NCTC, {U//FeU6) Law Enforcement Encounters with Known or Suspected Terrorists Provide Valuable
Information for FBI Investigations, February 26, 2019

NWFFC, {U/LES) The Sovereign Citizen Movement - Implications for Law Enforcement, February 17,
2019

DHS CBP, {J/AES}-Locked Electronics Devices May Surreptitiously Capture Digital Media, Posing Security
Concerns for Law Enforcement, February 14, 2019

NCTC, (U} Foreign Terrorist Inspire, Enabled, and Directed Attacks in the US since 9/11, as of January
2019, February 12, 2019

SWTFC, {U/4FOUO}-ZETX Phishing Emails Targeting Law Enforcement, February 10, 2019

NCRIC, {d/FEU6} Vulnerabilities in Underlying Infrastructure of Click2Gov Software and Other Vendor
Products May Expose Organizations to Cyberattacks, February 7, 2019

DHS I&A, FBI, NCTC, {d/4F6U406)-Ghost Guns Challenge Law Enforcement, January 11, 2019

DHS I&A, {4/£FOH6J Technical Indicators Associated with Suspected Russian State-Sponsored Phishing
Campaign, January 9, 2019

NCRIC, {J/F0U8) Hijacked Official Email Chains Used to Distribute Malware, January 4, 2019

FBI, {4/FOUB)-E-mail Bomb Threats Using Guerrilla Mail Continue to Target Academic Institutions,
Government Entities, and Various State Entities, December 7, 2018

STAC, NCIRC, CCIC, JRIC, OCIAC, SD-LECC, {4//F0U06} Protective Measures for Enhanced Facility Security,
November 28, 2018
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DHS I&A, {J/ES} Tactics, Techniques, and Procedures of Anarchist Extremists in Berkeley, CA Targeting
Law Enforcement with Explosive, Non-explosive, and Incendiary Devices, November 26, 2018

DHS CBP, {J/AES)-Officer Safety Alert: Potential for Violence against Law Enforcement by Honduran
Migrant Caravan, November 24, 2018

NCRIC, {d/F6U0} Mass Phishing Campaign Targeting Government Users, November 19, 2018

NCTC, FBI, DHS I&A, {Y} First Responders Tool Box: Postal and Shipping: Identification and Mitigation of
Suspicious Mail and Packages, November 15, 2018

NCRIC, {g/FOUY06)-Distributed Denial of Service (DDoS) Attacks Remain a Significant Threat to Critical
Infrastructure Organizations and Law Enforcement Agencies, October 25, 2018

OCIAC, (U/AHFeU6} Physical Security Considerations for General Election, October 19, 2018

DHS TSA, {8/4/SSH-Cyberattacks against Swedish Rail System Indicate Potential Vulnerabilities of US Mass
Transit and Freight Rail Internet-Connected Systems, October 17, 2018

DHS I&A, FBI, NCTC, {U/4FOU06] Targeting of Law Enforcement by Domestic and Homegrown Violent
Extremists, October 12, 2018

Industrial Facilities

*FBI, {d//FOU0B)-0Ongoing and Emerging Threats to the Trucking Industry - Key Indicators for Operators,
Security Personnel, and Managers, March 2, 2021

*DHS I&A, (U/4AFOH6} Unknown Cyber Actors Conduct DDoS Attack for Ransom Against US Electric
Utility, February 17, 2021

*FBI, DHS CISA, {4} Compromise of U.S. Water Treatment Facility, February 11, 2021
*FBI, {U/AFOY0O) Cyber Actors Compromise US Water Treatment Facility, February 9, 2021
*FBI, {U//FOY0O) Drone Reported Flying Over St Croix Propane Tank Facility, January 8, 2021

DHS CISA, &) Chemical Facility Anti-Terrorism Standards Flyer: Ammonium Nitrate (AN), December 14,
2020

DHS I&A, {J/#FQU6) Suspected Advanced Persistent Threat Actor Targets Electricity and Gas Provider,
November 5, 2020

FBI, {J/FOUB} Nation-State Increase Reconnaissance and Targeting of US Sector, April 29, 2020

STAC, {U/#/FeUJe) California Criminal Actors Recent Attempts to Export Regulated Defense Equipment to
Iran Highlights Potential Industry Vulnerabilities, March 11, 2020

DHS I&A, {U/AES)I-Weapons and Ammunition Planted Inside Tennessee Prison Facility Highlight Potential
Security Vulnerabilities during Construction, March 5, 2020

FBI, (U)}-Cyber Actors Likely Targeting the Automotive Industry for Sensitive Customer & Corporate Data,
November 19, 2019
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FBI, (4} Cyber Actors Leverage Subscription-based Commercial Databases to Conduct Business Email
Compromise Fraud against Construction Companies, November 7, 2019

DHS I1&A, FBI, {d//F0U0) Advanced Persistent Threat Cyber Actors Target US Semiconductor Company
and Two US Companies Associated with Information Technology, July 3, 2019

FBI, {d/FOY0} Cyber Threat Actors Very Likely Increasing Exploitation of Website Secure Certificates to
Compromise US Private Industry Sensitive Data, June 3, 2019

FBI, {g)-Fraudulent Purchase Order Scams Targeted Defense Industrial Base Sector and Academic
Institutions, March 12, 2019

DHS I1&A, {J/F0U6} Ryuk Ransomware Effects Systems at US Industrial Supply Company, December 14,
2018

Second-Order Impacts to Critical Infrastructure
*NCSC, {J3 Insider Threat Mitigation for U.S. Critical Infrastructure Entities - Guidelines from an
Intelligence Perspective, March 30, 2021

*FFC, (Y} Pipeline Systems Subsector, March 24, 2021
*NMASIC, &) New Ransomware Emerges as Threat to Critical Infrastructure, March 17, 2021

*FBI, (UAFOUO)-China and Hong-Kong-based IP Addresses Attempting Port Connections on the Network
of an Identified Puerto Rico-Based Critical Infrastructure Entity, March 16, 2021

*DHS I&A, {U/AFOU0O)-Spread of African Swine Fever to Affect US Agriculture Industry Through at Least
2022, March 9, 2021

*MCAC, {U//FOY06)-Electricity Subsector Security Considerations, March 9, 2021

*NYPD, {J/EESY-Hack of Water Treatment Plant Underscores Critical Infrastructure Vulnerabilities,
March 4, 2021

*JRIC, {4/4F0H6) Compromise of US Water Treatment Facility Highlights Vulnerability of Critical
Infrastructure to Cyber Attacks, February 26, 2021

*FBI, {J/HFOUO}-Cyber Criminals Very Likely Compromise US Critical Infrastructure Sectors to Maximize
Financial Gain, Causing Significant Disruptions and Financial Losses, February 16, 2021

*MCAC, {d/FeU"6) Malicious Actors and Conspiracy Theorists Continue to Target Communications
Infrastructure, Potentially Disrupting Essential Services, February 1, 2021

*TxFC, {U/LES) Criminal Activity Directed at the Permian Highway Pipeline and Associated Entities in
Central Texas, January 26, 2021

*NYPD, {U/HES)-Extremist Groups and Malicious Actors Motivated by Conspiracy Theories Emphasize
Targeting Critical Infrastructure, January 21, 2021

*NMASIC, (U/F0U0) SolarWinds Attack Threatens Critical Infrastructure, January 18, 2021
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*DHS I&A, {U/FOUB)-FY20 Overview Terrorist Incidents Impacting Critical Infrastructure, January 11,
2021

*MFC, {J//FOUB)-Tactics to Sabotage US Critical Infrastructure Posted Online Encouraging Lone Wolf
Attacks and Use of Thermite, January 8, 2021

FBI, (U/FEGUY0} DoppelPaymer Ransomware Attacks on Critical Infrastructure Impact Critical Services ,
December 10, 2020

DHS I&A, {UFOUH0O) Spread of African Swine Fever to Affect US Agriculture, November 25, 2020

DHS I&A, {U/FBU06] Suspected Advanced Persistent Threat Actor Targets Electricity and Gas Provider,
November 5, 2020

DHS CISA, {4} Protecting Infrastructure During Public Demonstrations, October 26, 2020

FBI, (U44F0Y0) BEC Schemes Result in Financial Losses to Food and Agriculture Sector Entities, October
14, 2020

DHS CISA, FBI, {4} APT Actors Chaining Vulnerabilities Against SLTT, Critical Infrastructure, and Elections
Organizations, October 9, 2020

*UN, (4)-The Protection of Critical Infrastructures Against Terrorist Attacks - Compendium of Good
Practices, September 30, 2020

FBI, {d/FOY0}) Domain Generation Algorithm Likely Will Lengthen Point-of-Sale Malware Compromises
on Victim Networks, Increasing Threat to US Critical Infrastructure, September 16, 2020

FBI, {4/FOUB}-Various Incidents Underscore Water Reservoirs’ Vulnerability to Nefarious Actors, Posing
a Threat to Public Health, September 9, 2020

DHS CISA, {4} DHS CISA Guidance on the Essential Critical Infrastructure Workforce: Ensuring
Community and National Resilience in COVID-19 Response, August 18, 2020

DHS CISA, DHS TSA, {J} Pipeline Cyber Risk Mitigation, July 10, 2020

DHS 1&A, {d/4F640) Two Electric Substations Damaged by Unidentified Violent Opportunists in
Columbus, Ohio, July 23, 2020

FBI, (B/4F6U0) Liquid Metal Embrittlement Presents a Low-Cost Disruption Opportunity against US
Infrastructure Platforms, June 29, 2020

DHS I&A, NCTC, (U/AFOH6) White Supremacist Extremists May Target Logging Industry, June 26, 2020
FBI, {4/FOUB} Public Water Infrastructure is Vulnerable to Sabotage and Vandalism, June 23, 2020
WSIC, () Significant Vulnerabilities in Core Network Infrastructure Devices, July 14, 2020

NCTC, FBI, I&A, (U}-First Responders Toolbox - Telecommunications Infrastructure, June 10, 2020

DHS CISA, {4/Fed0e)-Violent Opportunists Could Use Global Stop5G Protests to Attack Critical
Infrastructure and Personnel, June 5, 2020
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FBI, {d/HFOYO)-UAS Conducting Unauthorized Flights over U.S. Critical Infrastructure Facilities, April 2,
2020

TFC, {U//FOUB)-Global 5G Protest Day Likely to Incite Attacks against the Communications Sector, May
29, 2020

SIAC, {4//Fe"0) COVID-19 Influencing Hostile Actors’ Focus on Attacking Critical Infrastructure Targets,
May 28, 2020

NYPD, {44046} Opportunistic Threat Actors Fuel Support for Violence Against Telecommunications
Infrastructure by Amplifying Conspiracy Theories Linking COVID-19 to 5G Technology, May 15, 2020

DHS I&A, FBI, NCTC, {4//FoU6)-Domestic Violent Extremists and Others Continue to Discuss Targeting
Critical Infrastructure During the COVID 19 Pandemic, Arson Attacks in the United States and Europe
Maybe Inspired by 5G Conspiracy Theories, May 14, 2020

DHS I&A, (UAFEUY6} COVID-19 Unlikely To Lead to Overall Food Scarcity in the United States, May 13,
2020

DHS I&A, NCTC, {4/F0H6]} 5G, COVID-19 Conspiracy Theories Inciting Attacks Against Communications
Infrastructure, May 13, 2020

NYSIC, {U/AES) COVID-19 Related Threats to Telecommunication Infrastructure, May 13, 2020

NYPD, (U/#LES)-Opportunistic Threat Actors Fuel Support for Violence on Telecommunications
Infrastructure, May 12, 2020

DHS CISA, (U/F6U0) Cyber Threat Actor Disrupts Israeli Water Infrastructure, May 12, 2020

DHS CISA, {4} Information and Communications Technology Supply Chain Risk Management Task Force -
Threat Evaluation Working Group: Threat Scenarios, May 6, 2020

TFC, {Y/FOUB}-Potential for Violent Extremist Threats to the Tennessee Energy Sector Related to the
COVID-19 Pandemic, May 6, 2020

DHS CISA, &} ICT Supply Chain Risk Management, May 5, 2020

DHS CISA, {)-Cybersecurity Recommendations for Critical Infrastructure Using Video Conferencing, May
1, 2020

DHS USCG, {J/HFeU0)-Cyber Threat to Global Supply Chain, April 30, 2020

DHS I&A, RIFC, {)-Threat to Rhode Island-based Critical Infrastructure and Private Sector Partners, April
22,2020

DHS CISA, {J)-DHS CISA: Guidance on the Essential Critical Infrastructure Workforce, April 17, 2020

DHS CISA, {4/AFeB6) Early April Vandalism of UK 5G Infrastructure Likely Linked to COVID-19 Conspiracy
Theories, April 14, 2020

DHS I1&A, {J/4FEU6) Robocalls - A Primer on the Potential Threat to Critical Infrastructure, April 3, 2020

FBI, (&) UAS Conducting Unauthorized Flights over U.S. Critical Infrastructure Facilities, April 2, 2020
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DHS CISA, {d}-Guidance on the Essential Critical Infrastructure Workforce: Ensuring Community and
National Resilience in COVID-19 Response, March 28, 2020

DHS I1&A, {U/FOUO}FY19 Overview: Terrorist Incidents Impacting the Critical Infrastructure Sector and
Religious Institutions in the Homeland, March 26, 2020

DHS CBP, {J/ES} Coronavirus Impacts Supply Chains, Business, and Economy at Large, March 26, 2020

FBI, {4} Kwampirs Malware Indicators of Compromise Employed in Ongoing Cyber Supply Chain
Campaign Targeting Global Industries, March 25, 2020

Interpol, {JAHFOUO} Ransomware Attacks Against Critical Infrastructure and Hospitals May Pose Greater
Harm amid COVID-19 Global Pandemic, March 24, 2020

DHS CISA, (Y} Guidance on the Essential Critical Infrastructure Workforce: Ensuring Community and
National Resilience in COVID-19 Response, March 19, 2020

DHS CISA, {4//FeU"6) COVID-19 Infrastructure Outlook Briefing, March 18, 2020
NCISA, {g/4F6U50)-University Hospital Brno Cyber Attack: Preliminary Findings, March 17, 2020

NTIC, {J)-Healthcare and Public Health Sector Organizations at High Risk of Cyber Attacks Exploiting
COVID-19 Pandemic, March 17, 2020

DHS TSA, {4/4/SSH-Pipeline Annual Terrorism Threat Assessment 2019, March 11, 2020

FBI, IIFC, {J/HEES) Site Security and Law Enforcement Response Perceptions Likely Would Influence
Environmental Extremist Attack Plotting against Electrical Infrastructure, March 2, 2020

NCTC, FBI, DHS I&A, {U} First Responder’s Toolbox: Complex Operating Environment — Qil and Gas
Pipelines, February 19, 2020

DHS I&A, {U/FBUY6}-Reaction to the Coronavirus Outbreak Will Likely Result in a US Supply Shortage of
Medical Masks if Alternative Sources are Not Available, January 31, 2020

FBI, (UAFOUO/RELTO-USAAUS,CAN-GBR,-NZL) 2018 Cyber Criminal Impact on US Critical
Infrastructure, January 28, 2020

CFC, {u/fFobB)}Commonwealth Fusion Center— Critical Infrastructure Alert: Activity Targeting Railways,
January 10, 2020

DHS CISA, (4)-A Guide to Critical Infrastructure Security and Resilience, November 14, 2019

DHS I&A, FBI, {g//4/646)-Two Individuals Charged in Connection with Dakota Access Pipeline-related
Incidents, October 15, 2019

FBI, (U/4FEU0) Criminals or Extremists Breaching Security at US Water Treatment Facilities Very Unlikely
Pose Risk of Causing Mass Causalities, September 12, 2019

DHS TSA, {44/5SH 2019 HNLG Pipeline Semiannual Threat Assessment, September 6, 2019

DHS TSA, {d//SSH-Terrorist Threat Level for HLNG Pipeline Remains Low in 2019, September 6, 2019
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FBI, {J/FOUO)-Animal Rights Extremists Likely Increase the Spread of Virulent Newcastle Disease in
California, Causing Economic Harm to the Poultry Industry, August 29, 2019

CFIX, {g/4FOH40)-White Supremacy Extremists Discuss Targeting Communications and Transportation
Infrastructure, August 12, 2019

DHS I1&A, {J/F0U0B)-Techniques and Infrastructure Used by Advanced Persistent Threat Actorto Target
Aviation and Telecommunication Companies, August 7, 2019

DHS I&A, {J/FBUO} Suspected Environmental Rights Extremist Promotion of Swarm Tactics and Mobile
Caravans Targeting Pipeline Infrastructure Highlights Potential Threat Indicators, July 29, 2019

DHS I&A, (U4FQU8} China’s Reach into US Information Technology and Communications Sectors, July
24,2019

CIAC, {U/#FOY0B) Trespassing and Vandalism at a Colorado Reservoir Demonstrates an Elevated Risk to
Critical Infrastructure, July 4, 2019

NCRIC, {d/FOU0)-Elevated Iranian Cyber Threat to Local Government and Critical Infrastructure
Organizations, July 1, 2019

DHS TSA, {8/4/SSH-Anarchist Extremist Interest in Attacking US Pipelines with Armed UASs Likely Only
Aspirations, June 25, 2019

DOT, {U//FeUJ0) Possible Unmanned Aircraft System (UAS) Threat to U.S. Pipelines, June 19, 2019

DHS I&A, RISFC, {d/FOUY0)-New England: Malicious Cyber Actors Use of Spear-Phishing to Target Critical
Infrastructure-related Personnel, June 17, 2019

DHS TSA, {4//F8J0)} Environmental Rights Extremist Promoting Swarm Tactics when Protesting Pipeline
Infrastructure Projects, April 26, 2019

DHS TSA, (B/4/SSH-Pipeline: Annual Terrorism Threat Assessment 2018, March 12, 2019
STIC, {U/AFeJ0)-Prevention of Theft/Loss at Healthcare and Long-term Care Facilities, February 20, 2019
CIAC, {d/#FOY6) Pro-ISIS Online Group Threatens Attacks on the Energy Sector, February 13, 2019

MFC, {4//FOJ0)} Environmental Extremist Group Publishes a Call for Action in Opposition of Pipeline
Construction, January 10, 2019

FBI, {g/4F6U06) Cyber Actors’ Use of Booter Services to Carry Out Attacks Very Likely to Persist, Affecting
the Finances and Online Infrastructure of US Victims, November 30, 2018

NCRIC, {U/FOU06) Distributed Denial of Service (DDoS) Attacks Remain a Significant Threat to Critical
Infrastructure Organizations and Law Enforcement Agencies, October 25, 2018
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Attack Vectors

Improvised Explosive/Incendiary Device
*FBI, {4/FEOYO)-Criminal Theft and Attempted Theft of ANFO and Related Explosive Materials from
Mining Operations and Quarries, March 12, 2021

*NETF,+J/ALES) Suspected Improvised Explosive Devices Recovered During Search Warrant in Orland
Park, Illinois, March 4, 2021

*ARTIC, {Y)-Asia-Pacific Counter-IED Fusion Center January 2021 Activity Report, February 18,2021

*DHS CISA, (U//FEUY6)-Explosive Powders (Black Powder, Smokeless Powder, and Flash Powder),
January 26, 2021

*SD-LECC,-{J/AFOU0)} Individuals Inspired by FTOs Likely Remain Interested in Wearing Fake Explosive
Vests During an Attack, January 13, 2021

*NETF, {U/AHAES) Explosive Related Activity on Day of Violent Riots in Washington DC, January 7, 2021
*NVRIC, (UAHES) Improvised Explosive Devices (IEDs) Located Near U.S. Capitol, January 6, 2021
*NCTC, {U/FoU06}-Past Plot Fact Sheet - Ricin IED Plot in Germany, January 4, 2021

*ARTIC, {Y)-Asia-Pacific Counter-IED Fusion Center 2020 Activity Report, December 31, 2020

DHS CISA, ) December 2020 Nashville VBIED Attack: Incident Snapshot and Security Considerations,
December 30, 2020

*JRIC, {J/FOU0O} VBIED Attacks Rare in the Homeland, Most Often Target Businesses and Government,
December 29, 2020

NYPD, {B/ES} Christmas Morning Explosion in Nashville Confirmed to be Suicide VBIED Bombing,
December 29, 2020

NCTC, FBI, I&A, {J} First Responder's Toolbox - Programmable Microcontrollers - Potential for lllicit Use,
December 10, 2020

FBI, {d/FOU0)-Tetramethylenedisulfotetramine Almost Certainly Synthesizable from Readily Available
Materials for Small-Scale Attacks, December 4, 2020

*FBI, (U/AFOYO)-Global IED Trends, November 30, 2020
*USBDC, {J/HES) Arson and Explosives Incidents Advisory, November 27, 2020

NCTC, FBI, I&A, (U}-First Responder's Toolbox - Hexamethylene Triperoxide Diamine (HMTD), November
23,2020

DHS CBP, {U/AES)-Using Explosives to Target ATMs Could Lead to Panic and Confusion During Protest,
November 9, 2020
*DHS CISA, (4)-Vehicle Borne IED Identification: Parked Vehicles, October 30, 2020
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*DHS CISA, FBI, {J} DHS-DOJ Bomb Threat Stand-off Card, October 30, 2020

*DHS CISA, {4 Bombing Prevention Lanyard Card User Guide, October 30, 2020

*DHS CISA, FBI, (4)}-DHS-DOJ Bomb Threat Guidance, October 30, 2020

NCTC, FBI, I&A, (J)-First Responder's Toolbox - Natural Gas and Propane, October 29, 2020

DHS I&A, NCTC, FBI {&} Urea Hydrogen Peroxide (UHP): Indicators of Acquisition and Manufacturing, and
Considerations for Response, September 25, 2020

SD-LECC, {J/F0U8} Capabilities and Access to Materials Likely Remain Primary Factors for Violent
Actors Use of Homemade Explosives, September 14, 2020

FBI, {J//LES)-Tetramethylenedisulfotetramine Almost Certainly Synthesizable from Readily Available
Materials for Small-Scale Attacks, September 8, 2020

FBI, {d/HFOY0)-0utlaw Motorcycle Gang Members and Associates Likely Manufacturing, Selling, and
Procuring Explosives, Increasing Stockpiles and Future Incident Risk, August 26, 2020

ITAC, {4/FOYO)-Pessible Incel Individual Arrested for Lying to Federal Agents After Explosives Accident,
August 24, 2020

DEA, {J/HES) Arrests of ELN Members Responsible for Academy Bombing, August 10, 2020

NETF, {J/ES) Improvised Explosive Device Components and Significant Quantity of Homemade
Explosives Recovered in South Jordan, UT, July 31, 2020

NETF, {g/ES}-Modified Commercial Grade Aerial Firework Used During Demonstrations, July 31, 2020
MCAC, {U/FOUO}IS Propaganda Video Encourages Incendiary Attacks in the Homeland, July 28, 2020

FBI, {J/AES) Criminal Actors Conducting Explosive Attacks on Automated Teller Machines Likely Using
Improvised Explosive Devices, Posing Increased Threat to Law Enforcement, First Responders, and
Businesses, July 28, 2020

DHS CISA, {d/FeJe)} IED-IID-Pyrotechnic Incidents During Nationwide Protests, July 20, 2020
DHS CISA, {d/FOJO)-Explosives-Related Extortion Attempts: January 2018 - April 2020, June 30, 2020

NETF, {J/4LES} Improvised Flame-Thrower/Incendiary Device Recovered in Domestic Dispute, June 19,
2020

DHS CISA,{J//Fe6} Improvised Explosive Device Incidents Report: Jan 2016 — Dec 2019, June 17, 2020
USBDC, {b/£ES)-Arson and Explosive Incidents Protests/Civil Unrest, June 11, 2020

USBDC, {Y/F0U0}-Evidence Preservation Techniques - Incendiary Devices (Molotov Cocktails), June 11,
2020

USBDC, {4/FeU6}-Recovery of Explosive Materials in the United States - 2019, June 1, 2020

33

REL0000003206.0001


I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out


DHS CISA, (U//FQUB)-DVEs’ Explosives-Related Tactics Influenced by COVID-19 and Increasing
Internationalization of TTPs and Networks, May 21, 2020

FBI, (U/HFEGUY0O} Academic Surplus Resale Programs Are Vulnerable Equipment Acquisition Points for
Threat Actors Seeking to Produce Weapons of Mass Destruction Materials, May 8, 2020

DHS CISA, {8} Bomb Threat Incidents Resulting in Devices May 2016 — May 2019, May 4, 2020

FBI, {g/4FOY6} Autonomous Unmanned Ground Vehicles Unlikely To Be a Practical Option for an
Explosive Attack for At Least Three to Five Years, despite Technological Progress, April 17, 2020

USBDC, {4} 2019 Explosives Incident Report (EIR), April 17, 2020

NCTC, DHS I&A, FBI,~U/AFEU0) 25th Anniversary of Oklahoma City Bombing Highlights Persistent and
Evolving Domestic Terrorism Threat, April 16, 2020

NETF, {d/4LES)-Several IEDs found in residence in Niagara Falls, New York, April 14, 2020

NETF, USBDC, (U/AAES) Automated Teller Machine (ATM) Explosive Attacks, April 13, 2020
DHS CISA, {)-2019 Domestic OSINT IED Report, April 2, 2020

Other, {J/HES)-CAFF Testing of Hard Disk Drive (HDD) into VOIED, March 23, 2020

NETF, {J/ES) Possible 1ID Found at Package Handling Facility in Louisville, KY, March 18, 2020

CFIX, {g/F6U0} White Racially Motivated Violent Extremist Cell in Germany Planned Coordinated
Christchurch-Style Attacks, March 17, 2020

DSEMIIC, {d/£LESH Improvised Explosive Device (IED) Deployed Towards Officers, March 13, 2020

FBI, {4/F6U0B} E-Commerce Retail Platforms Likely Provide Easy Access to Bomb Making Materials,
March 12, 2020

DHS CISA, {J) Extremist Threat Report: The Al-Saqri Foundation for Military Sciences: Explosive Water-
Timer, February 26, 2020

DHS CISA, FBI, {1} DHS Explosive Precursor Chemicals Initiative, February 20, 2020

DHS TSA, {U/£F0U0) Netherlands Letter Bomb Blasts Reported in Amsterdam and Kerkrade, February
12,2020

DHS TSA, {J//SSH-Colombia: Terrorists Attack Regional Dual-Use Airport with Improvised Mortars,
January 31, 2020

USMS, {U/LES)-Georgia State Prison Inmate Mails Incendiary Devices, January 27, 2020

USPS, (UFQU0} U.S. Postal Inspectors: Incendiary Devices, Reidsville, GA & Anchorage, AK, January 27,

2020

DHS TRIPwire, (U/AFGU0G)-Domestic Violent Extremists Sharing Homemade Explosives and IED
Instructions Online to Increase Capabilities, January 17, 2020
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FBI, {d}-Indicators and Warnings for Homemade Explosives, December 11, 2019

DHS Tripwire, {d//FOUJ0} Extremist Threat Report (ETR): The Al-Sagri Foundation: Four Easy Ways for
Making an Explosive Belts and Vest, December 5, 2019

FBI, {d/FOU0} Actors Seeking Explosive Precursor Chemicals Are Creating Multiple Online Accounts to
Facilitate Purchases, November 21, 2019

DHS TRIPwire,{d//FOUH06)} TRIPwire Emergency Responder Note: Dinitrophenol (DNP), November 20,
2019

CIAC, ()} The Potential Use of Thermos Bombs as Homemade Explosives, November 1, 2019

NCTC, (U/FOU6} Inexperienced HVEs Rely on Easily Accessible Resources for IED Plots and Attacks,
October 30, 2019

FBI, {J} Burglarizing Automated Teller Machines Using Incendiary or Explosive Gas Mixtures, October 28,
2019

USBDC, {U/FeU6} Thefts and Losses of Explosives in the United States, Fiscal Year (FY) 2018, October
11, 2019

USBDC, {J/F6U0)-Recovery and Explosive Materials in the United States, Fiscal Year (FY) 2018, October
11, 2019

USBDC, {J/F6U0)-Bomb Threats and Suspicious Packages in the United States, Fiscal Year (FY) 2018,
October 11, 2019

USBDC, {4/FeUY6}-Explosives and Bombings in the United States, Fiscal Year (FY) 2018, October 11,
2019

NCTC, FBI, DHS I&A, (Y} First Responder’s Toolbox: Triacetone Triperoxide (TATP): Acquisition,
Manufacture, Response Considerations, October 1, 2019

DHS I&A, FBI, NCTC, {U/FU0}-Commercially Available Products Used in Construction of Improvised
Explosive Devices, September 9, 2019

DHS TRIPwire, (£)-2018 Regional Domestic OSINT IED Report, August 27, 2019

DHS TSA, {4} Relative Likelihood of Improvised Explosive Device versus Chemical Weapon Attack on
Aircraft, August 21, 2019

DHS TRIPwire, (4}-Drone Carrying Suspected Explosives Found in Los Angeles, CA, July 18, 2019
NCTC, FBI, DHS I&A, {J}-First Responder’s Toolbox: IED Manufacture Indicators, July 2, 2019

DHS Tripwire, (U/44FQU0}-Al-Sagri Foundation for Military Sciences: Manufacturing a Bomb from Home,
June 19, 2019

DHS TSA, {U//SSH IEDs Very Likely Will Remain the Most Common Terrorist TTPs for Targeting
Transportation, June 11, 2019
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DHS TRIPwire, {d/4FQU6) Emergency Responder Note (ERN): Homemade Explosive Precursor Matrix,
June 4, 2019

NCTC, FBI, DHS I&A,HU} First Responder’s Toolbox: Multilayered Approach Can Help Mitigate Challenges
Posed by Common HME Precursors and IED Components, May 24, 2019

STACC, {U/£FeH06)Mass Casualty Incidents: Learning from History, April 15, 2019

DHS Tripwire, {d//FOUJ0} Extremist Threat Report (ETR): The Al-Sagri Foundation for Military Sciences
Presents SolidOX Box, April 15, 2019

DHS TRIPwire, {J//FOH06)-October 2018 Serial Package IEDs, April 11, 2019
ITAC, {U//FOH0O} Extremist Threat from Exploding Targets, April 9, 2019

FFC, {J/FOU0)} Letter and Package Bombs as Potential Threats, March 17, 2019
DHS TSA, {d)-London Improvised Incendiary Devices, March 8, 2019

FBI, (&) Small-Scale, Independent Health Food and Nutritional Supplemental Stores Selling Concentrated
Hydrogen Peroxide Are an Attractive Option for Criminals and Extremists Seeking Explosive Precursor
Chemicals, March 3, 2019

SD-LECC, {d/F0U0}-Prominent Terrorist Attacks in Western Countries in 2018 Highlight Continued Use
of Readily Available Weapons, Predominantly Opportunistic Targets, February 20, 2019

DHS TRIPwire, (U/FQUOB)-Tripwire: Methyl Ethyl Ketone Peroxide (MEKP), February 20, 2019
DHS TRIPwire, {d//FEU0) Tripwire: Hexamethylene Triperoxide Diamine (HMTD), February 13, 2019

NCTC, {d}-Foreign Terrorist Inspire, Enabled, and Directed Attacks in the US since 9/11, as of January
2019, February 12, 2019

NCTC,U/AFOUO/NFPR) Demographics of Attackers in Europe, December 21, 2018
DHS TRIPwire, {d)-Emerging Threat of Explosive Attacks on ATMs, December 19, 2018

DHS I&A, DOJ, ODNI, DOD, {J/AESHImprovised Explosive Device Discovered Near Norfolk Southern
Railway, December 16, 2018

INTERPOL, (U)}-Use of Mercury Tilt Switches in Improvised Explosive Devises in Libya, December 5, 2018
INTERPOL, {&H-Improvised Explosive Device Using an Anti-Tank Blast Mine, December 5, 2018
INTERPOL, ) Improvised Explosive Device Camouflaged As Rocks, December 4, 2018

INTERPOL, {J)-Nokia 1280 Mobile Phones Use as IED Switches in Libya, December 4, 2018
INTERPOL,-J} Homemade Syringe Initiators Used in Improvised Explosive Devices, December 4, 2018

DHS TRIPwire, (U/4FQU6) TRIPwire Emergency Responder Note: Erythritol Tetranitrate, November 27,
2018
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DHS I&A, {J/ES} Tactics, Techniques, and Procedures of Anarchist Extremists in Berkeley, CA Targeting
Law Enforcement with Explosive, Non-explosive, and Incendiary Devices, November 26, 2018

NCTC, FBI, DHS I&A, {U}-First Responder’s Toolbox: Postal and Shipping—Identification and Mitigation of
Suspicious Mail and Packages, November 15, 2018

NCTC, FBI, DHS I&A, {U}-First Responder’s Toolbox: Postal and Shipping—Suspicious Package Respond
Card, November 15,2018

DHS CISA, {)-DHS Action Guide: Fire as a Weapon - Security Awareness for Soft Targets and Crowded
Places, November 13, 2018

DHS I&A, FBI, {4)-Security and Resiliency Guide: Counter-Improvised Explosive Device (C-IED): Concepts,
Common Goals, and Available Assistance, November 10, 2018

STAC, (U/AFBU0) Increasing Use of Aerial Improvised Incendiary Devices Overseas, October 26, 2018

STAC, {J/AES) Aerial Improvised Incendiary Devices: Considerations for Law Enforcement, October 26,
2018

DHS I&A, FBI, (U/AFGU0O) Explosive Devices Mailed to Public Figures, October 24, 2018

Active Shooter
*NYPD, {4//F0J0)} 10 Killed in Mass Shooting Supermarket in Boulder, Colorado, March 24, 2021

*NYPD, (U/HES)-Eight Killed in Series of Shootings Targeting Massage Parlors in Georgia, March 17, 2021

*NSSIC, (U/AES) Shooting and Vehicle Ramming Amongst Most Common Tactics to Attack Law
Enforcement Officers Puerto Rico in 2021, February 23, 2021

*AFC, {U/FOU0) FTOs Encourage Sniper-Styled Vehicle Attacks, February 16, 2021

*NCTC, FBI, I&A, {J/FOUO}-First Responder's Toolbox-Terrorist Group Reissues Messaging Urging
Sniper-Sniper-Styled Vehicle Attack, February 10, 2021

NYPD, {J/4LES} Mass Casualty Attack Targets Popular District in Vienna, Austria, November 3, 2020

NYPD, {U/AES}-Gunman Takes At Least Ten Hostage after Hijacking Public Transit Bus in Lutsk, Ukraine,
July 21, 2020

DHS USCG, {J/HFeY0)-Recent Shootings at Military Facilities, June 3, 2020

FBI, (B/F6U0)} Active Shooter Incidents in Schools Decreased Slightly in 2019, June 1, 2020

FBI, (UAHEU6) Number of Active Shooter Incidents and Total Casualties Increased in 2019, June 1, 2020
NCIS, (U/4F0U8)-Privately Made Firearms (PMFs) aka “Ghost Guns”, May 28, 2020

STIC, {4/44FeUY6) No Illinois Implications Following Naval Air Station base attack in Texas; Violent
Extremists Will Likely Continue to Target Military Sites, May 26, 2020

NCIS, {d/44F0U6} Naval Air Station Corpus Christi, TX: Gate Runner/Active Shooter Incident, May 21,
2020
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NYPD, {d/4FeU0}Mass Shooting at Westgate Entertainment District in Glendale, Arizona, May 21, 2020
NYPD, {J/ES}-Gunman Opens Fire at U.S. Naval Air Station Corpus Christi, May 21, 2020

FBI, {4} Active Shooter Incidents in the United States in 2019, April 27, 2020

ITAC, {d/HFEOHB6)-Motive Unknown in Nova Scotia Mass Shooting, April 20, 2020

NYPD, {J/LES) Deadly Mass Shooting Spree in Nova Scotia, Canada Carried Out by Lone Gunman
Impersonating Law Enforcement, April 20, 2020

NYPD, {J/LES)-German National Motivated by Far-Right Ideology Kills Nine in Two Shootings at Hookah
Bars in Hanau, Germany, February 20, 2020

NYPD, {U/4LES) Range of Extremists Demonstrate Continued Tactical Interest in Sniper Attacks,
December 30, 2019

DHS I&A, FBI, NCTC, (U/£AFeUH6)-Homegrown Violent Extremism Case Study: Pulse Nightclub Attack,
December 4, 2019

FBI, (J}-Active Shooters Incidents: Topical One-Pagers 2000-2018, December 2019

USSS, (&)-National Threat Assessment Center Report on Protecting America's Schools - Analysis of
Targeted School Violence — November 2019, November 8, 2019

NYPD, {J/ES} Recent Mass Casualty Incidents Involving Use of Body Armor Underscore Necessity for
Continued Vigilance by Law Enforcement, September 27, 2019

FBI, (/U0 Active Shooter Incidents in Schools’ Uptick in 2018 Likely Reflects Long Term Trend,
September 10, 2019

DHS CBP, {U/LES) Secure Awareness: El Paso, Texas, Dayton, Ohio, and Gilroy, California, Shooting
Events, August 9, 2019

FBI, (U/4F0U0) 2000-2018 Active Shooter Incidents in Schools, August 1, 2019

CFIX, OCIAC, {d/Fed0)-Social Media and Pre-Mobilization Indicators of the Christchurch, New Zealand
Mosque Shooter, July 30, 2019

DHS CISA, DHS TRIPwire, (U/HF0Y0})-Hotel Explosion and Mass Shooting Attack, Kismayo, Somalia, July
29, 2019

FBI, (8}-Quick Reference Guide: Pre-Attack Behaviors of Active Shooters in the United States between
2000-2013, July 23, 2019

DHS I&A, FBI, NCTC, {U//FEU6)-San Diego Synagogue Shooter Inspired by Attacks in New Zealand and
Pittsburg, May 3, 2019

STACC, (U//FOY6) Mass Casualty Incidents: Learning from History, April 15, 2019

FBI, {d)}-Active Shooter Incidents in the United States in 2018, April 9, 2019
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DHS I&A, FBI, NCTC, {U/F0U06} Attacks on Mosques in Christchurch, New Zealand, May Inspire
Supporters of Violent Ideologies, March 15, 2019

NYPD, {LES)-Elevated Active Shooter Attacks Necessitate Heightened Situational Awareness, January 28,
2019

MCAC, {J/Fede) Pro-ISIS Manual Urging Sniper Attacks from Vehicles, December 19, 2018

DHS I&A, FBI, {4/4FOU06} Lethal Shooting at Borderline Bar & Grill in Thousand Oaks, California,
November 8, 2018

LA-SAFE, {J/F0U0B)-Analytical Summary: Pittsburg PA Synagogue Attack, October 29, 2018

DHS I&A, FBI, (U/HFEU0)} Joint Intelligence Bulletin: Lethal Shooting at Jewish Synagogue in Pittsburgh,
28 October 2018

DHS CISA, Active Shooter Attacks: Security Awareness for Soft Targets and Crowded Places, October 28,
2018

NTIC, (U//FOU6) Preparedness Pays Off in Preventing Workplace Shootings, October 16, 2018

Vehicle Ramming
*TITAN, {d/F6U0)-Vehicle Ramming at Crowded Places, March 12, 2021

*NSSIC, (U/AAES) Shooting and Vehicle Ramming Amongst Most Common Tactics to Attack Law
Enforcement Officers Puerto Rico in 2021, February 23, 2021

NCTC, FBI, DHS I&A, {J} Vehicle Borne Attacks: Tactics and Mitigation, December 18, 2020

CPIC, {d/F6H6)} Unsecured Outdoor Dining Spaces are likely a Potential Target for Vehicle Ramming
Attacks by Adversaries, November 2, 2020

DHS I1&A, {4/£FOH6} Vehicle Ramming Use at Lawful Protests Lack Typical Indicators, October 22, 2020

NYPD, {J) Vehicle-Ramming Incident at Parade in Volkmarsen, Germany; Motive Undetermined,
February 24, 2020

NYPD, &} Vehicle Ramming Attack in Limburg, Germany, October 8, 2019
SNCTC, )} Rental Vehicle Use in Criminal and Terrorist Activity, August 23, 2019

FBI, (U) Attacks against Large Public Events: Most Attacks Involve Vehicle Rammings Outside Security
Perimeters, July 21, 2019

STACC, {U//FEY0) Mass Casualty Incidents: Learning from History, April 15, 2019

JRIC, {U/4FOU0) 2018 Terrorist Attacks in the West Declined by Continue to Reflect Tactics Publicized by
Foreign Terrorist Organizations, April 12, 2019

DHS TSA, {d/4F0U0) Vehicle Ramming Attacks: Threat Landscape, Indicators, and Best Practices for
Countering the Threat, April 4, 2019
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NYPD, {J/LES)-Hijacking and Theft of Public Transit Vehicles Poses Potential Security Risk, March 19,
2019

NCTC, FBI, DHS I&A, {J)-First Responder’s Toolbox: Vehicle Renting/Leasing Industry Partnerships: A
Force Multiplier, January 29, 2019

Edged-Weapons
NCTC, FBI, I&A, {U}-First Responders Toolbox - Terrorist Messaging Urges Use of Edged-Weapons,
November 2, 2020

NYPD, {/£ES)-Three Killed in Edged Weapon Attack in Notre-Dame Basilica in Nice, France, October 29,
2020

NYPD, {U/LES)}-French Teacher Beheaded in Paris Suburb in Assessed Terrorist Attack, October 16, 2020
NYPD, (U/A4ES) Edged Weapon Attack Near Former Offices of Charlie Hebdo Magazine, October 2, 2020
*ROIC, U/ FOHO)-Meat Cleaver Attack in Paris, France, October 2, 2020

ITAC,{J/AFOU6)} Police Officer Stabbed in New York City in Possible Terror Attack, August 24, 2020
ROIC, {&)-Knife Attack in Reading, England, a Possible Terrorist Incident, June 22, 2020

CFIX, (UAHF6UJ0) NYPD Officers Targeted in Knife Attack, June 4, 2020

NYPD, {J/F6U0} Edged-Weapon Attack in Roman-sur-Isére, France, April 4, 2020

DHS CBP, {U/ALES) Officer Safety: Razor Blade Discovered Positioned in the Opening of Gas Tank, March
19, 2020

ITAC, {4} United Kingdom: Released Prisoner Responsible for Stabbing in London; Terrorism Threat Level
Remains, February 3, 2020

NYPD, {)-Edged Weapon Attack on Jewish Community in Monsey, NY, December 30, 2019
DOS, {4} London Bridge Knife Attack, December 6, 2019

NYPD, {J/LES}-Update: Edged Weapon Attack at Fishmongers’ Hall and London Bridge, December 1,
2019

NYPD, {4//F040) Stabbing Attack in London Wounds at Least Four Victims, November 29, 2019

NYPD, {J/F0U08} Edged Weapon Attack at the UK’s Borough Market and London Bridge, November 29,
2019

ITAC, {g//FOUY6)-United Kingdom: Terrorism Nexus Confirmed in London Bridge Attack; Terrorism
Threat Level Remains, November 29, 2019

NYPD, {U/LES) Stabbing Attack at Shopping Center in Manchester, UK Wounds Five, October 11, 2019

NCTC, FBI, DHS I&A,{Y)} First Responder’s Toolbox—Education Facilities-Post Secondary Schools, June 28,
2019
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NCTC, FBI, DHS I&A, {1} First Responder’s Toolbox—Education Facilities-Primary Secondary Schools, June
28,2019

NCTC, FBI, DHS I&A, {U}-First Responder’s Toolbox: Bus Attacks Highlight Potential Tactics and Mitigation
Efforts, April 4, 2019

DHS I&A, {U/£FOHO)}Trend Analysis: Terrorist Attacks in the West, July-December 2018, March 7, 2019

NCTC, (U)}-Foreign Terrorist Inspire, Enabled, and Directed Attacks in the US since 9/11, as of January
2019, February 12, 2019

NCTC, {4/AFed0e) Comparing HVEs in the US and Europe Highlights Terrorism-Prevention Opportunities,
January 18, 2019

APD, {J//LES)-Edged Weapon Attacks, January 2, 2019

NCTC, FBI, DHS I&A, (U/FEYO) First Responder's Toolbox: Involvement of Minors in Terrorist Plots and
Attacks Likely To Endure, November 29, 2018

NYPD, {)-Multi-Phase Vehicle and Edged Weapon Attack Targets Civilians and Law Enforcement in
Melbourne, Australia, November 9, 2018

ITAC, {J//FEU0O} Blades & Bombs: Weapons of Sunni-Islamist-Inspired Terror Plots in Canada, November
1, 2018

Unmanned Aircraft Systems
*FBI, {Y/4LES)-Use of a Paintball Gun to Shoot Down a Police Surveillance Drone, March 19, 2021

*FBI, (U/4FOUO) Threat Actors Likely Operate Unmanned Aircraft Systems over Critical Infrastructure
Entities in Louisiana, Posing a Threat to Public Safety and Intellectual Property, March 5, 2021

*FAA, (Y} Saudi Arabia — Houthi Missile & UAS Attacks Disrupt Riyadh Flights, March 2, 2021
*JRIC, OCIAC, FBI, {d/4F0U0} Addressing Dangerous Unmanned Aerial Systems, February 12, 2021
*DHS CISA, (4)-Unauthorized Drone Activity Over Sporting Venues, January 22, 2021

*FBI, {U/AFOUY0O) Drone Reported Flying Over St Croix Propane Tank Facility, January 8, 2021
MIAC, {J/FeUJ0)-Drone Awareness and Response, November 19, 2020

DHS USCG, {U/4FeU0) Two Year Outlook on Threats to USCG Activities by Unmanned Aircraft Systems
(UAS), September 23 2020

NCTC, FBI, I&A, (U)-First Responders Toolbox - Unmanned Aircraft System (UAS)- Recognizing Malicious
Modification, September 16, 2020

NCIS, {g/FeU8)-Terrorism: Increasing Technical Capabilities of UAS Highlight Network Security
Concerns, September 15, 2020

FAA, TSA, DOJ, {J} Interagency Advisory on the Application of Federal Laws to the Acquisition and Use of
Technology to Detect and Mitigate Unmanned Aircraft Systems, August 17, 2020
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DOD, {4/F6J8} CENTCOM Weaponized Unmanned Aircraft Systems (UAS) Comparison, July 31, 2020
DHS CISA, {4} Recognize Suspicious Unmanned Aircraft Systems, July 31, 2020
FBI, {4/44F046} Ongoing Risk of UAS Disrupting Operations at U.S. Airports, June 29, 2020

FBI, {4/4FOUY06J-Risks of Using Foreign Unmanned Aircraft Systems during COVID-19 Pandemic, June 29,
2020

FBI, (UA4FEUYOJ-Risks of Using Foreign Unmanned Aircraft Systems During COVID-19 Pandemic, June 24,
2020

FAA, (U/FOUYO)-Yemen Rebel's Long-range UAS and Missile Attack, June 22, 2020
NSSIC, {UAAES) The lllicit Use of Unmanned Aircraft Systems (UAS) in Puerto Rico, June 8, 2020

FBI, (U4FEY6) Unmanned Aircraft System Interference with Operation of a Police Helicopter, June 6,
2020

NCIS, {d/HF0H40} Unmanned Aircraft System - Collection Support Brief, June 5, 2020

DOJ, {4} Drones: A Report on the Use of Drones by Public Safety Agencies—and a Wake-Up Call about
the Threat, May 22, 2020

DHS TSA, (U//SSH UAS Threat Against Transportation in the Homeland, May 26, 2020

FBI, {d/FOY0)-Misuse of UAS Compromises Freight Rail Safety and Operations, April 23, 2020

FBI, (/Y0 -Individuals Purchasing UAS and Components to Facilitate lllegal Activities, April 14, 2020
FBI, {g)-UAS Conducting Unauthorized Flights over U.S. Critical Infrastructure Facilities, April 2, 2020

DHS I&A, {U/ES) New York State Red Teams Find Reporting Barriers for Suspicious Acquisition of
Unmanned Aircraft Systems, March 26, 2020

IC2, {Y/FOUB} Small Unmanned Aircraft Systems (UAS) Threat Potential, March 25, 2020

DHS I&A, CIAC, {U//FOU0} Recent UAS Activity Likely Not Malicious; Visual Detection Ineffective at
Locating Operators, March 6, 2020

FBI, (&} Super Bowl 54 Unmanned Aircraft System Encounters and Threat Mitigation, February 28, 2020

DHS I&A, DHS CBP, {J/AES)-Mexico: TCOs’ Evolving Use of Unmanned Aircraft Systems Likely Will
Challenge Countermeasures, January 8, 2020

DHS CBP, {U/£LES) Situational Awareness: Aerial Drone Sightings, December 19, 2019

FBI, {J/FOU0B} Release of New Agricultural Drone in North America by China-Based Company DJI,
December 19, 2019

FBI,{J/F0U0} Identified Capability to Disrupt Drone Detection Technology, December 13, 2019

DHS CBP, {U//FoU6)-Situational Awareness: Unmanned Aerial Vehicles (UAVs), December 4, 2019
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DHS I&A, (UAHFEUYO) Malign Actors Increasing Use of sUAS Technology, November 21, 2019

FBI, DHS CISA, DOI, {g/FeH03}-Risks of Using Unmanned Aircraft Systems, November 20, 2019
NHIAC, {d/44F046} Unmanned Aircraft Systems: Overview for Public Safety, November 1, 2019
JSOU, {4} Current Trends in Small Unmanned Aircraft Systems, September 23, 2019

DOS OSAC, {4} Climate Activists Plan Drone Disruption at Heathrow Airport, September 11, 2019

DHA I&A, {U/AFEUY6) Multi-Rotor Unmanned Aircraft System Identification Reference Aid, September 3,
2019

Other, {4} Combating Terrorism Center: The Islamic State and Drones, August 15, 2019
NTIC, {g/FeH6} Common Commercial UAS — A Comparison, July 24, 2019
NTIC, {Y/FOUO) Capabilities and Specifications of Common Commercial UAS, July 24, 2019

SEFC, {d/F6UB)-Commercial Flamethrower Attachment for Unmanned Aerial Vehicles (UAVs), July 18,
2019

DHS CBP, FBI, {J/AAES) Mexican Criminal Organizations Very Likely Use Unmanned Aircraft Systems for
Obfuscation Challenging Detection and Interdiction, July 18, 2019

DHS TRIPwire, {d)-Drone Carrying Suspected Explosives Found in Los Angeles, CA, July 18, 2019
Other, {4} U.S. Drone Laws: Overview of Drone Rules and Regulations in USA by State, July 15, 2019

NCTC, DHS, FBI, {d/F6U0} US HVES’ Future Weapons Options Broadened by Emerging Technology, June
28,2019

CIAC, {)-Use of Unmanned Aerial Systems and Easily Accessible Tools to Capture Sensitive or Personal
Information, June 21, 2019

DOT, {4/HFeY0)-Possible Unmanned Aircraft System (UAS) Threat to U.S. Pipelines, June 19, 2019

DHS NRMC, {U}-Cybersecurity Best Practices for Operating Commercial Unmanned Aircraft Systems,
June 11, 2019

DHS TSA, {U/4/SSH-Environmental Extremists Threaten to Disrupt Aviation in London with Unmanned
Aircraft Systems, June 5, 2019

DHS I&A, FBI, {4/F0U6)-Legitimate and Malicious Unmanned Aerial System Activity in Houston Likely
Indistinguishable Limiting Identification and Mitigation of Threats, June 5, 2019

DHS CISA, {4//FeB6)-Chinese Manufactured Unmanned Aircraft Systems, May 20, 2019

DHS TSA 4U/AFEUH6)} Armed Unmanned Aircraft Systems Attack Saudi Arabian Oil Pumping Stations, May
17, 2019

WSIC, {U/FeU6)-Dealing with Drones: A Guide for Homeland Security Stakeholders in Wisconsin, May
14,2019
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DHS CBP, {J/F0U6} Intelligence Note: Unmanned Aerial Vehicle (UAV) Use by Transnational Criminal
Organizations, May 8, 2019

DHS CBP, {J/F0U06}-Situational Awareness: Unmanned Aerial Vehicle (UAV) Use by Transnational
Criminal Organizations, May 6, 2019

DHS TSA, {4/4SSH UAS Intrusions at London’s Gatwick and Heathrow Airports, May 3, 2019
DHS NRMC, {4} Counter Unmanned Aircraft Systems Legal Authorities, May 1, 2019

DHS I&A, ROIC, {d/AESFUnmanned Aircraft Systems Continue to Pose a Threat in New Jersey, April 17,
2019

DHS TSA, {U//SSH-Civil Aviation Annual Terrorism Threat Assessment - 2018, April 11, 2019

DHS TRIPwire, {d//FEU0) TRIPwire Emergency Responder Note (ERN): Indicators of Suspicious
Unmanned Aircraft Systems (UASs), April 8, 2019

INTERPOL, {&} lllegal Delivery of Contraband to Prison Systems using Unmanned Aerial Systems, January
21,2019

CPIC, {U/FOYB}-Recent Incidents Involving Unmanned Aircraft Systems (UAS) Highlights Risk to Aviation
Sector, January 6, 2019

LA-SAFE, {J//FOU8) Analytic Summary: Drone Countermeasures, December 10, 2018
NVRIC, (U/AFEUB)-Artificial Intelligence — Public Safety Primer, December 6, 2018.

DHS TSA, {d/4F6U0)-Tunisian Government Statements Highlight 1SIS’s UAS and Toxic Gas Efforts Outside
of Conflict Zones, November 28, 2018

DHS I&A, FBI, {J/LES)-Gangs Very Unlikely Use Unmanned Aircraft Systems to Identify Law Enforcement
Vulnerabilities, November 16, 2018

DOS OSAC, {H-A Mind of Their Own: The Impact of Drone Autonomy on Physical Security, November 13,
2018

DOS OSAC, {4} When Robots Attack: Examining Artificial Intelligence, Autonomy, and Unmanned
Threats, November 13, 2018

DOS OSAC, {)-Driverless Dilemma: Security Implications of Self-Driving Cars on Physical Security,
November 13, 2018

FBI, Agricultural Drone with the Capability to Disperse Caustic chemicals Poses Potential Risk to Various
Sectors, October 31, 2018

DHS CISA, {)-The Rise of Commercial Unmanned Aircraft Systems (UASs), October 30, 2018

Chemical/Biological
*TxFC, {JAHEES} WaterGuard Technology Products - Water Absorbent Powder Mailed to Government
Offices Nationwide, March 23, 2021
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*FBI, {UAFEUYO} Fraudulent Actors Impersonating Legitimate Customers Target Chemical Companies to
Acquire Toxic Industrial Chemicals and Other Chemicals, March 15, 2021

*FBI, {4/FOU0) Threat Actors Likely Engaging in Actions Comparable to Pre-Operational Activities at or
over Louisiana Chemical Facilities, Creating Opportunities for Chemical Attacks, March 9, 2021

NCTC, FBI, I&A, {U) First Responder's Toolbox - Chemical and Biological Threats to Food Retailers,
November 10, 2020

NCTC, FBI, 1&A, (U} First Responders Toolbox - Radiological Threat Awareness, September 29, 2020

JRIC, (B/FOU0O) Ricin Unlikely to Pose Significant Threat Despite Ease of Acquisition, Repeated Attempts
to Use as a Biological Weapon, September 22, 2020

FBI, (4FGU0O) Radiological Materials Likely Vulnerable to the Threat of Insider Theft, Increasing the
Risk of a Criminal or Terrorist Attack, September 1, 2020

DHS CISA, (U406} Ammonium Nitrate/Fuel Oil, August 17, 2020

FBI, (U4FEY0O) Artificial Intelligence-Driven Computer Software Enables Threat Actors to Manufacture
Chemical Agents Using Unregulated Chemicals, August 13, 2020

FBI, {d/FEUY0) Insider Threat Actors May Target Radiological Materials of Concern to Facilitate Attacks,
August 5, 2020

DHS CWMD, {U/AFOJO/ES) Violent Opportunists Use Unidentified Chemicals to Escalate Violence
Against Law Enforcement, July 27, 2020

DEA, {J/HES) India-based Business-to-Business Online Marketplaces are Sources for Pharmaceuticals
and Precursor Chemicals, July 8, 2020

NYSIC, (U/FeH63} 2020 Chemical Sector Threat Assessment, February 25, 2020

DHS I1&A, (UFOU0) “What If” Analysis: Scenarios for a Radiological Dispersal Device in the Homeland,
June 16, 2020

SEFFC, {J//LES)}-Possible Chemical Attacks, June 1, 2020
DHS I&A, FBI, NCTC, {J) Chemical and Biological Threats to Food Retailers, May 8, 2020
NCTC, DHS I&A, FBI, {4/4F0U0) Knockdown Gases: Dangers, Indicators, and Response, April 2, 2020

FBI, (U4FEUY0O) Accidental Incidents at Houston Based Chemical Facilities Unlikely to Motivate Threat
Actor Targeting, April 1, 2020

DHS CWMD, DHS I&A, {d/FEU6)-Violent Extremists’ Social Media Bio Attack Calls, April 1, 2020

FBI, (&) Scientific Researchers Transporting Undeclared Biological Materials into and out of the United
States Poses a Biosecurity Risk, February 21, 2020

DHS I&A, FBI, NCTC, {U/AFEUE)-ISIS Spokesman Addresses its Global Enterprise and Calls for Increased

Violence, Use of Chemical Weapons against Israel, February 6, 2020
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VFC, (U/FOUB)-Potential Nefarious Use of Dimethyl Sulfoxide (DMSO), January 14, 2020
FDNY, {J) Chemical Spray and Acid Splash Attacks, December 5, 2019

FBI, {td)}-Vulnerabilities with Veterinary Medicines Increase the Risk of a Pharmaceutical-Based Agent
Attack, December 2, 2019

FBI, {J} Scientific Researchers Transport Biological Materials into and out of the United States via
Personal Luggage, November 26, 2019

FBI, {J/FOUY0O) Threat Actors Likely Will Use Chlorine Over Other Toxic Industrial Chemicals in Domestic
Chemical Attacks Designed to Cause Mass Causalities, November 20, 2019

DHS CBP, {U/ES) Chinese Nationals Attempting to Smuggle Undeclared Bio-materials into the United
States, November 12, 2019

FBI, (B/44F6U0) Criminals or Extremists Breaching Security at US Water Treatment Facilities Very Unlikely
Pose Risk of Causing Mass Causalities, September 12, 2019

FBI, (U/AFOUB} Animal Rights Extremists Likely Increase the Spread of Virulent Newcastle Disease in
California, Causing Economic Harm to the Poultry Industry, August 29, 2019

DHS TSA, {Y) Relative Likelihood of Improvised Explosive Device versus Chemical Weapon Attack on
Aircraft, August 21, 2019

FBI, (UAES) Threat Actors Likely Attempting to Transport lllicit Chemicals across US-Canadian Border
for Chemical Attacks to Cause Casualties, August 2, 2019

DHS CBP, {U/£LES) Officer Safety: Ricin Used in Mail Attack in California Prison, July 29, 2019
INTERPOL, {J) Chemical Warfare Agents, May 14, 2019
INTERPOL, (&)-Explosive Precursor Chemicals, May 14, 2019

CIAC, (U/AES) Improvised Chemical Weapons Pose Potential Threat to Law Enforcement Officers, April
11, 2019

FBI, (UAFEUB) Terrorist/Criminal Acquisition and Use of Chemical Weapons, March 17, 2019
NTIC, (U/FOUB) Low Potential for ISIS Chlorine Gas Attack in the United States, February 25, 2019

FBI, {J} Liaison Information Report: Receipt of Blackmail Letters Reportedly Containing Cyanide by
Japanese Pharmaceutical Companies, Food Company and Newspaper Publisher, February 3, 2019

DHS CBP, {U//LES)-Biological Materials Interdicted in Detroit Highlight Challenges, Opportunities at U.S.
Ports of Entry, January 16, 2019

DHS TSA, {U//FEH0) Tunisian Government Statements Highlight ISIS’s UAS and Toxic Gas Efforts Outside
of Conflict Zones, November 28, 2018

INTERPOL, Attempted Acquisition of Dual-Use Chemical Equipment Using lllicit Techniques, November
21,2018

STIC, {4/F06U0) Theft of Nitrous Oxide, November 20, 2018
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Radicalization and Indicators of Terrorist Mobilization/Attack

Planning

*KIFC, (U/FOU0} Homegrown Violent Extremists Will Likely Exploit the United States Military to Provide
Material Support to Foreign Terrorist Organizations, March 30, 2021

*TxFC, {J/HEES) Some Involuntary Celibates Justifying Sexual Exploitation of Children, March 30, 2021
*DHS I1&A, (JAHESHU—LES) Militia Extremists Continue to Develop Online Networks, March 29, 2021

*CFIX, {U/4F0U0) Violent Extremists Continued Admiration for the Pulse Nightclub Attacker, March 24,
2021

*DHS I&A, DHS CBP, FBI, NCTC, {d/AES)-Opportunities to Engage with European Partners on Domestic
Violent Extremist Travel, March 22, 2021

*STAC, (U/AFEYO) US Terrorism Cases October to December, March 19, 2021
*APD, {U/F6U0) Domestic Terrorism Threat Environment, March 18, 2021
*CFIX, {g/4F0U0) Violent Extremist Significant Anniversary Dates - April 2021, March 17, 2021

*NTIC, (U/AHES) Domestic Terrorism Remains a Persistent Threat to the District of Columbia in 2021,
March 16, 2021

*NYPD, {J/AAES) New Pro-AQ Magazine Attempts to Bolster Relevance, March 3, 2021
*DHS I&A, FBI, (U/£LES)-National Capital Region Remains Attractive Target for DVEs, March 2, 2021

*DHS I&A, FBI, (U/AFEU0) Heightened Domestic Violent Extremist Threat to Persist in 2021, March 1,
2021

*ODNI, ) Domestic Violent Extremism Poses Heightened Threat in 2021, March 1, 2021
*CFIX, {g/4F0U0) Violent Extremist Significant Anniversary Dates - March 2021, February 25, 2021
*MCAC, (U//FOY0) International Terrorism Quarterly - 2020 - Q4, February 22, 2021

*CFIX, SDLECC, (U/£FOU6} Violent Extremists Likely Interested in Migrating to Utopia P2P Encrypted
Ecosystem, February 17, 2021

*CFIX,(U//FoU6} Literary Propaganda Used To Drive Violent Extremist Narratives Towards the U.S.
Government and Law Enforcement, February 17, 2021

*SDLECC, (U/AFeUJ0) FTOs Continue to Show Interest in Exploiting U.S. Current Events in Propaganda to
Recruit, Embolden, and Incite, February 17, 2021

*AFC, (B/44F6U0) FTOs Encourage Sniper-Styled Vehicle Attacks, February 16, 2021
*NYPD, (UAAES) Al-Qaida's One Ummah Magazine Reveals Likely Strategic Priorities, February 12, 2021

*NYPD, (UAAESHISIS Propaganda Campaign Likely Aimed at Inciting Mass Prison Breaks, February 12,
2021
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*QCIAC, FBI, (UAFEU0O) Indicators of Individuals Potentially Associated with Domestic Violent Extremist
Groups Utilizing Public Spaces for Training, February 9, 2021

*NCTC, {U//FOU0O) Past Plot Fact Sheet - 2015 Paris and 2016 Brussels Attacks, February 5, 2021

*DHS CISA, (U/F0U6} Al-Sagri Foundation for Military Sciences: Lions’ Guidance for Manufacturing and
Preparation, February 2, 2021

*FBI, {U/AES) Alleged Plan by an Identified Militia Group to Target the US Capitol during the Upcoming
State of the Union Address, February 2, 2021

*FBI, {UAHES) Zoom-Raider Likely Conduct Coordinated Hate Crimes While Exploiting Public Reliance on
Virtual Meetings During Pandemic, Increasing Victimization Levels and Federal Investigative Activity,
January 29, 2021

*NYPD,~J/4LES) Al-Shabaab Claims Victory in Somalia after U.S. Withdrawal, Renews Calls to Target U.S.
Homeland in 2021, January 27, 2021

*DHS, (Y} National Terrorism Advisory System Bulletin, January 27, 2021
*DHS CBP, {1} United States Designates Houthis as a Foreign Terrorist Organization, January 26, 2021

*FBI, {U/AES) Animal Rights Violent Extremists Very Likely to Target US Fur Farms after SARS-CoV-2
Mink Culling in Europe, Risking Farm Closures and US Economic Harm, January 22, 2021

*NYPD, (UAHES} Extremist Groups and Malicious Actors Motivated by Conspiracy Theories Emphasize
Targeting Critical Infrastructure, January 21, 2021

*CFIX, {4//FOU6) DVE and HVE Significant Anniversary Dates - February 2021, January 20, 2021

*FBI, (U/AFOYB) Domestic Violent Extremists’ Use of Amateur HAM Radios for Communication and
Other Pre-Operational Planning, January 17, 2021

*FBI, (U/AFOY0O) Domestic Violent Extremists Likely Emboldened in Aftermath of Capitol Breach, January
17,2021

*NYPD, (U/AAES)-Awareness of Extremist Imagery Provides Opportunities for Officer Safety, January 15,
2021

*DHS I&A, FBI, (U/4/FOUB) Domestic Violent Extremists Emboldened in Aftermath of Capitol Breach,
January 13, 2021

*JRIC, (U/FOUB) DVEs Motivated by Conspiracy Theories Increasingly Target Government, Personnel,
and Infrastructure, January 13, 2021

*FBI, {U/AES) Racially or Ethnically Motivated Violent Extremist Groups Preparing for Potential Violence
in the Wake of US Capitol Attack, as of January 2021, January 13, 2021

*DHS I1&A, (UAHFOU0) FY20 Overview Terrorist Incidents Impacting Critical Infrastructure, January 11,
2021
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*MFC, {J/4FOU0) Tactics to Sabotage US Critical Infrastructure Posted Online Encouraging Lone Wolf
Attacks and Use of Thermite, January 8, 2021

*CFIX, {4/4FOU6) The Columbine Effect: Female Romanticism for Columbine Shooters and Mass Killers
Continue to Grow In Online True Crime Communities, January 5, 2021

*ROIC, (Y} Foreign Terrorist Groups Direct Operatives to Attack U.S., January 5, 2021
DHS I&A, {J/FOU0O) Diverse DVE Landscape Probably Will Persist, December 30, 2020
STAC, {d/4F0U0} US Terrorism Cases July to September, December 22, 2020

STFC, (U/F0U8} Anarchist and Anti-Authority Extremists Target Institutions with Propaganda and Acts
of Civil Disobedience in 2020, December 21, 2020

NYPD, {J/LES) LEOs Remain Priority Target for Adherents of All Major Violent Extremist Ideologies in
US, December 18, 2020

CFIX, {g/F6U06} DVE and HVE Significant Anniversary Dates - January 2021, December 17, 2020

NYPD, {U/4LES} Diluted Ideology and Mimicry of Tactics and Propaganda Persists among REMVEs,
Anarchists, and Salafi-Jihadist Extremists, December 14, 2020

DHS CBP, {J/FOUOALES}-Encounters with German Violent Extremists Offer Opportunities for Increased
Collaboration, December 7, 2020

DHS TSA, (U/4SSt) Terrorist Snapshot al-Shabaab, December 3, 2020

NCTC, FBI, I&A, {d}Mental Health Considerations in Threat Management of Terrorism Investigative
Subjects, December 3, 2020

KIFC, {d//FOU6) Domestic Violent Extremists are Likely Co-opting Foreign Terrorist Organization Tactics,
Techniques, and Procedures, Increasing Difficulty in Predicting and Preventing Attacks, December 2,
2020

JRIC, (U/FOHO} New Pro-AQ Magazine Names LE and Military as Targets, Recommends Exploiting
COVID for Attacks, December 1, 2020

NYPD, (UALES) Catalytic Events Increasingly Identified as Likely to Trigger Extremist Acts of Reactive
Violence, November 19, 2020

CFIX, {g/44/640) DVE and HVE Significant Anniversary Dates - December 2020, November 18, 2020
DHS TSA, (U/4SSH-Terrorist Snapshot National Liberation Army (ELN), November 10, 2020

NCTC, FBI, I&A, (Y} First Responder's Toolbox - Bystanders Are Key To Countering Terrorism, November
9, 2020

DOS, ) OSAC: ISIS MENA Activity During the Global Pandemic, October 27, 2020

DHS I&A, NCTC, FBI, {J} A Catalog of Terrorism Targets and Tactics from December 2013 to October
2020, October 23, 2020
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DHS I&A, {U/FOUO] Terrorists’ Longstanding Grievances Very Likely Exacerated by Israel’s
Normalization of Relations with Two Gulf States, October 19, 2020

DHS USCG, {U//FeY0) ISIS Threat in Homeland, October 19, 2020

JRIC, {4/4LES)-Violent Opportunists TTPs - Offensive and Defensive TTPs, October 19, 2020

CFIX, {d/4F040) DVE and HVE Significant Anniversary Dates - November 2020, October 15, 2020
FBI, DHS I&A, NCTC, {Y) Terrorist Commemorative Messaging Encourages Attacks, October 14, 2020

OCIAC, FBI, (U/44ES) RMVEs and Iranian Shi’a Extremists Both Promote COVID-19 Conspiracies Targeting
Israel and Jewish Community Online, October 7, 2020

*NYSIC, {UAHES) Domestic Violent Extremists Use of Social Media Potentially Connected to Violence,
October 5, 2020

NCTC, {d//F0U08) RMVEs Using Other Extremist Propaganda and Weapons Guides, October 5, 2020

*FBI, {U//FOUY6) Domestic Terrorism Reference Guide: Sovereign Citizen Violent Extremism, October 1,
2020

*FBI, {U/FOY0O) Domestic Terrorism Reference Guide: Racially or Ethnically Motivated Violent
Extremism, October 1, 2020

*FBI, {U/FOY0O) Domestic Terrorism Reference Guide: Involuntary Celibate Violent Extremism, October
1, 2020

*FBI, {g//FOUB)-Domestic Terrorism Reference Guide: Anarchist Violent Extremism, October 1, 2020
DHS TSA, {B//SSH Terrorist Snapshot The Islamic State of Iraq and ash-Sham (ISIS), September 24, 2020
CFIX, {g/4F0U0) DVE and HVE Significant Anniversary Dates - October 2020, September 22, 2020

DHS TSA, {U//SSH Terrorist Snapshot Al-Qa’ida Core, September 16, 2020

DHS 1&A, {B/F6U0) ISIS Encourages Arson Attacks in New Video, September 14, 2020

DHS USCG, {H-Terrorist Activities in the Maritime Domain, September 11, 2020

NYPD, {J/LES} Strategic and Operational Trends on Inspired Enabled and Directed Attacks in the U.S,,
September 9, 2020

DHS TSA,+UB//SSH Terrorist Snapshot Al-Qa’ida in the Arabian Peninsula, September 9, 2020

NCTC, {d/£F0U08}) Companies Enabling Internet Access Can Limit Violent Extremist Content, September
8, 2020

NCTC, FBI, I&A, (UAFOUO)-Terrorist Attack Model: A Homeland Case Study, September 4, 2020
DHS TSA, {5/4SSH Terrorist Snapshot ISIS-East Asia, September 3, 2020

NCTC, FBI, I&A, (Y} First Responder's Toolbox - Terrorist Insider Threat, September 2, 2020
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DHS TSA, {4} Continued Vigilance During the Upcoming Labor Day Holiday and the 19th Anniversary of
the 9/11 Terror Attacks, September 1, 2020

NCIS, {46008} U.S. White Supremacist Extremists Returning from Ukraine May Enable More Lethal
Attacks, Recruit DON Members, August 21, 2020

FBI, (U/AHEES)}-Adoption of “Boogaloo” Concept Likely Helps Some Domestic Violent Extremists Justify
Violence, Provides Basis to Organize, August 21, 2020

FBI, {J/4£ES) Domestic Violent Extremists with Partisan Political Grievances Likely to Increase Election-
Related Threats, August 21, 2020

OCIAC, {J/Fed0) Imagery & Symbols Associated with Racially-Motivated Violent Extremists (RMVEs),
August 19, 2020

CFIX, (U/4F6U06} DVE and HVE Significant Anniversary Dates - September 2020, August 19, 2020

NYPD, {J/ES} Incidents in Germany Demonstrate Prioritization of Law Enforcement and Military
Infiltration by REMVESs, August 19, 2020

FBI, {JAAES) Racially or Ethnically Motivated Violent Extremist Groups Interested in Forming Alliances to
Counter Threats from Opposing Groups, August 12, 2020

NCTC, {g//FeUe} Al-Qa'ida-ISIS Media Seek To Exploit US Domestic Issues, August 11, 2020
FBI, NCTC, {d/F0UJ0} Al-Qa‘ida, ISIS Media Seek To Exploit US Domestic Issues, August 10, 2020

NYPD, {J/AES)ISIS-Linked Media Outlet Releases First English-Language Tactical Propaganda Video in
18 Months, Demonstrating Continuity in Media Production Quality Under New Leadership, August 7,
2020

NCTC, {J)-Foreign Terrorist Inspired, Enabled, and Directed Attacks in the United States Since 9-11,
August 5, 2020

JRIC, {U/EES) Violent Opportunists Adapting Black Bloc, Hong Kong Protest Tactics, July 30, 2020
Europol, {d} Online Jihadist Propaganda: 2019 in Review, July 28, 2020

NCTC, {J//FeU6) Elliot Rodger's Attack and Related Media Influence Involuntary Celibate Violent
Extremists, July 24, 2020

FBI, (U/4FOU0O) Recent Attacks and Arrests in the United States and Canada Highlight Persistent Threat
of Lone Offender Violence Posed by Involuntary Celibate Violent Extremists, July 24, 2020

NCTC, FBI, I1&A, {J/FOU6} Violent Extremists Capitalizing on US Domestic Tensions, July 23, 2020

NCTC, {U//FOU0} DVEs Exploiting Prominent Art and Meme Sites To Promote Violence and Disseminate
Propaganda, July 22, 2020

DHS 1&A, {g/4F640) Al-Qa'ida Attempts to Exploit US Economy, July 21, 2020

FBI, {g/4F0U0) Al-Qa'ida Attempts to Exploit US Economy and Civil Unrest in June 2020 Messaging,
including Calls for "Blows on America," All-Out Revolt," and "e-Jihad", July 21, 2020
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NYPD, {J/LES} Escalating Rivalry Between Al-Qa’ida and ISIS Factions in West Africa Likely Poses
Enduring Threat to Regional Stability, July 16, 2020

CFIX, {g/F6U0B)-DVE and HVE Significant Anniversary Dates - August 2020, July 16, 2020

SD-LECC, {U//FeJe) Evolution in Attackers Use of Social Media During Mass Casualty Attacks May Result
in New Tactics, July 14, 2020

CFIX, {g/4F040) Potential for Continued Incel-Inspired Attacks and Arrests, July 8, 2020

NCTC, (U/FeU6) Members of Allegedly Disbanded RMVE Groups Probably Continuing to Engage in
Extremism, July 10, 2020

ROIC, {4} White Racially Motivated Extremists Remain Resilient, July 7, 2020

NCTC, {g//FeU6) Involuntary Celibate Violent Extremists Often Influenced by Incel Iconography and
Lexicon, July 6, 2020

NCTC, {U//FOU8) Violent Extremist Ideology Fact Sheet-Involuntary Celibate Violent Extremist Threat,
July 6, 2020

DHS 1&A, (B/44F6U0) DHS Collection Primer: Extremist Threats, Use of Violence in US, July 2, 2020
FFC, ) Terrorist Attack Planning Cycle, July 1, 2020
DHS I&A, NCTC, (UAHFOU0)-White Supremacist Extremists May Target Logging Industry, June 26, 2020

DHS 1&A, {B/LES) Domestic Terrorists May Threaten or Incite Violence to Escalate Tensions Amidst
Otherwise Lawful Protests, June 19, 2020

NTIC, {J/AES} Violent Opportunists Exploit First Amendment Protected Events to Target Law
Enforcement and Critical Infrastructure: Tactics, Techniques, & Procedures, June 19, 2020

NTIC, {g/4FEUY0) Violent Boogaloo Adherents Encourage Anti-Government Action Nationwide, DC Likely
an Attractive Target, June 18, 2020

CIAC, {U//FOY06) Potential for Violent Extremist Activity at Upcoming Juneteenth Celebrations, June 18,
2020

FBI, {4/FOU0B) Mixed-Mode Attacks Common among Western Homegrown Violent Extremists; Current
Propaganda May Influence Tactics, June 17, 2020

NCTC, {4/4F0U8) Involuntary Celibate Violent Extremists Often Influenced by Incel, June 17, 2020
CFIX, {g/4FOYO)-DVE and HVE Significant Anniversary Dates - July 2020, June 15, 2020

ROIC, (U)-Al-Qa’ida’s Online Magazine Vilifies US Values, June 15, 2020

ROIC, (&)-Anarchist Extremists Among ‘Autonomous Zone’ in Seattle, June 12, 2020

TFC, {U/£LES) Violent Opportunists Likely to Use Juneteenth Events to Engage in Civil Unrest, June 12,
2020
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ROIC, {J)-HVEs to Continue Targeting Uniformed Officers, June 10, 2020

FBI, {d/FEUY0) Antifa Use of the Waze and Snapchat Mobile Applications to Avoid Police or Incite
Violence Against Police and Communicate Securely During Lawful Protests, June 9, 2020

FBI, DHS I&A, (U/#LES) Domestic Violent Extremists Could Exploit Current Events to Incite or Justify
Attacks on Law Enforcement or Civilians Engaged in First Amendment-Protected Activities, June 8, 2020

DHS I&A, FBI, NCTC, {J/LES) DVEs Could Exploit Current Events to Incite or Justify Attacks, June 8, 2020

FBI, {J/LES}) Plots and Threats Highlight Likely Elevated Domestic Violent Extremist Threat to US
Journalists and News Organizations, June 8, 2020

DHS CISA, {d/Fed0)-Violent Opportunists Could Use Global Stop5G Protests to Attack Critical
Infrastructure and Personnel, June 5, 2020

CIAC, {J//FOH8) Opportunistic Domestic Extremists Threaten to use Ongoing Protests to Further
Ideological and Political Goals, June 5, 2020

ROIC, {Y/4LES) Violent Demonstration Tactics and Trends Reference Guide, June 5, 2020

Other, (UAAES) Special Report: Extremist Violence & Tactics During Protests, June 4, 2020

ROIC, (U/AES) Demonstration Tactics and Trends Presentation, June 4, 2020

ROIC, &} Violent Islamist Extremists Promote US Social Tensions, June 3, 2020

DHS 1&A, {d/4F6U0) Violent Opportunists Continue to Engage in Organized Activities, June 3, 2020

DHS CBP, (U/£FQUH6} White Supremacist Extremist Symbols and Terminology: Beyond the Swastika, June
2, 2020

FBI, {g/£LES}Identified Militia Members' Plan to Target Infrastructure, Politicians, and Law Enforcement
in Response to Perceived Government Overreach, June 2, 2020

FBI, {J//LES) Federal Facilities Identified as Targets Via Use of Spray Painted Black Line by Unidentified
Members of an Anarchist Extremist Group, June 2, 2020

DHS I&A, {g/4FEHBO) Violent Opportunist Tactics Observed During Civil Disturbances, June 1, 2020

DHS I1&A, (U/£F0H0O) Overview of Select Transnational RMVE Groups Operating Primarily Online, June 1,
2020

DHS I&A, (UAFEY6}-Collection Support Primer - CTMC, June 1, 2020

ROIC, ) Anarchist Extremists Support Violent Tactics, June 1, 2020

DHS TSA, {U/AES) Violent Opportunists During Civil Unrest across US Pose Potential Threat, June 1, 2020
DHS I1&A, {J/4F0U0) Some Violent Opportunists Probably Engaging in Organized Activities, June 1, 2020

STIC, {d/4FeU0) Incels Will Likely Continue to Be Inspired by the Manifestos and Attacks of Previous
Assailants, May 26, 2020
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DHS I&A, {U/FOUH6} Houston Airport Has Historically Been a Departure Point for Aspiring ISIS Foreign
Fighters, May 22, 2020

ROIC, () Far-Right Extremists Leverage Anti-Lockdown Sentiments, May 22, 2020
ROIC, ) ISIS Attacks Reveal Extremists’ Resiliency, May 21, 2020

DHS CISA, {U//FeU6) DVEs’ Explosives-Related Tactics Influenced by COVID-19 and Increasing
Internationalization of TTPs and Networks, May 21, 2020

DHS I&A, FBI, {d/FOUO)-FBI Arrest of Ohio-Based Militia Extremist Who Plotted to Ambush or Kill Law
Enforcement Officers, May 15, 2020

DHS I&A, (U/FQUB) Impact of US Terror Designation of Russian RMVE Organization, May 15, 2020

FBI, (U/FEUB)Widespread Terrorist and Criminal Use of Encrypted Communications Challenges Law
Enforcement Disruption Efforts Due to Lack of Lawful Access, May 14, 2020

SIAC, {J/HFOUO/ES)-Domestic Violent Extremists Are Attempting to Accelerate the Destabilization of
Society to Advance Their Anti-Government Ideologies, May 14, 2020

DHS I&A, {4/F0Y06) Pro-ISIS Media Calls for Attacks During Ramadan, May 7, 2020
MCAC, {4/F6U0B)International Terrorism Quarterly - 2020 - QR1, May 7, 2020
ITAC, (U/AFEY0O) Terrorist Profile - Kataib Hizballah, May 5, 2020

ITAC, (U/F0U06} Ideologically Motivated Violent (IMV) Extremists Response to COVID-19 Pandemic, May
5, 2020

STAC, {U//FBJ0) Emerging Threats Update: Racially/Ethnically Motivated Violent Extremism, May 1,
2020

NYPD, (U/ALES) Uptick in ISIS Propaganda Encouraging Attacks in the West amid COVID-19 Pandemic,
May 1, 2020

*UN, {4} Member States Concerned by the Growing and Increasingly Transnational Threat of Extreme
Right-Wing Terrorism, April 30, 2020

STAC, {U//FBJ0) Racially/Ethnically Motivated Violent Extremists with Accelerationist Beliefs Likely
Emboldened to Act during COVID-19 Pandemic, April 22, 2020

DHS I&A, {d/4F6U0) Violent Extremist Threats to the US Energy Sector Related to the COVID-19
Pandemic, April 21, 2020

NYPD, {U/ES) Extremists across Ideological Spectrum Continue to Exploit COVID-19 in Propaganda
Campaigns Aimed at Inciting Violence, April 17, 2020

DHS I&A, {U/AES) Violent Extremist Threats to the US Energy Sector Related to the COVID-19 Pandemic
, April 16, 2020

DHS I&A, FBI, {d//FOUY0O) Lethal Domestic Violent Extremist Attacks Likely to Continue This Year, April
16, 2020
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DHS I&A, {U/£LES)-Violent Extremist Threats to the US Energy Sector Related to the COVID-19 Pandemic,
April 16, 2020

BRIC, {d/HFEUY0)} ISIS Members Arrested in Germany for Planning Attack, April 15, 2020

FBI, (U/FOU0O)-Targeting Strategies Discussed by Racially Motivated Violent Extremists during the
COVID-19 Pandemic, as of late March 2020, April 14, 2020

DHS CISA, {d/F650)The Book of Terror - A Guide to Strike Terror in the Hearts of the Kuffar of the
West, April 13, 2020

STAC, {4/4FBUY6)Some US-Based HVEs Likely Will Continue to Produce and Share Instructional Materials
Online, April 10, 2020

DHS I&A, FBI, BOP, NCTC,{J//FEU0) Some Violent Extremists Likely To Attack While Imprisoned, Gaps
Hinder Understanding of Threat Picture, April 10, 2020

ROIC, {J/AES} White Supremacist Extremists Embrace Accelerationism, April 9, 2020

Other, {43-GW University Study: White Supremacist Terror Threat--Modernizing the Approach, April 8,
2020

NCTC, DHS I&A, FBI, (U//F0U6} Domestic Violent Extremists Likely to Continue Exploiting COVID-19
Pandemic to Incite or Engage in Violence, April 8, 2020

JRIC, {U/FOUY6} Coronavirus Pandemic Exploited by Racially Motivated Violent Extremists, April 8, 2020
STAC, {4//FOH6} US International Terrorism Cases: October - December 2019, April 1, 2020

FBI, (U/4LES) Racially Motivated Extremist Uses Social Media Platform Telegram to Encourage Criminal
Reaction to a Police Department COVID-19 Public Announcement, April 1, 2020

DHS 1&A, (B/4F640)-Disruption of a Racially or Ethnically Motivated Violent Extremist’s Plot to Attack a
Missouri Medical Center, March 30, 2020

DHS I&A, (U/£FEUO) FY19 Overview: Terrorist Incidents Impacting the Critical Infrastructure Sector and
Religious Institutions in the Homeland, March 26, 2020

NCTC, {U/AFeUJe} US Violent Extremists Likely To Continue Attacks against Houses of Worship, March
26, 2020

NCIS, {d/4F0U08} Possibility of Extremist Actors to Incite Violence during Coronavirus (Covid-19)
Outbreak, March 24, 2020

DVIC, {J/LES)-Philadelphia-Based Anarchists Encouraging Criminal Activity and Attacks on Law
Enforcement during Coronavirus Pandemic, March 24, 2020

FBI, {J/4LES) Coronavirus-Inspired Hate Crimes against Asian Americans Likely To Surge across the
United States, Endangering Asian American Communities, March 24, 2020

STAC, {U//FOU6)-Extremist Actors Likely to Continue Using COVID-19 Pandemic to Promote Narratives,
Spread Misinformation, and Encourage Violence, March 23, 2020
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DHS I&A,{UAHFOUYO) Terrorists Exploiting COVID-19 Pandemic in an Attempt to Incite Violence, March
23,2020

DHS TSA, {d//SSH-MTPR Annual Terrorism Threat Assessment 2019, March 20, 2020

DHS I&A, IIFC, {J/F0U0} References and Symbols Used by the Christchurch, New Zealand, Mosque
Attacker, March 9, 2020

DHS I&A, NCTC, {J)-Opportunities to Enhance Terrorism Prevention Efforts by Applying Lessons, March
5, 2020

NCTC, {g/4F0U0}) NCTC Past Plot Fact Sheet- April 1999 London Nail Bombings, March 2, 2020

FBI, {)-Racially Motivated Violent Extremists Pose Continued Threat to Jewish Communities in the
Homeland, February 21, 2020

NYPD, {U//LES} German National Motivated by Far-Right Ideology Kills Nine in Two Shootings at Hookah
Bars in Hanau, Germany, February 20, 2020

NCTC, FBI, DHS I&A, (Y]} First Responder’s Toolbox: complex Operating Environment — Oil and Gas
Pipelines, February 19, 2020

Europol, {&} Second Report of the Observatory Function on Encryption, February 16, 2020

CFIX, {g/F6U0)White Racially Motivated Extremists Suggest Spreading the Coronavirus, February 14,
2020

CFIX, SD-LECC, SIAC, {4} Criminal and Violent Extremist Use of Emojis, February 14, 2020

NCTC, {J/FeJ0)-Western Sunni Extremists and RMVEs Taking Divergent Approaches to Using Social
Media in Attacks, February 13, 2020

NCTC, {U/AFeY0O) Mass Attackers Probably Influencing Future Domestic Violent Extremists, February 12,
2020

NCTC, DHS, FBI, {d/F6U0) Homeland Faces Diffuse Terrorism Threat in 2020, February 11, 2020
TFC, (U/4FQUO) Terrorists’ Continued Interest in Utilizing Hoax Suicide Vests, February 10, 2020

NYPD, {4//FQU0O) Recent Propaganda Releases by ISIS and Al-Qa’ida Promote Intensified Attacks by
Supporters in the West, February 10, 2020

NCTC, {J//FOU8) Foreign Terrorist Organizations, February 7, 2020

FBI, {J/AEES) California Aryan Brotherhood Likely Will Change Leadership, Threatening Increased
Violence against Inmates and Correctional Officers, February 7, 2020

DHS I&A, FBI, NCTC, (U/4FOUOHSIS Spokesman Addresses its Global Enterprise and Calls for Increased
Violence, Use of Chemical Weapons against Israel, February 6, 2020

FBI,{J/F6U0} Some Online Extremists Likely Will Claim to Be Role-Playing To Obfuscate Extremist
Activities, February 6, 2020
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NCTC, FBI, (4/#FOUY0) Pensacola, London Attacks Underscore Aulaqui’s Enduring Influence, January 30,
2020

NCTC, {J//FOU6)-First Responder’s Toolbox: Radicalization and Violent Extremism in Non-Federal
Corrections, January 29, 2020

NCTC, {g/4FeU6) Sunni Homegrown Violent Extremist Threat to the Homeland as of December 2019,
January 27, 2020

DHS I&A, WSIC, STAC, {d/44F640) Preparing for Violent Extremist or Criminal Use of Livestreaming Video
— Social Media Company Law Enforcement Support Mechanisms and Access Policies, January 23, 2020

FBI, {d/HES) Abortion-Related Violent Extremist Threats and Freedom of Access to Clinic Entrances Act
Violations Increase, Likely in Reaction to Recent Legislative Activities, January 22, 2020

OCIAC, {J/FeUB)-Reference Aid Series: Sovereign Citizen Extremists — Race Based Ideologies, January
22,2020

DHS CBP, (UAHES) CBP Encounters with U.S.-Based White Supremacist Extremists with Nexus to
Ukrainian Nationalist Group and the Conflict Ukraine, January 22, 2020

DHS I&A, FBI, NCTC, {U//F0U06} Arrests of Members of Domestic Violent Extremist Group The Base for
Murder Plot Highlight Small Cell Violent Intent, Retaliatory Targeting, January 17, 2020

DHS CISA, ) Enhancing Chemical Security Geopolitical Tensions, January 15, 2020

NCTC, FBI, DHS I&A, (Y} First Responder's Toolbox: Persistent Threat of Terrorist Ambush Attacks on
First Responders, January 14, 2020

DHS I1&A, {/£FOH6} Government of Iran and Lebanese Hizballah: Observed Behaviors, Tactics, and
Targets Overseas Provide Indicators for Possible Activity in the Homeland, January 14, 2020

NTIC, {g/4FQU6) Similarities in Incel, WSE Grievances Will Likely Aid Some Individual Ideological
Transitions, Potentially Increasing Pathways to Violence, January 14, 2020

NTIC, {&)-Racially Motivated Violent Extremists: Inspirations and Materials, January 13, 2020

DHS 1&A, NCTC, FBI, {d/44F6U0) Escalating Tensions between the United States and Iran Pose Potential
Threats to the Homeland, January 8, 2020

DHS CISA, &} Iranian-inspired Terrorism Threat, January 8, 2020
DHS CISA, {)-Increased Geopolitical Tensions and Threats, January 6, 2020

DHS I&A, FBI, NCTC, {U/AFeJ0)-Continued Interest in Targeting Jewish Communities in the Homeland by
Domestic Violent Extremists, January 3, 2020

ICAT, {d)-Terrorism Threat Assessment, 2018-2019

NYPD, {U//LES)-Range of Extremists Demonstrate Continued Tactical Interest in Sniper Attacks,
December 30, 2019
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FBI, (U/FGY0) Non-Immigrant Visa Holder Extremists and Criminal Actors Almost Certainly Capable Of
Exploiting Federal Statutory Hunting License Exception to Obtain Firearms for Violent Attacks, December
23,2019

DHS I&A, FBI, NCTC, {U/AES) Racially Motivated Violent Extremist Attack in New Jersey Highlights
Continued Threat to Law Enforcement and Faith-Based Communities, December 20, 2019

NCTC, (U//FOU0) Al-Qa’ida in the Arabian Peninsula (AQAP), December 20, 2019

NTIC, (U/FeU0) Deepfake Technology Offers Potential Recruitment and Radicalization Tool for Terrorist
Organizations, December 20, 2019

NYPD, (U/AES} Global ISIS Affiliates that have Re-Pledged to New Leader Abu lbrahim al-Hashimi al-
Qurayshi, December 18, 2019

FBI, (U/AHES) Lone Offenders Using Firearms, Espousing Superiority of White Race Likely to Remain Most
Significant Source of Lethal Domestic Violent Extremism Attacks, December 10, 2019

DHS I&A, FBI, NCTC, {4/44F0H0) Homegrown Violent Extremism Case Study: Pulse Nightclub Attack,
December 4, 2019

ITAC, (U/AF6U0} United Kingdom: Terrorism Nexus Confirmed in London Bridge Attack; Terrorism
Threat Level Remains, November 29, 2019

NCTC, FBI, DHS I&A, {d//FEUY06)} Alliance: Partnerships Domestic Counterterrorism, November 25, 2019
NSI/NTER, {U/4LES) SAR Indicators for Mass Casualty Attack, November 25, 2019

DOS OSAC, (&) Post-Baghdadi ISIS Targeting in Europe: The Case of France, November 22, 2019

DHS I&A, {U/4FOHB} Prominent ISIS-Related Events and Attacks in the Homeland, November 18, 2019
CIAC, {U//FOU6} Vandalism of Synagogues Ordered across the United States, November 18, 2019

FBI, {4} Lone Offender: A Study of Lone Offender Terrorism in the United States (1972-2015), November
13, 2019

NCTC, FBI, DHS I&A, {J} Hospitality Industry: Enhanced Suspicious Activity Awareness Assists in
Terrorism Prevention, November 12, 2019

NCTC, FBI, DHS I&A,Y} Complex Operating Environment — High Rise Hotel, November 12, 2019

NCTC, FBI, DHS I1&A, {//LES)-First Responder’s Toolbox: Standards for Encounters With Known or
Suspected Terrorists, October 29, 2019

FBI,J) US Law Enforcement of Watchlisted Individuals Almost Certainly Yield Opportunities for
Intelligence Collection, October 23,2019

DHS I1&A, {4/4FOUO]} Terrorist Use of Peer-to-Peer File Sharing App Could Inhibit Content Removal,
October 22, 2019

DHS I&A, {d)}-Counterterrorism Futures, October 17, 2019
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DHS I&A, FBI, NCTC, (U/F0UH6} Upcoming Joker Movie Prompts Violent Online Threats by Involuntary
Celibate Community, October 2, 2019

NCTC, FBI, (J/FOUY0O) Largest Terrorist Threat in United States from Lone Attackers, September 12, 2019

DHS I&A, STAC, WSIC, {U//FBUJ0) Law Enforcement and Public Safety Preparedness May Mitigate the
Challenge of Attackers’ Likely Use of Livestreaming Video, September 27, 2019

NCTC, FBI, DHS I&A, {U) First Responder’s Toolbox: Recognizing Possible Terrorist 911 Calls-Operators
Dispatchers, September 11, 2019

FBI, {d} Making Prevention a Reality: Identifying, Assessing, and Managing the Threat of Targeted
Attacks, September 10, 2019

CFIX, {g/4F640) Violent Extremists Continue to Incite for Attacks Targeting Law Enforcement, August
27,2019

SNCTC, (U)-Rental Vehicle Use in Criminal and Terrorist Activity, August 23,2019

NCTC, FBI, DHS I&A, {U} First Responder’s Toolbox-Female Violent Extremists: Implications for Public
Safety, August 21, 2019

DHS TSA, {d//SSH-KST Encounters in the NYC Area Before and During the 74" United Nationals General
Assembly, August 21, 2019

NCTC, FBI, DHS I&A, {J} First Responder’s Toolbox: Female Violent Extremists — Implications for Public
Safety, August 20, 2019

DHS I&A, FBI, NCTC, (U/ES) High-Profile Events or Attacks in the West Likely to Spur Violent Extremist
Mobilization in the Homeland, August 20, 2019

DHS I&A, FBI, NCTC, {J/4F0U0) US-Based Female Violent Extremists Engaging in Variety of Operational
and Support Activity in the Name of ISIS, August 12, 2019

DHS FPS, (U/AFEUE) White Supremacist Extremist Groups and Foreign Terrorist Organizations Showing
Similar Trends in Their Radicalization Methods and Violent TTPs, August 8, 2019

DHS 1&A, (U4F0H6) Norway Mosque Attacker Inspired by El Paso, Poway, and Christchurch Attacks,
August 11, 2019

DHS I&A, FBI, NCTC, BOP, DIA, (U4FOYO) Monitoring and Mitigating the Risk of Released Terrorists
Reengaging in International Terrorism-Related Activities, August 6, 2019

ITAC, {d}The National Terrorism Threat Level for Canada, August 2, 2019

CFIX, OCIAC, {/£FeJB}-Social Media and Pre-Mobilization Indicators of the Christchurch, New Zealand
Mosque Shooter, July 30, 2019

DHS I&A, {U/£FOH6} Terminology Guide: Distinguishing Between KSTs, Watchlist Exceptions, and SIAs,
July 22, 2019

DHS I&A, {4/4FOH0O) National Terrorism Advisory System (NTAS) Bulletin, July 18, 2019
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NCTC, FBI, DHS I&A, {U} First Responder’s Toolbox: Vehicle Screening against Terrorist Tactics, July 16,
2019

DHS I&A, (Y/AES)-Worldwide Terrorist Operations Linked to Lebanese Hizballah or Iran: Observed
Behaviors and Key Indicators of Suspicious Activities, July 15, 2019

Europol, {&} A Review of Transatlantic Best Practices for Countering Radicalization in Prisons and
Terrorist Recidivism, July 11, 2019

ITAC, {9} Attacks and Disruptions in Canada over the Past 15 Years of ITAC, June 20, 2019

NCTC, {U//FeY0) Radicalization and Mobilization Dynamics of Violent Extremism on Line, June 20, 2019
STACC, {U/£FeUJe}-Prison Radicalization and the Potential Threat of Recidivism, June 17, 2019

Europol, {-Women in Islamic State Propaganda: Roles and Incentives, June 13, 2019

NCTC, {1} Terrorist Identities Datamart Environment, June 2, 2019

NCTC, (Y} Radicalization and Mobilization Dynamics of Violent Extremists, May 15, 2019

FBI, NCTC, DHS I&A, {J} Homegrown Violent Extremism, May 8, 2019

NCTC, FBI, DHS I&A, {J} First Responder’s Toolbox: Counterterrorism (CT) Program Considerations for
Public Safety, May 7, 2019

NCTC, FBI, DHS I&A, (U/AFOYO) Violent Extremists could Exploit Functionality of Popular Online Gaming
Platform, May 6, 2019

NCTC, {U//FBUY0O) Assessing the Efficacy of Terrorism Prevention Programs, April 25, 2019

DHS I&A, NCTC, (&) Ideologically Motivated Lone Actors, Small Groups Pose Greatest Terrorist Threat to
Homeland, April 22, 2019

STAC, {J//FOU8) HVEs Likely to Consider Plotting Attacks if Unable to Join Terrorists Abroad, April 22,
2019

NYSIC, {g/AFeU0) Social Media/Chat Platforms Used by Extremists, April 15, 2019
NTIC, (U/AFQU6) ISIS Propaganda Efforts Promote a Global Movement, April 14, 2019

DHS I&A, FBI, NCTC, {d/AFEU0) ISIS, al Qa’ida Statements Condemning New Zealand Mosque Attacks
Include Some Calls for Retaliation, March 27, 2019

DHS I&A, FBI, NCTC, (B/44F6U0) Attacks on Mosques in Christchurch, New Zealand, May Inspire
Supporters of Violent Ideologies, March 15, 2019

DHS I&A, FBI, (U/AES) State of the Animal Rights and Environmental Extremist Movements, March 12,
2019

DHS I&A, (UHFOYO) Trend Analysis: Terrorist Attacks in the West, July-December 2018, March 7, 2019
CPIC, {d//FBYU0) Pro-ISIS How-to-Guides Show Lone Wolves Beltway Snipers’ Techniques, March 7, 2019
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NTIC, {U/LES) Metadata Poses Cyber Risk to Personnel in Regional Agencies, March 6, 2019

SD-LECC, {J/AFeJe) Prominent U.S. Terrorism-Related arrests in 2018 Indicate Limited Change in
Methods of Support despite Law Enforcement Interdictions, March 1, 2019

NCTC,-U//Fede} Law Enforcement Encounters with Known or Suspected Terrorists Provide Valuable
Information for FBI Investigations, February 26, 2019

NTIC, {d//FOUB)-Low Potential for ISIS Chlorine Gas Attack in the United States, February 25, 2019

RAND, {J} Practical Terrorism Prevention: Reexamining U.S. National Approaches to Addressing the
Threat of Ideologically Motivated Violence, February 13, 2019

CIAC, {d/#FOUY6)-Pro-ISIS Online Group Threatens Attacks on the Energy Sector, February 13, 2019

NCTC, {4} Foreign Terrorist Inspire, Enabled, and Directed Attacks in the US since 9/11, as of January
2019, February 12, 2019

DHS I&A, FBI, {J} Terrorists Use Alternative Media Websites/Platforms to Access and Share Propaganda,
February 11, 2019

NTIC, {J/AFEUO} Extremist Adoption of Foreign Terrorist Organization Behaviors, February 3, 2019
ITAC, (U/FOUYO) The Use of Arson as an Extremist Option, February 1, 2019

FBI, g/ FEU0B}-Violent Criminal Threat Actors Likely Engaging with the True Crime Community for Pre-
Attack Planning and Influence, January 29, 2019

NCTC, FBI, DHS I&A, {d} Homegrown Violent Extremist Mobilization Indicators Booklet — 2019 Edition,
January 23, 2019

NCTC, FBI, DHS I1&A, (B/44F6H0) Some HVE and Domestic Extremist Lethal Attackers Probably Share
Similarities in Radicalization, Mobilization, January 22, 2019

CPIC, {d/F6U0) Open Source Intelligence Reinforces Importance of Reporting Suspicious Activity,
January 13, 2019

STACC, {U/4FQU06) Terrorism Arrest Trends & 2019 Insights, January 1, 2019
NCTC, (U/AFOQUO/LNFPR) Demographics of Attackers in Europe, December 21, 2018

NCTC, FBI, DHS I1&A, {d/44F0U06) First Responder’s Toolbox: Near-term and Increasing Release of
Terrorism-related Offenders Highlights the Important Role of Probation and Parole Officers, December
19, 2018

MCAC, {4/F0U6) Pro-ISIS Manual Urging Sniper Attacks from Vehicles, December 19, 2018
ITAC, {J//FOU0B} Europe: Threat from Release Radicalized Prisoners, December 7, 2018

NCTC, FBI, DHS I&A, {d//FQUB)-First Responder's Toolbox: Involvement of Minors in Terrorist Plots and
Attacks Likely To Endure, November 29, 2018
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NCTC, {d/£FeU0)-Comparing HVEs in the US and Europe Highlights Terrorism-Prevention Opportunities,
November 29, 2018

NYSIC, {U/4LES) Characteristics of Incel-Motivated Attacks Similar to Other Violent Extremist Incidents,
November 20, 2018

NCTC, {g/4F6U0) Current Sunni Extremist Attacks and Plots in the US before 9/11, November 15, 2018

DHS I&A, (/U063 Influence Actors May Evolve Techniques on Social Media to Conduct Influence
Operations, November 8, 2018

NCTC, {U/AESHFOUOLNFPR) Risk of Extremist Recidivism in the US Will Probably Increase, October 24,
2018

NCTC, (U/FOUO/LNFPR} Envisioning the Emergence of Shia HVE Plotters in the US, October 16, 2018

NTIC, {d/4FeU6) Incel Adherent Radicalization Follows Established Radicalization Framework, October 4,
2018

Cybersecurity

*DHS I&A, {U//FOU0B} APT Cyber Actor Engages in Spear Phishing-Compromises US Persons Account,
March 30, 2021

*DHS I1&A, {JAHESHU—LES) Militia Extremists Continue to Develop Online Networks, March 29, 2021

*NCIS, {U/FOYOHY) NCIS - Malicious Actors Create New Variants of the Mirai Internet of Things (loT)
Botnet, March 26, 2021

*NCIS, {U/FeYOHY) NCIS - Malicious Cyber Actors Use Fake and Legitimate Versions of Telegram to
Conduct Malicious Activities, March 25, 2021

*WSIC, (U} "Department of Justice - WI" Spoofed in TrickBot Malicious Spam Campaign, March 25, 2021

*FBI, {J/AAES) Use of the Oregon Secretary of State's "My Vote" System by an Anarchist Violent
Extremist for Doxxing Purposes, March 23, 2021

*HC3, {J) CLOP Poses Ongoing Risk to HPH Organizations, March 23, 2021

*DOS, {4) OSAC: Microsoft Exchange Vulnerabilities Put U.S. Private Sector at Risk of Cyber Attacks,
March 22, 2021

*NCIS, {U/4FOU06) Newly Observed RedXOR Malware Likely Linked to People’s Republic of China (PRC)
State-Sponsored Cyber Actors, March 22, 2021

*DHS I1&A, (UAHFOU0} Unidentified Cyber Actors Use Password Spraying To Target State Government
Entity, March 19, 2021

*FBI, {U/AFOY0O) Cyber Criminals Very Likely Will Increasingly Target State, Local, Tribal, and Territorial
Government Entities with Business Email Compromises, Straining Resources, March 19, 2021
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*DHS CISA, (U) Detecting Post-Compromise Threat Activity Using the CHIRP IOC Detection Tool, March
18,2021

*HC3, &) Cyberthreats to Biotechnology, March 18, 2021

*DHS CISA, {4} SolarWinds and Active Directory/M365 Compromise: Detecting Advanced Persistent
Threat Activity from Known Tactics, Techniques, and Procedures, March 17, 2021

*FBI, DHS I&A, {4} TrickBot Malware, March 17, 2021

*NCIS, {g//FeUB) People’s Republic of China (PRC) Cyber Threat Groups Target Vulnerable Microsoft
Exchange Server Software, March 16, 2021

*NCIS, {U/Fe-U0)-New Ryuk Ransomware Variant Has Ability to Self-Propagate, March 16, 2021
*DHS CISA, (U//FEY06) Cyber Risk Summary: Elections Infrastructure Subsector, March 16, 2021
*DHS CISA, (U/F0U0) Election Infrastructure Subsector Cyber Risk Summary, March 16, 2021
*HC3, ) New Ryuk Ransomware Variant Poses Threat to HPH Sector, March 12, 2021

*HC3, () 2021 Forecast: The Next Year of Healthcare Cybersecurity, March 11, 2021

*FBI, DHS CISA, {4} Joint Cybersecurity Advisory: Compromise of Microsoft Exchange Server, March 10,
2021

*FBI, (U} Malicious Actors Almost Certainly Will Leverage Synthetic Content for Cyber and Foreign
Influence Operations, March 10, 2021

*DHS I1&A, (UAFOUB) Unknown Cyber Actors Attempt Remote Code Execution Against US Utility, March
9,2021

*DHS I&A, {U/FEUO) Indicators of Compromise Associated with GetandGo Malware Phishing
Campaign, March 9, 2021

*DHS CISA, (U) Remediating Networks Affected by the SolarWinds and Active Directory/M365
Compromise - Risk Decisions for Leaders, March 9, 2021

*NCIS, (U/AFEU0) LAZARUS Group Cyber Actors Use AppleJeus Malware to Steal Cryptocurrency from
Victims, March 8, 2021

*HC3, {Y) Tools for Detection of Compromise of Microsoft Exchange Server Vulnerabilities, March 8,
2021

*DHS CISA, NSA, (U} Selecting a Protective DNS Service, March 4, 2021

*DHS I1&A, {J/F6UB) Advanced Persistent Threat Cyber Actors Conduct Password Spray Attack Against
US Pharmaceutical and Biotechnology Company, March 3, 2021

*DHS CISA, {d}-Mitigate Microsoft Exchange Server Vulnerabilities, March 3, 2021

*DHS I&A, {(U//FOU0B} Advanced Persistent Threat Spear-Phishing Campaign Targeting US Persons,
March 3, 2021
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*HC3, {-Microsoft Patches Zero-Day Vulnerabilities Being Actively Exploited by a Threat Actor who has
Historically Targeted Healthcare Organizations, March 3, 2021

*ARTIC, {g)-Cybercrime Prevention Flyer - QR Code Fraud, March 1, 2021
*NCIS, {g/AFeUB)-Malicious Actors Alter URL Prefix to Bypass Email Security, February 26, 2021

*JRIC, {U/AFOHO} Compromise of US Water Treatment Facility Highlights Vulnerability of Critical
Infrastructure to Cyber Attacks, February 26, 2021

*Other, {4} Dragos: Cybersecurity Year in Review, February 25, 2021

*HC3, {4} SSL/TLS Vulnerabilities, February 25, 2021

*NSA, {d)-Info Sheet: Embracing a Zero Trust Security Model, February 25, 2021

*Other, ) ANSSI: Ryuk Ransomware, February 25, 2021

*DHS TSA, {U/4/SSH-Cyber Incidents Affecting Aviation and Surface Q4 2020, February 25, 2021

*DHS CISA, {d)-Malware Analysis Report (MAR) 10325064-1.v1 - Accellion File Transfer Appliance (FTA),
February 24, 2021

*DHS 1&A, {460} Indicators of Compromise Associated with Ransomware Attack Against a Utah-
based Government Agency, February 24, 2021

*DHS I1&A, {/HF6U0) Unlawful Entry Into US Capitol Likely to be Used as Theme for Phishing
Campaigns, February 24, 2021

*LASAFE, (U//F6U0} DocuSign Malware Campaign, February 24, 2021

*DHS I1&A, (B4F6UB} Unidentified Cyber Threat Actors Targeted New Mexico Election-Related Websites
During 2020 General Election, February 23, 2021

*DHS I&A, {(U/FOU0B) Spear-Phishing Activity Using Compromised US Municipality Official’s E-mail
Account, February 23, 2021

*NCIS, {J/AFeY0} Russian Sandworm Cyber Actors Targeted Vulnerable Centreon Servers, February 23,
2021

*HC3,{) Accellion Compromise Impacts Many Targets Including Healthcare Organizations, February 23,
2021

*DHS I1&A, (U/4AFOU0B} Malicious Domains Associated with APT Spear-Phishing Campaign, February 22,
2021

*NCIS, {U//FeJ0) New BendyBear Malware Labeled “Most Sophisticated Cyberespionage Tool” by
Cyber Security Researchers, February 19, 2021

*|1C2, {J/AFOUB) Phishing Emails Use Phone Tactic Over Malicious Software, February 18, 2021

*HC3, {Y}) 2020: A Retrospective Look at Healthcare Cybersecurity, February 18, 2021
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*DHS I&A,{J/FEHB} Unknown Cyber Actors Conduct DDoS Attack for Ransom Against US Electric
Utility, February 17, 2021

*DHS CISA, {)-Malware Analysis Report (MAR) 10322463-1.v1 - Appleleus: Celas Trade Pro, February
17, 2021

*DHS CISA, {4 Malware Analysis Report (MAR) 10322463-6.v1 - Appleleus: Dorusio, February 17, 2021

*DHS CISA, {4} Malware Analysis Report (MAR) 10322463-2.v1 - Appleleus: JMT Trading, February 17,
2021

*DHS CISA, {4 Malware Analysis Report (MAR) 10322463-5.v1 - AppleJeus: CoinGoTrade, February 17,
2021

*DHS CISA, {J} Malware Analysis Report (MAR) 10322463-4.v1 - Appleleus: Kupay Wallet, February 17,
2021

*DHS CISA, {d)-Malware Analysis Report (MAR) 10322463-3.v1 - Appleleus: Union Crypto, February 17,
2021

*DHS CISA, {J} Malware Analysis Report (MAR) 10322463-7.v1 - Appleleus: Ants2Whale, February 17,
2021

*FBI, DOT, FinCEN, DHS CISA, (&)} Appleleus - Analysis of North Korea’s Cryptocurrency Malware,
February 17, 2021

*DHS I&A, {U/FOU6) Compromised US Victim Networks Communicate with Trickbot Infrastructure,
February 17, 2021

*FBI, {4/FQU0O} Cyber Criminals Very Likely Compromise US Critical Infrastructure Sectors to Maximize
Financial Gain, Causing Significant Disruptions and Financial Losses, February 16, 2021

*NCIS, {U/AFeY0O} New “Oscorp” Malware Exploits Android’s Accessibility, February 12, 2021
*HC3, (&) Malicious Use of Email Marketing Services, February 11, 2021

*NCIS, {J//FOU0) TrickBot Operators Continue to Advance the Malware, Despite Setbacks, February 9,
2021

*DHS CISA, {J) Malware Analysis Report (MAR) 10318845-1.v1 - SUNBURST, February 8, 2021
*DHS CISA, {4 Malware Analysis Report (MAR) 10320115-1.v1 - TEARDROP, February 8, 2021

*NCIS, (U/AFEY0) Democratic People’s Republic of Korea (DPRK) Cyber Actors Target Cyber Security
Researchers, February 4, 2021

*DHS CISA, DHS ODNI, DHS USSS, FBI, CDC, (U} Ransomware Fact Sheet, February 4, 2021

*NCIS, {U/AFOYO)-Threat Actors Use New Tactic to Persuade Ransomware Victims to Pay Ransom,
February 1, 2021

*ARTIC, {4)-US Army CID Crime Prevention Flyer Ransomware, February 1, 2021
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*ARTIC, {4} Cybercrime Prevention Flyer - Ransomware - A Virtual Hostage Situation, February 1, 2021
*HC3, {H-ATT&CK for Emotet, January 28, 2021
*DHS CISA, {U} CISA Fact Sheet: Reduce the Risk of Ransomware Awareness Campaign, January 28, 2021

*DHS I&A, {U/AFOU0B} APT Cyber Actors Use Tunneling Tool to Compromise US Company, January 27,
2021

*NCIS, {U/4FeY0)} Security Researchers Identify Cyber Attacks Linked to Chimera Cyber Actors, January
27,2021

*DHS CISA, {d) Malware Analysis Report (MAR) 10319053-1.v1 - Supernova, January 27, 2021
*DHS I1&A, (U/4FOH6) COVID-19-Themed Domain Spoofing, January 26, 2021
*NCIS, {4/4FOU0) Vulnerable Websites are Susceptible to Watering Hole Attacks, January 22, 2021

*DHS I1&A, {U/HFOU0) Spear-Phishing Activity Using Compromised US Northeastern State School District,
January 22, 2021

*NIAC, {J) Actionable Cyber Intelligence - An Executive-Led Collaborative Model, January 21, 2021
*DHS USCG, {U/£FoU0O)-Effects of Supply Chain Cyber-Attack on MTS, January 21, 2021

*HC3, (&) Laying a Strong Cyber Foundation for the HPH, January 21, 2021

*NCIS, {g/FY0O)-Vulnerabilities in Web Browsers Pose a Significant Threat to Users, January 19, 2021

*DHS 1&A, {d/HF0U0)-Compromised US Victim Hosts Communicate with Trickbot Infrastructure, January
19, 2021

*NMASIC, {U/AFeY0) SolarWinds Attack Threatens Critical Infrastructure, January 18, 2021

*MS-ISAC, {U) CTAs to Target Constituents and SLTTs Distributing Vaccine with Fraud, January 19,
2021*DHS CISA, {4} Counter-Phishing Recommendations for Federal Agencies, January 15, 2021

*DHS CISA, {4} Securing Web Browsers and Defending Against Malvertising for Federal Agencies,
January 15, 2021

*FBI, {1} Iranian Cyber Actors Continue to Threaten US Election Officials, January 15, 2021

*DHS I1&A, (UAFOU0O)-Nation-State Cyber Actors Likely to Target US Administration Transition Officials,
January 15, 2021

*FBI, DHS CISA,{Y} Cyber Criminals Exploit Network Access and Privilege Escalation, January 14, 2021
*HC3, (U)-Distributed Attacks and the Healthcare Industry, January 14, 2021
*NSA, {4} Adopting Encrypted DNS in Enterprise Environments, January 14, 2021

*NCIS, {J/FeUY0) Cyber Actors Use Facebook to Distribute Malicious Advertisements, January 13, 2021
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*FBI, DHS CISA, {d//F040)} Indicators of Compromise Associated with Cyber Criminal Point-of-Sale
Group, FING, January 13, 2021

*DHS CISA, {d3-Counter-Phishing Recommendations for Non-Federal Organizations, January 13, 2021

*DHS CISA, {4} Securing Web Browsers and Defending Against Malvertising for Non-Federal
Organizations, January 13, 2021

*DHS CISA, {J)-Strengthening Security Configurations to Defend Against Attackers Targeting Cloud
Services, January 13, 2021

*HC3, (d)-December 2020 - Vulnerabilities of Interest to the Health Sector, January 12, 2021
*DHS I&A, {)-North Korea: Cyber Tactics and Tools Targeting Global Financial Sector, January 11, 2021

*DHS USCG, {U/£FOU06)-The Effects of the Recent Supply Chain Cyber-Attack Campaign on the Marine
Transportation System (MTS), January 8, 2021

*DHS CISA, {J)-Detecting Post-Compromise Threat Activity in Microsoft Cloud Environments, January 8,
2021

*HC3, {4)}-Beyond Orion: Other Vectors in the SolarWinds Hack, January 7, 2021

*FBI, DHS CISA, {U//FEY0) Threats to Emergency Services by DoppelPaymer Ransomware, January 6,
2021

*FBI, {4} Egregor Ransomware Targets Businesses Worldwide, Attempting to Extort Businesses by
Publicly Releasing Exfiltrated Data, January 6, 2021

*DHS CISA, (Y} CISA Cybersecurity and Physical Security Convergence Guide, January 6, 2021

*DHS CISA, FBI, ODNI, NSA, {4} Joint Statement on Investigation and Remediation of the Significant
Cyber Incident Involving Federal Government Networks, January 5, 2021

*FBI, {U/AFOUY0O) Cyber Criminals Very Likely Exploit Increases in Work-from-Home Positions, Victimizing
USPERs Seeking Employment and Laundering Proceeds Worldwide, January 4, 2021

*HC3, {Y)-TCP/IP Stack Vulnerabilities Possibly Affect Healthcare Devices, January 4, 2021

*MS-ISAC, {J/FOUB} Berserk Bear - Russian Cyber Actors Likely Targeting SLTTs as Part of Broader
Psychological Strategy, December 31, 2020

DHS I&A, {g/44F6406) Malicious Actors Demonstrate Capability in Typosquatting State Government
Domains, December 30, 2020

*DHS CISA, CDC, {4} Cybersecurity Challenges to Healthcare Sector - Independent of and Due to COVID-
19, December 29, 2020

*DHS CISA, CDC, (b4)-COVID-19 Cyber Security Impacts, December 29, 2020

HC3, {4} Department of Homeland Security Releases Cloud/Email Compromise Detection Tool Sparrow,
December 29, 2020
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*DOS, {4)-0Ongoing Cyber Operation Puts Private Sector at Risk of Compromise, December 28, 2020

DHS I1&A, {U/FOUO}-Iranian Cyber Actors Likely to Retaliate Against Actions Iran Attributes to the
United States, December 23, 2020

DHS CISA, {)-What Every Leader Needs to Know About the Ongoing APT Cyber Activity, December 23,
2020

DHS CISA, {d)-National Cybersecurity Protection System Cloud Interface Reference Architecture Volume
Two: Reporting Pattern Catalog, December 22, 2020

CPIC,d/HFeU0) Multiple Vulnerabilities in SolarWinds Orion Could Allow for Remote Code Execution,
December 18, 2020

DHS CISA, {J} Advanced Persistent Threat Compromise of Government Agencies, Critical Infrastructure,
and Private Sector Organizations, December 17, 2020

HC3, {J) COVID-19 Vaccine Themed Phishing Emails, December 16, 2020
HC3, {&} OpenClinic Vulnerabilities Allow for RCE and Unauthorized Access to PHI, December 15, 2020

FBI, {J} Transition to Distance Learning Creates Opportunities for Cyber Actors to Disrupt Instruction and
Steal Data, December 15, 2020

HC3, ) Picture Archiving Communication Systems (PACS) Vulnerability, December 15, 2020
DHS CISA, {4} Mitigate SolarWinds Orion Code Compromise, December 13, 2020

FBI, {d/FOU0O} DoppelPaymer Ransomware Attacks on Critical Infrastructure Impact Critical Services ,
December 10, 2020

FBI, DHS CISA, {4} Joint Cybersecurity Advisory: Cyber Actors Target K-12 Distance Learning Education to
Cause Disruptions and Steal Data, December 10, 2020

FBI, (JAFOUYO) Cyber Actors Target K-12 Distance Learning Education to Cause Disruptions and Steal
Data, December 10, 2020

NCIS, {J/FeUB} Egregor Ransomware is Likely an Emerging Threat to Companies and Organizations
Worldwide, December 9, 2020

HC3, {Y)>-Vulnerabilities of Interest to the Health Sector, December 9, 2020

DHS 1&A, {d/44F640) Cyber Actors Use ICEDID and Trickbot Malware Against US Postal Service,
December 7, 2020

NSA, {d}-Cybersecurity Advisory: Russian State-Sponsored Actors Exploiting Vulnerability in VMware®
Workspace ONE Access Using Compromised Credentials, December 7, 2020

NCIS, {d/4F0U06} Malicious Actors Are Targeting Online Shopping Websites, December 4, 2020

ARTIC, {Y} Cybercrime Prevention Flyer - Government Impersonator Scams, December 3, 2020
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DHS TSA, {J/4/SSH Cybercriminals Potentially Seeking to Exploit COVID Vaccine Logistics Entities,
December 3, 2020

DHS CISA, {4)-Port Facility Cybersecurity Risks, December 3, 2020

NCIS, {d/HFeU0)-Android Messaging App “Go SMS Pro” Potentially Exposes Sensitive User Data,
December 2, 2020

DHS I&A, {J/FBYOB)-Russian General Staff Main Intelligence Directorate Malicious Cyber Actors
Compromise US University Network, Enumerate Active Directory 12022020, December 2, 2020

FBI, DHS CISA, {J) Advanced Persistent Threat Actors Targeting U.S. Think Tanks, December 1, 2020

FBI, {d/FOY0})-Nigerian Cyber Criminals Likely Are Employing Sophisticated Techniques to Conduct
Financial Diversion Schemes, November 30, 2020

NCIS, {J/FeU06] Security Researchers Discover New Information-Stealing Trojan “Jupyter”, November
25,2020

FBI, {d}-Cyber Criminals Exploit Email Rule Vulnerability to Increase the Likelihood of Successful Business
Email Compromise, November 25, 2020

DHS CISA, {J) CISA Fact Sheets: Holiday Online Safety Tips, November 24, 2020

FBI, {g)-Spoofed FBI Internet Domains Pose Cyber and Disinformation Risks, November 23, 2020

NCIS, {d/FOU0)-Legitimate Cobalt Strike Toolkit Used Among Malicious Actors, November 20, 2020
SNCTC, {460} Ryuk Ransomware Impacts UHS Operated Valley Health Systems, November 19, 2020

FBI, {d)}-Cyber Actors Target Misconfigured SonarQube Instances to Access Proprietary Source Code of
US Government Agencies and Businesses, November 19, 2020

FBI, {d)-Indicators of Compromise Associated with Ragnar Locker Ransomware, November 19, 2020
HC3, ) Chinese State-Sponsored Cyber Activity, November 19, 2020

FBI, {d/4F0U0)} Indicators of Compromise Associated with Ragnar Locker Ransomware, November 19,
2020

DHS CISA, {4} Cyber Essentials Toolkit Chapter 6: Limit Damage and Quicken Restoration of Normal
Operations, November 17, 2020

HC3, {J}-SDBBot Malware Threat to US Healthcare Organizations, November 17, 2020
HC3, {J)}-CLOP Poses Ongoing Risk to HPH Organizations, November 16, 2020
HC3, {4)-TrickBot, Ryuk, and the HPH Sector, November 12, 2020

FBI, {4/FOU0B} Russian-Tied APT Conducts Spear Phishing Campaign Targeting US Government-
Affiliated Personnel, Risking Exposure of Sensitive Information, November 12, 2020
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NCIS, (UAHFe40) Malicious Actors Behind Wroba Mobile Banking Trojan Target U.S. Victims, November
10, 2020

DHS TSA, {5/4/SSH-Cyber Incidents Affecting Aviation and Surface Q3 2020, November 6, 2020
DHS I1&A,{U/FOU6} Advanced Persistent Threat Actors Target US Websites, November 6, 2020

DHS I1&A, {J/4F0U0) Unidentified Cyber Actors Use Spraying Technique to Target Government Entity,
November 5, 2020

FBI, (U/HFEY0} Criminal Actors Likely Target Distilleries and Spirit Auction Houses through Cyber
Schemes Disrupting Operations, November 5, 2020

NCIS, (UAHFeU0) Malicious Actors Are Increasingly Targeting Internet-Connected Devices, November 4,
2020

HC3, (4} The Newly-Named FIN11 Cybercrime Group Moves into Ransomware and Extortion, October
30, 2020

DHS CISA, FBI, {d)-Iranian Advanced Persistent Threat Actor Identified Obtaining Voter Registration Data,
October 30, 2020

DHS CISA, FBI, CDC, {J}-Ransomware Activity Targeting the Healthcare and Public Health Sector, October
28, 2020

FBI, NDCA, DHS CISA, {d/#040) Unknown Actors Attempt Local File Inclusion Using a Resume on US
Cleared Defense Contractor's Website, October 28, 2020

DHS CISA, FBI, {J} North Korean Advanced Persistent Threat Focus: Kimsuky, October 27, 2020

NCIS, {d/4FeU6)Malicious Actors Use New COVID-19-Related Themes in Phishing Campaigns, October
23,2020

FBI, {4/F6U0B} Indicators of Compromise Associated with Malware Threat (WellMess), October 23,
2020

NSA, {J} Chinese State-Sponsored Actors Exploit Publicly Known Vulnerabilities, October 20, 2020

DHS CISA, FBI,-d} Russian State-Sponsored Advanced Persistent Threat Actor Compromises U.S.
Government Targets, October 22, 2020

DHS CISA, FBI, {)-Iranian State-Sponsored Advanced Persistent Threat Actors Threaten Election-Related
Systems, October 22, 2020

NCIS, {d/FeU8} Malicious Actors Likely to Increase the Use of Voting Themes in Upcoming Phishing
Operations, October 19, 2020

STAC, {J//FOUB)-Recent Federal Reporting Highlights Iranian Offensive Cyber Activity, October 16, 2020
NCSC, ) Risk of SharePoint Vulnerability CVE-2020-16952 to UK Organizations, October 16, 2020

HC3, {4} Unix/Mac/Linux OS Malware, October 15, 2020
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DHS CISA, {d}-Cyber Essentials Toolkit: Chapter 5 - Backup Your Data and Configurations, and Keep the
Backups Offline, October 15, 2020

DHS I1&A, {J/F0U0} APT Actors Target US Local Government Networks, October 9, 2020

DHS CISA, FBI, {3} APT Actors Chaining Vulnerabilities Against SLTT, Critical Infrastructure, and Elections
Organizations, October 9, 2020

DHS CISA, {d)-Capacity Enhancement Guide: Implementing Strong Authentication, October 8, 2020
DHS CISA, {4} Emotet Malware, October 6, 2020
USCC, (Y Special Report on Cybersecure Remote Working During COVID-19, October 2, 2020

DHS CISA, FBI, {d)}-Spoofed Internet Domains and Email Accounts Pose Cyber and Disinformation Risks to
Voters, October 2, 2020

DHS CISA,-d) Potential for China Cyber Response to Heightened US—China Tensions, October 1, 2020

FBI, {g/4F6U0)-Cyber Actors Conduct a Phishing Campaign to Target Aerospace and Defense Industries
via Fictitious LinkedIn Profiles, October 1, 2020

MS-ISAC, {g)}-Ransomware Guide, September 30, 2020
DHS CISA, () Telework Essentials Toolkit, September 30, 2020

DHS I&A, (U4FOYO)-Malicious Cyber Activity: Foreign Solicitation Letter to United States Governor,
September 29, 2020

DHS 1&A, {U/AFEU6B)-Malicious Cyber Activity: Advanced Persistent Threat Actors Access US, September
29, 2020

DHS 1&A, {g/F6U40)-Advanced Persistent Threat Actors Compromise US IP Address, September 29, 2020

DHS I&A, {d/FEUB)-Phishing Campaign Targeting Connecticut Residents to Harvest Pll, September 29,
2020

ARTIC, {1} Cybercrime Prevention Flyer - Employment Scams, September 29, 2020

DHS CISA, {J} Cyber Essentials Toolkit Chapter 4 - Ensure Access Only to Those Who Belong on Your
Digital Space, September 29, 2020

DHS I1&A, {g/FEU6)-Malicious Cyber Activity: Advanced Persistent Threat Actors Access US Local
Government Host, September 28, 2020

NMASIC, {J/FeU6} New Cyber Attack Highlights Enduring Encryption Vulnerabilities, September 25,
2020

NTIC, {&) Hackers Actively Exploiting Microsoft Netlogon Vulnerability, September 24, 2020

DHS CISA, {4} Federal Agency Compromised by Malicious Cyber Actor, September 24, 2020
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DHS CISA, {d}-Unpatched Domain Controllers Remain Vulnerable to Netlogon Vulnerability, September
24,2020

HC3, {)-NetWalker Ransomware, September 24, 2020
DHS I1&A, {U/F0HB}-COVID-19 Malicious Cyber Actors Likely to Target Schools, September 23, 2020

NCIS, {d/HFeUJ0)-Hack-For-Hire Groups Raise Concerns for Cyberespionage and Disinformation
Campaigns, September 22, 2020

DHS CISA, {d}-LokiBot Malware, September 22, 2020
NSA, {4} Selecting Secure Multi-factor Authentication Solutions, September 22, 2020

DHS USCG, {4)-The Marine Transportation System: Cyber Characteristics and Challenges, September 21,
2020

NSA, {d)-Performing Out-of-Band Network Management, September 17, 2020
NSA, {d}-Compromised Personal Network Indicators and Mitigations, September 17, 2020
FBI, {&}-IRGC-Associated Cyber Operations Against US Company Networks, September 17, 2020

FBI, {d}>-Indicators of Compromise Associated with Rana Intelligence Computing, also known as
Advanced Persistent Threat 39, Chafer, Cadelspy, Remexi, and ITG07, September 17, 2020

FBI, {4/F6U0} Indictment of China-Based Cyber Actors Associated with APT 41 for Intrusion Activities,
September 16, 2020

DOS, {)-The United States Sanctions Russian Nationals for Phishing Campaign, September 16, 2020
NCSC, {4//Fod6}-Detecting and Mitigating Cobalt Strike, September 15, 2020

DHS CISA, FBI {&} Iran-Based Threat Actor Exploits VPN Vulnerabilities, September 15, 2020

NCIS, {g/FeU6} EMOTET Malware Operators Continue to Modify Phishing Tactics, September 15, 2020
DEA, {d/HESY-Smart Phone Encryption Application; Silent Phone, September 14, 2020

FBI, {g/4F6U0)} Chinese Ministry of State Security-Affiliated Cyber Threat Actor Activity, September 14,
2020

HC3, {J) Fileless Malware, September 10, 2020

ARTIC, {d)-Configuring New Facebook for a More Secure Social Networking Experience, September 10,
2020

FBI, {&)-Cyber Actors Conduct Credential Stuffing Attacks Against US Financial Sector, September 10,
2020

HC3, {4} Cybersecurity Vulnerabilities of Interest to the Health Sector, September 8, 2020

DHS I&A, {g/FOU0)-Indicators of Compromise Associated with 2020 Advanced Persistent Threat
Activity, September 8, 2020
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SNCTC,{U/FeU0} MAZE Ransomware: Revolutionizing Ransomware and Corporate Extortion,
September 8, 2020

NSA, {4} Info Sheet: Selecting and Safely Using Collaboration Services for Telework, September 8, 2020

DOS, {-Rewards for Justice Scam - Spoofing, Spear Phishing, and Security Implications, September 8,
2020

DHS I&A, {4/FOU6} Indiscriminate Cyber Attacks Target State Networks, September 4, 2020

NCIS, {g/£FOUY06] Iranian Cyber Actors Add New Tactic to Enhance Phishing Capabilities, September 3,
2020

FBI, {d/F6Y0} ProLock Ransomware Actors Exfiltrating Victims’ Data Prior to Encrypting Files,
September 1, 2020

FBI, {4/44F@H6)-Cyber Criminals Claiming to be Fancy Bear Conduct Ransom Denial of Service Attacks
Against Financial Institutions, Other Industries Worldwide, August 28, 2020

DHS CISA, {d)-Capacity Enhancement Guide: Remote Vulnerability and Patch Management, August 27,
2020

HC3, &} PPE-Themed Phishing Campaign Exploits COVID Shortages to Spread Malware, August 27, 2020
HC3, () Pulse Secure VPN Servers Leak: Incident Case Study, August 27, 2020

DHS CISA, FBI, DOT (tH-Joint Technical Alert: FASTCash 2.0: North Korea's BeagleBoyz Robbing Banks,
August 26, 2020

NCIS, {J/HFeU6} Malicious Actors Use Legitimate Design Platform to Create Realistic Phishing Emails,
August 25, 2020

DHS I1&A, {U/£FEU6)-Malicious Cyber Actors Likely Seek Access to State and Local Government
Networks, August 24, 2020

FBI, {)-Tactics, Techniques, and Procedures Associated with Malware within Chinese Government-
Mandated Tax Software, August 24, 2020

DHS CISA, {4)-5G: The Basics - Infographic, August 24, 2020

NCIS, {d/HFe-J0)-Android Devices Vulnerable to Newly Revealed Bluetooth Vulnerabilities, August 21,
2020

NCIS, {d/FeY0} Chinese State-Sponsored Actors Create New Variant of Taidoor Remote Access Trojan
(RAT), August 19, 2020

DOD, {4} Configuring LinkedIn for a More Secure Professional Networking Experience, August 19, 2020
HC3, {J) Thales Modules Vulnerability Affecting Devices in the HPH Sector, August 19, 2020
DHS CISA, {)-Ensuring the Security and Resilience of 5G Infrastructure in Our Nation, August 19, 2020

NSA, {4} Hardening Network Devices, August 18, 2020
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NSA, {d)-Configuring IPsec Virtual Private Networks, August 18, 2020

DHS CISA, {)-Cyber Essentials Toolkit Chapter 3 - Protect Critical Assets and Applications, August 17,
2020

DHS CISA, {)-Phishing Emails Used to Deploy KONNI Malware, August 14, 2020
NSA, {4)-Selecting and Safely Using Collaboration Services for Telework, August 14, 2020

NCIS, (UAFEUY6) Malicious Actors Target Zoom Users to Access Victims’ Microsoft Accounts, August 14,
2020

FBI, NSA, &) Russian GRU 85th GTsSS Deploys Previously Undisclosed Drovorub Malware, August 13,
2020

HC3, {)-HC3: COVID-19 Cyber Threats, August 13, 2020

NCIS, {d/HFe40) Iranian OilRig Cyber Actors Use Open Source Tools for Malicious Activities, August 12,
2020

DHS TSA, {5//SSH Cyber Incidents Affecting Aviation and Surface Q2, August 12, 2020
DHS I&A, {J//FOUB) Cyber Actors Use Emerging Attack Vector To Target US, August 10, 2020

DHS CISA, FBI, (UAHF0U06) Nation-State Advanced Persistent Threat Actors Continue Reconnaissance and
Targeting of US Aviation Sector, August 10, 2020

FBI, {4/F0U06J} Cyber Actors Very Likely Conduct Attacks against Law Enforcement Agencies,
Compromising Law Enforcement Operations and Information in FBI Albany’s Area of Responsibility,
August 10, 2020

HC3, {4//FeB6)-Unpatched Pulse VPN Vulnerability Exploited by Dark Web Actors, August 6, 2020
NMASIC, {d/FeJ0} Overview of Iran’s Advanced Persistent Threats, August 7, 2020
HC3, {)-Cybersecurity Maturity Models, August 6, 2020

NMASIC, {4/F6U0} Chinese Advanced Persistent Threats (APTs) Targeting Healthcare Research, August
6, 2020

DOS, &) Impact of Persistent Chinese Cybersecurity Threats on Religious Groups and Faith-Based
Organizations, August 6, 2020

ARTIC, {4} Cybercrime Prevention Flyer - Phishing Scams and Email Spoofing, August 5, 2020
NCIS,{U/HFeU6} Netwalker Operators Shift Focus to Target U.S. Government Entities, August 5, 2020

NCIS, {d/HFeY0}) Malicious Actors are Attempting to Exploit Vulnerabilities Found in F5 BIG-IP
Networking Devices, August 4, 2020

ARTIC, {J}-Phishing Scams and Email Spoofing, August 4, 2020

NSA, {H-Limiting Location Data Exposure, August 4, 2020
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FBI, {J/FOUY0O) Iran-based Cyber Group Attempting to Exploit Critical Vulnerability, Continue Aggressive
Cyber Operations, August 3, 2020

FBI, {d/FOH0)-Some Cyber Criminals Very Likely Adapting Techniques to Exploit the Ongoing COVID-19
Pandemic, Resulting in a Significant Increase in Operational Tempo, August 3, 2020

FBI, {d/FOY0} Computer Network Infrastructure Vulnerable to Windows 7 End of Life Status, Increasing
Potential for Cyber Attacks, August 3, 2020

FBI, {43 Computer Network Infrastructure Vulnerable to Windows 7 End of Life Status, Increasing
Potential for Cyber Attacks, August 3, 2020

NSA, {4} Mitigate the GRUB2 BootHole Vulnerability, July 30, 2020

DHS CISA, {J)-Potential Legacy Risk from Malware Targeting QNAP NAS Devices, July 27, 2020
HC3, {J) HPH-Sector Cyber Threat Actor Modeling with Mitre ATT&CK®, July 23, 2020

DHS CISA, {d) Critical Vulnerability in SAP NetWeaver AS Java, July 13, 2020

DHS CISA, {4} Time Guidance for Network Operators, Chief Information Officers, and Chief Information
Security Officers, July 8, 2020NCIS, (U//FOUO) Randonautica Mobile Device Application Awareness for
DON Personnel, July 30, 2020

DHS I1&A, (U/AES)-Criminal Hackers and Cybercriminals Likely To Continue Targeting Law Enforcement
Agencies, July 30, 2020

DHS I&A, {U/F0H6} APT Actors Using Malicious Infrastructure, July 30, 2020
DHS I&A, {U/FOUYO) Cyber Activity Against Social Media Accounts, July 29, 2020

NCIS, {g/HFeU6) NCIS Sensitive Data May Become Vulnerable To Malicious Actors via Fake,
Compromised, or Unsecure Websites, July 28, 2020

HC3, {U//FOUB) Meow Attack is Wiping Internet-Exposed Databases, July 28, 2020

FBI, {d/FEY0} Indicators Associated with Netwalker Ransomware, July 28, 2020

FBI, {4} Indicators Associated with Netwalker Ransomware, July 28, 2020

HC3, {U//FOU6) Re-Emergence of Emotet Botnet Poses Threat to HPH Sector, July 27, 2020

DHS I&A, {J/4FEU6) Advanced Persistent Threat Actors Use Unknown Vulnerability, July 24, 2020
DHS CISA, {d)-Guidance for F5 Big-IP Traffic Management User Interface Vulnerability, July 24, 2020
NCIS, {g/44F040) Newly Identified BlackRock Trojan Targets Hundreds of Android Apps, July 23, 2020

CISA, NSA, {)-NSA and CISA Recommend Immediate Actions to Reduce Exposure Across all Operational
Technologies and Control Systems, July 23, 2020

FBI, (4} Chinese Government-Mandated Tax Software Contains Malware, Enabling Backdoor Access, July
23,2020
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HC3, {d//FeUY6)-Thanos Ransomware Now Using RIPlace Anti-Ransomware Evasion Technique, July 21,
2020

SD-LECC, {d/HFed0)rHuman Operated Ransomware Groups Likely Target Government Agencies as an
Attempt to Increase Potential Profit, July 21, 2020

FBI, {d/F0UY0} Indictment of Chinese Cyber Actors associated with the Ministry of State Security (MSS)
Guangdong State Security Department (GSSD) for Intrusion Activities, July 21, 2020

FBI, {J} Electronic Logging Device Cybersecurity and Best Practices, July 21, 2020

FBI, {d}-Cyber Actors Exploiting Built-In Network Protocols to Carry Out Larger, More Destructive
Distributed Denial of Service Attacks, July 21, 2020

FBI, {d} Indictment of Chinese Cyber Actors Associated with the Ministry of State Security (MSS)
Guangdong State Security Department (GSSD) for Intrusion Activities, July 21, 2020

HC3, (&) CVE-2020-1147_.NET Framework, SharePoint Server, and Visual Studio Remote Code Execution
Vulnerability, July 21, 2020

NCIS, {g/FJ0)} North Korea Cyber Activities Increase in Second Quarter 2020, July 20, 2020
HC3, {d)-Cybersecurity Vulnerabilities of Interest to the Health Sector, July 20, 2020
NCIS, {d/F0U0) Fake Android Chat Platform “Welcome Chat” Used to Spy on Users, July 20, 2020

NTIC, {J//FOU©6} National Capital Region Institutions Researching COVID-19 Therapies Face Heightened
Risk of Cyber Espionage, July 17, 2020

FBI, {d3-Emergency Directive Regarding Microsoft Windows Patch, July 17, 2020
CISA, NSA, {J}-APT29 Targets COVID-19 Vaccine Development, July 16, 2020

DHS CISA, ) Malicious Cyber Actor Use of Network Tunneling and Spoofing to Obfuscate Geolocation,
July 16, 2020

DOS, {4} Assessing the Security of Common Mobile Communication Applications, July 16, 2020
DHS I&A, {U/LES) Cyber Activity Against Social Media Accounts of State Officials, July 14, 2020
NCIS, {g/4F040) Purple Fox Exploit Kit Modified To Target Microsoft Vulnerabilities, July 14, 2020
DHS I&A, {g/4FEH6) Known Malicious Infrastructure Used in Automated Activity, July 13, 2020

DHS I&A, {4/FeH6)-Malicious Infrastructure Identified Conducting Cyber Activity Against Census
Bureau Network, July 13, 2020

HHS, {4} Top 3 Malware Detections for May 2020 and Relevance to HPH Sector, July 10, 2020
DHS CISA, DHS TSA, {J} Pipeline Cyber Risk Mitigation, July 10, 2020

NCIS, {d/FeU8) New SMS Phishing Campaign Delivers Malware Disguised As Postal and Delivery
Service Apps, July 9, 2020
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HHS, {d)-Business Email Compromise in the Health Sector, July 9, 2020

NFCA, NTIC, {U//FEUB}-Reconnaissance via Professional Networking Websites Likely to Increase Due to
#BluelLeaks Data Breach Incident, July 8, 2020

HHS, {d}-Critical Vulnerability in F5 Network Management/Security (BIG-IP) Tools, July 8, 2020

SNCTC, {J/F6U0)-Cryptocurrency Extortions Accompanied by Threats of Violence, July 7, 2020

NTIC, {J)-Reconnaissance via Professional Networking Websites Likely, July 7, 2020

DHS I&A, {J/FOUB} Pro-ISIS Group Releases New Cyber Security Magazine Late May 2020, July 6, 2020
NSA, {J} Info Sheet: Configuring IPsec Virtual Private Networks, July 2, 2020

NCIS, {d/F6U0)-DPRK Cyber Actors Use LinkedIn To Target Government-Affiliated Companies, July 2,
2020

DHS I1&A, {U/£FOHB)Unknown Advanced Persistent Threat Actors Compromise US State Government
Network, July 2, 2020

MRFC, {4//FOU8) Cyber Threat Actors Exploit COVID-19, July 1, 2020

NCIS, (UAHFeU0) New Malware Spreading Through Google Search Results, July 1, 2020

FBI, DHS CISA, {J) Defending Against Malicious Cyber Activity Originating from Tor, July 1, 2020
DHS CISA, (&) Cyber Essentials Toolkit Chapter 2: Your Staff, The Users, July 1, 2020

DHS CBP, {J/FOUBAES)-Who Ya Gonna Call? The Risks Posed by Huawei’s 5G Telecommunications
Network in the UK, June 29, 2020

MCFC, {J//FeU6) Cyberattacks on the Healthcare Sector, June 29, 2020
DHS I&A, {U/F0U06} Criminal Hackers Target US Law Enforcement Data, June 29, 2020
DOS, (Y} Overview of China’s Recently Implemented Cybersecurity Review Methods, June 29, 2020

DHS I&A,{U/FOUYE) Suspected Anonymous-Affiliated and Unidentified Malicious Cyber Actors Target
US Entities, June 26, 2020

NFCA, NCRIC,+U/F0U0)} Achieving and Maintaining Best-Practices for Cybersecurity with Third-Party
Vendors and Partners, June 26, 2020

HHS, {4} Intelligence Briefing_Dridex Malware, June 25, 2020

NFCA, NTIC, (U4F6U6]} Update to the #BlueLeaks Data Breach Incident Impacting Some Fusion Centers,
Law Enforcement Agencies, and US Government Organizations, June 24, 2020

NFCA, NTIC,{U/AFEUY0O) Data Breach Impacts Some US Fusion Centers and Associated Agencies, June 20,
2020

DHS I&A, {d/4FEUB) Collection Support Primer: Cyber Mission Center, June 1, 2020
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FBI, {d/FEUY0) Sodinokibi Ransomware Actors Adopt New Tactics, April 1, 2020

FBI,-d/HF040)} Indicators of Compromise Associated with Cyber Intrusions and Malicious Acts
Attributed to the People’s Liberation Army (PLA), 54th Research Institute (Rl), March 27, 2020

FBI, {4606} Cyber Criminals Conduct Business Email Compromise through Exploitation of Cloud-
Based Email Services, Costing US Businesses Over Two Billion Dollars, March 3, 2020

FBI, {4/4FOU0O) YARA Rules to Identify Kwampirs Malware Employed in Ongoing Cyber Supply Chain
Campaign Targeting Global Industries, February 5, 2020

NCIS, {g/FeU"6]} Millions of Internet of Things (loT) Devices Vulnerable to Attack, June 25, 2020

NCIS, {J/HEES) Retaliatory Threats to Law Enforcement Personnel Made in the Cyber Domain, June 25,
2020

FBI, {4/4FOU6} Ransomware Targeting of K-12 Schools Likely to Increase During the COVID-19
Pandemic, June 23, 2020

NCIS, {g/FeU0) Snake Ransomware Observed in Several High Profile Attacks around the World, June
23,2020

MS-ISAC, {4)>-Malicious Domain Blocking and Reporting (MDBR), June 23, 2020
HC3, (U/AHFeUY0) Unpatched USB Redirection Software Poses Risk to Users, June 23, 2020
DHS I&A, (U/£FQUO) Suspicious Census-Related Domain Discovered, June 22, 2020

FBI, (U/4FOUB)-Unattributed Cyber Actors Register Domains Spoofing Legitimate Airport Websites as a
Possible Precursor to Future Operational Activity, June 19, 2020

FBI, {J/4LES) Business Email Compromise Actors Likely Purchase High-Value Electronics Using
Compromised Accounts, Limiting Early Fraud Detection in the FBI Buffalo Area of Responsibility, June 18,
2020

Other, {4} Australian Cyber Security Centre: Tactics, Techniques and Procedures Used to Target Multiple
Australian Networks, June 18, 2020

HC3, {Y) Ursnif Malware, June 16, 2020
HC3, {4} Dridex Malware - A Growing Threat to the HPH Sector, June 16, 2020

HC3, {d)-Remote Access Trojan "Agent Tesla" Targets Organizations with COVID-Themed Phishing
Attacks, June 16, 2020

HC3, {4} Formbook Malware Phishing Campaigns, June 16, 2020
CFIX, (U/F0U8)} ISIS Using TGhost Bot for File Sharing, June 16, 2020
HC3, {J) LokiBot Malware Threat to Healthcare, June 16, 2020

HC3, ) Pony/Fareit Malware: A Growing Threat to the Healthcare and Public Health Sector, June 16,
2020
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NCIS, {g/FOU0)-Valak Malware Operators Target Microsoft Exchange Servers, June 15, 2020

DHS I1&A, (U/£FOUO)} Cyber Actors Continue to Use Publicly Available Tools to Conduct Reconnaissance,
June 15, 2020

DHS TSA, (U/LES)-Cyber Incidents Affecting Aviation and Surface Transportation 2020, June 15, 2020

FBI, {&} Unattributed Cyber Actors Register Domains Spoofing Legitimate Airport Websites as a Possible
Precursor to Future Operational Activity , June 12, 2020

DHS TSA, (UAEES) Cyber Incidents Affecting Surface Transportation 2019, June 11, 2020

DHS I1&A, {//FOUB} Peregrine Unidentified Cyber Actors Likely Compromised US State’s Network, June
11, 2020

DHS I1&A, (U/£FOUHO)-Chinese Social Media Platform WeChat Surveilling International Accounts, June 11,
2020

NCIS, {d/HFeU0)-Increase in Mobile Phishing Attacks, June 11, 2020
NCSC, {d)-NSCS: Cyber Targeting Vaccine Data, June 10, 2020

Interpol, {d/4FOUB}The Use and Dissemination of a Malware-as-a-Service (MaaS) Raccoon Information
Stealer, June 9, 2020

CDC, {d3-HC3: APT and Cybercriminal Targeting of HCS, June 9, 2020

NCRIC, {J/AHES)-FBI NCRIC Cyber Threat Actors' Intent to Target Law Enforcement Websites, June 9,
2020

DHS CISA, {g/4Fed0)-Malware Analysis Report: Phishing - Microsoft Word, June 8, 2020

NCIS, (UAFU0) Newly Discovered Bluetooth Vulnerability Can Be Used Against a Wide Range of
Devices, June 8, 2020

DHS I1&A, {U/£FOUB)-Cyber Targeting of an Upper Midwestern States Networks, June 5, 2020
NMASIC, {J/FeU0) New Malware Targets Air-Gapped Networks, June 5, 2020

NCIS, {J/FeU0) New Android Threats Revealed in May 2020, June 4, 2020

CDC, {4} HC3: Threat Briefing — Maze Ransomware, June 4, 2020

DEA, {J/HES)-COVID-19 Dark Web Shortages and Delays, June 4, 2020

CDC, {d)-HC3: Social Media Attacks, June 4, 2020

DHS TSA, {U/#LES) Cyber Incidents Affecting Aviation 2019, June 2, 2020

JRIC, {U/4F6U0) Cyber Attacks on Law Enforcement and City Governments during Incidents of Protests
and Civil Disobedience, June 2, 2020

Cybersecurity, {4//F0UH6}-0ngoing Public Unrest Spurring Cyber Attacks Against SLTT Governments,
June 2, 2020
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NSA, {d}-Info Sheet: Selecting and Safely Using Collaboration Services for Telework, June 2, 2020
NCIS, (UAFOU0)-Legitimate Apps May Pose Security Concerns to Users, June 1, 2020

DHS I&A, {J/F6U6)-Collection Support Primer - CYMC, June 1, 2020

DHS CISA, {)-Telephony Denial of Service (TDoS) Best Practices, June 1, 2020

DHS I1&A, {U/FOUB}-Advanced Persistent Threat Actors Actively Recon US Healthcare Networks, June 1,
2020

NTIC, (U/AFQU6) Hacktivist Group Anonymous Claims Responsibility for Attacking Police Department
Website, Interrupting Radio Communications, May 31, 2020

DHS CISA, {J) Cyber Essentials: Drive Cybersecurity Strategy, Investment, and Culture, May 29, 2020
NCIS, {g/HFeY6} Malicious Actors Design Malware for Use against Secure Networks, May 28, 2020
NSA, {4} Advisory: Sandworm Actors Exploiting Vulnerability in Exim Mail Transfer Agent, May 28, 2020

FBI, (U/FGY0) Cyber Criminal Actors Very Likely Evolving E-Skimming Tactics, Techniques, and
Procedures To Hinder Detection and Mitigation, Driving Persistence of Threat, May 27, 2020

FBI, {&} Computer-Assisted Dispatch Systems Vulnerable to Ransomware Attacks Against Local and
Tribal Government, May 27, 2020

FBI, {3} Cyber Criminals Take Advantage of COVID-19 Pandemic to Target Teleworking Employees
through Fake Termination Phishing Emails and Meeting Invites, May 27, 2020

Cybersecurity, (&) MS-ISAC Security Primer - Ransomware, May 27, 2020

DHS I&A, CIAC, IC2, MFC, MATIC, NMASIC, NDSLIC, SDFC, USIAC, WIAC, (U/4FeU8) Rocky Mountain
Region: Ransomware Indiscriminately Exploits Known System Vulnerabilities Affecting Public and Private
Sectors, May 26, 2020

DHS I&A, {U/FEUB) Cyber Threat Activity Against Census Bureau Networks May 2019 — April 2020, May
26, 2020

NCIS, {d/FeH6} Malicious Actors Mimic New Microsoft Login Pages, May 22, 2020

NCIS, (U/4FeU8} New DPRK-Affiliated Malware Variants Revealed, May 21, 2020

DHS I&A, {J/4FQUYB) APT Actors Scan and Identify Vulnerable Citrix Hosts, May 21, 2020
DHS I&A, {d/44F640) Coronavirus-Themed Ransomware Phishing Against CDC, May 21, 2020
CDC, (&) Web Shell Malware-Threats and Mitigations, May 21, 2020

FBI, {g/FEU0)-Computer-Assisted Dispatch Systems Vulnerable to Ransomware Attacks Against Local
and Tribal Government, May 21, 2020

FBI, {J) Cyber Criminals Take Advantage of COVID-19 Pandemic to Target Teleworking Employees
through Fake Termination Phishing Emails and Meeting Invites, May 21, 2020
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DHS I&A, {J/HES)-Mitigation Efforts to Combat Ongoing Violent Activities at Protests Continuing, May
31, 2020

NCIS,d/HFed0) DPRK LAZARUS Group Cyber Actors Develop New Malware Variant, May 15, 2020

FBI, {d/HFOYU0)Widespread Terrorist and Criminal Use of Encrypted Communications Challenges Law
Enforcement Disruption Efforts Due to Lack of Lawful Access, May 14, 2020

DHS CISA, (Y} Cybersecurity Recommendations for K-12 Schools Using Video Conferencing Tools and
Online Platforms, May 14, 2020

DHS I&A, (UFOUB}-Advanced Persistent Threat Actors Conduct Spear-Phishing Campaign from
February to March 2020, May 14, 2020

DHS CISA, (Y) CISA Cybersecurity Tip Sheet for Schools Using Video Conferencing, May 14, 2020
NCIS, (UAFeY6) Continued COVID-19-Themed Online Scams, May 13, 2020

NYSIC, {J/AES}-COVID-19 Related Threats to Telecommunication Infrastructure, May 13, 2020
DHS CISA, FBI, {)-Top 10 Routinely Exploited Vulnerabilities, May 12, 2020

DHS CISA, {4/F6U0) Cyber Threat Actor Disrupts Israeli Water Infrastructure, May 12, 2020
NCIS, {g/FeUB)-Malicious Actors Target Microsoft Teams Users, May 11, 2020

DHS I&A, {d/FEUYB)-US Academic Networks Being Compromised, Facilitating Likely COVID-19 Related
Uptick in Phishing E-mails Sent to Washington State Municipality, May 11, 2020

HSFC, {) NanoCore Malware, May 11, 2020
NCIS, (U/4F0U8} Actors Use ReCAPTCHA Walls to Create Realistic Phishing Emails, May 8, 2020

MCAC, PaCIC, {J) Distance Learning Solutions Likely Increase Risks to Security of K-12 Education Sector
Networks, May 8, 2020

NSA, (J) Selecting and Safely Using Collaboration Services for Telework, May 7, 2020
FBI, (U/4F6U0) Indicators of Compromise Associated with E-Skimming Threat, May 6, 2020

FBI, (U/FOUB} Latest Tactics, Techniques, and Procedures Associated with Ryuk Ransomware and
Recommended Mitigation, May 5, 2020

DHS CISA, #)-APT Groups Target Healthcare and Essential Services, May 5, 2020

NCIS, (B4F0U0) Lucy Gang Malware Developers Enhance the Capabilities of Android-Based Malware,
May 4, 2020

FBI, (U/4F0U0) Indicators of Compromise Associated with ProLock Ransomware, May 4, 2020
FBI, (U/4F6U0B) COVID-19 Phishing Email Indicators, May 4, 2020

HSFC, {d/FeU8) LokiBot Malware, May 4, 2020
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Interpol, {g/FEUB} Telecommunications Attacks (U.K.), May 4, 2020

DEA, {U/AES)-COVID-19 Beginning to Affect Dark Web Economy, May 1, 2020
DHS I&A, {1} ClI Poster - Spear Phishing, May 1, 2020

DHS USCG, {B/4F040) Cyber Threat to Global Supply Chain, May 1, 2020

FBI, (UAFOU0) Ransomware Infections of US County and State Government Networks Likely
Inadvertently Threaten Interconnected Election Servers, May 1, 2020

DHS CISA, {4} Cybersecurity Recommendations for Critical Infrastructure Using Video Conferencing, May
1, 2020

DHS USCG, {d/4F040) Cyber Threat to Global Supply Chain, April 30, 2020
NCIS, {g/FeU6} New Malware Associated With COVID-19-Related Scams, April 30, 2020

NCIS, {d/HFeU0)} Private and Independent Cyber Actors Impact the Cyber Threat Landscape, April 30,
2020

NCIS, {g/FeU6}-Chinese APT Actors Continue Exploitation Activity during Global COVID-19 Pandemic,
April 30, 2020

DHS I&A, DHS CISA, {U//FeUJ0) Suspected APT Cyber Actors Likely Attempt Communication with US
Firm, April 29, 2020

Engagement, {J} Private-Sector Impacts of Cyber Threats Emanating from the Coronavirus Pandemic,
April 29, 2020

DHS I&A, {U/FBY6} COVID-19 Advanced Persistent Threat Actors Likely View Zoom Platform
Vulnerabilities as Attractive Opportunity to Threaten Public and Private Sector Entities, April 27, 2020

DHS 1&A, {J/F0U0} - Identified Autonomous System Numbers Used in Activity against Census Bureau
Networks, April 27, 2020

ARTIC, {U/FOUOAES)-Email Phishing Hoax Targeting Army CID Agent in Blackmail and Ransom Scheme,
April 24, 2020

DHS I1&A, {J/4FOUO}-COVID-19 Cybercriminals Likely to See Opportunity to Exploit Academic Entities’
Online Distance Learning Platforms and Users, April 24, 2020

DHS I&A, {J/FBUY6] Cyber Actors Develop Malicious COVID-19-Themed Mobile Applications That Likely
Pose a Growing Threat to Users, April 23,2020

FBI, {d/FOUB) Cyber Criminals Initiate Fraudulent SWIFT Messages via Third-Party Vendors Serving
Small Businesses, April 23, 2020

HHS, {U}-HC3: COVID-19 Cyber Threats, April 23, 2020

DHS I&A, RIFC, {J) Threat to Rhode Island-based Critical Infrastructure and Private Sector Partners, April
22,2020
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FBI, (4)}-COVID-19 Email Phishing against US Healthcare Providers, April 21, 2020

DHS I&A, (U4FOU0O) Cyber Targeting of US Public Health and Healthcare Sector Likely to Increase During
Pandemic, April 17, 2020

NUKIB, {d/F6J0) Czech Republic National Cyber and Information Security Agency: COVID-19 Themed
Phishing Campaigns Linked to Malware, April 16, 2020

DHS I&A, (UAFEY6} COVID-19 Cybercriminals Almost Certainly Will Continue to Target US Public Using
Economic Relief Themes and Scams, April 15, 2020

DHS CISA, {)-Guidance on the North Korean Cyber Threat, April 15, 2020
DHS CISA, FBI, DOT, &) Guidance on the North Korean Cyber Threat, April 15, 2020

DHS CISA, {4//FeU6) Early April Vandalism of UK 5G Infrastructure Likely Linked to COVID-19 Conspiracy
Theories, April 14, 2020

Interpol, {d/4F6U0B} The Use and Dissemination of a Malicious Software, April 14, 2020

FBI, (UAAES) Criminal Actors Likely Exploiting Capabilities in Recreational Software to Embezzle
Department of Defense Morale, Welfare, and Recreation Funds, Resulting in Substantial Losses, April 13,
2020

NCIS, (UAHFOY0) Cyber Actors Are Using USPS to Deliver Malware to Victims, April 13, 2020

NCIS, {d/HFeU0) Sophisticated Malware Used in COVID-19-Themed Phishing Emails, April 13, 2020
NCIS, {d/FeU8)}-Malicious Actors Targeting Zoom Video Conferencing Services, April 9, 2020
ARTIC, {U}-Video Conferencing Services & Your Safety, April 8, 2020

DHS I&A, {U//FEUB}-Advanced Persistent Threat Actors Compromise 40 US Domains Using Telerik
Vulnerability, April 8, 2020

DHS CISA, (&) COVID-19 Exploited by Malicious Cyber Actors, April 8, 2020

DHS I&A, {J/4FEH6) Malicious Cyber Actors Likely See Opportunity to Target Virtual Private Network
Vulnerabilities as More People Telework Due to COVID-19, April 8, 2020

FireEye, (U//FOUO) FireEye Cyber Threat Activity Leveraging COVID-19, April 7, 2020
NCIS, {d/FOUB) Sensitive Pasteboard Data May Be Exposed to Mobile Apps, April 6, 2020
NCIS, {g/4F640) Fake Coronavirus-Themed Antivirus Software, April 6, 2020

FBI, (&) Cyber Criminals Conduct Business Email Compromise Through Exploitation of Cloud-Based Email
Services, Costing US Businesses More Than $2 billion, April 6, 2020

DHS I1&A, (U/FEUO) Advanced Persistent Threat Cyber Actors Test Credential Harvesting Website Likely
Capable of Circumventing Security Procedures, April 6, 2020
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JRIC, {4/£FOU0B) Malicious Actors Use COVID-19 Pandemic to Launch Cyber Attacks, Spread
Disinformation, and Perpetrate Fraud, April 6, 2020

GISAC, {U/Fe"0e)-Surge in Public Use of Video Teleconference Software Exploited by Online Pranksters,
April 3, 2020

DHS I1&A, {J/4F0U06}-Robocalls - A Primer on the Potential Threat to Critical Infrastructure, April 3, 2020
Interpol, {g/4F0U0B} Corona Virus Pandemic Malicious Software Trojan (IPSG), April 3, 2020

SIAC, {Y)>-Malicious Actors Hijack Remote Conferencing Applications, April 2, 2020

DHS I&A, {J/FOU0B}-Cyber Actors Sending Coronavirus-Themed Phishing E-mails, April 2, 2020

FBI, {g/4F6U0)-Cyber Actors Take Advantage of COVID-19 Pandemic to Exploit Increased Use of Virtual
Environments, April 1, 2020

FBI, {4} Sodinokibi Ransomware Actors Adopt New Tactics, April 1, 2020

FBI, {&)-Cyber Actors Take Advantage of COVID-19 Pandemic to Exploit Increased Use of Virtual
Environments, April 1, 2020

DHS CISA, {&)-The War on Pineapple: Understanding Foreign Interference in 5 Steps, April 1, 2020
NCIS, {d/FeH6}-COVID-19 Online Scams, March 31, 2020

FBI, {4/F6U0} Kwampirs Malware Employed in Ongoing Cyber Supply Chain Campaign Targeting Global
Industries, including Healthcare Sector, March 30, 2020

DHS I&A, {U//FEUO) Cyber Actors Almost Certainly View Telework during the Coronavirus Pandemic as
an Opportunity to Exploit Networks, March 30, 2020

DHS I&A, (U/FQUB)-Nation-State Cyber Actors Likely to Conduct COVID-19 Themed Spear-Phishing
against Homeland Targets, March 27, 2020

FBI, {d/F6U0B} Phishing Email Messages Purporting to Share Coronavirus Information Targeting Two
New Jersey Healthcare Companies, March 27, 2020

FBI, {4/F6U0} Indicators of Compromise Associated with Cyber Intrusions and Malicious Acts
Attributed to the People’s Liberation Army (PLA), 54th Research Institute (RI), March 27, 2020

FBI, {g/4F6U0) FIN7 Cyber Actors Targeting US Businesses through USB Keystroke Injection Attacks,
March 26, 2020

STAC, (U/AFeUe) California City Employees & Utility Provider Targeted by Coronavirus-themed Phishing
Email, March 26, 2020

FBI, (&) Kwampirs Malware Indicators of Compromise Employed in Ongoing Cyber Supply Chain
Campaign Targeting Global Industries, March 25, 2020

Interpol, (U/4FOU0) Ransomware Attacks Against Critical Infrastructure and Hospitals May Pose Greater
Harm amid COVID-19 Global Pandemic, March 24, 2020
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Cybersecurity, (4} COVID-19 Related Phishing Campaigns and Indicators of Compromise, March 23, 2020
NYSIC, (U/£FQU0O) Cyber Security Threats and Vulnerabilities Related to 2020 Census, March 20, 2020

FBI, (U4FEUY0O) Telephony Denial of Service Actors Activities Target Maryland and New Jersey Police
Departments as of February 2020, March 20, 2020

Other, (4}-Coronavirus-Themed Phishing Lures and Malicious JNLP Files Used to Distribute a DanaBot;
Highlights Increasing Use of Coronavirus Lures, March 19, 2020

SNCTC, (UAFeUY0} Weaponized Domains: Malicious Coronavirus Themed Phishing Campaigns and
Domain Registrations, March 18, 2020

NCISA, {4//FQU6} University Hospital Brno Cyber Attack: Preliminary Findings, March 17, 2020

NTIC, (&) Healthcare and Public Health Sector Organizations at High Risk of Cyber Attacks Exploiting
COVID-19 Pandemic, March 17, 2020

MCFC, {J//FoU6) Tax Season Cyber Awareness, March 17, 2020

NCIS, (UAFOUO) Malware-Free Attacks, March 16, 2020

NCIS, (UAHFOU0)-APT Groups Attempt to Exploit CVE-2020-0688, March 16, 2020

NCIS, {d/FeU8) New Phishing Techniques, March 16, 2020

FAA, {d}Ransomware Attacks Present Ongoing Risk to the U.S. Aviation Ecosystem, March 13, 2020
NCRIC, {4} Ransomware Response Guidance for CISOs, March 13, 2020

DHS I1&A, {J/F0U0} Network Indicators Associated with Exploitation Activity, March 13, 2020
ARTIC, {&)-The Coronavirus, Cybercriminals, and You, March 11, 2020

CDC, {)-Fake Online Coronavirus Map Delivers Well-known Malware, March 10, 2020

JRIC, {g/AFEU0O) Malicious Actors Exploit Zoho Endpoint Management Solution Zero-Day Vulnerability,
March 9, 2020

NCIS, {g/4Fed6)-Iranian Cyber Actors Conduct Prolonged Cyber Espionage Campaign, March 6, 2020
NCIS, {J/FeU6) Anubis Malware Persistently Targets Android Device Users, March 6, 2020
NCIS, {d/FeUJ0}) Newly Reported Malware Tied to DPRK Cyber Actors, March 6, 2020

SNCTC, {J/FeU0)-Executive Whaling: Cyber-Criminals Targeting High Level Executives and Senior
Management, March 4, 2020

DHS I&A, {U/FOUO}-Advanced Persistent Threat Actors Conducted Reconnaissance against Unidentified
Individuals Associated with Department of the Treasury Domain, March 2, 2020

DHS I1&A, {J/4F0U0} Advanced Persistent Threat Cyber Actors Compromise E-mail Accounts of
Multinational Logistics Company, March 2, 2020
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DHS I&A, (U/4FOUB) Advanced Persistent Threat Cyber Actors Scan Domains Associated with DOD Using
US Infrastructure, March 2, 2020

DHS I1&A, (U4F0U8) Unknown Cyber Actor Demonstrates Registry-Based Preferences in Infrastructure
Developed for Use against US Census Networks, March 2, 2020

NYSIC, (U/AFEUY6) Active Citrix Vulnerability Comprises at Government Agencies in U.S., February 28,
2020

DHS CISA,{J//Fe6) Threat Actor TA2101 (ProofPoint) using Maze Ransomware to target Government
and Commercial Entities, February 27, 2020

FAA, {d}-Spearphishing Using Coronavirus Disease Theme Poses Potential Risk to Aviation Personnel,
February 26, 2020

DHS I&A, {U/FOHB}-Advanced Persistent Threat Cyber Actors Likely Use Citrix Vulnerability to
Compromise Numerous US Networks, February 24, 2020

DHS 1&A, {4/4F0406) Overt Chinese Influence Targeting the Homeland, February 20, 2020

FBI, (&) Exploitation of Managed Service Providers Poses Ransomware Risks to Interconnected
Government Election Servers, February 20, 2020

KIFC, {d/FOY0) Effects of Common End of Service (EOS) Apache Vulnerabilities, February 20, 2020

DHS CISA, (U)-FY20 Preparedness Grant Guidance on Cyber, Soft Target, and Elections Security
Investments, February 18, 2020

DHS I&A, (U4FOYO) Robocalls Likely Capable of Overwhelming 911 Emergency Call Centers, February
14, 2020

SNCTC, {d/FeU06) Silent Night Botnet — Potential Threat for Ransomware and Executing Distributed
Denial of Service Attacks, February 12, 2020

DHS I&A, {U//FOUHO)} At Least Some Cyber Actors Who Exploited Vulnerable Citrix Devices in US
Government Networks Likely Established Persistent Backdoor Access, February 10, 2020

DHS I&A, (U/£FOUO} Detection and Mitigation of Advanced Persistent Threat Cyber Actor Activity,
February 10, 2020

DHS I&A, (YU/£EES)-Ransomware Attacks Target Louisiana Government Networks, February 5, 2020
MCAC, {)-Cyber Threat Actors Exploiting Coronavirus Concerns, February 5, 2020
JRIC, (U4FOUB}-Phishing Emails Exploit Novel Coronavirus Fears, February 4, 2020

DHS I&A, {4/£FOHO) Domains Associated with Potentially Malicious Advanced Persistent Threat Activity,
February 4, 2020

DHS 1&A, (UFeH6)-Unknown Cyber Actor Comprised Army National Guard Cisco Router, February 4,
2020
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DHS I1&A, {d/FEUB)-Advanced Persistent Threat Actor Conduct Global Spear-Phishing Campaigns,
February 4, 2020

FAA, (d/FOUY0)} Spear-phishing Emails Highlight Ongoing Risk to Aviation Networks, February 3, 2020

FBI, {6} Increased Potential for Information System Compromise by Foreign Actors in Multi-Tenant
Commercial Buildings, February 3, 2020

FBI, (B/F6U06)-Malware Being Delivered by Trusted Email Contacts, January 31, 2020

FBI, {g/4F0U0)-Unidentified Cyber Actors Exploit Citrix Vulnerability to Gain Access to Networks,
January 31, 2020

DHS I&A, {U/4FOUO}-APT Cyber Actors Use Unclassified Joint FBI-DHS Report Likely to Legitimize Spear
Phishing Attempts, Reveal Malicious Infrastructure, January 30, 2020

NCIS, {g/4F040)-New Emotet Campaigns Target U.S. Military and Government Entities, January 28,
2020

FBI, (U//FOUO/RELTO-USA-AUS,CAN,-GBR-NZL) 2018 Cyber Criminal Impact on US Critical
Infrastructure, January 28, 2020

FBI, {4/F6U0B} Cyber Criminals Likely Increasing Ransomware Demands of Connecticut Victims,
Increasing Payouts and Access to Sophisticated Intrusion Tools, January 28, 2020

DHS I&A,{U/£FOU6) Defacements of US Websites Following Death of Qasem Soleimani, January 24,
2020

DHS 1&A, {4//FOUY6}-Advanced Persistent Threat Cyber Actors Connect to US Government IP Addresses,
January 24, 2020

NCIS, &} A Sophisticated Spearphishing Technique Known as ‘Conversation Hijacking’ is Increasingly
Popular Among Malicious Actors, January 24, 2020

DHS CISA,) Cyber Activity Alert: Citrix CVE-2019-19781 Critical Vulnerability in Application Delivery
Controller and Gateway Being Activity Exploited, January 23, 2020

FBI, {J//LES} Darknet Actors Almost Certainly Transitioning Communications to Encrypted Platforms,
Obscuring US Law Enforcement Visibility into lllicit Activities, January 21, 2020

DHS I&A, {Y/£FOUHB}-Cyber Engagement against Census Bureau Networks, January 17, 2020
Other, {J) SALSATRADE Malware Identified; Possible Link to APT31, January 17, 2020
FBI, {&} Notice of Iranian Cyber Tactics and Techniques, January 9, 2020

FBI, (4} Unidentified Cyber Actors Exploit SharePoint Vulnerability to Gain Access to Unprotected
Networks,” January 8, 2020

FBI, {d} Unidentified Cyber Actors Exploit Pulse Secure VPN Vulnerability to Gain Access to Unprotected
Networks, January 8, 2020

DHS CISA, {) Potential for Iranian Cyber Response to U.S. Military Strike in Baghdad, January 6, 2020
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FBI, {J} Al-Driven Deepfake Technologies an Emerging Threat, January 2, 2020

DHS I&A, {J/F0U8) DOD Discovers New Indicators in GhOst Remote Access Trojan Variant, December
26, 2019

DHS I&A, (U/£FOUO} Advanced Persistent Threat Cyber Actors Craft US Elections-Themed Emails,
December 26, 2019

DHS 1&A, {4/F0U06) Lizard Squad Hacker Group Claims Responsibility for Attacks Against United
Kingdom Political Party Amidst General Election Campaign, December 26, 2019

FBI, (&) Maze Ransomware Shifts Target to US Institutions and Maximizes Profits through Extortion of
Exfiltrated Data, December 23, 2019

DHS TSA Y} Ransomware Attacks Impacting Transportation Entities, December 30, 2019

DHS I&A, FBI, {4/4F046} Russia: Options to Influence Voter Turnout Using Cyber Ahead of 2020 US
Elections, December 19, 2019

DHS I&A, {4/FeH6)-Unidentified Cyber Actors Compromise Airport Network, December 19, 2019

FBI, {)-Ryuk Activities Increases, Disrupting Industries and Government Operations Nationwide,
December 18, 2019

DHS I1&A, (U/4FOU6} Advanced Persistent Threat Actor Compromises United Arab Emirate Maritime
Gateway Website, December 17, 2019

FBI, {J) Indicators of Compromise Associated with LockerGoga Ransomware, December 17, 2019

DHS I&A, (UF0Y0) Al-Enabled Voice Impersonations Very Likely to Become a Prevalent Social
Engineering Tactic, December 12, 2019

FBI, {&)-Cloud Risks and Concerns across Industries, December 12, 2019

DHS I&A, {J/FOY0O) Cyber Adversaries Likely Exploit Vulnerabilities in the Border Gateway Protocol to
Enable a Range of Malicious Activities, December 4, 2019

DHS I&A, {U/F6U63} Unknown Actor Scans DOD IP Addresses for Vulnerable Virtual Private Network
Servers, December 4, 2019

FBI, {J//LES) DanaBot Banking Trojan Investigation Reveals Highly Sophisticated, Resilient Network
Operations, and a Compromised Government Computer, November 27, 2019

DHS I1&A, {Y/4FOU6)-Characteristics of Android-Based Remote Access Tool Malware Associated with
Advanced Persistent Threat Actors, November 22, 2019

FBI,{d/FOU0} Cybercriminals Likely Exploit Automated Bot Services to Enable Criminal Schemes, Posing
Increased Risk to US Entities, November 20, 2019

FBI, {d} Cyber Actors Likely Targeting the Automotive Industry for Sensitive Customer & Corporate Data,
November 19, 2019
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DHS I1&A, {J/FOU0B} Advanced Persistent Threat Cyber Actors Deploy Exploit against Likely US Victims,
November 18, 2019

DHS I1&A, DHS CISA, {4//FoU6)-Analysis Reveals New Attributes of Advanced Persistent Threat Actor-
Linked Malware, November 12, 2019

FBI, {4} Indicators of Compromise Associated with Threats to US Systems from Nation State Actors,
November 7, 2019

FBI, {d)-Cyber Actors Leverage Subscription-based Commercial Databases to Conduct Business Email
Compromise Fraud against Construction Companies, November 7, 2019

Europol, {4} Spear Phishing: A Law Enforcement and Cross-Industry Perspective, November 4, 2019
DHS CISA, {d)-Cyber Essentials: The Leader’s Guide, November 4, 2019

DHS I&A, {4/FEBH6} APT Actors Conducted Enumeration and Received Response from US County
Government Network, November 1, 2019

DHS I&A, {J/FOUO}-APT 28 Cyber Actors Likely Compromised Two US Athletic Organizations and
Attempted to Access DOD Infrastructure, October 31, 2019

FBI, (4} Unknown Cyber Actors Attempted to Exploit SQL Injection Vulnerabilities on US Cleared Defense
Contractors’ (CDC) Websites, October 28, 2019

DHS I&A, (U/4F0U8} Cyber Actors Conduct Multiple Spear-Phishing Operations, October 24, 2019

DHS I&A, (UAFBYO Terrorist Use of Peer-to-Peer File Sharing App Could Inhibit Content Removal,
October 22, 2019

DHS I&A, {Y/£FOHB)-Cyber Activity Observed Against Antivirus Company Avast, October 15, 2019
DHS I&A, {U/£FOHB)-Short Message Service Phishing, October 15, 2019

DHS TSA, (U/4£SSH-Cyber Modal Threat Assessment 2018, October 11, 2019

DHS USCG, {4/FU0} Undersea Cables Threat Identification, October 7, 2019

DHS I&A, {Y) National Security Standards for Artificial Intelligence, October 2019

DHS I&A, {Y}-A Lifeline: Patient Safety & Cyber Security, October 2019

DHS I&A, U} The Industrial Internet of Things: Opportunities, Risks, Mitigation, October 2019
DHS I&A, {Y} Identifying Risks of Advanced Vehicle Technologies, October 2019

DHS I&A, {d)-Commodification of Cyber Capabilities: A Grand Cyber Bazaar, October 2019

DHS I&A, (U4FOUYO) Characteristics of Remote Access Tool Malware Associated with Advanced
Persistent Threat Actors, September 30, 2019

DHS I&A,{Y/£FEHB} Unknown Cyber Actor Conducts Upgrade Account-Themed Spear-Phishing
Operation Targeting DOD Personnel, September 25, 2019
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DHS I&A, {J/FOUB} Arizona-Based Cleared Contractor Employee Received Six Unsolicited E-mails from
China, September 25, 2019

DHS I&A,{U/FOU6} Adoption of Huawei 5G Technology by Latin American and Canadian Governments,
September 25, 2019

DHS CISA, {J) Enhance Email & Web Security, September 25, 2019

DHS I&A, {U/£FOUO} Details of Advanced Persistent Threat Actor Malware Known to Target Aviation,
Travel, and Telecommunications Companies, September 19, 2019

DHS 1&A, {4//FOY6} Advanced Persistent Threat Cyber Actors Register New Domain Name, September
19, 2019

DHS CISA, {d)-Mitigate DNS Infrastructure Tampering, September 18, 2019
DHS CISA, {d)-Remediate Vulnerabilities for Internet Accessible Systems, September 18, 2019
DHS CISA, {)-Secure High Value Assets (HVAs), September 18, 2019

DHS 1&A, (U4FOYO)-Russian Influence Actors Almost Certainly Will Continue to Target United States,
Seek to Amplify Social Divisions, and Adapt Techniques, September 12, 2019

DHS I&A, {Y) China’s Reach into U.S. Technology, September 11, 2019

DHS USSS, {J/F6U0} Emergence of A New Fraud Scheme Associated with Traditional Business Email
Compromise Schemes — Inventory/Invoice Fraud and BEC, September 9, 2019

DHS I&A, {4} E-Commerce: Elicit Actors’ Use of Fraud and Reshipping Services, September 6, 2019

DHS I&A, {U/FOHB)-Advanced Persistent Threat Cyber Actors Conduct Spear Phishing Using
Compromised Commercial E-mail Addresses, August 30, 2019

FBI, {4/F6U0B} Cyber Criminals Likely Targeting North Texas’ Legal Sector via Ransomware Attacks,
Disrupting Services and Causing Financial Losses, August 29, 2019

NTIC, {U/AFOUO/AES) RFID Cloning Kiosks A Risk for Lost or Stolen Employee IDs, August 29, 2019

DHS I&A, {Y/£FOUB)}-Advanced Persistent Threat Actor Conducts Short Message Service Phishing
Campaign, August 29, 2019

DHS 1&A, (U FOUO/RELTO-USAFVEY) APT Actors Attempt to Exploit Vulnerability in Publicly Available
Software, August 28, 2019

DHS I&A {UHFOYO} APT Actors Use Malware Capable of Virtual Machine Detection, Reverse
Engineering Prevention, and Persistent Access, August 28, 2019

DHS I&A, {Y/FOUB}Advanced Persistent Threat Cyber Actors Target E-mail Accounts Likely Associated
with US Government and Universities, August 26, 2019

FBI, {J/FOU0} Cyber Insider Threat Actors Very Likely Exploit Unique Knowledge and Accesses to Inflict
Significant Losses on USBUSs, August 23, 2019
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DHS I&A, {J/FBUH0O} Russian Face App: Counterintelligence Concerns, Mitigation, and Operational
Security, August 23, 2019

OSAC, {)-Warshipping Concept Unlikely to Pose Significant Threat, August 21, 2019

DHS I1&A, {J/F0UB} Possible Advanced Persistent Threat Actors Reveal New IP Address as of Mid-
January 2019, August 21, 2019

NTIC, {) Ransomware: A Persistent and Pervasive Threat to Local Government Networks across the
United States, August 20, 2019

DHS I&A, (Y) Ransomware Outbreak, August 20, 2019

DHS I1&A, {J/F0U0} Advanced Persistent Threat Actor Spear-Phishing Campaign Targeting US E-mail
Accounts, August 19, 2019

DHS I&A, {4/FEUY6} Unidentified Advanced Persistent Threat Actors Used Remote Access Trojan since
June 2018, August 16, 2019

DHS I&A, {U/FBUBY}-Advanced Persistent Threat Actors Reveal Service User Information While Testing
E-mails, August 16, 2019

DHS I1&A, {J/4FOUB} Internet Domains and Protocols Associated with Cryptojacking, August 16, 2019
FBI, {d)-Interactive Infographic: Fifth Generation or 5G, August 15, 2019

DHS I1&A, {J/FOUB) Techniques and Infrastructure Used by Advanced Persistent Threat Actorto Target
Aviation and Telecommunication Companies, August 7, 2019

DHS I&A, (UAFEUY0B)} Advanced Persistent Threat Actors Use New Secure Sockets Layer Certificate
Against US Companies and Others Worldwide, August 7, 2019

Europol, {4} A Guide to Cybersafe Holidays, August 6, 2019

DHS I&A, {J/FEUO) Advanced Persistent Threat Actors Possess Backdoor for Windows Operating
System, August 5, 2019

DHS I&A, (U/£FEUB) Advanced Persistent Threat Infrastructure Communicates with US Federal
Government Agency Network, August 5, 2019

DHS I1&A, (U4F0UB)-Russian Influence Actors Likely Use Artificial Intelligence to Create and distribute
Divisive Memes on Social Media Platforms, August 2, 2019

DHS I1&A, (U4F0U06} Advanced Persistent Actors Sent May Use New Domain in Future Spear Phishing
Campaign, August 2, 2019

DHS I1&A, {J/FOU0} Advanced Persistent Actors Sent Malicious Links as Part of Bitcoin-Themed Spear
Phishing Campaign, August 2, 2019

DHS I&A, (UAHFEYO} Characteristics of Malware Used in Advanced Persistent Threat Spear-Phishing
Campaign, August 1, 2019
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DHS I1&A, {J/F0UB} U.S. Officials Targeted by Unknown Cyber Actors in Spear-Phishing Campaign,
August 1, 2019

DHS I1&A, {J/4F0U0}-Advanced Persistent Threat Cyber Actors Use Compromised Foreign Websites as
Watering Holes for Credential Theft Operations, August 1, 2019

DHS I1&A, {J/F0U0} Advanced Persistent Threat Actor Possesses Remote Access Tool for Windows,
August 1, 2019

DHS I&A, (UAFEY6} Adoption of Huawei 5G Technology by European Governments, July 31, 2019
DHS I&A, {J) Overview of Risks Introduced by 5G Adoption in the United States, July 31, 2019
DHS CISA, (&) Recommended Immediate Action to Safeguard Against Ransomware Attacks, July 29, 2019

DHS I&A, {U/£FOUO) Advanced Persistence Threat Actors May Deploy Malicious Link Targeting U.S.
Personnel with Sensitive Access, July 29, 2019

DHS 1&A, {JFOUO)} US Government-Affiliated Educational Facility Included in Worldwide Advanced
Persistent Threat Scanning, July 26, 2019

FBI, {B/4LES) Unidentified Darknet User(s) Sent Personally Identifiable Information of Federal Law
Enforcement Officials to Darknet Website Administrators, July 26, 2019

DHS I&A, FBI, {d/F0U0} Advanced Persistent Threat Actors Sent Spear Phishing E-mails Embedded with
Malicious PowerShell, July 25, 2019

DHS I&A,{U/AFEY6) Advanced Persistent Threat Actors Possess Malicious Android Remote Access Tool,
July 25, 2019

DHS I1&A, {U/4F0UH0) Advanced Persistent Threat Actors use REMCOS Remote Access Tool to
Compromise a US Cleared Defense Contractor, July 24, 2019

DHS I1&A, {4/4FOH0O) China’s Reach into US Information Technology and Communications Sectors, July
24,2019

FFC, {U/F0U0) Overview of Iran’s Cyber Threat Landscape, July 23, 2019
DHS CISA, ) 5G Wireless Networks: Market Penetration and Risk Factors, July 23, 2019
DOS OSAC, {H-Tips to Maximize Personal Cybersecurity on Public Networks, July 21, 2019

DHS I&A, FBI, {4/44F0U6)-Russian Cyber Actors Display Increasingly Sophisticated Spear-Phishing
Techniques, July 15, 2019

DHS I&A, FBI, {g/4FOY0) Unidentified Cyber Actors Use Information Stealer Malware, July 10, 2019

DHS I1&A, (U/£FOUO) Advanced Persistent Threat Actors May Deploy Malicious Link Targeting US
Personnel with Sensitive Access, July 5, 2019

DHS I&A, (U/£FEHO) Unknown Cyber Actors Compromise US City Employees E-mail Accounts, July 5,
2019

97

REL0000003206.0001


I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out

I&A FOIA
Cross-Out


Europol, {}-Common Challenges in Combatting Cybercrime, July 3, 2019

DHS I&A, FBI, {d//FOU6)-Advanced Persistent Threat Cyber Actors Target US Semiconductor Company
and Two US Companies Associated with Information Technology, July 3, 2019

DHS I&A, FBI, {g/AF0H6}-Unknown Cyber Actors Create Web Shells on US State Network, July 3, 2019

DHS I&A, FBI, {g/AFEH6)-Unknown Cyber Actors Conduct Spear-Phishing Campaign against a US City,
July 3, 2019

DHS I&A, {4/£FOHB}-Russian Actors Likely to Increasingly Employ Deepfake Audiovisual Forgeries in
Influence Campaigns, July 3, 2019

DHS I&A, {Y/FEHB}-Adoption of Huawei 5G Technology by Asia-Pacific Governments, July 1, 2019

NCRIC, {J/F6U0B})-Elevated Iranian Cyber Threat to Local Government and Critical Infrastructure
Organizations, July 1, 2019

DHS OSAC, {d}-Increase in Iranian Cyberattacks against U.S. Private Sector Likely, June 26, 2019

FBI, (8)}-US Airport Flight Display Screens Likely Vulnerable to Cyber Attacks, Possibly Resulting in
Disruption of Airport Services or Financial Damages, June 20, 2019

DHS I&A, {4)3-The Dark Web, June 20, 2019

DHS I1&A, {4/£FOUB)-Characteristics of Advanced Persistent Threat Actor Remote Access Tool, June 20,
2019

DHS I&A, RISFC, {d/FOUJ0)-New England: Malicious Cyber Actors Use of Spear-Phishing to Target Critical
Infrastructure-related Personnel, June 17, 2019

DHS I&A, (U} North Korea Cyber Heist, June 14, 2019

DHS NRMC, {&)-Cybersecurity Best Practices for Operating Commercial Unmanned Aircraft Systems,
June 11, 2019

DHS I&A, FBI, {g/F0H0}) Unknown Cyber Actors Attempt to Infect U.S. Healthcare Provider with Emotet
Malware, June 10, 2019

DHS I1&A, {4//FOU0O} Foreign Cyber Adversaries Very Likely to Continue Social Engineering Operations,
June 3, 2019

FBI, {g/F6U0) Cyber Threat Actors Very Likely Increasing Exploitation of Website Secure Certificates to
Compromise US Private Industry Sensitive Data, June 3, 2019

HHS, (Y} Intelligence Briefing Update: Ransomware Threat to State & Local Governments, May 30, 2019
ARTIC, {4}-Social Media Scamming — What’s New?, May 30, 2019

DHS I1&A, {4/4FOUH0O) Advanced Persistent Threat Actors Deploy Malicious Link May Target US Personnel
with Sensitive Access, May 30, 2019

DHS NRMC, {J} Cybersecurity for Maritime Facilities, May 29, 2019
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DHS I&A, {J/FOUB) Advanced Persistent Threat Infrastructure Receives Communication from Multiple
US Organizations Compromised with a Remote Administration Tool, May 28, 2019

DHS I1&A, (U/4F6UB)-Advanced Persistent Threat Cyber Actors Conduct Spear-Phishing Reconnaissance
against US Center for Academic Excellence, May 28, 2019

FBI, (U} -Terrorists Likely to Use Encrypted Messaging Applications That Include Cryptocurrency Transfer
Feature, May 24, 2019

HHS, {d}-Intelligence Briefing Update: Credential Stuffing, May 9, 2019

DHS 1&A, (U4F0Y6) Cyber Risks to Emergency Services Sector Remain, Primarily From Financially Driven
Actors, May 9, 2019

CTIC, {J} Increased Risk of Iranian Cyber Attacks, May 9, 2019
DHS I&A, (UAFBUY6)} North Korean Cyber Heist, May 8, 2019
DHS I1&A,{J/FOU0B} North Korean Cyber Heist, May 8, 2019
FBI,H{Y} Costs Associated with Cyber Intrusions, April 23, 2019

FBI, {d/F0Y0) Cyber Criminal Actors Almost Certainly Modified Hermes Ransomware to Create Ryuk
for Multivector Targeting of Logistic and Industrial Entities, April 16, 2019

FBI, SD-LECC, {U/AES)-Cyber Criminals’ Shifting Focus to Target High-Value Victims and Use Less
Observable Techniques in 2019, April 11, 2019

FBI, {3} Cyber Threats in Response to the Designation of the Islamic Revolutionary Guards Corps (IRGC)
as a Foreign Terrorist Organization, April 9, 2019

DHS CISA, () Domain-Based Message Authentication, Reporting and Conformance, March 25, 2019
DHS CISA,) Leveraging the .gov Top-Level Domain, March 25,2019

DHS CISA,J} Multi-Factor Authentication, March 25, 2019

FBI, (&) Threats to US Commercial and Military Vessels in and Around the Persian Gulf, March 25, 2019

MCAC, {d} Ransomware Attacks Remain a Persistent Threat Despite Decline in Attacks during 2018,
March 24, 2019

FBI, {4/FOUB)-Unidentified Cyber Criminals Almost Certainly Targeting Nevada Casino Workers through
Email Extortion, Limiting Law Enforcement’s Ability to Identify Actors, March 14, 2019

FBI, {g/4F6U0) Cyber Criminals Likely Using Multivector Malware Campaigns, Indicating a New Tactic,
Technique, and Procedure, March 14, 2019

FBI, (U/4F0U0)-Cyber Criminals Likely Moving toward Living off the Land Technique, Increasing
Exploitation of Computer Systems, March 1, 2019

FBI;-H) China: The Risk to Corporate America, February 17, 2019
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DHS CBP, {J/ES} Locked Electronics Devices May Surreptitiously Capture Digital Media, Posing Security
Concerns for Law Enforcement, February 14, 2019

SWTFC, {J/FOUJ0) Detectable San Antonio-Based Industrial Control System (ICS) Device Summary, as of
January 2019: Online Domain Awareness, February 14, 2019

OSAC, {-Traveler Toolkit: Cybersecurity Basics, February 14, 2019

DHS I&A, {J/FEUO} VPNFilter Malware Very Likely Continues to Pose Threat to US Public, Private
Networks, February 12, 2019

NTIC, {)-Deep Fakes and the Spread of Disinformation, February 12, 2019

NCRIC, (U/HFOUY0} Vulnerabilities in Underlying Infrastructure of Click2Gov Software and Other Vendor
Products May Expose Organizations to Cyberattacks, February 7, 2019

CFIX, (B/44F0640) Psycho Social Network: Tor-based Social Network Draws Hackers to Share Exploits and
Tools, February 6, 2019

CFIX, {g/4F040) Social Mapper Facial Recognition Tool, February 3, 2019

DHS I1&A, (U/£FOUO) APT 28 Exfiltrates Content for US Academic Institution and Conducts E-mail
Masquerade Tests in Late 2018, January 31, 2019

DHS I&A, (U/£FOUO) Advanced Persistent Threat Actors Added Malicious Redirectors to their
Infrastructure, January 31, 2019

ODNI, {9} The AIM Initiative: A Strategy for Augmenting Intelligence Using Machines, January 28, 2019

USSS, {J4AES} Ongoing Campaign of Jackpotting and Man in the Middle Attacks against US Automated
Teller Machines, January 24, 2019

DHS 1&A, {d/F6406) New VPNFilter Infrastructure Identified, Very Likely Configured to Deliver Payloads
to Infected Devices as of November 2018, January 22, 2019

CPIC, {d/FOU0} A New Automated Reverse Proxy Credential Phishing Tool, Named ‘Modlishka,” Was
Release on GitHub under an Open Source License, January 12, 2019

DHS I1&A, (U/£FEUHB)-Technical Indicators Associated with Suspected Russian State-Sponsored Phishing
Campaign, January 9, 2019

DHS I&A, {4} Cyber Techniques and Possible Impacts of Activity against the Emergency Services Sector,
January 3, 2019

CPIC, {d/FOU0} Unidentified Cyber Actions Use Ransomware to Disrupt Publications of the Chicago
Tribune and Other US Newspapers, January 3, 2019

FBI, (&) Cyber Actors Target Audio and Visual Communication Devices on Business Networks to Identify
Vulnerabilities for Exploitation, January 1, 2019

DHS NRMC, {5} Supply Chain Risks for Information and Communication Technology, December 19, 2018
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MATIC, (UAFEUY0) Malicious Cyber Actors Target Montana State and County Information Technology
Systems With Phishing Email Attempts; Will Likely Continue Targeting Montana IT Systems, December
18,2018

DHS I&A, (UAHFEUO) Suspected Foreign Cyber Actor Researched a Known Microsoft Office Memory
Corruption Vulnerability and Android-Related Information, December 17, 2018

CFIX, {g/F0U8) ISIS Supporters Establish Presence on Rocket.chat Messaging Platform, December 17,
2018

FBI, {4} Unaddressed Tridium Niagara Fox Protocol Vulnerabilities Continue to Expose US-based
Industrial Control Systems, December 17, 2018

DHS I&A, {U/£FOU6} Advanced Persistent Threat Cyber Actors Transfer Defense System Themed
Malicious Document for Potential Use in Future Operations, December 10, 2018

DHS 1&A, (U4F0Y0) Characteristics of Suspected North Korean-Associated Android Malware, December
10, 2018

JRIC, (UHFOUO}-SIM Swap Attacks Increase in California, Posing Risk to Financial Account Linked to
Mobile Numbers, December 5, 2018

FBI, {g/4F0U0)-Cyber Criminals Likely Obfuscate Exploitation through Web Browser Extensions,
Increasing Ability to Distribute Malware to End Users, December 4, 2018

DHS I&A, {J/FOY0O) Data Related to Iranian Influence Operations, November 30, 2018

FBI, {J/EES) Emerging Darknet Technologies Will Almost Certainly Strengthen the Security of lllicit
Traders, Mitigating the Effectiveness of Proven Investigate Techniques, November 30, 2018

FBI, (U/FOUO)-Cyber Actors’ Use of Booter Services to Carry Out Attacks Very Likely to Persist, Affecting
the Finances and Online Infrastructure of US Victims, November 30, 2018

FBI, Initial Intrusion Activities of SamSam Ransomware Actors Magnify Exploitation of Victim Network
Vulnerabilities, November 28, 2018

FBI, Web Injection Attacks Pose Immediate Threat to e-Commerce and Financial Institutions by
Skimming Credit Card Information, November 21, 2018

NCRIC, (U/F6U0} Mass Phishing Campaign Targeting Government Users, November 19, 2018

CPIC, {d/FOU0B)-Spoofed Extortion Emails Demanding Bitcoin Payment Sent to Chicago Police
Department Members, November 19, 2018

FBI, (U640} Ransomware Attackers Almost Certainly Outsourcing to Crypting Services Allowing for
Successful Malicious Payloads against USBUSs, November 16, 2018

STIC, {U/FeU6} Attempted Emotet Delivery to Local County Government, November 16, 2018

WSIC, {J) Emotet Campaign Continuing to Impact Users in Wisconsin, November 15, 2018
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FBI, {d/FOU0) Threat Actors Almost Certainly Could Use Augmented Reality (AR) Apps for Covert
Communication, November 9, 2018

NCRIC, {d/FEUY0)} BitPaymer Ransomware and Similarly Sophisticated Ransomware Variants Targeting
California Victims, November 5, 2018

SIAC, {U//FOY0)-Phishing Leads to Account Compromise at Utah-based Organization, October 31, 2018
HSTC, {Y/ES) Human Trafficking on the Dark Web, October 30, 2018

MS-ISAC, Understanding Hacktivists: A Guide for State, Local, Tribal, and Territorial Governments,
October 26, 2018

NCRIC, (/U8 )-Tradecraft Note: Phishing Emails Now Using Trusted Sender Banner in Email Body,
October 25, 2018

NCRIC, {4/F0U6) Distributed Denial of Service (DDoS) Attacks Remain a Significant Threat to Critical
Infrastructure Organizations and Law Enforcement Agencies, October 25, 2018

DHS 1&A, (U4F0Y6) Unidentified Cyber Actors Use Likely APT Infrastructure to Send Possible Spear-
Phishing E-mails to US State-Level Government Organizations, October 22, 2018

DHS TSA, (U/#SSH Cyberattacks against Swedish Rail System Indicate Potential Vulnerabilities of US Mass
Transit and Freight Rail Internet-Connected Systems, October 17, 2018

DHS I&A (U/AHFBUY0O) Unattributed Cyber Actor Spear Phishes County Clerk and Recorder’s Office,
October 10, 2018

STIC, {J/FOYO) Twitter Account Impersonation, October 9, 2018
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Election Security

*FBI, (UAHES) Use of the Oregon Secretary of State's "My Vote" System by an Anarchist Violent
Extremist for Doxxing Purposes, March 23, 2021

*DHS CISA, {4/F0U0}-Cyber Risk Summary: Elections Infrastructure Subsector, March 16, 2021
*DHS CISA, {U/4FOU06) Election Infrastructure Subsector Cyber Risk Summary, March 16, 2021

*DHS, FBI, ODNI, NSA, CIA, FinCEN, (&} National Intelligence Council: Foreign Threats to the 2020 US
Federal Elections, March 10, 2021

*Other, {4) The Long Fuse - Misinformation and the 2020 Election, March 3, 2021

*DHS I1&A, (UAAFEHOB)-Unidentified Cyber Threat Actors Targeted New Mexico Election-Related Websites
During 2020 General Election, February 23, 2021

*FBI, {1} Iranian Cyber Actors Continue to Threaten US Election Officials, January 15, 2021

DHS I1&A, {g/4F6U0) Iranian Influence Actors Attempt to Undermine the US Election, November 23,
2020

NTIC, {d//FOU0)-Physical Threats to Voting-Related Activities, November 2, 2020

DHS CISA, FBI, (&) Iranian Advanced Persistent Threat Actor Identified Obtaining Voter Registration Data,
October 30, 2020

ES-ISAC, (UA4FEUY6) 2020 General Election Situation Report, October 30, 2020

ATF, (U/FOUOAES) Domestic Violent Extremist Groups and the 2020 Presidential Election, October 30,
2020

FBI, {d)-Indicators of Compromise Pertaining to Iranian Interference in the 2020 US Presidential Election,
October 29, 2020

Cybersecurity, {d//F0U0} Multiple Reports of Widespread Potentially Malicious Email Campaigns
Against Election Offices, October 23, 2020

OCIAC, {J/FeJe) Voter Intimidation Correspondence, October 23, 2020
NYPD, {J/4LES} NYPD Event Threat Assessment: Election Day 2020, October 23, 2020

DHS CISA, FBI, {d)-Iranian State-Sponsored Advanced Persistent Threat Actors Threaten Election-Related
Systems, October 22, 2020

FireEye,{Y} First Look: Newly Identified Election-Related Activity, October 22, 2020

FireEye, {1} First Look: Newly Identified Political & Election-Related Domains, October 22, 2020
STIC, {460} Law Enforcement Resource Guide for 2020 General Election, October 21, 2020
DHS CISA, {d/F0UY6)-CISA 2020 General Election Risk Posture, October 20, 2020

DHS I&A, {J/4FQYB) Cyber Threats to Critical Dependencies of Election Infrastructure, October 19, 2020
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NCIS, {J/FEU0} Malicious Actors Likely to Increase the Use of Voting Themes in Upcoming Phishing
Operations, October 19, 2020

DHS CISA, (4 Physical Security of Voting Locations and Election Facilities, October 19, 2020
DHS I1&A, {4/4F0U0) Collection Support Primer Webinar: U.S. Elections, October 14, 2020

USPS, {J/ES} USPS Operations During 2020 Election Season Awareness for Law Enforcement, October
13, 2020

Other, {4} Anti-Defamation League (ADL): Countering Election-Motivated Violent Extremism in 2020 and
Beyond, October 11, 2020

DHS CISA, FBI, (4} APT Actors Chaining Vulnerabilities Against SLTT, Critical Infrastructure, and Elections
Organizations, October 9, 2020

OIFC, &} Disinformation and Misinformation, October 9, 2020

DHS CISA, {d)-Post Election Process Mapping Infographic, October 7, 2020

DHS CISA, {4} Mail-In Voting Processing Factors Infographic, October 7, 2020

DHS CISA, {) Mail-In Voting 2020 Policy Changes Infographic, October 7, 2020

DHS CISA, {) Election Results Reporting Risk and Mitigations, October 7, 2020

DHS CISA, {) Mail-In Voting - Election Integrity Safeguards , October 7, 2020

KIFC, {d/FOYJ0O)-Foreign State-Backed Hackers Likely to Target 2020 Election Process, October 6, 2020
INTEX, {J//FOUJ0)} Potential Election Threats to Early Voting, October 2, 2020

DHS CISA, {J) Election Disinformation Toolkit for Election Officials, October 2, 2020

DHS CISA, FBI, {J} Foreign Actors Likely to Use Online Journals to Spread Disinformation Regarding 2020
Elections, October 1, 2020

Other, {4} Crime and Justice Institute: Preparing for the 2020 Election, October 1, 2020

DHS CISA, FBI, {} Distributed Denial of Service Attacks Could Hinder Access to Voting Information,
Would Not Prevent Voting, September 30, 2020

DHS CISA, ) CISA Incident Response Support for Election Partners, September 30, 2020
DHS I1&A, {g/£FQUB) US Elections Collection Primer, September 30, 2020
DHS CISA, ) Assisting Sick, Exposed, Symptomatic, and Quarantined Voters, September 29, 2020

DHS I1&A, {d/#FEU6) DHS Collection Primer: U.S. Elections & Collection Support Primer, September 28,
2020

DHS CISA, FBI, {) False Claims of Hacked Voter Information Likely Intended to Cast Doubt on Legitimacy
of U.S. Elections, September 28, 2020
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FBI, {d/HES) Ransomware Actors Likely Seeking To Compromise Managed Service Providers Will
Incidentally Threaten the Data Integrity of Interconnected Election Servers, September 25, 2020

CA STAC, CCIC, JRIC, NCRIC, OCIAC, SDLECC, (U/FoU06} Potential Threats to the November 2020 US
Elections, September 24, 2020

FBI, (U)-Cyber Threats to Voting Processes Could Slow But Not Prevent Voting, September 24, 2020

STAC, {4/4FQU0) Iranian-linked Accounts Likely Using Pro-California Secession Narrative to Undermine
Government Institutions Ahead of 2020 Elections, September 23, 2020

DHS CISA, FBI, (4} Foreign Actors and Cybercriminals Likely to Spread Disinformation Regarding 2020
Election Results, September 22, 2020

Other, (U)-Expanse: eGov Vendors’ Potential Risks to Election Credibility, September 15, 2020
DHS CISA, {J} Actions to Counter Email-Based Attacks on Election Related Entities, September 10, 2020

Other, {4} State-Sponsored Actors and Activity to Watch Ahead of the 2020 U.S. Election, September 9,
2020

NTIC, (U/AFQU0)} Anticipated Increase in Nationwide Mail-in Ballots Heightens Threat of Post- Election
Violence in the District, September 3, 2020

Other, {4} Recorded Future: Russian-Related Threats to the 2020 US Presidential Election, September 3,
2020

DHS CISA, {J} DHS CISA Election Risk Profile Tool Notice , September 2, 2020

NCSC, {J) Safeguarding Our Elections: Foreign Adversaries Could Use Deepfakes to Influence U.S.
Elections, August 27, 2020

DHS CISA,~U} Review of July Alerts at Election Related Organizations, August 25, 2020

DHS I1&A, {J/4FOU0O) Cyber Actors Attempt to Exploit US Election Infrastructure Using Variety of
Techniques, August 24, 2020

FBI, {d/AES) Domestic Violent Extremists with Partisan Political Grievances Likely to Increase Election-
Related Threats, August 21, 2020

NCSC, ) Safeguarding Our Elections: Foreign Adversaries are Targeting U.S. Elections with
Disinformation, August 20, 2020

NCSC, {J)-Safeguarding our Elections: Disinformation, August 20, 2020
DHS I1&A, {4/£FQHO) Physical Threats to the 2020 Election Season, August 17, 2020
DHS CISA, {J)-Foreign Interference - Disinformation Toolkit, August 17, 2020

Other, {4} Russian Active Measures Campaigns and Interference: Counterintelligence Threats and
Vulnerabilities, August 14, 2020

DHS CISA, {) Campaign Checklist - Securing Your Cyber Infrastructure , August 12, 2020
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DHS I&A, {JFOUO)-Typosquatting of US Election Domains, August 11, 2020

NCSC, {J)-Election Threat Update for the American Public, August 7, 2020

DHS CISA, {d)-Guide to Vulnerability Reporting for America's Election Administrators, August 5, 2020
FBI, {d} What is Malign Foreign Influence, August 4, 2020

DOS, {J)-Pillars of Russia’s Disinformation and Propaganda Ecosystem, August 4, 2020
FBI,-d/HF0U0} Malign Foreign Influence Activities and Indicators, July 31, 2020

DHS CISA, {d)-Election Infrastructure Cyber Risk Assessment, July 28, 2020

DHS CISA ) Election Infrastructure Cyber Risk, July 28, 2020

DHS CISA, {4) Mail-In Voting in 2020 Infrastructure Risk Assessment, July 28, 2020

DHS CISA, {3-Mail-In Voting Risk: Infrastructure and Process, July 28, 2020

DHS I&A, (U/£FQHB)-Cybercriminals and Criminal Hackers Capable of Disrupting Election Infrastructure,
July 29, 2020

NCSC, {d)-Safeguarding our Future: Disinformation, July 29, 2020

DHS I&A, {U/£FOUB} Cyber Threats to US Election Infrastructure, July 27, 2020

CIAC, (U/FOUO) Foreign Adversaries Exploiting US Civil Unrest to Spread Disinformation, July 27, 2020
DHS CISA, {d)-Innovative Practices and New Solutions Guide for Election Officials, July 22, 2020

NIAC, (B/LES) Recent Disinformation Efforts Using Social Media, July 8, 2020

DHS 1&A, (U/£FEU6)-Updated 2020 Elections and Census Timeline, July 2, 2020

ROIC, (432020 US Election and Foreign Interference, May 26, 2020

FBI, (U/FOUY6}-Potential Distributed Denial of Service Attack against State-level Voter Information
Website, February 4, 2020

DHS I&A, {U/F6Y6}-Malicious Infrastructure Previously Used to Target US Election-Related Networks
Also Used to Interact with Census Bureau Networks, June 22, 2020

NMASIC,{J/F0U06} Russian Threat to New Mexico Elections, June 12, 2020

DHS CISA, FBI, {g/4F0U0}Risk Management for Electronic Ballot Delivery, Marking, and Return, May 8,
2020

FBI, (U/4FOUB)-Ransomware Infections of US County and State Government Networks Likely
Inadvertently Threaten Interconnected Election Servers, May 1, 2020

FBI, {g/4F6U0)} Iran Social Media Campaigns Aim to Shape U.S. Public Perceptions, Advance Pro-Iranian
Narratives in the 2020 U.S. Election Cycle, April 24, 2020
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DHS I&A, {J/HFOUO) Potential Steps in Russian Malign Influence Activity Targeting 2020 Census through
Social Media Operations, April 22, 2020

DHS CISA, (4)-The War on Pineapple: Understanding Foreign Interference in 5 Steps, April 1, 2020
OIFC, {U/FeYe) Oklahoma's 2020 Presidential Election Threat Assessment, March 2, 2020
WSFC, {d)}-Coronavirus Fact Sheet for Election Workers, March 2, 2020

FBI, (B44FOY0)-Exploitation of Managed Service Providers Poses Ransomware Risks to Interconnected
Government Election Servers, February 20, 2020

DHS CISA, (4} FY20 Preparedness Grant Guidance on Cyber, Soft Target, and Elections Security
Investments, February 18, 2020

Other, {d}-Russian Disinformation Apparatus Taking Advantage of Coronavirus Concerns, February 14,
2020

DHS I&A, FBI, {d//FOU0O) Possible Russian Tactics Ahead of 2020 US Election, February 3, 2020
DHS I1&A, {J/F0UB) Potential Misuse of Voter Registration Data, February 3, 2020

FBI, (U/FOUB) Foreign Influence Actors Very Likely Will Exploit Lack of Quorum on the Federal Election
Commission, Risking Financial Influence Affecting the 2020 Election, January 7, 2020

DHS I&A, (U/£FEU6} Advanced Persistent Threat Cyber Actors Craft US Elections-Themed Emails,
December 26, 2019

DHS I&A, {Y/£FOU6)-Lizard Squad Hacker Group Claims Responsibility for Attacks Against United
Kingdom Political Party Amidst General Election Campaign, December 26, 2019

DHS I&A, FBI, {4/4F0H6}-Russia: Options to Influence Voter Turnout Using Cyber Ahead of 2020 US
Elections, December 19, 2019

NCSC, {)-Foreign Threats to U.S. Elections: Election Security Information Needs, December 6, 2019
NTIC, (&) Minority Communities: Targets for Disinformation Ahead of 2020 Election, November 13, 2019

DHS CISA, FBI, ODNI, (&)-Joint Statement from DOJ, DOD, DHS, DNI, FBI, NSA, and CISA on Ensuring
Security of 2020 Elections, November 5, 2019

FBI, (B/4F6U0) Voter Fraud Perpetrators Very Likely Use Low-Tech Vote-by-Mail Fraud Schemes in New
Jersey, Undermining Local Election Integrity, November 5, 2019

FBI, (&) US Politicians Targeted by Pranksters with the Intent to Embarrass or Discredit Election
Campaigns, October 18, 2019

DHS I&A, FBI, {J/FOU0O) Russia May Try to Discourage voter Turnout and Suppressing Votes in 2020 US
Election, October 3, 2019

DHS I&A, {J} Combatting Targeted Disinformation Campaigns, October 2019
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DHS I1&A, {J/4F0U8} Russian Influence Actors Almost Certainly Will Continue to Target United States,
Seek to Amplify Social Divisions, and Adapt Techniques, September 12, 2019

DHS CISA, {4} Cyber Incident Detection and Notification Planning Guide for Election Security, July 31,
2020

DHS CISA, {4} The War on Pineapple - Understanding Foreign Interference in 5 Steps, July 31, 2019

DHS I&A, {J/FBU0O) Russian Actors Likely to Increasingly Employ Deepfake Audiovisual Forgeries in
Influence Campaigns, July 3, 2019

ODNI, {Y) Election Security Information Needs: Foreign Threats to the 2020 Elections in the United
States, June 26, 2019

DHS I&A, (U/FEYO) Cyber Threats to Elections Infrastructure, June 14, 2019

NTIC, (&) How to Detect Disinformation Campaigns, June 5, 2019

DHS CISA, (&) Best Practices for Security Election Systems, May 23, 2019

DHS CISA, {J) Election Infrastructure Questionnaire, May 21, 2019

NTIC, (&} Russian Disinformation Campaign Targeting the United States, March 26, 2019
NTIC, (&) Deep Fakes and the Spread of Disinformation, February 13, 2019

MS-ISAC, (B)}-Cyber, Online Influence Operations, Election Interference, and Counterintelligence
Summary: Worldwide Threat Assessment of the U.S. Intelligence Community, January 28, 2019

STAC, (U/AFBY0) California: Indications of Disinformation in Lead up to Election Day, November 2, 2018

DHS I&A, FBI, (U/F0U0)} Physical Threat Environment during Upcoming Election and Transition Period,
November 1, 2018

FBI, {J/4LES) Cyber Criminals Likely Conducting Cryptomining Operations by Targeting US Mobile
Devices through a US Mobile Application Marketplace, Increasing lllicit Financial Gain, November 1,
2018

IIFC, {Y) Foreign Adversaries Employing Myriad of Tactics to Hinder US Midterms, October 26, 2018

DHS I1&A, (U/£FEUO) Dark Web Contains Tools That Very Likely Would Enhance Malign Influence
Operations against 2018 US Midterm Elections, October 25, 2018

WVIFC, {J//FOU8) Election Security Series: Social Engineering, October 24, 2018

DHS I&A, (U4F0U0) Unidentified Cyber Actors Very Likely to Continue Targeting State Election
Infrastructure in Lead Up to 2018 US Midterm Elections, October 22, 2018

ODNI, Combating Foreign Influence in U.S. Elections, October 19, 2018

OCIAC, (U/FeUY0) Physical Security Considerations for General Election, October 19, 2018
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DHS I&A, {J/FBUYO) Cyber Actors Continue to Engage in Influence Activities and Targeting of Election
Infrastructure, October 11, 2018

DHS I1&A, {J/HES} Unattributed Cyber Actor Compromises a Trusted Vendor’s E-mail to Spear Phish a
Country Registrar of Voters, October 9, 2018

DHS I1&A, (U/4F0U8) Unattributed Cyber Actors Spoof Senior State Election Official’s E-mail, Spear Phish
City Clear, October 4, 2018

DHS 1&A, (U4FOUY6) Unattributed Cyber Actors Attempt to Gain Access to City Government Network
Prior to Primary Election Voting, October 3, 2018
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Census

FBI, (U4FOUY0O) Unattributed Entities Register Domains Spoofing the US Census Bureau’s Websites,
Likely for Malicious Use, October 14, 2020

DHS I&A, {d/4F0U0) Collection Support Primer Webinar: Census, October 7, 2020
DHS I&A, {J/FOY0) DHS Collection Support Primer - Census 2020, September 21, 2020
DHS 1&A, {d/4F640) Census Bureau Experiences Suspicious Spike in cURL Requests, July 24, 2020

DHS I&A, {d/4FEH6) Malicious Infrastructure Identified Conducting Cyber Activity Against Census
Bureau Network, July 13, 2020

DHS 1&A, (B/44F6U0) Updated 2020 Elections and Census Timeline, July 2, 2020
DHS I1&A, (U/£FEYEO) Suspicious Census-Related Domain Discovered, June 22, 2020

DHS I&A, (U4FOU0) Malicious Infrastructure Previously Used to Target US Election-Related Networks
Also Used to Interact with Census Bureau Networks, June 22, 2020

DHS I&A, (U/FEUO) Cyber Threat Activity Against Census Bureau Networks May 2019 — April 2020, May
26, 2020

DHS I&A, (U/FEUO) Identified Autonomous System Numbers Used in Activity Against Census Bureau
Networks, April 27, 2020

DHS I&A, {4/ FOUB)-Potential Steps in Russian Malign Influence Activity Targeting 2020 Census through
Social Media Operations, April 22, 2020

CIAC, {U/#FOUe) Overview of the 2020 Census and Potential for Imposter Scams, March 23, 2020
DOC, {U/#ES) U.S. Census Bureau: Census Workers in this Area, March 20, 2020
NYSIC, {U/AFEUY0) Cyber Security Threats and Vulnerabilities related to 2020 Census, March 20, 2020

DHS I1&A, (U/FEUYO) Unknown Cyber Actor Demonstrates Registry-Based Preferences in Infrastructure
Developed for Use Against US Census Networks, March 2, 2020

DHS I&A, (U/FEUYB) Cyber Engagement Against Census Bureau Networks, January 17, 2020
STAC, {J//FOU8) Adversaries Likely Will Target the 2020 US Census, October 29, 2019

DOC, (U/ES) U.S. Census Bureau: Census Workers in the Area, July 11, 2019
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Disruption of Peaceful Protests

*DHS I&A, {U/AES}-Possible Indicators of Violence Within and Around Minneapolis, Minnesota During
Legal Proceedings of Law Enforcement Officers, March 31, 2021

*FBI, {J/£LES}-Violent Gangs Likely Will Exploit Protests During Civil Unrest, Furthering Criminal Activity,
March 30, 2021

*TITAN, {J/AAES) Criminal Tactics During Lawful Protests, March 1, 2021

*DHS I&A, {U/AES}-Domestic Terrorists Will Pose Increased Threat to Government Facilities, Personnel
in 2021, February 12, 2021

*DHS I&A, {U/F0H0B)-Probably Indicators of Violence in the Wake of the US Capitol Breach, February 11,
2021

*DHS FPS, {4//F0U06}-Situational Awareness of Potential Threats During Nationwide Demonstrations,
January 15, 2021

*DHS CISA, {J) Personal Security Considerations, January 14, 2021

*DHS I&A, {)-Probably Indicators of an Escalation of Protest-Related Violence in Washington, D.C.,
January 14, 2021

*USPIS,{J/AES} United States Capitol Riot Data Archives, January 11, 2021
*ROIC, {4} Foreign Adversaries Leverage US Capitol Unrest, January 11, 2021

*FBI, {U/AES) Potential for Violence and Planned Actions for Counteracting Law Enforcement Security
Measures at 17 January 2021 First Amendment Protected Events by Several Followers of a Militant Anti-
Government Movement, December 29, 2020

FBI, {4/F6U0} Threat Actors Likely Will Deploy Hazardous Devices as Weapons during US Nationwide
Peaceful Protests, Threatening Safety of Protestors and Law Enforcement Officers, December 14, 2020

DHS CBP, (U/AAES}-Using Explosives to Target ATMs Could Lead to Panic and Confusion During Protest,
November 9, 2020

CPIC, {J/HES) Tactics, Techniques, and Procedures (TTPs) Used By Violent Opportunists in Recent Civil
Disturbances in Major United States Cities, October 14, 2020

FBI, {J/HEES) Threat Actors Very Likely Will Continue to Experiment and Deploy Hazardous Devices in
Violence Parallela to Recent Lawful Protests, October 9, 2020

CFIX, (B/44FOUO)-TTPs Encountered by Law Enforcement Responding to Civil Unrest, September 11, 2020

NYPD, {U/LES) Extremist Messaging Following Kenosha and Portland Shootings Encourages Further
Escalation of Violence at Mass Demonstrations, September 11, 2020

DHS CISA, (U/4F0UY6) Violent Opportunists and Violent Extremists Seeking to Leverage Civil Unrest in the
United States, September 10, 2020
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DHS I&A, {J/LES)-Probable Indicators of an Escalation of Protest-Related Violence in Portland,
September 5, 2020

FBI, {d/HES) Homicide During Protests - Portland FBI Activity Alert, August 30, 2020

ITAC, (U//FOUYO)-Three Arrested on Terrorism-Related Charges in Connection with Plan to Incite
Violence During Protests, August 24, 2020

NCTC, {4/4FeU8) Violent Extremists Capitalizing on US Domestic Tensions, August 3, 2020
FBI, (B/LES) Use of a 200mw Green Laser During Demonstrations, August 1, 2020

NYPD, {U/#LES) Tactics Used by Anti-Government Extremists and Malicious Actors against Law
Enforcement Officers amid Ongoing Civil Unrest, July 31, 2020

NETF, {U/ES) Modified Commercial Grade Aerial Firework Used During Demonstrations, July 31, 2020

NCTC, FBI, I&A, {J) First Responder's Toolbox: Violent Extremists and Terrorists Exploit Civil Unrest and
Public Assemblies, July 31, 2020

JRIC, (UAHEES) Violent Opportunists Adapting Black Bloc, Hong Kong Protest Tactics, July 30, 2020
NCTC, FBI, I&A, {J/FOUO) Violent Extremists Capitalizing on US Domestic Tensions, July 23, 2020
DHS CISA, {4/FeJe)} IED-IID-Pyrotechnic Incidents During Nationwide Protests, July 20, 2020

DHS I&A, (U/FEUB) Recent Violence in Portland Emblematic of Historic Clashes in the Region, July 16,
2020

FBI, {J/AEES} Use of Fireworks by Violent Protestors against Law Enforcement Officers Prompts Security
Concerns, July 1, 2020

FBI, {d/4LES}-Malign Foreign Influence and Criminal Activity Associated with Lawful Protests Indicators,
June 26, 2020

CIAC,{U/#FOY06) Threats to Colorado Historic Statues during Ongoing Protest Activity, June 25, 2020

DHS I&A, (UALES)-Domestic Terrorists May Threaten or Incite Violence to Escalate Tensions Amidst
Otherwise Lawful Protests, June 19, 2020

SIAC, (UAHEES)-Anti-Police Protests Escalating To Riots, June 12, 2020
CIAC, {U/#LES) Black Bloc Tactics Used to Incite Violence During Recent Protests, June 10, 2020

MFC, {J/HEES) Tactics, Techniques, and Procedures (TTPs) Observed and/or Suggested during Recent
Civil Unrest Demonstrations, June 10, 2020

FBI, {J/FOUB) Antifa Use of the Waze and Snapchat Mobile Applications to Avoid Police or Incite
Violence Against Police and Communicate Securely During Lawful Protests, June 9, 2020

Other, {d}Law Enforcement Intelligence Units (LEIU) Advisory: Collection and 1st Amendment Protected
Events, June 8, 2020
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DHS I&A, (UAAES) Protest Violence Likely Evolves Over Loosely Defined Phases, June 8, 2020

CIAC, (U/AFBUY0) Opportunistic Domestic Extremists Threaten to use Ongoing Protests to Further
Ideological and Political Goals, June 5, 2020

Other, (U/AAES) Special Report: Extremist Violence & Tactics During Protests, June 4, 2020

FBI, (U4FOUO) Identification of Websites Used to Pay Protesters and Communication Platform to Plan
Acts of Violence, June 3, 2020

DHS I&A, (U4FEUY0O) Violent Opportunists Continue to Engage in Organized Activities, June 3, 2020

JRIC, {4/ FOHO}-Cyber Attacks on Law Enforcement and City Governments during Incidents of Protests
and Civil Disobedience, June 2, 2020

JRIC, {g/AES)-Tactics Used to Injure Officers Responding to Protests, Riots, June 2, 2020
DHS I1&A, {J/F6U8} Violent Opportunist Tactics Observed During Civil Disturbances, June 1, 2020
DHS I1&A, {U/£FOH6} Some Violent Opportunists Probably Engaging in Organized Activities, June 1, 2020

DHS I&A, {4/ FeH6)-Potential for lllicit Actors Monitoring and Disrupting Law Enforcement
Communities During Ongoing Violence, May 31, 2020

DHS I&A, (U/FOU0O) Ongoing Violence, Information Narratives Nationwide Poses Continued Threat to
Law Enforcement, May 30, 2020

DHS I&A, (UAHES) Domestic Terrorists Could Exploit Ongoing Unrest to Engage in Violence Against Law
Enforcement and Others, May 29, 2020

MFC, {J/AES) Possibility for Increased Threatening Activity towards Law Enforcement and Government
Officials Following Worldwide Coverage of Minneapolis In-Custody Death, May 27, 2020

HSFC, {d}Westboro Baptist Church Protests, December 30, 2019
NYSIC, {)-Officer Awareness and Mitigation for Violent Protests, November 14, 2019

VFC, {U/£F0U0) New Use of Modified Bear Device Could Be Potentially Harmful to First Responders,
August 5, 2019

MFC, {J//FOH8} Environmental Extremist Group Publishes a Call for Action in Opposition of Pipeline
Construction, January 10, 2019

VFC, {d/FOU0) Arrests of Rise above Movement Members Demonstrate Ongoing Threat Posed by
White Supremacist Extremist Groups, December 1, 2018

DHS I&A, FBI, {J/AES) Arrests of RAM Members for Charges Related to Violence at Events May Deter
Some Domestic Extremists, While Serving as a Driver to Others, November 1, 2018

DHS I&A, FBI, (U/AFQU0O) California-Based Individuals Arrested for Charges Related to Violence at Events
in Charlottesville, Virginia in August 2017, October 4, 2018
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Novel Coronavirus

*FBI, CDC, {J+If You Make or Buy a Fake COVID-19 Vaccination Record Card, You Endanger Yourself and
Those Around You, and You Are Breaking the Law, March 30, 2021

*DOJ, {4)-DOJ Press Release: Justice Department Takes Action Against COVID-19 Fraud, March 26, 2021

*DHS CISA, {U}-€ISA Guidelines for 911 Centers: Mitigate COVID-19 Vaccination Distribution
Communication, March 19, 2021

*DHS CISA, {3-COVID-19 Vaccination Hesitancy within the Critical Infrastructure Workforce, March 18,
2021

*DHS I1&A, {J/FOUEB) COVID-19 Themes to Continue to Enable Social Engineering, March 15, 2021

*FBI, {U//FOU0O) Foreign Adversaries Engage in Persistent Cyber Targeting of US COVID-19
Biotechnology Industry to Enhance Programs and Competitiveness, March 15, 2021

*FBI, {U//FOUY0O) Fake COVID-19 Vaccination Record Cards Pose Health Risks, March 12, 2021
*Interpol, {d/FOUO)-Counterfeit N95 Respirator Masks and PPE, March 9, 2021
*DOS, {4} Dutch COVID Testing Center Targeted Weeks Before Parliamentary Elections, March 4, 2021

*FBI, {U/AFOY0O) Improperly Discarded COVID-19 Vaccines Could Be Exploited to Commit Fraud, March
3,2021

*CDC, (U/FeU0)-Quick Start Guide to Vaccinating Essential Workers, March 3, 2021
*DHS CISA, (Y} Physical Security for COVID-19 Vaccine Points of Distribution, February 26, 2021

*CDC, (U/fFoUe)-Utilization of Emergency Medical Service (EMS) Clinicians as Vaccinators for COVID19
Vaccine Administration, February 25, 2021

*CDC, {)-COVID-19 Vaccine information for EMS, February 25, 2021

*FinCEN, {4} Consolidated COVID-19 Suspicious Activity Report Key Terms and Filing Instructions,
February 24, 2021

*FinCEN, (U}-Advisory on Financial Crimes Targeting COVID-19 Economic Impact Payments, February 24,
2021

*DHS CWMD, (U/AFOH6)-COVID-19 Vaccination Certificates Probable Target of Counterfeiting, February
11,2021

*DHS I&A, DHS CBP, {U/AFQUB)-Increased Trafficking of Illicit COVID-19 Vaccines, February 10, 2021
*FFC, {4) COVID-19 Vaccination Scams, February 10, 2021

*VIFC, {U/AFBY0)-Criminal Actors Overseas Sells Fraudulent COVID-19 Test, Raises New Awareness,
February 8, 2021

*FinCEN, {4} Advisory on COVID-19 Health Insurance and Health Care-Related Fraud, February 2, 2021
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*Europol, {4} The lllicit Sales of False Negative COVID-19 Test Certificates, February 1, 2021

*DHS CISA, (&)-Cybersecurity Perspectives - Healthcare and Public Health Response to COVID-19,
January 29, 2021

*DHS CWMD, {U/F0U6} COVID-19: Laboratory Research of Domestic Swine Test Positive for SARS-
COV-2, January 28, 2021

*CDC, {4} COVID-19 Vaccination Program Interim Playbook for Jurisdictions Operations Annex, January
28,2021

*DHS I&A, (U/FOU0B) COVID-19-Themed Domain Spoofing, January 26, 2021

*DOS, {4} Negative COVID-19 Test Required for Travel to the United States Beginning 26 January 2021,
January 25, 2021

*CDC, {400} COVID-19 Vaccination Communication Toolkit for Essential Workers, January 22, 2021

*FBI, {U//FOYO)-Foreign Adversaries’ Desire to Target U.S. COVID-19 Biotechnology Industry, January
21,2021

*White House, {d}-National Strategy for the COVID-19 Response and Pandemic Preparedness, January
21, 2021

*CDC, {)-COVID-19 Vaccine Information: Essential Workers, January 20, 2021
*Interpol,{U/AFOUO) Threat Assessment of Criminality Related to COVID-19 Vaccines, January 12, 2021
*DHS CISA, {4)-CISA COVID-19 Vaccine Distribution Physical Security Measures, January 8, 2021

*DHS CWMD, {J//FOU6)-Laboratory Research of Domestic Swine Test Positive for SARS-COV-2; Further
Research is Required to Understand Transmission Pathway, January 5, 2021

*UN, {43-The Impact of the COVID-19 Pandemic on Terrorism, Counter-Terrorism, and Countering
Violent Extremism, December 31, 2020

*DHS TSA, ODNI, {d/AF6H06)-COVID-19 Lessons Learned in Aviation Domain Intelligence , December 31,
2020

*DHS CISA, CDC, {)-Cybersecurity Challenges to Healthcare Sector - Independent of and Due to COVID-
19, December 29, 2020

*DHS CISA, CDC, {B)-COVID-19 Cyber Security Impacts, December 29, 2020

*FinCEN, {J} FinCEN Asks Financial Institutions to Stay Alert to COVID-19 Vaccine-Related Scams and
Cyberattacks, December 28, 2020

*MCAC, {U/4FeH6)-COVID-19 Vaccine “Cold Chain” Security Considerations, December 18, 2020
HC3, {4)-COVID-19 Vaccine Themed Phishing Emails, December 16, 2020

ROIC, {U/4F6U0) Physical Threats to the Vaccine Supply, December 14, 2020
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DHS I&A, (UAFOUO)-How Adversaries Could Target the Distribution of COVID-19 Vaccines, December
11, 2020

FBI, (U/FGY0O) Increased Teleworking During the COVID-19 Pandemic Heightens Opportunities for
Criminal and Foreign Threat Actors to Steal Proprietary Information, December 10, 2020

ROIC, {4} China Committed to Spreading COVID-19 Disinformation, December 10, 2020

CDC, {U/£FOU0)-Sustaining Healthcare Operations during COVID-19: U.S. Department of Veterans Affairs
Fire Department Program Practices, December 9, 2020

Europol, {4} Vaccine-Related Crime During the COVID-19 Pandemic, December 4, 2020

DHS TSA, {"//SSH-Cybercriminals Potentially Seeking to Exploit COVID Vaccine Logistics Entities,
December 3, 2020

JRIC, {g/FEU0)-New Pro-AQ Magazine Names LE and Military as Targets, Recommends Exploiting
COVID for Attacks, December 1, 2020

DHS 1&A, {g/4F640)-Low Threat to COVID-19 Vaccine Shipments, November 23, 2020

DOS, {5} CDC’s New COVID-Specific Travel Health Notices, November 23, 2020

DHS I1&A, {4/4FOU6} DHS Collection Primer - Pandemics, November 13, 2020

Europol, (4} Europol: How COVID-19-Related Crime Infected Europe During 2020, November 11, 2020

DHS CISA, ) Building a More Resilient ICT Supply Chain: Lessons Learned During the COVID-19
Pandemic, November 6, 2020

NJ ROIC, {4} Opposition to COVID Restrictions Motivates Militia Extremists, October 16, 2020

FBI,J/FOUB} Criminals Continue to Exploit the PPE Shortages, Marketplace and Changes in Business
Models During COVID-19 to Conduct Price Gouging, October 14, 2020

FBI, {d/F6U0} African Criminal Enterprises are Likely Exploiting the COVID-19 Pandemic in Fraud
Schemes for Financial Gain, October 1, 2020

FBI, DHS CISA, {d}-Secure Your Chemicals: Before, During, and After a Pandemic, September 30, 2020

DHS CISA, {d} Emergency Communications Best Practices for Establishing Alternate Care Sites,
September 30, 2020

DHS CWMD, {J/FeJ6)-COVID-19 Food Delivery Tampering, September 29, 2020

FBI, {d/FEU0)-Criminal Actors Likely Exploit a Void in the Marketplace from Changes in Business
Models Due to COVID-19 and Resultant Shortages, Introducing Unreliable PPE Substitutes and
Continuously Price Gouging, September 25, 2020

MRFC, {J//F0U0B}-High Rates of COVID-19 Infection Among Essential Workers and Businesses Threatens
Guam’s Security and Economy Stability , September 3, 2020
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Other, {d}-New DROPDOOR Samples Identified on GitHub with COVID-19 Vaccine Decoys, September 2,
2020

DOS, (&) COVID-19 Health Security Resource Guide: Planning Business Travel Amid COVID-19, August 26,
2020

DHS FEMA, (&) FEMA Establishes a Voluntary Agreement with Industry to Assist in Pandemic Response,
August 17, 2020

NTIC, {d/F6U0)-Businesses Reopening After COVID-19 Face Risk of Altercations, August 26, 2020
DHS I&A,{U/HFEY6]} Typosquatting of US COVID-19 Vaccine Company, August 14, 2020

FBI, {g)-Threat Actors Exploitation of COVID-19 Pandemic Limiting Critical Function Capabilities of
Medical Facilities, August 13, 2020

HC3, {)-HC3: COVID-19 Cyber Threats, August 13, 2020
DHS I1&A, {J/FOU06} Global Partners Response to Russian and Chinese COVID-19, August 12, 2020

FBI, (JAFOUYO) Threat Actors Exploitation of COVID-19 Pandemic Limiting Critical Function Capabilities
of Medical Facilities, August 7, 2020

FBI, (U/FEY0} Food and Grocery Delivery Likely Vulnerable to Food Tampering Risk During COVID-19
Pandemic by Nefarious Actors, August 6, 2020

FBI, {4/FOUB)-Food and Agriculture Sector Disruptions from COVID-19 Very Likely Creating
Opportunities for Criminal and National Security Threat Activities, August 4, 2020

FBI, {g/44F6U0) Some Cyber Criminals Very Likely Adapting Techniques to Exploit the Ongoing COVID-19
Pandemic, Resulting in a Significant Increase in Operational Tempo, August 3, 2020

NMASIC, (UAFeUY6}-Chinese Counterintelligence Activities amid the Pandemic, July 29, 2020
DHS CWMD, {4/F8U46)-COVID-19 - Canine Transmission, July 27, 2020
DOS, (&) The Impact of COVID-19 on Criminal Networks in the Caribbean, July 24, 2020

FBI, {4/FO6U0B)-Hoax Events Related to Ongoing COVID-19 Outbreak Likely Intended to Incite Panic and
Disrupt Business Operations, July 23, 2020

FBI, {J/ALES)-Perpetrators of Hate Crimes Likely To Exploit the COVID-19 Environment, Increasing the
Risk of Hate Incidents or Crimes against Various US Populations, July 22, 2020

DHS I&A, {J/AES)-COVID-19: China’s Disinformation, Misinformation and Propaganda—February-June
2020, July 20, 2020

DHS I&A, (U/4FQHYB)-China's COVID-19 Influence Narratives Targeting Homeland, July 17, 2020

FBI, {J/FOUB} Threat Actors Likely Seeking To Attack Medical Facilities Focused on the COVID-19
Pandemic, Limiting Critical Function Capabilities, July 17, 2020
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NTIC,-U/£FOU0) National Capital Region Institutions Researching COVID-19 Therapies Face Heightened
Risk of Cyber Espionage, July 17, 2020

NYPD, {J/ES} Pro-ISIS Propaganda Threatening New York Declines in First Half of 2020 as Media
Groups Feature COVID-19 Pandemic and Recent Civil Unrest, July 17, 2020

CISA, NSA, {J) APT29 Targets COVID-19 Vaccine Development, July 16, 2020
DHS CWMD, {J} NBIC Spot Report: Novel Coronavirus (2019-nCoV) - Global: 25th Edition, July 10, 2020

FBI, {J/ES} Home-Assembled Firearm Enthusiasts Almost Certainly Are Enabling Firearms
Manufacturing, Increasing Violations of the National Firearms Act During the COVID-19 Pandemic, July 8,
2020

DHS S&T, {4} Master Question List for COVID-19_July 7, 2020, July 7, 2020

DHS I&A, (BF6U0) Libya: Deteriorating Conditions Exacerbated by COVID-19 Could Drive More
Migrants to Flee for Europe, July 6, 2020

DOS, (Y} Resumption of International Business Travel Amid COVID-19 Health Security Concerns: Global
Insights from the Private Sector, July 6, 2020

NCIS, {d/F6U6} Malicious Actors Develop Fake Government COVID-19 Contact-Tracing Apps, July 2,
2020

DHS CWMD, {J)-NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 24th Edition, July 2, 2020
MRFC,+{J//FOU06} Cyber Threat Actors Exploit COVID-19, July 1, 2020

TSA, DOT, CDC, {J) Runway to Recovery: The United States Framework for Airlines and Airports to
Mitigate the Public Health Risks of Coronavirus, July 1, 2020

Interpol, {4/FGY6}-COVID-19 Non-Delivery Scams, June 30, 2020
DHS I1&A, (U/44F0U6} DHS Pandemic Collection Primer, June 29, 2020

FBI, {d/FOU0) Risks of Using Foreign Unmanned Aircraft Systems during COVID-19 Pandemic, June 29,
2020

DHS CWMD, &} NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 23rd Edition, June 26, 2020

DHS I&A {U/F0U6) Resurgence of COVID-19 Globally Likely Would Cause Shortage of Generic
Pharmaceuticals in the US, June 25, 2020

Interpol, {g/FOUB)-Fraudulent Alteration of Expiry Dates on COVID-19 Test Kits (Ecuador), June 16,
2020

FBI, {g/4F0U0) Individual(s) Targeting Hospital Staff to Solicit the Sale of COVID-19 Personal Protective
Equipment (PPE) with a Fake Certification Letter in an Email, April 22, 2020

FBI, {d/F6U0)} Indicators of Fraudulent 3M Personal Protective Equipment, April 21, 2020
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FBI, {J/FOYO)-Foreign Actors Could Exploit Vulnerabilities in Pharmaceutical Supply Chain, April 17,
2020

FBI,-J/FEU0) Falsified Positive COVID-19 Claims Could Have Significant Impact on Private Industry,
April 13, 2020

*DHS USSS, {44040} Fraudulent COVID-19 Emails with Malicious Attachments, April 1, 2020

FBI, {g/FOU6)-Criminals Exploiting COVID-19 Outbreak for Financial Gain through Procurement and
Consumer Fraud, March 23, 2020

DHS I&A, (U FOU6)-Resurgence of COVID-19 Globally Likely Would Cause Shortage of Generic, June 25,
2020

DOS, {4} Misinformation and Repression Govern Nicaragua’s COVID-19 Response, June 25, 2020

FBI, (U4FOY6} Ransomware Targeting of K-12 Schools Likely to Increase During the COVID-19
Pandemic, June 23, 2020

Interpol, {4/4F0U6} Interpol Global Assessment: Migrant Smuggling and Human Trafficking-COVID-19
Impact, June 22, 2020

DOS, (Y)-U.S. Travel Restrictions in the Face of COVID-19, June 22, 2020

Interpol, {g/FOU0} Manipulation of Expiration Dates of Food and Hygiene Products Associated with
COVID-19 Pandemic Scenario, June 22, 2020

Europol, {J} Exploiting Isolation-Offenders and Victims of Online Child Sexual Abuse During the COVID-
19 Pandemic, June 19, 2020

DHS I&A, {J/AES) Mexico Almost Certainly Underreporting COVID-19 Cases, June 19, 2020

DHS CWMD, {4} NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 22nd Edition, June 19, 2020
DHS S&T, {d}-Master Question List for COVID-19, June 18, 2020

DOS, (Y} Protests in Nepal Over Government Response to COVID-19, June 17, 2020

HC3, (4} Remote Access Trojan "Agent Tesla" Targets Organizations with COVID-Themed Phishing
Attacks, June 16, 2020

HC3, (U} LokiBot Malware Threat to Healthcare, June 16, 2020

HC3, (4} Pony/Fareit Malware: A Growing Threat to the Healthcare and Public Health Sector, June 16,
2020

FBI, {J/AEES) Intrafamilial Child Sexual Exploitation Actors Very Likely Will Capitalize on COVID-19 Social
Distancing Restrictions to Sexually Exploit Children, Further Endangering Them and Impeding
Intervention Efforts, June 15, 2020

DHS CWMD, {J} NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 21th Edition, June 12, 2020

DHS I1&A, {J/4FEU6) Healthcare and Public Health Sector Amidst the COVID-19 Pandemic, June 12, 2020
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FBI, {J/AAES)-Crimes Against Children Threat Actors Very Likely Exploiting COVID-19 Pandemic,
Increasing Online Child Sexual Exploitation, June 12, 2020

FBI, {g>-Implementation of Fraudulent COVID-19 Shipping and Insurance Fees by Criminal Actors, June
11, 2020

FBI, {U/ES)-Crimes Against Children Threat Actors Very Likely Exploit Social Restrictions Associated
with the COVID-19 Pandemic, Increasing Online Child Sexual Exploitation, June 10, 2020

NCIS, {d/HFeY0} Continued COVID-19-Themed Online Scams, June 10, 2020
NCSC, ) NSCS: Cyber Targeting Vaccine Data, June 10, 2020

FBI, (U/FEUY0O)-Criminals Continue to Exploit the Video-Teleconference Technology during the COVID-19
Pandemic to Spread Child Sexual Abuse Material to Disrupt Meetings Across Industries, June 9, 2020

DHS S&T, {4} Master Question List for COVID-19-June 9, 2020, June 9, 2020
DHS CWMD, (4} NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 20th Edition, June 5, 2020

FBI, {4/F0U0B} Food and Agriculture Sector Disruptions from COVID-19 Very Likely Creating
Opportunities for Criminal and National Security Threat Activities, June 5, 2020

CIAC, {U/AES) Human Traffickers Taking Advantage of COVID-19, June 5, 2020
DEA, {U/LES)-COVID-19 Dark Web Shortages and Delays, June 4, 2020
FBI, (U/F6U0) Private Sector Information Needs - COVID-19 Survey Results, June 4, 2020

Interpol, {J/4FQUB} Distribution of COVID-19 Rapid Test Kits Bearing Fraudulent Certification Markings,
June 4, 2020

Interpol, (UAFEUYO} Importation of Unauthorized COVID-19 Rapid Test Kits, June 4, 2020

FBI, {g/4F6U0) COVID-19 Shipping Fraud Scheme Targeting U.S. Businesses and Consumers, June 4,
2020

DHS USCG, {J/£FeU08) COVID-19: Where is the Oil Oversupply Going? June 3, 2020

FBI,UJ/EES) Gangs Likely Continuing Traditional Criminal Activity Despite COVID-19 Restrictions,
Demonstrating Adaptability During a Nationwide Crisis, June 3, 2020

DOS, (&) COVID-19 Contact Tracing Apps-Navigating Security Concerns for the Private Sector, June 2,
2020

DHS S&T, {d) Master Question List for COVID-19, June 2, 2020
CIAC, {Y/#FOU6) Increased Family Violence Due to COVID, June 1, 2020

Interpol, ) COVID-19 Pandemic Recommended Protection Measures for Law Enforcement, June 1,
2020
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SIAC, {4/AFeJ0) COVID-19 Influencing Hostile Actors’ Focus on Attacking Critical Infrastructure Targets,
May 28, 2020

ODNI, (U)>-National Counterintelligence & Security Center (NCSC): DNA Threat Awareness relating to
COVID-19 tests, May 28, 2020

FBI, (&} Cyber Criminals Take Advantage of COVID-19 Pandemic to Target Teleworking Employees
through Fake Termination Phishing Emails and Meeting Invites, May 27, 2020

FBI, {43 Criminals and Nation-State Cyber Actors Conducting Widespread Pursuit of US Biological and
COVID-19 Related Research, May 27, 2020

CDC,-d) CDC Activities and Initiatives Supporting the COVID-19 Response and the President’s Plan for
Opening America Up Again, May 27, 2020

FBI, {d/4LES)Israeli-Based Organized Crime Syndicates Very Likely Targeting COVID-19 Paycheck
Protection Program Loans, Siphoning Critical Financial Support from US Small Businesses, May 26, 2020

DHS S&T, {4} Master Question List for COVID-19-May 26, 2020, May 26, 2020

DHS I&A, (UHEES)-COVID-19 - Police Impersonators Operating a Fraudulent COVID-19 Vehicle
Checkpoint in Northern Colorado, May 26, 2020

DHS I&A, {U//FOUO}-Violent Adversaries Likely to Use Protective Masks to Evade Face Recognition
Systems, May 22, 2020

FBI, {J/AES)-Crimes Against Children Threat Actors Almost Certainly Zoombomb During COVID-19
Pandemic To Display Child Sexual Abuse Material, Exposing Online Child Participants to Egregious
Material, May 22, 2020

DHS CWMD, {J)-NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 18th Edition, May 22, 2020
DHS I1&A, {4/£FQH6} Coronavirus-Themed Ransomware Phishing Against CDC, May 21, 2020

FBI,J} Criminals and Nation-State Cyber Actors Conducting Widespread Pursuit of US Biological and
COVID-19 Related Research, May 21, 2020

FBI, {&} Cyber Criminals Take Advantage of COVID-19 Pandemic to Target Teleworking Employees
through Fake Termination Phishing Emails and Meeting Invites, May 21, 2020

DHS I1&A, {J/£FOUO) Global Partners Response to Russian and Chinese COVID-19 Disinformation, May
21,2020

DHS CISA,-J/FeJe) DVEs’ Explosives-Related Tactics Influenced by COVID-19 and Increasing
Internationalization of TTPs and Networks, May 21, 2020

FBI, {g/44/646)-Romance Scammer Activity Increasing Due to Coronavirus-19 Pandemic, May 20, 2020

FBI, (UAHES) Increase in Domestic Violence Calls during COVID-19 Stay at Home Ordinances Likely To
Increase Number of Officers Injured or Killed, May 20, 2020
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DHS CISA, {d}-Guidance on the Essential Critical Infrastructure Workforce: Ensuring Community and
National Resilience in COVID-19 Response, May 19, 2020

DHS I1&A, {J/ES}-COVID-19 Stay-at-Home Orders and Social Distancing Requirements Sparking Some
Violence in the United States, May 19, 2020

Interpol, {g/4F0U0) lllicit Trade in Controlled Medical Products and Equipment Related to COVID-19,
May 19, 2020

DHS 1&A, {J/LES) COVID-19 Stay-at-Home Orders and Social Distancing Requirem Sparking Some
Violence, May 19, 2020

DEA, (UAHEESHImpact of COVID-19 on lllicit Finance Systems, May 18, 2020
DHS CWMD, {J}-NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 17th Edition, May 18, 2020

NYPD, {d/4F6U0} Opportunistic Threat Actors Fuel Support for Violence Against Telecommunications
Infrastructure by Amplifying Conspiracy Theories Linking COVID-19 to 5G Technology, May 15, 2020

DHS I&A, NC ISAAC, (U/AHFEH6} NC Fake Covid Claims, May 15, 2020
DHS CBO, (U/AES} Latin America and the Caribbean COVID-19 Update, May 15, 2020

CDC, {g/F6U6} Multisystem Inflammatory Syndrome in Children (MIS-C) Associated with Coronavirus
Disease 2019 (COVID-19), May 14, 2020

STAC, {4//FQHB)}-COVID-19 Conspiracy Theories Very Likely Inspiring Criminal Activities Targeting
Government, Health, and Telecommunication Sectors, May 14, 2020

DHS I&A, FBI, NCTC, {J//F0UJ6} Domestic Violent Extremists and Others Continue to Discuss Targeting
Critical Infrastructure During the COVID 19 Pandemic, Arson Attacks in the United States and Europe
Maybe Inspired by 5G Conspiracy Theories, May 14, 2020

DHS CWMD, {4046} COVID-19 Threat to Domesticated Animals, May 14, 2020

DHS I&A, {J/AES) COVID-19 Related Border Closures Could Change lllicit Travel Methods and Routes,
May 14, 2020

DHS I1&A, (U/£FEH6) COVID-19 Unlikely To Lead to Overall Food Scarcity in the United States, May 13,
2020

NCIS, {g/4F046) Continued COVID-19-Themed Online Scams, May 13, 2020

DHS I&A, NCTC, (UAHFEU0) 5G, COVID-19 Conspiracy Theories Inciting Attacks Against Communications
Infrastructure, May 13, 2020

DHS I&A, {4/£F0U0) lllicit Actors Likely to Increase Sale of Unapproved COVID-19—Related Medical
Products, May 13, 2020

DHS CISA, FBI, {J} People’s Republic of China (PRC) Targeting of COVID-19 Research Organizations, May
13, 2020

MCAC, (U/FeUJ0) Threat Assessment - COVID-19 Surge Medical and Testing Facilities, May 12, 2020
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DHS S&T, {d}Master Question List for COVID-19-May 12, 2020, May 12, 2020
DHS CWMD, {} NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 16th Edition, May 11, 2020
DHS CISA, {J)-DHS CISA: COVID-19 Disinformation Activity, May 8, 2020

TFC, {g//FOU0) Recent Arrest Highlights Potential Threat to Public Safety During COVID-19
Demonstrations by Individuals Supporting Boogaloo, May 8, 2020

DEA, {U/LES)-COVID-19 Effects on Money Laundering, May 5, 2020

DEA, (U/HES) COVID-19 Impact on Cocaine Pricing and Availability in the Western Hemisphere, May 5,
2020

DHS S&T, {d} Master Question List for COVID-19-May 5, 2020, May 5, 2020

ITAC, (U/FEU0) Ideologically Motivated Violent (IMV) Extremists Response to COVID-19 Pandemic, May
5, 2020

DEA, (U/AHES)-COVID-19 Outbreak Puts New York on Pause, Impacting Drug Trade in New York City, May
4,2020

FBI, (U/FOUB} Exploitation of COVID-19 School Closures Increased Business Email Threat Comprise
Threats to Teachers, May 1, 2020

DHS I1&A, {J//FEUB) Release of Prisoners in Response to COVID-19, May 1, 2020

DHS I&A, {J/F6U06} Trade Data Provides Indicators that China Stockpiled Medical Supplies in January,
May 1, 2020

DHS I&A, (B4F0UY0O) Indications China Hid Severity of COVID-19 While Stockpiling Med Supplies, May 1,
2020

ROIC, (UF0U0) COVID-19 Solutions: Funeral Service Providers, May 1, 2020
DEA, (UAHES) COVID-19 Beginning to Affect Dark Web Economy, May 1, 2020

NYPD, (U/LES} Uptick in ISIS Propaganda Encouraging Attacks in the West amid COVID-19 Pandemic,
May 1, 2020

NCIS, {J)-Protecting Children Online Amid the Coronavirus Disease 2019 (COVID-19) Pandemic, May 1,
2020

DHS S&T, {d)-Master Questions List (MQL) - COVID-19-April 28, 2020, May 1, 2020

DHS I1&A, (U/£FEHO) COVID-19 Losses to Maritime Industry Likely to Prompt Look at More Automation,
May 1, 2020

Europol, (4) Beyond the Pandemic-How COVID-19 will Shape the Serious and Organized Crime
Landscape in the EU, April 30, 2020

NCIS, (U4Fe"6) New Malware Associated With COVID-19-Related Scams, April 30, 2020
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NCIS, {g/FEU0] Chinese APT Actors Continue Exploitation Activity during Global COVID-19 Pandemic,
April 30, 2020

Interpol, {4/FOU0O} Business Fraud Related to the Purchase of Protective Medical Masks (Slovenia),
April 29, 2020

Engagement,{} Private-Sector Impacts of Cyber Threats Emanating from the Coronavirus Pandemic,
April 29, 2020

FBI, {J//LES)-Family Members Who Sexually Abuse Children Very Likely Will Capitalize on COVID-19
Social Distancing Restrictions To Exploit Children, Further Endangering Them and Impeding Intervention
Efforts, April 29, 2020

Interpol, {g4F0UB)-Use of Methanol for Counterfeiting Hand Sanitizers and Alcoholic Beverages, April
28,2020

FBI, {d//LES)-Health Care Fraud Actors Almost Certainly Are Exploiting the Coronavirus Pandemic,
Causing Patient Harm and Significant Financial Losses, April 28, 2020

DHS I1&A, {J/FOU6}-COVID-19 Advanced Persistent Threat Actors Likely View Zoom Platform
Vulnerabilities as Attractive Opportunity to Threaten Public and Private Sector Entities, April 27, 2020

DHS CBP, (U/AHFBUYO}-Narcotics: Cocaine and Heroin Concealed in Shipments of COVID-19 Personal
Protective Equipment, April 27, 2020

DHS I1&A, {U/£FOHO) COVID-19 Cybercriminals Likely to See Opportunity to Exploit Academic Entities’
Online Distance Learning Platforms and Users, April 24, 2020

DHS CWMD, {J)-NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 14th Edition, April 24, 2020

DHS I&A, {U/ES) Incidents in Florida and Nationwide Highlight Significance of COVID-19 as a Driver of
Violent Threats, April 23, 2020

Engagement, () COVID-19 in Africa, April 23, 2020
Engagement, {4}-COVID-19 Outbreak Increasing Anti-Foreigner Sentiment, April 23, 2020

DHS 1&A, {d/4F640)-Cyber Actors Develop Malicious COVID-19-Themed Mobile Applications That Likely
Pose a Growing Threat to Third-Party App Store Users, April 23, 2020

HHS, (U} HC3: COVID-19 Cyber Threats, April 23, 2020

DHS I1&A, {d/FEU6) COVID-19—-Related Travel Restrictions in the Pacific Rim Likely Will Increase Evasion
of US Trade Laws, April 23, 2020

DHS FEMA, {J)-Coronavirus (COVID-19) Pandemic-Addressing PPE Needs in Non-Healthcare Setting,
April 22,2020

HIDTA - Washington-Baltimore, {d/AES} IB 1465 Ruse Being Used by DTOs during COVID-19 Pandemic,
April 22,2020
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FBI, {J/AAES) COVID-19 Almost Certainly Impeding Transnational Criminal Organization Drug Operations,
Resulting in Higher Prices and Disrupted Flow into the United States, April 22, 2020

FBI, {d/F0UY0) Individuals Targeting Hospital Staff to Solicit the Sale of COVID-19 Personal Protective
Equipment (PPE) with a Fake Certification Letter in an Email, April 22, 2020

STAC, (U/£FOUe) Racially/Ethnically Motivated Violent Extremists with Accelerationist Beliefs Likely
Emboldened to Act during COVID-19 Pandemic, April 22, 2020

DHS I&A, (U4F0U6} Violent Extremist Threats to the US Energy Sector Related to the COVID-19
Pandemic, April 21, 2020

FBI, (4} COVID-19 Email Phishing against US Healthcare Providers, April 21, 2020

Engagement, {4)}-COVID-19 in India-Nationwide Lockdown Sparks Protests, Communal Violence, April 21,
2020

DHS S&T, {d)-Master Questions List (MQL) - COVID-19-April 21, 2020, April 21, 2020

FBI, {g/4F0U0) Increased Use of Aggressive Tactics by Anti-Government/Anti-Authoritarian Groups since
the Outbreak of COVID-19, April 21, 2020

DHS CBP, {U/A4ES)-CING Adjusting Illicit Activity in Response to COVID-19, April 20, 2020

FBI, {d/F6U0} Liaison Information Report: Threat Actors Exploitation of COVID-19 Pandemic-Increased
Threats to Medical Facilities, April 20, 2020

NCIS,45/4Fe40) COVID-19 Related Threats and Propaganda related to the Department of Navy, April
20, 2020

Interpol, {g/£FOUO)} Fake Testing Kits for COVID-19, April 20, 2020
Interpol, {g/4F6H0O) Drug Trafficking Associated with COVID-19, April 20, 2020
FBI, {} Online Extortion Scams Increasing During the COVID-19 Crisis, April 20, 2020

FBI, (U/FOUB)-New Jersey-Based Pharmaceutical Supply Company and a New Jersey-Based Medical
Provider Attempted to Exploit the Demand for Hydroxychloroquine, in late March and early April 2020,
April 20, 2020

HIDTA, {U/AES} lllicit Currency — Reports of Stockpiles Due to COVID-19, April 17, 2020

FBI,~U/4F0U0) Coronavirus-Inspired Hate Crimes against Asians Likely To Increase across the United
States, Potentially Posing a Threat to Asian American Communities as the Virus Continues To Spread,
April 17, 2020

DHS CWMD, {)-NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 13th Edition, April 17, 2020

DHS I1&A, {d//FOUB)-Cyber Targeting of US Public Health and Healthcare Sector Likely to Increase During
Pandemic, April 17, 2020

NYPD, (U/AES) Extremists across Ideological Spectrum Continue to Exploit COVID-19 in Propaganda

Campaigns Aimed at Inciting Violence, April 17, 2020
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NYPD, {J/LES) Deliberate COVID-19 Threat/Infection Incidents against First Responders, April 17, 2020

DHS CISA, {)-Public Gathering Area Security during the Pandemic-Information for Law Enforcement
Officials, April 17, 2020

Other, {4/FGU0)} South Korean National Police Agency: Policing Under and Against COVID-19 Response
Guide, April 16, 2020

NUKIB, {4/44F046) Czech Republic National Cyber and Information Security Agency: COVID-19 Themed
Phishing Campaigns Linked to Malware, April 16, 2020

DHS CBP, {4/£FOU6)-Chinese Belt & Road Initiative Derailed by Coronavirus, April 16, 2020
DHS I&A, {d/FEUYB)-Russia Likely Exploiting COVID-19 to Weaken US Shale Qil, April 15, 2020
Engagement, {4} COVID in Mexico: Security Implications, April 15, 2020

DHS I&A, {d/4FEH6) COVID-19 Cybercriminals Almost Certainly Will Continue to Target US Public Using
Economic Relief Themes and Scams, April 15, 2020

FBI, {U/4FOU0) Targeting Strategies Discussed by Racially Motivated Violent Extremists during the
COVID-19 Pandemic, as of late March 2020, April 14, 2020

Other, (U/FGUY0O} Pandemic Response: Law Enforcement Workforce Challenges, April 14, 2020
DHS FEMA, {4} Coronavirus (COVID-19) Pandemic-Applying the Defense Production Act, April 14, 2020

DHS FEMA, {J}-Coronavirus (COVID-19) Pandemic-Disaster Financial Management Guide and COVID-19
Response, April 14, 2020

DHS S&T, {d}Master Questions List (MQL) - COVID-19-April 14, 2020, April 14, 2020

DHS CISA,-J/AFeUe) Early April Vandalism of UK 5G Infrastructure Likely Linked to COVID-19 Conspiracy
Theories, April 14, 2020

NCIS, {466} Sophisticated Malware Used in COVID-19-Themed Phishing Emails, April 13, 2020
DEA, {J/HEES) Potential COVID-19 Impact, April 13, 2020

FBI, {4/ FOUB)-Falsified Positive COVID-19 Claims Could Have Significant Impact on Private Industry,
April 13, 2020

FBI, {J/4LES}-COVID-19 Very Likely Will Disrupt Operations of Some Transnational Criminal
Organizations, Causing a Shift in Methodologies, April 13, 2020

DHS FEMA, {J}-Coronavirus (COVID-19) Pandemic-Personal Protective Equipment Preservation Best
Practices, April 12, 2020

FBI, {d/FOUB)-Criminals Exploiting COVID-19 Pandemic for Financial Gain through Procurement Fraud
of Medical Equipment and Personal Protective Equipment (PPE), April 10, 2020

CDC, {Y)-Interim CDC Guidance on Management of COVID-19 in Correctional and Detention Facilities,
April 10, 2020
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UNCLASSIFIED//FOR OFFICIAL USE ONLY//SENSITIVE SECURITY INFORMATION//
LAW ENFORCEMENT SENSITIVE

CDC, {1} Coronavirus (COVID-19) Pandemic: HHS Letter to Hospital Administrators, April 10, 2020
DHS CWMD, {)-NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 12th Edition, April 10, 2020

DHS CBP, DHS ICE, DHS I&A, {J/AES)-Mexico: Potential Health, Political, Economic and Security Impacts
from COVID-19, April 9, 2020

DHS CISA, CDC, {d)-Interim Guidance for Critical Infrastructure Workers Who May Have Had Exposure to
COVID-19, April 9, 2020

NTIC, {)-COVID-19 Restrictions May Contribute to Rise in Domestic Violence, April 9, 2020
VIC, {4/F6UJ0)-COVID-19 Impact to Child and Domestic Abuse & Child Exploitation, April 8, 2020

DHS FEMA, DHS CBP, {J} Coronavirus (COVID-19) Pandemic-Joint FEMA-CBP Statement on Export of
Critical PPE, April 8, 2020

DHS FEMA, {4} Coronavirus (COVID-19) Pandemic-Messaging and Resources, April 8, 2020

NCTC, DHS I&A, FBI, {g/AF0H0)-Domestic Violent Extremists Likely to Continue Exploiting COVID-19
Pandemic to Incite or Engage in Violence, April 8, 2020

DHS CISA, &) COVID-19 Exploited by Malicious Cyber Actors, April 8, 2020

DHS I&A, {d/£FEUB)-Malicious Cyber Actors Likely See Opportunity to Target Virtual Private Network
Vulnerabilities as More People Telework Due to COVID-19, April 8, 2020

DHS FEMA, {9} Coronavirus (COVID-19) Pandemic-Supply Chain Stabilization, April 8, 2020
JRIC, (UFOUY6}-Coronavirus Pandemic Exploited by Racially Motivated Violent Extremists, April 8, 2020

NCTC, DHS I1&A, FBI, {d/4ES}-Domestic Violent Extremists Likely to Continue Exploiting COVID-19
Pandemic to Incite or Engage in Violence, April 7, 2020

FireEye,{U/FOU0O) FireEye Cyber Threat Activity Leveraging COVID-19, April 7, 2020

NTIC, {d/AES}-Coronavirus Pandemic Triggers Hate/Bias Incidents Nationwide Against Asian Americans,
April 7, 2020

DHS I&A, {d/FOU0O)-Capability to Mitigate COVID-19 Pandemic, April 7, 2020
DHS S&T, {4} Master Questions List (MQL) - COVID-19-April 7, 2020, April 7, 2020

Other, {4//FOUB}-Pandemic Response: Law Enforcement Leadership Challenges and Solutions in
Washington State, April 7, 2020

DHS CWMD, {J} COVID-19 Exposure and Risk Mitigation Best Practices for Law Enforcement, April 6,
2020

DHS I1&A, (U/FEUYB)-Russia Likely Watching US Response to COVID-19, April 6, 2020
DHS I1&A, {J/£FEUB)-Key COVID 19 Related Homeland Threats, April 6, 2020

Europol, {g)3-Corona Crimes-Suspect behind Face Masks and Hand Sanitizers Scam Arrested, April 6, 2020
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JRIC, {d/£FOU0B) Malicious Actors Use COVID-19 Pandemic to Launch Cyber Attacks, Spread
Disinformation, and Perpetrate Fraud, April 6, 2020

FBI,-U/HF0U0)} Identified US Company Offered Kickbacks for Patient Referral Leads as Part of
Coronavirus Screening Scheme, as of Late March 2020, April 6, 2020

FBI, (/U0 Identified US Consulting Company Targeting Doctors with Telemedicine Bill Out Program
that Combines COVID-19 and Allergy Tests, as of Late March 2020, April 6, 2020

NCIS, {J/FeY6}-Fake Coronavirus-Themed Antivirus Software, April 6, 2020

FBI, {g/4F0U0) Identified Telegram Channel Encouraging Sick Followers to Spread COVID-19 to
Synagogues, Islamic Mosques, and Public Transport, April 3, 2020

NYPD, {U/ES)-Opportunistic Threat Actors Likely Exploiting COVID-19 to Incite Violence, Intimidate
Targets, and Spread Disinformation, April 3, 2020

Interpol, {4/4FOY0)} Corona Virus Pandemic Malicious Software Trojan (IPSG), April 3, 2020

Europol, {&} Europol: Catching the Virus - Cybercrime, Disinformation, and the COVID-19 Pandemic, April
3,2020

FBI, {d/FEU0B)-Domestic Sex Traffickers Very Likely Increasing Use of Messaging Applications and
Websites Due to Public Health Travel Restrictions Surrounding Coronavirus Disease 19, Expanding Online
Sexual Exploitation, April 3, 2020

DHS CWMD, {J) NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 11th Edition, April 3, 2020
DHS I&A, {J/FOYO)-Cyber Actors Sending Coronavirus-Themed Phishing E-mails, April 2, 2020

DHS USCG,-Jd/HFede) COVID-19 & Mass Migration, April 2, 2020

DHS CWMD, DHS I&A, {U/FU6) Violent Extremists’ Social Media Bio Attack Calls, April 1, 2020

FBI, {d/4F0U0)-Cyber Actors Take Advantage of COVID-19 Pandemic to Exploit Increased Use of Virtual
Environments, April 1, 2020

FBI, {J)}-Cyber Actors Take Advantage of COVID-19 Pandemic to Exploit Increased Use of Virtual
Environments, April 1, 2020

JRIC, {U/FOUO}HISIS Urges Attacks during COVID-19 Pandemic, April 1, 2020
CIAC, {g/FeU0) COVID-19 Impact on Correctional Facilities, April 1, 2020
ARTIC,{1} COVID-19 Resources for the Army Family, April 1, 2020

RISS, {3 RISS Insider: Special Edition Response to COVID-19, April 1, 2020

FBI, {J/AEES) Racially Motivated Extremist Uses Social Media Platform Telegram to Encourage Criminal
Reaction to a Police Department COVID-19 Public Announcement, April 1, 2020

ROIC, {)-COVID-19 Resource Guide, March 31, 2020
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NCIS, (g/FOU0)-COVID-19 Online Scams, March 31, 2020

DHS I1&A, {J/FOHB}-Cyber Actors Almost Certainly View Telework during the Coronavirus Pandemic as
an Opportunity to Exploit Networks, March 30, 2020

DHS CBP, {J/ES} COVID-19 Update, March 30, 2020

FBI, {J/FOUB} Identified Laboratory Test Marketer is Facilitating a Kickback Scheme to Steer Bundled
COVID-19 and Blood Allergy Testing to Identified Laboratories to Increase Insurance Reimbursements,
March 29, 2020

CDC, {Y)-lliness Associated with Using Non-Pharmaceutical Chloroquine Phosphate to Prevent and Treat
Coronavirus Disease 2019 (COVID-19), March 28, 2020

DHS CISA, {d)-Guidance on the Essential Critical Infrastructure Workforce: Ensuring Community and
National Resilience in COVID-19 Response, March 28, 2020

DHS I1&A, {J/FEUB)-Nation-State Cyber Actors Likely to Conduct COVID-19 Themed Spear-Phishing
against Homeland Targets, March 27, 2020

FBI, {4/FOUB}-Phishing Email Messages Purporting to Share Coronavirus Information Targeting Two
New Jersey Healthcare Companies, March 27, 2020

FBI, {4/F6U6} Promotion of Newly Approved Bedside COVID-19 Test by Telemedicine Chief Marketing
Officer as Means to Increase Insurance Reimbursement, March 27, 2020

DHS CBP, {U/AES}-Open Source COVID-19 Update, March 27, 2020
DHS CWMD,{} NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 10th Edition, March 27, 2020

FBI, {d//LES - Identification of an Identified Violent Drug Gang Leader Directing Members to Commit
Armed Home Invasions as a Response to the Coronavirus Stay-At-Home Orders, March 27, 2020

DHS CBP, {U/ALES)-Coronavirus Impacts Supply Chains, Business, and Economy at Large, March 26, 2020
DHS CBP, {U/#LES)-Coronavirus: Mexico and Northern Triangle Economic Impact, March 26, 2020

STAC, {U/#FEU06) California City Employees & Utility Provider Targeted by Coronavirus-themed Phishing
Email, March 26, 2020

Europol, {&} Pandemic Profiteering: How Criminals Exploit the COVID-19 Crisis, March 26, 2020
CDC, {Y) Law Enforcement Pandemic Influenza Planning Checklist, March 26, 2020

FBI, (U/FOU0)} Identified California-Based Company Marketing COVID-19 Medical Supplies at Inflated
Prices to Medical Providers, March 26, 2020

CDC,+Y) Sustaining Emergency Medical Services during COVID-19 Webinar, March 25, 2020
STIC, {U/£HBU6) COVID-19 Quick Reference Guide for Law Enforcement, March 25, 2020

NCIS, {4/4FeU6) Possibility of Extremist Actors to Incite Violence during Coronavirus (Covid-19)
Outbreak, March 24, 2020
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Interpol, (UAHFOUOY}Ransomware Attacks Against Critical Infrastructure and Hospitals May Pose Greater
Harm amid COVID-19 Global Pandemic, March 24, 2020

DVIC,{J/AES) Philadelphia-Based Anarchists Encouraging Criminal Activity and Attacks on Law
Enforcement during Coronavirus Pandemic, March 24, 2020

Interpol, {d4HFOU0} COVID-19 Pandemic - Guidelines for Law Enforcement, March 24, 2020
CIAC, {U/#FOYE) COVID-19 and Global Economy, March 24, 2020

FBI, {JAHES) Coronavirus-Inspired Hate Crimes against Asian Americans Likely To Surge across the
United States, Endangering Asian American Communities, March 24, 2020

DHS I1&A, {J/FOUB)-Terrorists Exploiting COVID-19 Pandemic in an Attempt to Incite Violence, March
23,2020

DHS 1&A, {d/4F640) Global COVID-19 Testing, March 23, 2020
NCIS, {d/FeU8}-Fake COVID-19 Maps, March 23, 2020
Cybersecurity, {4} COVID-19 Related Phishing Campaigns and Indicators of Compromise, March 23, 2020

STAC, {U//FOU6) Extremist Actors Likely to Continue Using COVID-19 Pandemic to Promote Narratives,
Spread Misinformation, and Encourage Violence, March 23, 2020

FBI, {&} Criminals Exploiting COVID-19 Outbreak for Financial Gain through Procurement and Consumer
Fraud, March 23, 2020

DOS, (&) Private Sector Response to COVID-19 in Asia, March 23, 2020

DHS CWMD, DHS CBP, {4/F0U6} Novel Coronavirus: Surge in Repurposed “Off-label” Medications
Expected during Pandemic Preparedness, March 23, 2020

ACSC,{U/#FOU0) Increased Risk in Health Sector during COVID-19 pandemic, March 22, 2020

DHS CWMD, {J}-NBIC Spot Report: Novel Coronavirus (2019-nCoV) — China: 9*" Edition, March 20, 2020
DHS CISA, {J//F0U0)-COVID-19 Infrastructure Outlook Briefing, March 20, 2020

Other, {4} COVID-19: Health and Safety for Law Enforcement Families, March 20, 2020

ROIC, {Y/4FEU6}-DMI IDR Implications of Coronavirus on Overdoses and Treatment and Prevention
Resources, March 20, 2020

DHS CISA, {4//FeU6)} CISA Infrastructure Outlook Briefing - COVID-19, March 20, 2020

DHS CISA, {4} Guidance on the Essential Critical Infrastructure Workforce: Ensuring Community and
National Resilience in COVID-19 Response, March 19, 2020

FBI, {d/4LES)}-Racially Motivated Extremist Groups Encourage Spread of COVID-19 to Law Enforcement,
Religious Communities, March 19, 2020

DHS I&A, {g/4FEUY6) COVID-19 Briefing for Law Enforcement, March 19, 2020
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Other, {4} Coronavirus-Themed Phishing Lures and Malicious JNLP Files Used to Distribute a DanaBot;
Highlights Increasing Use of Coronavirus Lures, March 19, 2020

DHS S&T, (U}Master Question List for COVID-19, March 18, 2020
CIAC, (U/FEY6) COVID-19 and Civil Unrest, March 18, 2020

SNCTC, {U/F0U0) Weaponized Domains: Malicious Coronavirus Themed Phishing Campaigns and
Domain Registrations, March 18, 2020

NTIC, (&) Healthcare and Public Health Sector Organizations at High Risk of Cyber Attacks Exploiting
COVID-19 Pandemic, March 17, 2020

Other, (4) COVID-19 - Behavioral Health Considerations, March 17, 2020

DHS CBP, (U//FOU©) CBP Trade Alert — Lifework Potential Ltd — Fake COVID tests from the United
Kingdom, March 17, 2020

DHS CBP, {4//F0U0©) Fake COVID Tests from the UK, March 17, 2020

DHS I&A, (U/£FEUB) Novel Coronavirus (COVID-19) Call — Stakeholder Sheriffs w Jails and Jail
Administrators, March 16, 2020

CDC, (4} What Law Enforcement Personnel Need to Know About Coronavirus Disease 2019 (COVID-19),
March 16, 2020

CDC, (&)Information and Guidance about Global Travel on Cruise Ships, Including River Cruises, due to
Coronavirus Disease 2019 (COVID-19), March 15, 2020

DHS CWMD, (Y} NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 8th Edition, March 13, 2020
DOS, (U/FeH6) OSAC Benchmarking Report: COVID-19 in Europe, March 13, 2020

CDC, (4}What Law Enforcement Personnel Need to Know About Coronavirus Disease 2019 (COVID-19),
March 13, 2020

MAIC, (Y) FAKE COVID-19 Map, March 12, 2020
IACP, (4} COVID-10 Information for Law Enforcement, March 12, 2020

Interpol, {g/FOUO}-Fraud Schemes Taking Advantage of the Coronavirus Disease 19 (“COVID-19”)
Situation, March 12, 2020

Other, {d)-Capitalizing on Coronavirus Panic, Threat Actors Target Victims Worldwide, March 12, 2020
ARTIC, {4} The Coronavirus, Cybercriminals, and You, March 11, 2020

CDC, (4)-Fake Online Coronavirus Map Delivers Well-known Malware, March 10, 2020

ROIC, (UAHEES) Implications of Coronavirus on the lllicit Drug Market, March 9, 2020

IACP, {} COVID-19 Resource: Staying Healthy as a Police Officer, March 9, 2020

IACP, {d) COVID-19 Information for Law Enforcement: General Fact Sheet, March 9, 2020
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NCIS, {g£FY0) Coronavirus Themed Scams, March 6, 2020

DHS S&T, (U4)-Master Questions List (MQL) - COVID-19, March 6, 2020

DHS CWMD, {4} NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 7th Edition, March 6, 2020
DHS CISA, {4} CISA Insights: Risk Management for Novel Coronavirus (COVID-19), March 6, 2020
Other, (4) COVID-19 Guidance for Fire and EMS, March 5, 2020

Other, (4}What Law Enforcement Personnel Need to Know about Coronavirus Disease 2019 (COVID-19),
March 4, 2020

DOS, {Y/FOUO}-0SAC: Italy: COVID-19 (Coronavirus) Update, March 3, 2020

WSFC, (Y) Coronavirus Fact Sheet for First Responders, March 2, 2020

WSFC, (Y} Coronavirus Fact Sheet for Election Workers, March 2, 2020

WSFC, (b} Coronavirus Fact Sheet for Law Enforcement, March 2, 2020

OCIAC, (U/F6U0) Proposed 2019 Novel Coronavirus Treatment Facility, February 28, 2020
Engagement, (UAHFOUO) OSAC Benchmarking Report: COVID-19 in Europe & Asia, February 28, 2020
Engagement, {4/FGU0O) OSAC: COVID-19: APAC Security Updates, February 27, 2020

FAA, {) Spearphishing Using Coronavirus Disease Theme Poses Potential Risk to Aviation Personnel,
February 26, 2020

DHS CWMD, (U/F6U0} NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 5th Edition, February
21, 2020

DHS CWMD, (U/AHFEUB}NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 4th Edition, February
14, 2020

DOS, {J) OSAC: Benchmarking Survey Report: COVID-19 (Coronavirus) Outbreak, February 14, 2020

CFIX, {g/4F040) White Racially Motivated Extremists Suggest Spreading the Coronavirus, February 14,
2020

Other, (&) Russian Disinformation Apparatus Taking Advantage of Coronavirus Concerns, February 14,
2020

DOS, (WY)-OSAC: Travel Tips - Coronavirus, February 10, 2020

DHS CWMD, (Y) NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 3rd Edition, February 7, 2020
MCAC, {4} Cyber Threat Actors Exploiting Coronavirus Concerns, February 5, 2020

JRIC, {U/4FOU0) Phishing Emails Exploit Novel Coronavirus Fears, February 4, 2020

DOS, {4)}-0SAC Benchmarking Results: Novel Coronavirus, February 4, 2020
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DHS I&A, (UHES) Unsuccessful Attempt to Smuggle Humans into American Samoa via Fishing Boat
Circumventing Mandatory Medical Screening for Measles and Coronavirus, February 4, 2020

CDC, {4} Update and Interim Guidance on Outbreak of 2019 Novel Coronavirus (2019-nCoV), February 1,
2020

DHS CWMD, {44040} NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China: 2nd Edition, January
31,2020

DHS I&A, (U/FEYO) Reaction to the Coronavirus Outbreak Will Likely Result in a US Supply Shortage of
Medical Masks if Alternative Sources are Not Available, January 31, 2020

Interpol, (U//FOUO) Novel Coronavirus Outbreak (2019-nCoV), January 29, 2020

DHS USCG, {U/£FeH6) USCG 'Novel Coronavirus', January 23, 2020

DHS CWMD, (bU/£Fe46)} NBIC Spot Report: Novel Coronavirus (2019-nCoV) - China, January 23, 2020
CDC, {J) CDC: ALERT-2019 Novel Coronavirus (2019-nCoV), Wuhan, China, January 22, 2020

CDC, (U)-Health Alert Network: Update and Interim Guidance on Outbreak of 2019 Novel Coronavirus
(2019-nCoV) in Wuhan, China, January 17, 2020
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Current Threat Environment — Roll-Ups and Assessments
*DHS HSI, {4} HSI Cyber Strategic Plan Fiscal Years 2021-2026, December 17, 2020

ARTIC, {Y/FOUO}-4th Quarter Fiscal Year 2020 Army Nexus eGuardian Suspicious Activity Report
Summary, November 2, 2020

DHS, {&} DHS Homeland Threat Assessment October 2020, October 6, 2020

DHS TSA, {J} Timeline of Significant Attacks on Transportation in the Americas, September 8, 2020
DHS TSA, {U//SSH Transportation Suspicious Incident Report Q2 2020 - Surface, August 28, 2020
DHS TSA, {U/4/SSH-HMC Annual Terrorism Threat Assessment 2019, May 28, 2020

DHS TSA, {U/4SSH Transportation Suspicious Incident Report Q1 2020 - Surface, May 20, 2020

DHS TSA, {4//SSH MTPR Annual Terrorism Threat Assessment 2019, March 20, 2020

DHS CBP, {U/4LES)-Special Interest Aliens: Fiscal Year 2019 Fourth Quarter Migration, December 20,
2019

DHS TSA, {U//F0U6)-2019 End-of-Year Holiday Threat Assessment, December 19, 2019

DHS TSA, {U//SSH Highway Motor Carrier Semiannual Terrorism Threat Assessment 2019, October 15,
2019

USBDC, (U/4F0U0} Thefts and Losses of Explosives in the United States, Fiscal Year (FY) 2018, October
11, 2019

USBDC, (UA4FeUY06) Recovery and Explosive Materials in the United States, Fiscal Year (FY) 2018, October
11, 2019

USBDC, {U/F0U0) Bomb Threats and Suspicious Packages in the United States, Fiscal Year (FY) 2018,
October 11, 2019

USBDC, (U/F0U0}-Explosives and Bombings in the United States, Fiscal Year (FY) 2018, October 11,
2019

DHS TSA, {U//SSH Cyber Modal Threat Assessment 2018, October 11, 2019

DHS USCG, {U/4FeU0) 2019 National Maritime Terrorist Threat Assessment, September 24, 2019
DHS TSA, {U/4SSH 2019 HNLG Pipeline Semiannual Threat Assessment, September 6, 2019

DHS TRIPwire; (4} 2018 Regional Domestic OSINT IED Report, August 27, 2019

DHS CBP, {U/AES)-Special Interest Aliens: Fiscal Year 2019 Second Quarter Migration Spotlight, August
14, 2019

ITAC, {J} The National Terrorism Threat Level for Canada, August 2, 2019

DHS TSA, (U/4SSH Mass Transit and Passenger Rail Semiannual Terrorism Threat Assessment 2019, July
31, 2019
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DHS TSA, (U/4£SSH Mass Transit and Passenger Rail Semiannual Terrorism Threat Assessment 2019, July
30, 2019

DHS CBP,{UJ/AES) Special Interest Aliens: Fiscal Year 2019 First Quarter Migration, July 22, 2019

DHS CBP, DEA, NYSIC,-J/AES} Northern Border Quarterly Report: January 1 — March 13, 2019: Volume
1, Issue 1, June 28, 2019

ITAC, {J) 2018 CSIS Public Report, June 26, 2019
Europol, {4} European Union Terrorism Situation and Trend Report 2019, June 26, 2019

DHS CBP, {J/LES} Eastern Hemisphere Third Country National (TCN) Quarterly Report — Quarter 1 Fiscal
Year 2019, June 5, 2019

ITAC, (U/FOYO)-The National Terrorism Threat Level for Canada, April 14, 2019
FBI,U}-Active Shooter Incidents in the United States in 2018, April 9, 2019
DHS CBP, {U//LES)-State of the Northern Land Border: Fiscal Year 2018 Roll-Up, Mach 15, 2019

DHS 1&A, {4//F046] Trend Analysis: Terrorist Incidents in the West, July - December 2018, March 8,
2019

DHS CBP, {U/LES) Narcotics Analysis Report for Concealment Operations (NARCO) — FY18 Roll-Up,
January 31, 2019

DHS CBP, {U/AES)}-Eastern Hemisphere Third Country National (TCN) Quarterly Report — Quarter 4 Fiscal
Year 2018, January 10, 2019

NCTC, DHS 1&A, FBI, (B/4F6U0)-Alliance: Partnerships in Domestic Counterterrorism — 2018 Year in
Review, January 4, 2019

DHS CBP, {U/4LES) State of the Southwest Land Border: Fiscal Year 2018 Roll-up, December 18, 2018
DHS I1&A, (UAFEHO) Winter Holiday Season Threat Awareness, November 19, 2018

DHS I&A, {J/FOY0O) Trend Analysis: Terrorist Incidents in the West, May 2017 — June 2018, October 29,
2018

DHS USCG, {5/4Fed0)-United States Transit Zone: Fiscal Years 2018-2020 Maritime Drug Smuggling
Assessment, October 11, 2018

DEA, {4} 2018 National Drug Threat Assessment, October 2018
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Additional Resources

Active Shooter Preparedness Website: Provides access to a number of department and interagency
resources that support organizational development of emergency action plans, individual actions that

can be taken during an incident, and recovery post an attack.

Hometown Security Website: Provides a landing page for various resources made available via the CISA
the Infrastructure Security Division and other organizations. www.dhs.gov/hometown-security

Homeland Security Information Network Information Website: Provides information regarding the
network and the types of information included. The tabletop in a box resources are contained within
HSIN.

Protective Security Advisors Website: Provides information regarding the program, types of capabilities
provided by these subject matter experts, and how to identify/reach the local protective security
advisor.

S&T Resources: Provides resources such as fact sheets, evaluations, and research products to support
understanding of individual motives for engaging in and disengaging from violent extremism.

Protecting Your Organization: Resources to Help Protect Your Organization, House of Working, or

Community Center: Provides a pre-recorded webinar designed to help facilities develop high quality
emergency operation plans.

Protecting Your Organization: Active Shooter Preparedness Resources: Provides a pre-recorded webinar
designed to help facilities develop actionable and practical procedures to protect facilities from active
shooter threats.

Protecting Your Organization: Partners in Preparedness and Community Engagement: Provides a pre-
recorded webinar designed to help facilities and organizations develop preparedness procedures.
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