United States Department of State

Washington, D.C. 20520

January 31, 2025
Case No. FL-2023-00013

Reed Rubinstein

America First Legal Foundation
611 Pennsylvania Avenue, SE, #231
Washington, DC 20003

Dear Mr. Rubinstein:

As we noted in our letter dated December 31, 2024, we are processing your
request for material under the Freedom of Information Act (“FOIA”), 5 U.S.C.
§ 552. The Department of State (“Department”) has identified 72 additional
responsive records subject to the FOIA. Upon review, we have determined
that 66 records may be released in part, 5 records may be released in full,
and 1 record must be withheld in full.

An enclosure explains the FOIA exemptions and other grounds for
withholding material. Where we have made redactions, the applicable FOIA
exemptions are marked on each record. The record withheld in full is
exempt from release pursuant to FOIA Exemption 5, 5 U.S.C. § 552 (b)(4).
The document identification number for the record withheld in full is A-
00000748722. Where applicable, the Department has considered the
foreseeable harm standard when reviewing these records and applying FOIA
exemptions. All non-exempt material that is reasonably segregable from the
exempt material has been released and is enclosed.
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We will keep you informed as your case progresses. If you have any
guestions, your attorney may contact Kevin Bell, U.S. Department of Justice
Trial Attorney, at kevin.k.bell@usdoj.gov and (202) 305-8613. Please refer
to the case number, FL-2023-00013, and the civil action number, 22-cv-
03386, in all correspondence about this case.

Sincerely,

ﬂuv;, Brllant

Avery Bullard

Supervisory Government Information Specialist

Litigation and Appeals Office

Enclosures: As stated.
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The Freedom of Information Act (5 USC 552)

FOIA Exemptions

Information specifically authorized by an executive order to be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification categories:

1.4(a) Military plans, systems, or operations

1.4(b) Foreign government information

1.4(c) Intelligence activities, sources or methods, or cryptology

1.4(d) Foreign relations or foreign activities of the US, including confidential sources

1.4(e) Scientific, technological, or economic matters relating to national security,
including defense against transnational terrorism

1.4(f) U.S. Government programs for safeguarding nuclear materials or facilities

1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects,
plans, or protection services relating to US national security, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

Related solely to the internal personnel rules and practices of an agency

Specifically exempted from disclosure by statute (other than 5 USC 552), for example:

ARMSEXP Arms Export Control Act, 50a USC 2411(c)

CIA PERS/ORG Central Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT CONTROL  Export Administration Act of 1979, 50 USC App. Sec. 2411(c)
FS ACT Foreign Service Act of 1980, 22 USC 4004

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f)
IRAN Iran Claims Settlement Act, Public Law 99-99, Sec. 505

Trade secrets and confidential commercial or financial information

Interagency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

Personal privacy information

Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
(F) endanger life or physical safety of an individual

Prepared by or for a government agency regulating or supervising financial institutions
Geological and geophysical information and data, including maps, concerning wells
Other Grounds for Withholding

Material not responsive to a FOIA request excised with the agreement of the requester
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From: "Nakashima, Ellen” |(b)(6) |@washpost.com>
To: dstate.gov {(b)(6) dstate.gov>
Subject: Upcoming GEC release
Date: Wed, 14 Oct 2020 16:09:23 +0000

Hi,[(D)(6)

I’'m a national security reporter with The Washington Post covering election security, among other
things. | understand the GEC is doing a release of more declassified Russian disinformation soon. Can
you give me a call about that?

Many thanks,

Ellen

(DY(6) cell

Ellen Nakashima

National Security reporter

The Washington Post
https://www.washingtonpost.com/people/ellen-nakashima/

Sender: "Nakashima, Ellen” |(b)(6) [@washpost.com>

Recipient: |(b)(6) dstate.gov {(h)(6) dstate.gov>
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From: "Nakashima, Ellen” {{b)(6) Bwashpost.com:
To: [(b)(6) kstate.gov) {(b)(6) Pstate.gov>

Subject: Trying to reach you re GEC
Date: Fri, 16 Oct 2020 14:40:54 +0000

Hi, [(hy&]

I'm a reporter with The Washington Post. Just left a message on your cell phone. I’'m trying to reach you
about what | hear are some upcoming releases by the GEC. Can you be in touch? I'm at[0)(6) |
Many thanks,

Ellen

Ellen Nakashima
National Security reporter
The Washington Post

(bY(6) (work)

https://www.washingtonpost.com/people/ellen-nakashima/

Sender: "Nakashima, Ellen” [(b)(6) l@washpost.com>

Recipient: [(b)(6) [@state.gov) {b)(6) dstate.gov>
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The foreign efforts to sow doubts about the vaccine exploit deep-seated anxieties about
the eflicacy and side effects of vaccines that were already prevalent in some communities
in the U.S. and internationally. Concern ahout side effects is a major reason for vaccine
hesitancy, according to U.S. Census Bureau data made public last month.

Kremlin spokesman Dmitry Peskov denied that Russian intelligence agencies were
orchestrating articles against Western vaccines and said U.S. officials were
mischaracterizing the broad international debate over vaccines as a Russian plot.

NEWSLETTER SIGN-UP

Coronavirus Daily Briefing and Health Weekly

Get an early-morning briefing about the coronavirus each weekday and

a weekly Health newsletter when the crisis abates.

PREVIEW SUBSCRIBE

“It’s nonsense. Russian special services have nothing to do with any criticism against
vaccines,” Mr. Peskov said in a telephone interview from Moscow. “If we treat every
negative publication against the Sputnik V vaccine as a result of efforts by American
special services, then we will go crazy because we see it every day, every hour and in every

Anglo-Saxon media.”

The State Department GEC official said that four publications had direct links to Russian
intelligence and were used by the Russian government to mislead international opinion
on a range of issues.

New Eastern Qutlook and Oriental Review, the official said, are directed and controlled by
the SVR, or Russia’s foreign intelligence service. They present themselves as academic
publications and are aimed at the Middle East, Asia and Africa, offering comment on the
U.S.’s role in the world. The State Department said in an August report that New Eastern
Outlook was linked to “state-funded institutions” in Russia.

Another publication, News Front, is guided by the FSB, a security service that succeeded
the KGB, the official said. It is based in Crimea, produces information in 10 languages, and
had nearly nine million page visits between February and April 2020, the official added. In

https:/fwwwowsjcomfarticles/russian-disinformation-campaign-aims-to-undermine-confidence-in-pfizer-other-covid- 19-vaccines-u-s-of ficials-say- 1161 51292007mod. . .
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August, the State Department was less explicit, saying that News Front reportedly had
ties to Russia security services and Kremlin funding.

Rebel Inside, the fourth publication, has been controlled by the GRU, which is an
intelligence directorate of the Russian Armed Forces General Staff. It covered riots and
protests and now appears dormant, the GEC official said.

The State Department had previously not gone so far as to say that these outlets were
controlled or guided by Russian intelligence agencies—an assertion that generally relies
on U.S. classified intelligence.

A State Department spokesman didn’t provide specific evidence linking the publications
to Russian intelligence but said the assessment was “a result of a joint interagency
conclusion.”

“Russian intelligence services bear direct responsibility for using these four platforms to
spread propaganda and lies,” the spokesman said. “From the very beginning of the Covid-
19 pandemic last year, we have seen Russia’s disinformation ecosystem develop and
spread false narratives around the crisis.”

News Front, New Eastern Outlook and Oriental Review didn’t respond to requests for
comment.

Social-media accounts affiliated with the four websites have largely been removed from
Facebook, Instagram, Twitter, YouTube and Pinterest, though some non-English-
language accounts remained active earlier this year.

Highlighting reports in the international media, a January article in News Front played up
the risk that a person who receives the Pfizer or Moderna Inc. vaccines could contract
Bell’s palsy, in which facial muscles are paralyzed, while a February article focusedona
man in California that it said tested positive for Covid-19 after receiving the Pfizer
vaccination.

https:/fwwwowsjcomfarticles/russian-disinformation-campaign-aims-to-undermine-confidence-in-pfizer-other-covid- 19-vaccines-u-s-of ficials-say- 1161 51292007mod. . .
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From: [b)(6) layonder-ai.com>
(b)(6) @state.gov>;
b)(6) [@state.gov>;
(b)(6) [@state.gov>;
(b)(6) [@accenturefederal.com:>;
To: |(b)(6) [@state.gov>;
(b)(6) [@yonder-ai.com>;
(b)(6) (@yonder-ai.com>;
(b)(6) [@yonder-ai.com>;
(b)(6) f@yonder-ai.com>

Subject: RU Top Keywords 2020-10-02
Date: Fri, 2 Oct 2020 20:47:15 -0500

(b)(6)
[hd@yonder-ai.com
www.yonder-ai.com

Sender; |[(P)(6) |@yonder-ai.com>
b)(6) [@state.gov>;
bi(6) |@state.gov>;
b(6) [dstate.qov>;
b)(6) [accenturefederal.com>;
Recipient: (b)(6) EY}C-:nstate.gow;
b)(6) yonder-ai.com>;
[(b)(6) [@yonder-ai.com>;
b)(6) [@yonder-ai.com:>;
bi(6) [@yonder-ai.com:>

Page 31
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From: [b)(6) [@state.gov>
T [@state.gov>;
To: Tib)(@) "~ Bstate.gov>

Subject: Re: What we don't need...
Date: Wed, 2 Dec 2020 19:05:15 +0000

Geez. Thanks for flagging!

From:{(b)(6) [@state.gov>
Sent: Wednesday, December 2, 2020 1:57 PM
To: [ihvigy [@state.gov>; [(b)(6) state.gov>

Subject: What we don't need...

FYSA. CM

Page 36

https://www.militarytimes.com/news/your-army/2020/12/01/this-retired-three-star-falsely-

claims-us-soldiers-died-attacking-a-cia-facility-in-germany-tied-to-election-

fraud/?utm source=Sailthru&utm medium=email&utm campaign=EBB%2012.02.20&utm ter

m=Editorial%20-%20Early%20Bird%20Brief

[by(6) |

USEUCOM J39 Liaison, Russia Team

(Booz Allen Hamilton Contractor)

Global Engagement Center

U.S. Department of State

State SA-5 Desk:[[b)(6) |

OpenNet: [(b)(6) [|wstate.gov | ClassNet: [py(6) [w.state.sgov.gov

=

Sender: |[(b)(6) (@state.gov>

N (1) Bstate.gov>;
Recipient: ih)(6) state.gov>
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From: |(b)(6) \@state.gov>

To: Baybars Orsek poynter.org>
(b)(6) l@state.gov>;
Vonda Wolcott 4/ hia)@iwpr.net>;
Alan Davis|(b)8)[@iwpr.net>;

CC: [(b)(6) |@state.gov>;
Ferdi Ozsoy {{h\(A@poynter.org=;
TR [dstate.gov>;
(b(6) Dstate.gov>

Subject: Re: Update on Poynter and Tunisia -- Connecting with U.S. Embassy Tunis
Date: Wed, 21 Oct 2020 23:52:15 +0000

Hi Baybars
HAICA is considered politically independent and a leader in the space, so we think that it fits the
bill.

Is there an issue with Poynter reaching out to HAICA directly in order to gain an understanding
of their activities and practices? Ultimately, you need to feel comfortable with the organization’s
orientation vis a vis Poynter’s mission.

Best regards,

[(b)(6) |
Counselor for Public Affairs

U.S. Embassy Tunis

(b)(6) ajstate.pov
Cell [[bY(6)
Office [(b)(6) |

I am currently teleworking

From: Baybars Orsek|(b)(6) apoynter.org>
Sent: Wednesday, October 21, 2020 3:43 PM

To: |(b)(6) (Tunis) )
Cc: |(b)(6) | vonda Wolcott; Alan Davis;[fh\(&) [ Ferdi Ozsoy;

[(b)(6) |
Subject: Re: Update on Poynter and Tunisia -- Connecting with U.S. Embassy Tunis

Hi|(b)(6)
Thanks for the response.
[ was wondering if you can elaborate a bit more on your feedback regarding HAICA's

independency vis-a-vis their constitutional status given our criteria for membership eligibility
seeks fact-checking organizations to be independent of any political influence.
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(b)(B) |

I'd be more than happy to jump on a call and discuss about this to know more about their fitness
to our program.

Would that be possible to do it next week?

Looking forward to hearing from you!

Best-

Baybars

On Wed, Oct 7, 2020 at 1:26 PM [(b)(6) l@state gov> wrote:
Hi Baybars,

| am transitioning out of post, so | will leave my colleagues |(b)(6) fto respond to this

officially. | think the HAICA proposal looks promising and that it is worth serious consideration.
(My only issue with the proposal is that they have the Covid timeline in Tunisia wrong.} It
appears to dovetail with another project supported by the Embassy / GEC on Counter
disinformation and propaganda on the Covid-19 pandemic in Tunisia. Qur grantee is the Grande
Ecole de la Communication {GEC} which is working with the Tunisian Ministry of Health.

Best regards,

(b)(6)
From: Baybars Orsek|(D){(6) [@poynter.org>

Sent: Wednesday, October 7, 2020 3:21 PM

To{(b)(6) l@state.gov>

Ceiib)(6) Brstate.gov>; Vonda Wolcott [fryiay_Riwpr.net>; Alan Davis
[b)(6) Piwpr.net>; [(b)(6) [@state.gov>; Ferdi Ozsoy [[h)A Ppoynter.org>;
(b)(6) [@state.gov>; [(b)(6) [Pstate.gov>

Subject: Re: Update on Poynter and Tunisia -- Connecting with U.S. Embassy Tunis
Hello apain,
Hope this finds you in a good health.

Just wanted to kindly remind my inquiry about your thoughts on HAICA from Tunisia as a
potential local partner for our training engagement in the country.

I'm sharing two documents that I've received about the organization (via UNDP) and kindly
asking your feedback on their status and eligibility to be a good partner for this project.

Looking forward to hearing from you.
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Best-

Baybars

On Fri, Sep 25, 2020 at 10:35 AM Baybars Orsek {(b)(6) [poynter.org> wrote:

Hello everyone,

Just wanted to get a quick feedback on haica.tn and their collaborative
mnitiative https://tunisiachecknews.com/

UNDP and Council of Europe seem to be supporting them

I'm aware that HAICA is a constitutional body set up after the revolution and is not a private
organization, however, wondering if they are more independent than similar organizations
around the world.

Thanks a lot!

Baybars

On Mon, Sep 21, 2020 at 12:42 PM Baybars Orsek {(P)(6)  @poynter.org> wrote:
Hi|(b)(6)

Hope you had a great weekend!

Just wanted to kindly check in since I have not received an invite yet.
I believe we are still confirmed for tomorrow 11am EDT.

Looking forward to hearing from you.

Best-

Baybars

On Fri, Sep 18, 2020 at 9:25 AM ](b)(B) liistate.gov> wrote:
Super!

From: Baybars Orsek |{pi(6Y [@poynter.org>

Sent: Friday, September 18, 2020 2:22 PM

To: [(b)(6) [@state.gov>

Ce: (b)(6) @state.gov>; Vonda Wolcott {h\/&) [@iwpr.net>; Alan Davis
(b)(6 Riwpr.net>; [ h\(A) |@state.gov>; Ferdi Ozsoy {(h)(6[Ppoynter.org>;
(b)(6) [@state.gov>;[(hY(6) |@state.gov>

Subject: Re: Update on Poynter and Tunisia -- Connecting with U.S. Embassy Tunis

Hi (b)(6)
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Sure thing! Please kindly feel free to send an invite with your preferred method of
communication.

Looking forward to it!

Best-

Baybars

On Fri, Sep 18,2020 at 9:16 AM Price,l(b)(ﬁ) ta)state.gov> wrote:
Baybars,

That's great. Would it be possible to push the moving back to 11 am Tampa / 4 pm Tunis? That
better suits a key person on our side. We can set the meeting up via Teams or Zoom. Let us
know your preference and we'll send a link by Monday am our time.

Thanks again,

(b)(6)

From: Baybars Orsek {DY(8) [@poynter.org>

Sent: Friday, September 18, 2020 2:07 PM

To: |(b)(6) Estate.gow

Ce:[(b)(6) |@siate.gov>; Vonda Wolcott q(b)(6) Riwpr.net>; Alan Davis
R Biwpr.net>;{(b)(6) |@state.gov>; Ferdi Ozsay {{h\(A Ppoynter.org>;
[(bY(6) Bstate.gov>; [(h)(6) [@state.gov>

Subject: Re: Update on Poynter and Tunisia -- Connecting with U.5. Embassy Tunis
Yes, that works for me.

Looking forward to it!

Baybas
On Fri, Sep 18, 2020 at 5:53 AM |(b)(6) I{Bstate.gov> wrote:
Hi Baybars,

Tuesday morning (Eastern time} works well for us too. Are you available around 10 am Tampa /
3 PM Tunis?

Thanks,

From: Baybars Orsek {(D)(6) [@poynter.org>
Sent: Thursday, September 17, 2020 5:35 PM

To: |(b)(6) @state.gov>
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Cci(b)(6) (@state.gov>; Vonda Wolcott [{p)(6) [@iwpr.net>; Alan Davis
|(b)(6] I@iwpr.net:-; [FRY AN [@state.gov>; Ferdi Ozsoy ‘|(b)(6 Bpoynter.org>;
[(bY(6) [@state.gov>;|(b)(6) [@state.gov>

Subject: Re: Update on Poynter and Tunisia -- Connecting with U.S. Embassy Tunis
Hi {(b)(6)

Great to hear from you!

Next week would be very ideal for me!

I'm based in Florida, Eastern Time Zone

My Tuesday moming (EDT) seems flexible. I hope that would work for you given the time
difference and your schedule.

Looking forward to hearing from you.
Best-

Baybars

On Thu, Sep 17, 2020 at 12:31 PM [(b)(6) [@state.cov> wrote:
Dear Baybars,

It is a pleasure to meet you. Perhaps we can meet next week over Zoom. Please let me know
where you are based so that we can work out a date and time. | would like to include out
incoming PAQ, [(b)(6) and our new press officer,|(b)(6) in the call.

Best regards,

(b)(6)
From: Baybars Orsek {{phyfgy [@poynter.org>

Sent: Thursday, September 17, 2020 3:52 PM

To:[fniA/) [@state.gov>;[(b)(6) [@state.gov>; Vonda
Wolcott {b)6) @iwpr.net>; Alan Davis (b)(6 D iwpr.net>; |(b)(6] |@state.gov>;

Ferdi Ozsoy -Q(b](s @Dpoynter.org>

Subject: Fwd: Update on Poynter and Tunisia -- Connecting with U.S. Embassy Tunis
Dear |(D)(6) and all,
Hope this email finds you well.

Thanks a lot for this introduction, [(b)(6] Happy to be connected.
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Best-

Baybars

On Fri, Sep 25, 2020 at 10:35 AM Baybars Orsek (b)(6) |j@poynter.org> wrote:

Hello everyone,

Just wanted to get a quick feedback on haica.tn and their collaborative
mnitiative https://tunisiachecknews.com/

UNDP and Council of Europe seem to be supporting them

I'm aware that HAICA is a constitutional body set up after the revolution and is not a private
organization, however, wondering if they are more independent than similar organizations
around the world.

Thanks a lot!

Baybars

On Mon, Sep 21, 2020 at 12:42 PM Baybars Orsek <(b)(6) [@poynter.org> wrote:
Hi|(b)(6)

Hope you had a great weekend!
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Baybars Orsek

Director | International Fact-Checking Network

(ebaybarsorsek / (@factchecknet

Baybars Orsek

Director | International Fact-Checking Network

((baybarsorsek / (@ factchecknet

Baybars Orsek

Director | International Fact-Checking Network

{baybarsorsek / (@factchecknet
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Alan Davis|(D)(0 [@iwpr.net>;
[(mRY [@state.gov>;

Ferdi Ozsoy [(nva Bpoynter.org>;
hY(A) state.gov>;

(b)(6) [@state.gov>
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| hope that you are doing well. Askry7ay} noted, HAICA appears to be a great fit. Is there anything
specific that you need from Embassy Tunis in order to move forward? If not, what is your current
timeline and your planned next steps, knowing that COVID may require adjustments?

Best regards,

(161 |
Counselor for Public Affairs
U.S. Embassy Tunis

[0)6)  Ipstategov

Cell (B)(@)
Officd

| am currently teleworking

From: Baybars Crsek '|(h](6] l@poynter.org>
Sent: Friday, October 16, 2020 6:44 PM

To: [IhY(B) |{ Tunis)
Ce: vy | Vonda Wolcott; Alan Davis; [[hY(R) | Ferdi Ozsoy; 1(h)(B)

{Tunis); [(b)(6) K (Tunis)

Subject: Re: Update on Poynter and Tunisia -- Connecting with U.S. Embassy Tunis

Hi|(b)(6)
Thanks for sharing those with me.

Hope you have completed your transition smoothly.

l(b){(6) |

I'd be more than happy to jump on a call and discuss about this to know more about their fitness to our
program.

Would that be possible to do it next week?

Looking forward to hearing from you!

Best-

Baybars

On Wed, Oct 7, 2020 at 1:26 PM [b){&) [@state.gov> wrote:

Hi Baybars,

| am transitioning out of post, so | will leave my colleagues[(b)(&) ______ |to respond to this officially. |

think the HAICA proposal looks promising and that it is worth serious consideration. (My only issue with
the proposal is that they have the Covid timeline in Tunisia wrong.) It appears to dovetail with another
project supported by the Embassy / GEC on Counter disinformation and propaganda on the Covid-19
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pandemic in Tunisia. Our grantee is the Grande Ecole de la Communication {GEC) which is working with
the Tunisian Ministry of Health.

Best regards,
(b)(6)
From: Baybars Orsek 4(b)(6) [@povnter.org>

Sent: Wednesday, October 7, 2020 3:21 PM

To: [ bi(6) [@state.gov>

Ce:[(b)(6) @state.gov>; Vonda Wolcott [h)(6) [Riwpr.net>; Alan Davis
[(b)(6 Piwpr.net>;[(b)(6) [@state.gov>; Ferdi Ozsoy [{pY/g |@poynter.org>;
[(B)(6) Pstate.gov>; [(h)(6) |@state.gov>

Subject: Re: Update on Poynter and Tunisia -- Connecting with U.5. Embassy Tunis
Hello again,
Hope this finds you in a good health.

Just wanted to kindly remind my inquiry about your thoughts on HAICA from Tunisia as a potential local
partner for our training engagement in the country.

I'm sharing two documents that I've received about the organization {via UNDP) and kindly asking your
feedback on their status and eligibility to be a good partner for this project.

Looking forward to hearing from you.
Best-

Baybars

On Fri, Sep 25, 2020 at 10:35 AM Baybars Orsek q(b)(6) Ppoynter.org> wrote:

Hello everyone,

Just wanted to get a quick feedback on haica.tn and their collaborative
initiative https://tunisiachecknews.com/

UNDP and Council of Europe seem to be supporting them

I'm aware that HAICA is a constitutional body set up after the revolution and is not a private
organization, however, wondering if they are more independent than similar organizations around
the world.

Thanks a lot!

Baybars

On Mon, Sep 21, 2020 at 12:42 PM Baybars Orsek {{D)(6) Bpoynter.org> wrote:
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To:[(b1(6) [@state.gov>

Celrnvian [@state.gov>; Vonda Wolcott >; Alan Davis
AR Biwpr.net>; (hyAY [@state.gov>; Ferdi Ozsoy [fhyia E2poynter.org>;
ibY6) Bstate.gov>; [(b)(6) @state.gov>

Subject: Re: Update on Poynter and Tunisia -- Connecting with U.S. Embassy Tunis
Yes, that works for me,

Looking forward to it!

Baybas
On Fri, Sep 18, 2020 at 5:53 AM Price, |(h)(6) Estate.gov:- wrote:
Hi Baybars,

Tuesday morning {Eastern time) works well for us too. Are you available around 10 am Tampa / 3 PM
Tunis?

Thanks,

(b)(6)
From: Baybars Orsek {{p\(6) [@poynter.org>

Sent: Thursday, September 17, 2020 5:35 PM

To: [(h)(6) |ostate.gov>

Ce:|(b)(6) [@state.gov>; Vonda Wolcott {b)(6) JRiwpr.net>; Alan Davis

[(e)( [Riwpr.net>;[0)(6) [@state.gov>; Ferdi Ozsoy lmnizppoynter.org>;
(b)(6) Pstate.gov>](b)(6) |@state.gov>

Subject: Re: Update on Poynter and Tunisia -- Connecting with U.S. Embassy Tunis
Hi[(b)(6) |

Great to hear from you!

Next week would be very ideal for me!

I'm based in Florida, Eastern Time Zone

My Tuesday morning (EDT) seems flexible. | hope that would work for you given the time difference and
your schedule.

Looking forward to hearing from you.
Best-

Baybars

On Thu, Sep 17, 2020 at 12:31 PM|(b)(6) [Bstate.gov> wrote:
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Dear Baybars,

Itis a pleasure to meet you. Perhaps we can meet next week over Zoom. Please let me know where you
are based so that we can work out a date and time. | would like to include out incoming PAO,|(b){6

(b)(6) |and our new press officer,|(b)(6) in the call.

Best regards,
(b)(6)
From: Baybars Orsek >

Sent: Thursday, September 17, 2020 3:52 PM
To:[(b)(6) @state.gov>;|(b)(6) state.gov>; Vonda

Wolcott >; Alan Davis [[p)/giwpr.net>;(b)(6) Bstate.gov>;

Ferdi Ozsoy 1D/ |i@poynter.org>
Subject: Fwd: Update on Poynter and Tunisia -- Connecting with U.S. Embassy Tunis

Dear {{b)Y{&) and all,

Hope this email finds you well.

Thanks a lot for this introduction,|(b){ |Happy to be connected.

(D)(6 |we are lacking a trainee organization in Tunisia to kick of the trainings. Dogruluk Payi from Turkey
will be our regional partner in those trainings, therefore will be providing guidance and support
throughout the implementation of the engagement.

We like to hear your thoughts and guidance on identifying a Tunisian newsroom and/or non-profit

organization to engage with and train them to be eligible for the International Fact-Checking Network's
Code of Principles.

I'll be more than happy to connect with the colleagues at the embassy to seek help in our search for a
partner in the country.

Awvailable for a call at your convenience.

Looking forward to hearing from you.

Best-

Baybars

---------- Forwarded message ---------

From:|(b)(6) Pstate.gov>

Date: Wed, Sep 16, 2020 at 5:35 PM
Subject: Update on Poynter and Tunisia -- Connecting with U.S. Embassy Tunis

To:fhyiRY Bpovnter.org 4(b)(6) [@poynter.org>
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Cc: Vonda Wolcott {(b)(6) Riwpr.net>, Alan Davis {{D)(6Riwpr.net>,[(D)(6)
(b)(6) state.gov>

Baybars,

| hope you are doing well! I'm touching base with you regarding the Tunisia portion of your IFCN
program. | understand from your recent amendment that Poynter still seeks a local Tunisian
organization with whom to partner.

May you provide our public affairs officer at the U.S. Embassy in Tunis with an update on where things
stand regarding Tunisia by open of business tomorrow (Thursday)? Her name isfpy(§) ___ |and her
email is|(D)(6) [@state.gov. She is already aware that you and IWPR will reach out with an update and
to begin coordinating on potential local implementers. The embassy likely can assist you in your search.

Please cc myself, Vonda, Alan, and [(h)(6) Bstate.gov) from our Near Eastern
Affairs Bureau on your email. | ask with urgency becausel[fh\(R | is leaving her position within the next
several days. She would like to brief her successor on all pending projects to avoid any disconnect or
confusion that the transition may cause. It would also be useful for you to mention that you've
identified Dogruluk Payi -- the Turkish fact-checking organization -- as the one who will be connected
with the Tunisian organization TBD.

Thank you again, and | do hope you and your family are remaining healthy these days.

Kindly,
(b)(6)

Global Engagement Center
U.S. Department of State

iRy pPstate.gov

Bavbars Orsek

Director | International Fact-Checking Network
@baybarsorsek / @factchecknet

Baybars Orsek

Director | International Fact-Checking Network
@baybarsorsek / @factchecknet
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Baybars Orsek

Director | International Fact-Checking Network
@baybarsorsek / @factchecknet

Baybars Orsek

Director | International Fact-Checking Network
@baybarsorsek / @factchecknet

Bayhars Orsek

Director | International Fact-Checking Network
@baybarsorsek / @factchecknet

Baybars Orsek

Director | International Fact-Checking Network
@bavbarsorsek / @factchecknet

Baybars Orsek

Director | International Fact-Checking Network
@baybarsorsek / @factchecknet
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Baybars Orsek

Director | International Fact-Checking Network
@baybarsorsek / @factchecknet

Sender: [(b)(6) Bstate.gov>

Baybars Orsek {{h\fa\ _[@poynter.org>;
Ferdi Ozsoy [[p)(&)opoynter.org>;
Alan Davis iR Riwpr.net>;

SN YT Pstate.gov>;
Recipient: 7o @state.gov>;
I(b)(6) |@state.gov>;
[b)(6) Pstate.gov>;

Vonda Wolcott 4(b)(6)@iwpr.net>
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From: |(D)(6) Pstate.gov>
To: lce dohnT (A @state.gov>;
" Gordon, Michael fryay j@wsj.com>

Subject: Re: Story as PDF and link (in case you can't get through paywall)
Date: Mon, 8 Mar 2021 17:36:36 +0000

Hi Michael,
Sending my thanks as well!

Very best,
(D)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor
Cell: [(b)(8) |

X

From:lce, John T state.gov>

Sent: Monday, March 8, 2021 9:46 AM

To: Gordon, Michael {{b)(6) [@wsj.com>; b6} [@state.gov>
Subject: Re: Story as PDF and link {in case you can't get through paywall}

Hi Michael,
Thanks for sending this yesterday. | have enjoyed our interaction over this one.
Best,

JL.T.

From: Gordon, Michael 4{(b)(6) [@wsj.com>

Sent: Sunday, March 7, 2021 10:18 AM

To: Ice, John T [[D)(6 [@state.gov>;|(b)(6) [@state.gov>
Subject: Fwd: Story as PDF and link {in case you can't get through paywall)
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https://wsj-articles-
preview.sc.onservo.com/okta/articles/SB PREVIEW 03062021211500?tesla=v&noredirect=tru
e&htipsredirect=none

Michael Gordon
National Security Correspondent
The Wall Street Journal

{03115} (cell, WhatsApp, Signal)

b)(6) fwsj.com (work email}
(b)(6) [protonmail.com (encrypted email)
Book site: michaelrgordon.com

Sender: |(b)(6) bstate.gov>

Ice, John T {(b)(6) Pstate.gov>;
Gordon, Michael {(b)(6) J@wsj.com>

Recipient:
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From: [(D)(6) lostate.gov>
To: Kimmage, Daniel {{h\(6)___ )@state.gov>
ce: [(b)(6) [dstate.gov>;
* (b)) (@state.gov>

Subject: Re: Response to Taken Questions
Date: Thu, 14 Jan 2021 14:57:51 +0000

Hi Daniel,

Page 90

Please find the compiled document attached. | will keep you updated as soon as | hear anything
in regards to attribution and timing.

“ Release Remarks WSJ 11421.docx

Very best,

(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor

Cell:|(b

)(6) |

X

From: Kimmage, Daniel 4(b)(6) Dstate.gov>
Sent: Thursday, January 14, 2021 9:26 AM

To:[ih&) [@state.gov>

Ce: fimvim [@state.gov>; [(D)(6) Pstate.gov>

Subject: Re: Response to Taken Questions

Thanks, If you could put everything in one document, that would be great. I'm heading
in to the office after our 0930 call, doing a SVTC 1100-1200, and then I'll have some time to
review. Thanks!

From: [[hi&) [@state.gov>
Sent: Thursday, January 14, 2021 9:18 AM

To: Kimmage, Daniel {b)(6) wstate.gov>

Ce: [hyiay |@state.gov>;[(b)(6) [@state.gov>

Subject: Fw: Response to Taken Questions

Hi Daniel,
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From: "Ice, John T" 4(b)(6 [@state.gov>

To: Lee, Matthew [(b)(6) [@ap.org>

ce: ID)B) |@state.gov>;
* b6 B state.gov>

Subject: Re: Response to Taken Questions
Date: Wed, 4 Nov 2020 22:14:47 +0000

Hi Matt,

Off the record, realizing there is a lot going on, we wanted to touch base on this. Are you still
looking to put something together? If not, let us know and we will begin to look at other
options.

Best,

J.T,

From: Ice, John T|(D)(6)pstate.gov>

Sent: Monday, November 2, 2020 11:34 AM

To: Lee, Matthew |(b)(6) |@ap.org>

Ce: (b)Y 6) Pstate.gov>; |(b)(6) @state.gov:\\
Subject: Re: Response to Taken Questions

Hi Matt,

| hope that you are at least somewhat recovered from the trip. Bumping this up to the top of
your email queue.

Best,

J.T.

From:lce, John T m:.tate.gov:s

Sent: Thursday, October 29, 2020 3:35 PM

To: Lee, Matthew 4(b)(6) |@ap.org>

Ce: [ib)(6) [@state.gov>
Subject: Response to Taken Questions

Hi Matt,

Following up on the conversation last week, below are GEC's responses to the two taken
questions.

These responses are provided on deep background.
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Office: 4(b)(6) ]
o IfhY @state.gov

Sender: '"Ice, John T" {{b)(6)@state.gov>

Lee, Matthew |(b)(6) [@ap.org>;
Recipient: [[ray [@state.gov>;
(b)(B) Pstate.gov>

1/30/2025 Page 97






TF1.-2023-00013 A-00000749014 "UNCLASSIFIED" 1/30/2025 Page 99

On Fri, Aug 26, 2022 at 6:44 AM GEC Press <GECPress@state. gov> wrote:
Good morning Mr. Myers,

I'm reaching out from the State Department's Global Engagement Center. We received notice
that you would like to speak to an official at the Department regarding Russian disinformation
operations.

| believe that your deadline is 5:00pm today. We have someone available to speak with you
between 1:30 and 5 today - please let us know if this works for you.

We ask that the interview be on background and attributed to a State Department official.

Thank you,

(b)(6)

Public Affairs Officer

Global Engagement Center
U.S. Department of State
All Native Group Contractor

X

Sender: Steven Lee Myers|(h)(g) Pnytimes.com>
Recipient: GEC Press <GECPress@state.goy>
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From: Julian Barnes 4(b)(6) dnytimes.com:>

To: |(b)(6)
Subject: Re: Re:
Date: Thu, 4 Feb 2021 15:57:31 -0500

[@state.gov>

We have about 30 to 60 before goes into final edits/publication. Precise timing unclear.

On Thu, Feb 4, 2021 at 3:46 PM|(D)(€)

@)state. gov> wrote:

Hi Julian,

We still plan to respond today, let us know if you can hold just a bit longer. Sorry for the delay.

Very best,
(D)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor

Cell: |[(b)(6) |
Rd

From: Julian Barnes <4(0)(6) nytimes.com>
Sent: Thursday, February 4, 2021 3:13 PM

To:|(b)(6) Pstate.gov>

Subject: Re: Re:

Checking in

Julian E. Barnes
Intelligence, National Security reporter
The New York Times

b6 [Mobile/WhatsApp/Signal

On Thu, Feb 4, 2021 at 10:42 AM[(b)(6)

ka)state.gov> wrote:

Hi Julian,

| think it should be very shortly.
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Very best,
(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor

cell: {(b)(6) |
X

From: Julian Barnes {(D)(6) [@nytimes.com>
Sent: Thursday, February 4, 2021 10:39 AM
To:|(b)(6) f@state.gov>
Cce: GEC Press <GECPress@state.gov>

Subject: Re:

Will you be able to get back to me today?

Julian E. Barnes
Intelligence, National Security reporter

The New York Times
I(b)(6) [Mobile/WhatsApp/Signal

On Thu, Feb 4, 2021 at 9:44 AM |(b)(6) |@state.gov> wrote:
Hi Julian,

Can you give us a little more time? We should be able to get back with you shortly.

Very best,
(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor

Cell: |(b)(6) |
Rd
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From: Jim Rutenberg {{hvAY __Pnytimes.com>
Sent: Monday, November 8, 2021 2:40 PM

To: |(b)(6) [@state.gow

Subject: Re: Re:

Thanks sounds good

I'm boarding a plane and don’t land till around 6/6:30
Is there an ok time tomorrow to try you?

Thanks again much obliged

On Mon, Nov 8, 2021 at 2:37 PM[(b)(6) [@state.gov> wrote:
Jim:

Let's just discuss between you and me and I'll fill the others in as needed. I'll give you a

call. My cellis [(b)(6) Home landline:|(b)(6) |

From:[ hyiR) [@state.gov>
Sent: Monday, November &, 2021 11:55 AM

To: Jim Rutenberg ‘Q(D)(B) [@nytimes.com>

Subject: Re: Re:

Jim:

checking with my colleagues on when is a good time. Any times good or not good for you today
or tomorrow?

Thanks.

(DY(6) |
From: Jim Rutenberg {ihyimy B nytimes.com:

Sent: Monday, November 8, 2021 11:46 AM

To:[fhias B state.gov>
Ce: [(bY(6) [@state.gov>;[(b1(6) l@state.gov>;(b)(6)

(b)(6) Pstate.gov>; |(b)(6) @state.gov>

Subject: Re: Re:

Sure, let me know if there's a good time to connect and I can fill you and whoever else is
interested in on the arc of the book

On Mon, Nov 8, 2021 at 10:04 AM [(b)(6) kstate.gov> wrote:
Jim:

Yes, | think if we had a better sense of what you are trying to address and accomplish in the
book, that would help a lot.
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From: [(b)(6) |@state.gov>
To: Jim Rutenberg[(b)(6) _ nytimes.com>
Subject: Re: Re:
Date: Mon, 8 Nov 2021 19:58:12 +0000

Can't do anything in the AM. Booked solid from 0900-1400, very unusually. After 1430 should
be good

From: Jim Rutenberg {fryray___Pnytimes.com>

Sent: Monday, November 8, 2021 2:55 PM

To: [ihyviay Pstate.gov>

Subject: Re: Re:

Ok thanks — how’s morning for you? 10-ish?

On Mon, Nov 8, 2021 at 2:41 PM [(b)(6) [@)state.gov> wrote:
No room for messages on your voicemail, so | couldn't leave one. I'm around this afternoon,
although | need to run one errand. Will have my cell. Busy tomorrow before 1300. Best, Todd

From: [b)(6) Pstate.gov>

Sent: Monday, November 8, 2021 2:37 PM

To: Jim Rutenberg (b)(6) Dnytimes.com>
Subject: Re: Re:

Jim:

Let's just discuss between you and me and I'll fill the others in as needed. I'll give you a
call. My cellis b)) |Home landline: |{b)(6) |

From:|(b)(6) fDstate.gov>
Sent: Monday, November 8, 2021 11:55 AM

To: Jim Rutenberg b)(6) [n times.com>

Subject: Re: Re:

Jim:

checking with my colleagues on when is a good time. Any times good or not good for you today
or tomorrow?

Thanks.

(b)(6)
From:JimRutenberg|(b](6] k@nvtimes.com>
Sent: Monday, November 8, 2021 11:46 AM
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To: [(b)(6) @state.gov>
Ce: [(b)(6) @state.gow; |(b)(6) |@state.gov>; [y &)

(b)) Pstate.gov>lih)(6) [Dstate.gov>

Subject: Re: Re:

Sure, let me know if there's a good time to connect and I can fill you and whoever else is
interested in on the arc of the book

On Mon, Nov 8, 2021 at 10:04 AM |(b)(6) [state. gov> wrote:
Jim:

Yes, | think if we had a better sense of what you are trying to address and accomplish in the
book, that would help a lot.

Thanks.

(b)(6)

P.S. {(b)(6)
From: Jim Rutenberg {b)(6) [Pnytimes.com>

Sent: Friday, November 5, 2021 6:29 PM

To: h(A) [@state.gov>

Ce: [b)(6) [@state.gov>[{hAY @state.gov>; [(bY6)
[hyiaY @state.gov>; [h)(6) [@state.gov>

Subject: Re:

Thanks and thanks, all.

[(b1(6 ]came highly recommended and would be a great help. I'm happy to fill you all in more on
the general sweep of the book if you would like.

Thanks and all the best, Jim

On Fri, Nov 5, 2021 at 6:11 PM|(b)(6) [d@state. gov> wrote:
John/Scott:

Please let me know if you need any more information to make a decision on this request for
what would likely be several discussions/interviews on the phone and via email with NYT
reporter Jim Rutenberg, who, per his email below, is writing "a narrative history book ... about
information warfare at home and abroad, from roughly 1970 to now.” He is particularly
interested in speaking with me about "the successful Soviet operation to plant false stories that
AIDS was invented in the US Laboratory at Fort Detrick ... [and] how that story got picked up
and elaborated upon in the publications of fringe political movements here in the US."

Jim:
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“We believe the Global Engagement Center within the Department of State can help facilitate the
transfer of their terminals to non-governmental organization partners to ensure the Iranian people have
the freedom to communicate with each other and share their concerns to the world,” wrote Republican
Reps Michael Waltz and Maria Salazar in a joint letter to Secretary of State Tony Blinken this week.

Does State have a response to the letter? Is it possible for the GEC to do this?

Thanks!

Sender: "Atwood, Kylie"|(D)(6) @cnn.com:>

[(b(BY [state.gov>;
NEA-Press <NEA-Press@state.gov>;
Recipient: GEC Press <GECPress@state.gov>;
Price, Edward C [[h\(R\ dstate.gov>;
Patel, Vedant [(b)(6) [@state.gov>
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From:

To:

Subject:
Date:

[(b)(6) lostate.gov>

Atwood, Kylie |(D)(6) denn.com:>;
NEA-Press <NEA-Press@state.gov>;

GEC Press <GECPress@state.gov>;
Price, Edward C hY(6Y |@state.gov>;
Patel, Vedant {(D)(6) [@state.gov>

RE: Q on Startlink hardware transfer from GEC
Fri, 30 Sep 2022 17:08:17 +0000

Thanks, Kylie, we’ll get back to you.

(b)(

From: Atwood, Kylie [{hYi&) cnn.com:
Sent: Friday, September 30, 2022 12:40 PM

To: NEA-Press <NEA-Press@state.gov>; GEC Press <GECPress@state.gov>; Price, Edward C

(D)(6) [@state.gov>; Patel, Vedant {(b)(6) [@state.gov>
Subject: G on Startlink hardware transfer from GEC

Hi -

Page 119

Two members of congress are urging the State Department to help “facilitate the transfer” of Starlink
satellite internet terminals to Iran in order to get internet up and running in the country amid
widespread protests and internet shutdowns by the Iranian government.

“We believe the Global Engagement Center within the Department of State can help facilitate the
transfer of their terminals to non-governmental organization partners to ensure the Iranian people have
the freedom to communicate with each other and share their concerns to the world,” wrote Republican
Reps Michael Waltz and Maria Salazar in a joint letter to Secretary of State Tony Blinken this week.

Does State have a response to the letter? Is it possible for the GEC to do this?

Thanks!

Sender: |(b)(6) bstate.gov:-

Recipient:

Atwood, Kylie cnn.c0m>;
NEA-Press <NEA-Press@state.gov>,;

GEC Press <GECPress@state.gov>;
Price, Edward C 4/h\(6) [state.gov>;
Patel, Vedant 4(b)(6) Mstate.gov>
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From: |(b)(6) [state.gov>
To: Baybars Orsek |(b)(6) [@poynter.org>
cC: [(b)(6) [@state.gov>

Subject: Re: Public Diplomacy - Poynter IFCN Connection
Date: Tue, 26 Oct 2021 12:44:22 +0000

Thank you for the introduction, (b)(6)
Hi Baybars,

Great to e-connect with you! My colleaguel(b)(6) ]and | were discussing with[b)(&)]on
possible resources/training that may be available for some of our public affairs posts in East
Asia Pacific that work with a small press corp. They are particularly interested in ways to
connect local journalists with resources that help in fact checking, combating
mis/disinformation, and access to other journalist/news networks.

It would be great to hear some of the projects IFCN is working on and if there may be
opportunities we can work together to help some of our smaller posts.

Thanks again for your help.
Best,

(b)(6)

(b)(6)
Public Diplomacy Country Coordinator for Maritime Southeast Asia
Bureau of East Asian & Pacific Affairs

T |@state.gov

I am teleworking and can be reached at|(b)(6)

From: Baybars Orsek|(b)(6) Bpoynter.org>

Sent: Tuesday, October 26, 2021 8:25 AM

To: 1h\(6) [@state.gov>

Ce:|(b)(6) |@state.gov>; [[hy(AY |@state.gov>
Subject: Re: Public Diplomacy - Poynter IFCN Connection

Dear |(b)(6)
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Thanks a lot for the introduction and apologies for the late reply. I was buried down with our
annual Global Fact conference last week.

Looking forward to hearing more and discussing how we can help.

All the best-
Baybars
On Tue, Oct 19, 2021 at 1:53 PM |(b)(6) (d@state. gov> wrote:

Dear Baybars,

Hoping this finds you well. A few colleagues from our Office of Public Diplomacy within the
Bureau of East Asian and Pacific Affairs (EAP)}, |(b)(6) |cc'd, reached out to our team
at GEC on an ongoing discussion to coordinate a potential upcoming November engagement
within Southeast Asia.

| wanted to connect you two due to IFCN's leading experience in this space generally, but also, |
understand Poynter may have supported a Google News Lab training in Singapore in 2018 that
received GEC support -- this seems like a natural nexus and if you might be able to provide
some insights to my colleagues and their questions |I'd be much obliged.

| hope this connection is fortuitous for you all. I'll leave it to my EAP colleagues to take it from
here. |(b)(6) | over to you.
V/r,

(b)(6) |
Program Analyst
GEC | DOS | Alutiiq Contractor

Cell{(b)(6)

(b)(6) @state.gov

Baybars Orsek

Director | International Fact-Checking Network
{ebaybarsorsek / (@factchecknet

Sender: |(b)(6) Bstate.gov>

Baybars Orsek |( b)(8) @poynter.org>;
[(b)(6) |@state.gov>

Recipient:
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From: [(D)(6)_ lostate.gov>
To: Alanna Dvorak {(b)(6) [@poynter.org>

Subject: Re: Poynter-GEC intro connection re training resources
Date: Tue, 9 Nov 2021 19:21:27 +0000

Hi Alanna,

No problem. Please suggest a few available time slots for the next week. | guess 30 minutes
should be more than enough. | look forward to chatting with you.

Sincerely,

(b)(&) |
China Division | Global Engagement Center
Regional Program Lead, South and Central Asia (SCA)
U.S. Department of State
Contractor - Alutiiq Information Management, LLC
(b)(6) |

|(b)(6) [ostate.gov, fhvay J@america.gov

-

“Mission: To direct, lead, synchronize, integrate, and coordinate efforts af the Federal Government to
recognize, understand, expose, and counter foreign state and foreign non-state propaganda and
disinformation efforts aimed at undermining ar influencing the policies, security, or stability of the
United States, its allies, and partner nations.”

From: Alanna Dvorak [(DY6Y @poynter.org>
Sent: Tuesday, November 9, 2021 1:59 PM

To: [DY6) l@state.gov>
Subject: Re: Poynter-GEC intro connection re training resources
Hi [(P)(6)

Sorry the delay! This sort of got buried in my inbox amidst the IWPR project, the launch of our
Facebook programs and two private MENA trainings.

I'm slogping through my final reports for IWPR, so would a meeting next week work for you?

Best,
Alanna
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On Wed, Nov 3, 2021 at 1:32 PM |(h)(6) listate. gov> wrote:
Hi Vonda,

Thanks for the introduction.

Alanna: Please let me know your availability for a 15-30 minutes call sometime this week and |
will send you an invitation to the MS Teams.

Thanks and | look forward to chatting with you.

Sincerely,

(b6 |
China Division | Global Engagement Center
Regional Program Lead, South and Central Asia (SCA)
U.S. Department of State
IContractor - Alutiiq Information Managemlent, LLC
(b)(6)

(b)(6) |@state.gov,[b)(6) |@america.gov

-

“Mission: To direct, lead, synchronize, integrote, and coordinate efforts of the Federal Government to
recognize, understand, expose, and counter foreign state ond foreign non-state propoganda ond
disinformation efforts aimed ot undermining or influencing the policies, security, or stability of the
United States, its ollies, and partner nations.”

From: Vonda Wolcott {{m(a) [@iwpr.net>

Sent: Wednesday, November 3, 2021 12:31 PM

To:[(b)(6) [@state.gov>; Alanna Dvorak {h)(6) |@poynter.org>
Subject: Poynter-GEC intro connection re training resources

Good morning all:

[(0)6) |1 wanted to introduce you to Alanna, who has been leading the project's training
activities, including in the SCA region. She works with all training resources, even beyond the
[FCN-related work she is doing in connection with our project. She can best answer questions
about all of Poynter's training resources and other support.

Thanks!
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From: |(b)(6) bstate.gov:»
To: Baybars Orsek poynter.org>
[b)(&) lostate.gov>;
(b)(6) [@state.gov>,;
cC:  VRVAY j@state.gov>;
" {ihie [@state.gov>;
TN |@state.gov>;
[(0)(6) F@state.gov>

Subject: Re: Poynter Grant Amendment - For Baybars response
Date: Fri, 5 Feb 2021 04:34:49 +0000

Hi Baybars,

Yes, the DS1909 needs to be signed by the proper person at Poynter who has authority to sign
for grants. Once they sign, please send back to me.

We are excited about reviewing the online course materials. We originally scheduled January
for the first review. Are you still okay with the current period of performance (ending July 31}
to accomplish all activities/outputs?

Regards,
(b)(B)

From: Baybars Orsek {(D)(6) |@poynter.org>

Sent: Thursday, February 4, 2021 11:19 PM

To:[ihyviany Pstate.gov>

Coihviay |@state.gove; ey ]{Bangkok}
{imimy___ |@state.gov>;[(b)(6) |@state.gov>; [fras I

o Iostate.gove;ihviay [@state.gov>; [(B)(6) |

(M6Y_ |@state.gov>

Subject: Re: Poynter Grant Amendment - For Baybars response
Hi |(b)(6)
Thanks! I confirm the receipt of the DS1909.

Do you want this to be signed by us? I can send it to you after asking our VP of Finance and
Business signs it.

On the other hand, we are ready to deliver the training.
How should we proceed to schedule them?

Looking forward to hearing from you.
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Best-

Baybars

On Sun, Jan 31, 2021 at 9:21 PM|(b)(6) [Bangkok)
‘i(b)(ﬁ) l@state.gov> wrote:

Hi Baybars,

Can you please confirm receipt of the DS19097?

Thank you,

(b)(®)

From: [ hY{&) [Bangkok)
Sent: Tuesday, January 26, 2021 2:50 PM

To: Baybars Orsek {{h\(6) @povnter.org>

Ce: [(D)(6) |@state.gov>; [(b)(6) [Bangkok}
T [ostate.gov>;[(h\(BY |@state.gov>; [(b)(6) |
T [@state.gov>; (b)(6) @state.gov>;[(h\(6) |

T @state.gow

Subject: RE: Poynter Grant Amendment - For Baybars response

As promised, here is the new DS 1909 and the new Award Provisions, which contains a detailed
description of the grant’s balance of payments and budget. Please review the provisions and
have the DS1909 signed by one of the directors at Poynter (Wendy Wallace signed the last one).

Regards,
(b)(6)

From: [[D)(6) |(Bangkok)
Sent: Tuesday, January 26, 2021 1:37 PM

To: Baybars Orsek[{h)(6) Ppoynter.org>

Ce: |(b)(6) Pstate.gov>;[1h)(6) [Bangkok)
(b)(6) state gov>; [(b)(6) |@state.gov>;|(b)(6) |
ey @state.gov>;[(b)(6) [@state.gov>; (b)(6) |

e Dstate.gov>

Subject: RE: Poynter Grant Amendment - For Baybars response

Hi Baybars,

The grant has already been extended. Do you need more time to deliver the training? Do you
still stand by the earlier commitment to give us a product this month?
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Best,
(b)(6

From: Baybars Orsek {{h\/ay_|@poynter.org>
Sent: Tuesday, January 19, 2021 6:22 AM

To: [(h\(6) @ state.gov>

Ce: ihviay l@state.gov>; [(h)(R) [{Bangkok}
[frvay  @state.govslihyvigy [@state.gov>;[(b\(B) |

(hR __I@state gov>; [h(6Y l@state.gov>;[(b)(6) |

|(h\(6\ @state.gov:»

Subject: Re: Poynter Grant Amendment - For Baybars response

Hi |(b)(6
Yes! The content is ready therefore we are good to go and deliver the trainings.

Locking forward to receiving the paperwork.

Thanks

Baybars

On Mon, Jan 11, 2021 at 8:17 PM|(b)(6) @state.gov>
wrote:

Hi Baybars,

Just another ping to see if everything is going well on your side. Everything on track to produce
online course content?

Best,
(b)(8)

From:|(b)(B) f@state.gov>
Sent: Tuesday, January 5, 2021 8:30 AM

To: Baybars Orsek <|(b)(6) lopoynter.org>

Ce: [Ihvid |@state.gov>: (D) 6) [Bangkok)
{hi(6) [@state.gov>ihviAY @state.gov>; ()R |

(D)(6) @state.gov>; l(b)(B) |@state.gov>; (b)(6)

fhY(RY [Wstate.gov>

Subject: Re: Poynter Grant Amendment - For Baybars response
Hi Baybars,

Hope you had a nice New Year holiday. Just wanted to drop a note to let you know we |look
forward to receiving the course outline this month. Let me know if you need to discuss
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anything. In the meantiime, | will work on some of the required documents to reformat the
grant.

Warm regards,

(b)(6)

From:|(b)(6) IBangkok)

Sent: Thursday, December 3, 2020 11:48 AM

To: Baybars Orsek {riv7ev 1@poynter.org>

Ce: |(D)(6) [@state.gov>; [(D)(6) [{Bangkok}
(£)(6) state.gov>; [(b)(6) l@state.gov>; [ih\(B) |

(bY8) state.gov>; |(b)(6) |@state.gov>;|(b)(6) |

ey J@state.gov>

Subject: RE: Poynter Grant Amendment - For Baybars response

Hi Baybars,
When [ retumn after Christmas we will do some paperwork outlining these initiatives more
formally in the grant. For now, please proceed designing the online course and designing the

virtual training.

Congrats again on the new family member.

Regards,

From: Baybars Orsek >

Sent: Wednesday, December 2, 2020 8:39 PM

To:lihvAy lstate. gov>

Ce: [[h\/&) [dstate. gov>; {D)(6) |
(Bangkok)|(b)(6) kistate. gov>; [h\(6) _ lastate.gov>; [(b)(6) |
(b)(6) |@state.gov=>;((b)(6) IM@state.gov>; [(b)(®) |
(b)(6) [dstate.gov>

Subject: Re: Poynter Grant Amendment - For Baybars response
Hi |(b)(6
Thanks for this!

Please kindly feel free to share if there is any paperwork we should focus on for the amendment
if you need it to be done before your break.

Otherwise, happy to keep up the conversation with GEC and Wow.

Best-
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((baybarsorsek / (@ factchecknet

Baybars Orsek

Director | International Fact-Checking Network
{@baybarsorsek / (@factchecknet

Baybars Orsek

Director | International Fact-Checking Network
{baybarsorsek / (@factchecknet

Baybars Orsek

Director | International Fact-Checking Network
{wbaybarsorsek / (@factchecknet

Baybars Orsek

Director | International Fact-Checking Network
wbaybarsorsek / @factchecknet

Baybars Orsek

Director | International Fact-Checking Network
ebaybarsorsek / @factchecknet
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Baybars Orsek

Director | International Fact-Checking Network
(abaybarsorsek / (@factchecknet

Bavbars Orsek

Director | International Fact-Checking Network
@bavbarsorsek / @factchecknet

Baybars Orsek

Director | International Fact-Checking Network
(@baybarsorsek / (@factchecknet

Sender: |(b)(6) |@state.gov>
Baybars Orsek {{h\(6)__|@poynter.org>;
T [@state.gov:;
(bY(6) [state.gov>;
Recipient: [fhy/A) [@state.gov>;
(M6 [dstate.gov>;
FhV ey IM@state.gov=>;

(h)(6) |@state.gov>
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From: [hyA) [@state.gov>
To: Baybars Orsek {D)(6) [@poynter.org>
(b)(6) |@state.gov>;
(£)(B) |@state.gov>;
cC: T |@state.gov>;
T bstate.gov>;
[imia) |@state.gov>;
[(b)(6) |@state.gov>

Subject: RE: Poynter Grant Amendment - For Baybars response
Date: Thu, 11 Feb 2021 01:33:28 +0000
Received with thanks!

From: Baybars Orsek {h\{RY _Ppoynter.org>
Sent: Thursday, February 11, 2021 2:51 AM

To: [(h)(6) [@state.gov>

Ce: (b)(6) [@state.gov>; [nvimn [(Bangkok}
(6 Dstate.gov>; [(h)(6) |@state.gov>;[(b)6) |

% @Dstate.gov>i{(h)(6) |@state.gov>;

fhiRY @wstate.gov>

Subject: Re: Poynter Grant Amendment - For Baybars response
Hi[(b)(6

Please kindly find the counter signed version attached.

All the best-

Baybars

On Tue, Feb 9, 2021 at 10:35 PM N(b)(6) @state.gov>
wrote:

Thanks Baybars - totally understand.

From: Baybars Orsek 4(p)(6) [@poynter.org>

Sent: Wednesday, February 10, 2021 9:42 AM

To:{(b)(6) [@state.gov>

Ce:limvim @state.gov>;|(b)(6) kBangkok}
[@state.gov>;[(b)(6) @state.gov>[b)(6) |

Bstate.gov>; [hI(6) Pstate.gov>(b)(6) |

@state.gov>
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Thank you so much! We will be providing another update to Wow next week.
I've just reminded our VP of Finance and Business again for her signature.

Poynter is having its National Advisory Board meeting this week so she must have heen swamped but
will take care of that before the end of the week for sure.

Thanks a lot for your understanding.

Best-

Baybars

On Tue, Feb 9, 2021 at 8:52 PM|(b)(6) [@state.gov>
wrote:

Hi Baybhars,

So glad to see you and |(D)(6 discussing the way forward. Just a quick reminder that we hope to
receive the DS 1909 soon. Hope all is well in your neck of the woods.

Best,
(b)(6

From: Baybars Orsek i(b)(6) [@poynter.org>

Sent: Thursday, February 4, 2021 11:1% PM

To:[(hY(R) [@state.gov>

Ce: (D)6 l@state.gov>; (R AY [{(Bangkok)
[(by(6Y  [@state.gov>;[ib)(6) Bstate.govs; (MR |

(bY(6) state.gov>;|(b)(6) @state.gow;lWl

|l’b]l’6] lostate.gov>

Subject: Re: Poynter Grant Amendment - For Bayhars response

Hi|(b)(
Thanks! | confirm the receipt of the D$1908.

Do you want this to be signed by us? | ¢can send it to you after asking our VP of Finance and Business
signs it.

On the other hand, we are ready to deliver the training.
How should we proceed to schedule them?

Looking forward to hearing from you.




































TF1.-2023-00013 A-00000749359 "UNCLASSIFIED" 1/30/2025 Page 160

From: Baybars Orsek [hy6)  |[@poynter.org>
Sent: Tuesday, February 25, 2020 9:57 PM

To: |(b)(6) [ state.gov>
Ce: |(b)(6) cstate.gov>; [(bY(6)
(b)(6) [@state.gov>

Subject: Re: Important issue to discuss
No worries! It will be 9pm Sunday eve here and I should be able to take the call.

How should we connect? Can you send me dial-in instructions?

Best-

Baybars

On Tue, Feb 25, 2020 at 4:37 AM [[b)(6) l(Bangkok)
[FryiaY [ state. sov> wrote:

Great! | can do 9am on Monday March 2, but unfortunately no other day this week.

From: Baybars Orsek {b)(6) _l@poynter.org>
Sent: Monday, February 24, 2020 10:26 PM

To:[(b)(6) Vi state. gov>
Ce:|(b)(6) pstate.gov=>; [(b)(6)
[T [cstate.gov>

Subject: Re: Important issue to discuss

Dear (b)(6) |

Hope this email finds you well.

It's preat to hear from you,|(b)(6) |I really missed that beautiful place! Hope you had a preat
break!

My suggestion for the rest of the project based on your feedbacks are;

s To organize a Skype call Yo/Sure and Share, and SONP as persuggestion and discuss their
progress and provide feedback before their application.

¢ Schedule a call this or next week to;
o Set the date and the content for the video conference from Florida
o Fix the scope and the date for Thai's delegation visit to 5t. Petersburg, FL
o Decide who to bring to Global Fact in Oslo from Thailand {possibility from other Mekong

countries as well)
Once we kick the ball rolling, this will be a lot easier to move.

Looking forward to hearing from you for your ideal day to have a 9am Bangkok time call.
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Baybars Orsek

Director | International Fact-Checking Network
wbaybarsorsek / (@factchecknet

Baybars Orsek

Director | International Fact-Checking Network
{abaybarsorsek / (@factchecknet

Baybars Orsek

Director | International Fact-Checking Network
{@baybarsorsek / (@factchecknet

Baybars Orsek

Director | International Fact-Checking Network
wbaybarsorsek / @factchecknet

Baybars Orsek

Director | International Fact-Checking Network
{abaybarsorsek / (@factchecknet
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Baybars Orsek

Director | International Fact-Checking Network
wbaybarsorsek / @factchecknet

Baybars Orsek

Director | International Fact-Checking Network
baybarsorsek / (@factchecknet

Baybars Orsek

Director | International Fact-Checking Network
{awbaybarsorsek / (@factchecknet

Baybars Orsek

Director | International Fact-Checking Network
@bavbarsorsek / @factchecknet

Baybars Orsek

Director | International Fact-Checking Network
@baybarsorsek / @factchecknet
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Baybars Orsek

Director | International Fact-Checking Network
@baybarsorsek / @factchecknet

Sender: [(b)(6) Bstate.gov>
Baybars Orsek {{D)(6) _J@poynter.org>;
(b)(6) [@state.gov>;
T f@state.gov>;
Recipient: |(B)(6) (@state.gov>;
(b)(B) state.gov>;
[(6)(6) state.gov>;

[(0)(6) [@state.gov>
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From: Julian Barnes {{b)(6) pnytimes.com>

To: GEC Press <GECPress@state.gov>

CC: GEC-Press <GEC-Press@state.gov>
Subject: Re: NYT: Russian Disinfo

Date: Wed, 25 May 2022 17:06:40 -0400

Another government agency said the same. Off to the FBI

On Wed, May 25, 2022 at 4:57 PM GEC Press <GECPress{cstate. gov> wrote:
Hello Julian,

The website in question appears to be connected to a U.S. resident. Asthe GEC's mandate is
limited to analyzing disinformation from foreign actors, we are unable to provide an
assessment in this case.

Thank you and apologies for the delayed response,

(b)(6)

Public Affairs Officer
Global Engagement Center
U.S. Department of State

All Native Group Contractor
Officej(b)(6)

=

From: Julian Barnes 4(h)(6) P nytimes.com>

Sent: Tuesday, May 24, 2022 5:07 PM
To: GEC Press <GECPress@state.gov>
Subject: Re: NYT: Russian Disinfo

Thanks |(b)(6] Looking forward to talking tomorrow

On Tue, May 24, 2022 at 5:07 PM GEC Press <GQECPress(@state.gov> wrote:
Hello Julian,

We are developing a response to your question and will be in touch tomorrow.

Thank you,
(b)(®
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From: GEC Press <GECPress@state.gov>

Sent: Monday, May 23, 2022 5:13 PM

To{(b)(6) Bnytimes.com[[1/&) __ [®@nytimes.com>
Cc: GEC-Press <GEC-Press@state.gov>

Subject: Re: NYT: Russian Disinfo

Good afternoon Julian,

Thank you for reaching out to us. We are currently reviewing your question and will circle back
soon.

Thank you,

(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

All Native Group Contractor

Office:|(b)(6) |

X
From: Julian Barnes 4(b)(6) [@nytimes.com:>

Sent: Monday, May 23, 2022 2:22 PM
To: GEC Press <GECPress@state.gov>
Subject: Fwd: NYT: Russian Disinfo

Okay no morel(b)(6) |but hopefully GEC Press address still working!

---------- Forwarded message ---------

From: Julian Barnes >
Date: Mon, May 23, 2022 at 2:20 PM

Subject: Re: NYT: Russian Disinfo

To: [(b)(6) fistate. gov>
Cc: GEC Press <GECPress{state. gov>

(b)(6)
Are you still doing press for the Global Engagement group? We are looking at a website called
russia insider. (https:/russia-insider.com/en)
It may have been at one time US based, though we believe it is now Moscow based. It
peddles information from a Russian point of view. But my question is, is it something more. Is
this a site like InfoRos, Strategic Culture Foundation, Greyzone.ca that the US povernment
believes is being fed disinformation/propaganda directly from Russian intelligence services?
Any background information would be much appreciated.
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Cell: {{myim

X

From: Julian Barnes {ryiRY______J@nytimes.com>
Sent: Monday, August 2, 2021 4:31 PM

To: |(b)(6) [@state.gov>
Cc: GEC Press <GECPress@state.gov>

Subject: Re: NYT: Russian Disinfo

I am currently planning to write a story on Wednesday.

Julian E. Barnes
Intelligence, National Security reporter
The New York Times

+1 [(b)(B) Mobile/WhatsApp/Signal

On Mon, Aug 2, 2021 at 4:29 PM |(b)(6) |.sttate.g0V> wrote:
Hi Julian,

Off the record - Sorry for the delay, what is your timeline?

Very best,
(D)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor
Cell:|(b)(6) |

X

From: Julian Barnes {{D)(6) @nytimes.com>

Sent: Friday, July 30, 2021 10:14 AM

To: GEC Press <GECPress@state.gov>; |(b)(6) @state.gov:s
Subject: NYT: Russian Disinfo

(b)(6) | GEC

I am working on a story looking at Russia's most recent disinformation efforts around the
western vaccines. We are trying to determine if there has been an uptick either coinciding with
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From:
To:
cC:

Subject:
Date:

Hi Stuart,

(b)(6) [Bstate.gov>

Stuart Thompson {hY(R) [@nytimes.com>
GEC Press <GECPress@state.gov>

Re: NYT inquiry - Disinformation from Russia

Wed, 9 Mar 2022 21:16:03 +0000
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Responses below. You can attribute these on background to a Senior State Department Official. Let me
know if you have any questions. Thanks!

What propaganda or misleading information are you seeing out of
Russia? Do you have examples?

e We took note of Russia’s false claims about alleged U.S. chemical
and biological weapons labs in Ukraine. We’ve also seen Chinese
officials echo these conspiracy theories.

e To be clear: this is preposterous. It’s exactly the kind of
disinformation operation we’ve seen repeatedly from the Russians
over the years in Ukraine and in other countries around the world,
which have been debunked conclusively, and an example of the
types of false pretexts we have been warning the Russians would
invent.

e The United States is in full compliance with its obligations under
the Biological Weapons Convention and does not develop or
possess such weapons anywhere.

e [t’s Russia that has a long and well-documented track record of
using chemical weapons, including in attempted assassinations and
poisoning of Putin’s political enemies like Alexey Navalny. It’s
Russia that continues to support the Assad regime in Syria, which
has repeatedly used chemical weapons. It’s Russia that has long
maintained a biological weapons program in violation of
international law,
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e Also, Russia has a track record of accusing the West of the very
crimes that Russia itself is perpetrating. Prior to the war, Russia
falsely accused the U.S. of deploying contractors with chemical
weapons in Ukraine.

e This is all an obvious ploy by Russia to try to try to justify further
premeditated, unprovoked, and unjustified attacks on Ukraine.

e Now that Russia has made these false claims, and China has
seemingly endorsed this propaganda, we should all be on the
lookout for Russia to possibly use these kinds of chemical or
biological weapons in Ukraine, or to create a false flag operation
using them. It’s a clear pattern, and no one should fall for it.

e In response to increasing media and social media exposure of the
Russian military targeting civilians in Ukraine, Russia is also
operating “debunking” disinformation campaigns to cover up its
actions and label accurate reporting as fake.

e One example is the allegedly state-linked “Boiina ¢ defikamu™ or
“War with Fakes” website and its affiliated Telegram channel
which appeared on February 24, at the outset of Russia’s further
invasion of Ukraine. The site and channel describe all
incriminating videos they showcase as “fakes.” “War with Fakes”
also amplifies the narrative that Ukrainian forces are to blame for
Russia’s attacks impacting schools, hospitals, and homes in
an attempt to cover up Russia’s strikes on or near civilian
buildings.

e Another example: Russia’s Defense Ministry spokesperson
claimed Ukraine was holding a group of Indian students “hostage”
to use them as human shields. President Putin repeated this
allegation in his March 2 conversation with Indian Prime Minister
Modi, offering Moscow’s help. However, the Indian Foreign
Ministry said it had not received any reports of its citizens being
held in this manner.
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Can you speak to their overall strategy and goals regarding
misinformation/propaganda right now?

Russia has a long history of manipulating information to pursue its
own strategic goals and accomplish its political agenda.

The Global Engagement Center (GEC) has seen an increase in
Russian disinformation operations about Ukraine across the
Russian disinformation ecosystem, especially on social media
platforms.

Russia’s disinformation ecosystem includes official channels, such
as statements from the Kremlin and Russian officials in Moscow
and overseas; narratives on state-sponsored media platforms; proxy
websites connected to the Russian government; amplification by
external actors who echo Kremlin talking points; as well as bots
and other tools to push their narratives forward.

All of these are part of the coordinated effort by Russia’s
government to spread Kremlin talking points globally, to
undermine confidence in Ukraine’s government, to shift blame
away from the Kremlin, and to cause confusion.

Who are they targeting? Russians, the West, both?

Pro-Kremlin media and influencers, as well as proxy sites covertly
controlled by the Kremlin, continue to spread disinformation as
part of ongoing Russian influence operations intended to
demoralize Ukraine, globally discredit the United States and other
countries supporting Ukraine, and create fissures in relations
between Western countries and Ukraine. The Russian
government’s disinformation efforts are increasingly being used
against Russian citizens as well.

Russian government-backed online influence actors are likely
using the following websites and blogs, among others, to promote
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Kremlin interests and produce and amplify Russian officials’ or
state media disinformation targeting Ukraine, NATO, the
European Union, and the United States:

e topwar.ru

® army-news.ru

® -News.su

e medium-info.ru

e pan.bg

e politikus.ru (dormant)

e pravdoryb.info

e Rusonline.org

e westvoices.ru

Can you say anything about the platforms you're seeing used for this
purpose? Is it just state-run media or are there other avenues, like
social media?

e We know the Russian government tasks and influences many
proxy media outlets to publish content that denigrates Ukraine and
depicts Ukraine as the aggressor in its ongoing invasion.

e Articles from these proxy outlets make their way to official
Russian state-funded media outlets such as RIA Novosti, and to
propaganda outlets such as RT and Sputnik, as well as to foreign
outlets, where they are at times portrayed as coming from
legitimate sources

¢ Russia’s government sows disinformation and propaganda meant
to undermine, demoralize, and discredit Ukrainian governmental
organizations and personnel.

e State-media accounts, such as RT Arabic, RT Spanish, and others
promote this disinformation globally.
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From: Julian Barnes [myiey — J@nytimes.com>
To: |(b)(6) [E@state.gov>
Subject: Re: NYT connection to State Dept GEC
Date: Tue, 2 Feb 2021 13:22:21 -0500

Temific. Just tried you. Try me at your convenience,|(b)(6)

Julian E. Barnes

Intelligence, National Security reporter
The New York Times

hia Mobile/Whats App/Signal

On Tue, Feb 2, 2021 at 1:19 PM|(b)(6) liistate.gov> wrote:
Hi Julian,

Nice to connect. Happy to chat off the record to understand more about your story to see if we
have anything to share; or if you have a specific question you can send over email and we can
approach it that way.

Very best,

(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor
Cell:(b)(6) |

X

From:|(1)(6) |

SenE: Tuesday, February 2, 2021 1:07 PM

To: 'Julian Barnes'|(b](6) @ nytimes.com>

Ce: ¥miR) |@state.gov>; DL USCYBERCOM_PAQ (H3C9)
<DLUSCC JO PAO@cybercom.mil>;[fhyi&) b
Subject: NYT connection to State Dept GEC

Julian-

Connecting you to |(b)(6) |0f the Global Engagement Center-- not sure if they will have
somcthing for you on Russian anti-vax disinformation campaign in Spanish, but wanted to make surc you
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had a good POC for her.
(b)(6)

V/R,

(b)(6)
U.8. Cyber Command, Public Affairs
COMM:
NSTS:[b)(6) |
Personal Cell:[(b)(6) |

Work Cell: |(b)(6) |

"UNCLASSIFIED"

Sender: Julian Barnes [[b)(6) @nytimes.com>

Recipient: [(b)(6)

Pstate.gov>
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On Fri, Feb 5, 2021 at 2:28 PM |(b)(6) |(&35tate.gov> wrote:
Hi! Thank you for reaching out!

Would next Friday work? I'm free anytime after 11am except 3-4pm EST.
Before we meet, can you tell me where your projects are at and what M&E work you've done
so far? Also, are you just looking for a walk through of the M&E Workbook/Performance

Monitoring Plan? Is there anything else you'd like to accomplish during our call?

Thanks!

(b)(6)

ME&E Specialist

Global Engagement Center

U.S. Department of State

Contractor - Alutiig Information Management, LLC

1(b)(6) |@state.gov
]

From: Ferdi Ozsoy {(p)(6 Ppoynter.org>

Sent: Friday, February 5, 2021 10:51 AM
To: Vonda Wolcott[(hyia) [@iwpr.net>
Cc: Baybars Orsek {inviAY_]@poynter.org>; Alanna Dvorak[(h\(RY _|@poynter.org>; |(b)(6)

{hé pstate.gov>; Maria Adelma Montejo (b)(6) Piwpr.net>

Subject: Re: M&E for Balkans and Pacific Islands

Hi All,

Vonda, thank you for the introductions.

(b)(6) | When would be the best time and date for us to set up a call to go over the documents?

The only day that would not work for us is Monday, we will be filming that day for the projects.
Looking forward to hearing from you.

Best,
Ferdi

On Thu, Feb 4, 2021 at 4:47 PM Vonda Wolcott 4(b)(6) [iwpr.net> wrote:

Hi everyone.

Per our discussion, I wanted to put Poynter folks in touch with the M&E expert from
GEC. has kindly offered to walk you through the GEC's new M&E workbook.
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From: "Lin, Liza" wsj.com>
To: [(b)(6) [@state.gov>
Subject: Re: Linkedin article
Date: Fri, 15 Oct 2021 01:04:56 +0800

we updated this with more context --

night |(b)(6

On Thu, Oct 14,2021 at 11:53 PM 1(b)(6) [)state. gov> wrote:

Great, thank you so much! Looking forward to the follow-up piece, as well.

(b)(6)

From: Lin, Liza 4(b)(6) [@ws].com>

Sent: Thursday, October 14, 2021 11:49 AM

To: |(b)(6) [@state.gov>

Subject: Re: Linkedin article

Sure, I'd be happy to! I;m just wrapping up a much longer, more comprehensive take. but here's
the first cut we put out. and i'll send you the other later.

On Thu, Oct 14, 2021 at 11:45 PM 1(b)(6) [a)state.gov> wrote:

Hi, Liza,

I saw your article today on Linkedin closing in China. Would you be able to send me the full
piece? [ don’t have my subscriptions set up at my new job yet. If not, no worries.
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Sender: '"Lin, Liza" |[{b)(6) [@wsj.com>
Recipient: [(h)(5) state.gov>
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A:13-02 CapitaGreen, Singapore
K|

Sender: "Lin, Liza" {(b)(6) [@wsj.com>
Recipient: |(b)(6) tg‘lstate.gov>
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From: GEC Press <GECPress@state.gov>

To: |(b)(6) [@cnn.com {b)(6) denn.com> Elle Reeve

e [(b)(6) [@state.gov>;
" GEC-Press <GEC-Press@state.gov>

Subject: Re: Global Engagement Center phone call request
Date: Thu, 31 Mar 2022 16:03:02 +0000

Hello Ms. Reeve,

Page 217

Passing along this message from yesterday. Could we schedule a brief off-the-record call to find
out more about your request?

We believe that the person best positioned to respond to your request is only available through
tomorrow but want to be sure by learning which topics you wish to address.

Thank you,

(b)(6)

Public Affairs Officer

Global Engagement Center
U.S. Department of State
All Native Group Contractor

(b)(6)

X

From: GEC Press

Sent: Wednesday, March 30, 2022 3:45 PM

To{D)(6) |@cnn.com {D)(6) _ Wcnn.com> Elle Reeve |

Cc:lirvay |@state.gov>; GEC-Press <GEC-Press@state.gov>

Subject: Global Engagement Center phone call request

Good afternoon Ms. Reeve,

We have learned of your request to speak to someone at the State Department's Global
Engagement Center regarding Russian disinformation.

Would it be possible to schedule a brief off-the-record phone call to find out more? It would
help us identify the right person who can speak with you.
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Thank you,
(b)(®)

Public Affairs Officer

Global Engagement Center
U.S. Department of State
All Native Group Contractor

[(b)(6)
]

Sender: GEC Press <GECPress@state.gov>

(hY(B) @cnn.com {b)(6) cnn.com>; |E||e Reeve
Recipient: lrhyva) | <BinderDR@state.gov>;
GEC-Press <GEC-Press@state.gov>
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From: GEC Press <GECPress@state.gov>
To: Atwood, Kylie 4hyi6) @denn.com:

Price, Edwa state.gov>;
Ice, John T 4/b)(B)Pstate.gov>;
CC: GEC-Press <GEC-Press@state.gov>;

(b)(6) [@state.gov>;
Hansler, Jennifer {frvay [@cnn.com>

Subject: Re: Global Engagement Center conversation
Date: Fri, 6 May 2022 17:18:55 +0000

Hi Ms. Atwood,

You can call my number -|(b)(6) I | will conference you in to [(b)(6)
From: Atwood, Kylie feaviey J@cnn.com>

Sent: Friday, May 6, 2022 1:12 PM

To: GEC Press <GECPress@state.gov>

Cc: Price, Edward C state.gov>; Ice, John T@state.gov>; GEC-Press <GEC-
Press@state.gov>;|(b)(6) [@state.gov>; Hansler,Jenniferkm(B] Fchnn.com>
Subject: Re: Global Engagement Center conversation

Hi —can | actually call you guys? | won’t be on my cell | will be on an office line that is not my own (long
story!l). What number can [ call?
Thanks!

From: GEC Press <GECPress@state.gov>
Date: Thursday, May 5, 2022 at 1:19 PM

To: Atwood, Kylie [[bY(6) Renn.com>

Cc: Price, Edward C b)) [@state.gov>, Ice, John T [(b)(B)@state.gov>, GEC-Press <GEC-
Press@state.gov>, [(b)(6) Bstate.gov>, Hansler, Jennifer

[(M /Y l@cnn.com>

Subject: Re: Global Engagement Center conversation

Great - we will call you at 1:30 tomorrow for the on background call with Mr. Stoltz.

Thanks for your flexibility.

From: Atwood, Kylie 4 bY(6) @Cnn.com:
Sent: Thursday, May 5, 2022 12:47 PM

To: GEC Press <GECPress@state.gov>

Cc: Price, Edward C @state.gov>; Ice, John Tstate.gov>; GEC-Press <GEC-
Press@state.gov>; [(b)(6) [@state.gov>; Hansler, Jennifer {{b)(6) [@cnn.com>
Subject: Re: Global Engagement Center conversation
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The Global Engagement Center would like to arrange for someone to speak with you on
background. To help us identify the best person at GEC to speak with, we would like to confirm
that these are still the topics you are looking to discuss:

What is the GEC is doing when it comes to the disinformation that Russia and China have
increasingly put out about the Ukraine war?

How is the GEC tracking it?

What kinds of trends have there been?

Is the GEC leading any efforts to directly combat it?

We look forward to hearing from you and arranging a time for the conversation.

Thank you,
(D)(6)

Public Affairs Officer
Global Engagement Center
U.S. Department of State

All Native Group Contractor
Office:|(b)(6)

[=1

Sender: GEC Press <GECPress@state.gov>

Atwood, Kylie {(b)(6) @dcnn.com>;
Price, Edward C |{bi(6) [@state.gov>;
Ice, John T {ihvia) istate.gov>;

GEC-Press <GEC-Press@state.gov>;
[b)(6) |@state.gov>;
Hansler, Jennifer {b)(6) bcnn.com:>

Recipient:
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Press@state.gov:-;h’b](ﬁ] bstate.gov:—
Subject: Global Engagement Center conversation

EXTERNAL SENDER: Caution opening links or attachments
Good morning Ms. Atwood,

The Global Engagement Center would like to arrange for someone to speak with you on
background. To help us identify the best person at GEC to speak with, we would like to confirm
that these are still the topics you are looking to discuss:

What is the GEC is doing when it comes to the disinformation that Russia and China have
increasingly put out about the Ukraine war?

How is the GEC tracking it?

What kinds of trends have there been?

Is the GEC leading any efforts to directly combat it?

We look forward to hearing from you and arranging a time for the conversation.

Thank you,
(D)(6)

Public Affairs Officer
Global Engagement Center
U.S. Department of State

All Native Group Contractor

|(b)(6)

[=1

Sender: “"Atwood, I(ylie"|( b)(6) locnn.com>

GEC Press <GECPress@state.gov>;

Price, Edward C b)6) [dstate.gov>;
Ice, John T dhval@state.gov>;
GEC-Press <GEC-Press@state.gov>;

(DY(6) @cnn.com>

Recipient:
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"UNCLASSIFIED"

From: [(b)(6)

l@state.gov>

Ice, John T {D)(6) @state.gov>;

To:  ordon, Michael ThV&)

@wsj.com>

Subject: Re: GEC Follow Up

Date: Wed, 17 Feb 2021 13:31:18 +0000

Hi Michael,

1/30/2025 Page 227

Glad that time works for you. Would you be able to provide your questions today by noon?

Very best,
(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor
Cell:[(b)(6) |

X

From: lce, John T @state.gov>

Sent: Tuesday, February 16, 2021 4:40 PM

To: Gordon, Michael {{b)(6) |@wsj.com>
Ce:|(b)(6) (@state.gov>
Subject: Re: GEC Follow Up

Hey Michael,

Thanks for the text confirmation at 2:00 PM on Thursday works for you.

J.T,

From: Gordon, Michael[(b)(6) |@wsj.com>

Sent: Tuesday, February 16, 2021 3:50 PM

To: Ice, John T 4 hY(_|@state.gov>
Subject: Re: GEC Follow Up

L.T.

[ have a zoom call around that time. Could we do 11 AM or 1| PM or pretty much anytime

Thursday.?

The questions all pertain to the material and links you guys sent me. Thanks
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Michael
National Security Correspondent
The Wall Street Journal

(b)(6) (cell, WhatsApp, Signal)

h(B) Pwsj.com (work email)

(b)(6) |@protonmail.com (encrypted email)
ook site: michaelrgordon.com

On Tue, Feb 16, 2021 at 3:44 PM Ice, John T (b)(6) @state.gov> wrote:
Hi Michael,

Thanks for the call. Daniel Kimmage can talk at 2:00 PM on Thursday. Would that work for
you?

Also, would you mind giving us the questions in advance? | think that would go a long way
toward helping Daniel to be prepared.

Best,

From: lce, John T -@ state.gov>

Sent: Friday, February 12, 2021 11:57 AM

To: Gordon, Michael [[h\{6) @wsj.com>
Ce: Fb)(6) [@state.gov>

Subject: Re: GEC Follow Up

Hey Michael,
As discussed on the phone, we will look forward to hearing from you on Tuesday.
In the meantime, have a nice weekend.

J.T.

From: Gordon, Michael {h\(&) Pwsj.com:>
Sent: Friday, February 12, 2021 11:24 AM

To: Ice, John T <4(b){ [@state.gov>

Subject: Re: GEC Follow Up

Can you give me until Tuesday to sort this out within the WSJ?
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Michael Gerdon
National Security Correspondent
The Wall Street Journal

by ey (cell, WhatsApp, Signal)
(h\{(B) @wsj.com {work email)

b)(6) l@protonmail.com (encrypted email)
Book site; michaelrgordon.com

On Fri, Feb 12, 2021 at 11:22 AM Ice, John T {(b)(6) [@state.ecov> wrote:
Dear Michael,

| hope this email finds you well and ready for the long weekend.

Just giving you a heads up that at this point we would like to go ahead and pitch this
information to another outlet. If you are planning to publish something imminently, please let
us know and we can hold.

We sincerely appreciate your interest, and we hope we can work on another project, soon.
Best,
JL.T.

John T. Ice
Deputy Spokesperson
United States Department of State

Qffice: +1,202.647.9986 | Cell: [fh &) |
(b)(6) @state.gov

From: Ice, John T {(b)( |@state.gov>
Sent: Thursday, February 4, 2021 5:40 AM
To: Gordon, Michael |{b]{6] [@ws|.com>

Ce:{(b)(6) [@state.gov>

Subject: Re: GEC Follow Up

Thanks, Michael! Can you share if you have a time frame in mind?

J.T.
From: Gordon, Michael|(D)(6) Pwsj.com>
Sent: Thursday, February 4, 2021 5:03 AM
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To: Ice, John T|(b)(6 |@state.gov>
Subject: Re: GEC Follow Up

Yes. I will be back to you relatively soon. Got tied up with Myanmar, etc.

Michael

National Security Correspondent

The Wall Street Journal

b)6) leell, WhatsApp, Signal)

[(BY(®) [@wsj.com (work email)
|(b)(6) l@protonmail.com (encrypted email)

Book site: michaelrgordon.com

On Thu, Feb 4, 2021 at 8:41 AM Ice, John T [2)®) [astate.gov> wrote:
Hi Michael,

| hope this email finds you well. Just to follow up onf(b)(6) Email, do you think you will do the
article?

Happy to help with any questions you might have.
Best,
LT.

John T. Ice
Deputy Spokesperson
United States Department of State

ice: +1,202.647.9986 | Cell: {hywa |
(bY¥(6) state.gov

From:{b)(6) |@state. gov>
Sent: Wednesday, February 3, 2021 4:37 PM
To:|(b)(6) [@wsj.com rrvay [@wsj.com>

Cc: lce, John T {hy |@state.gov>; GEC Press <GECPress@state.gov>
Subject: re: GEC Follow Up

Hi Michael,

Hope you are doing well. | wanted circle back with you on this to confirm receipt of the follow
on information and to see if you had any other questions.
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o Source: https:/www.nytimes.com/2020/07/28/us/politics/russia-disinformation-
coronavirus.html.

* Message of Wisdom (Iram), posted on January 12, 2020

o https://messageofwisdom.blogspot.com/2021/01/erowing-protests-over-threat-of-
us-bio.html.

o Full article republished.

» oc2(.com {Cuba), (no date identifiable)

o https://oc2o.comen/cu/topics/World Politics/kuts3z/growing-protests-threat-us-
bio-weapons-the-united-states-1-495-biological-laboratories-25-countries-which-
large-scale-outbreaks-infectious-diseases.

o Full article published.

¢ The Russophile (Sweden), (no date identifiable)

o https://webcache.googleusercontent.com/search?g=cache:viDgA U2PVIJ:https://
therussophile.org/growing-protests-over-threat-of-us-bio-
weapons.html/+&cd=10&hl=en&ct=clnk&gl=us.

o Full article published.

Thanks again for your time last week and | look forward to hearing back from you to set up a
time to chat further.

Very best,
b)(6)

Public Affairs Cfficer
Global Engagement Center
U.S. Department of State

Accenture Federal Services Contractor
Cell:{(b)(6) |

X

sender: [b)(6) [@state.gov>

Ice, John T {hYKi@state.gov>;
Gordon, Michael 4(b)(6) [@wsj.com>

Recipient:
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From: "Gordon, Michael" {(b)(6) Bwsj.com>
To: [(b)(6) l@state.gov>

CC: Ice, John T q(b)(6 Pstate.gov>
Subject: Re: GEC Follow Up
Date: Thu, 25 Feb 2021 09:28:59 -0500
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[ told J.T. the other day that I am aiming for the first part of next week. I will be back to you for

final fact-checking, etc. Thanks

Michael Gordon

National Security Correspondent

The Wall Street Journal

(cell, WhatsApp, Signal)
[(b)(6) |@wsj.com (work email)
|(b)(6) [@protonmail.com (encrypted email)

Book site: michaelrgordon.com

On Thu, Feb 25, 2021 at 9:25 AM [B)(&)

Hi Michael,

fastate. gov> wrote:

Wanted to confirm if there is anything else | can help with? Also wanted to gauge when you

thought this could be published, thank you!

Very best,
(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor
Cell: [b)(6) |

X

From:|{b)(6) [@state.gov>

Sent: Wednesday, February 24, 2021 8:56 AM
To: Gordon, Michael d(h\(&) |@wsj.com>
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achieve these poals, Russia highlights Sputnik V while spreading false and distorted
information about Western vaccines: exaggerating adverse effects, spreading conspiracy
theories about the alleged malign intentions behind the vaccine production, portraying
Western vaccination efforts as failing, underscoring the alleged tensions among the
Western partners.

Very best,
(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor
Cell: [b)(6) |

X

From:|(b)(6) Bstate.gov>
Sent: Tuesday, February 23, 2021 8:47 AM
To: Gordon, Michael 4rrvay [@wsj.com>

Cc: Ice, John T {ih\( |@state.gov>
Subject: Re: GEC Follow Up

Hi Michael,
Sorry for the delay. We will be in touch soon, thank you!

Very best,

(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor
Cell: (b)(6) |

X

From:(b)(6) l@state.gov>
Sent: Wednesday, February 17, 2021 12:44 PM
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To: Gordon, Michael <{(b)(&) l@wsi.com>

Cc: Ice, John T {(b)(Bl@state gov>
Subject: Re: GEC Follow Up

Hi Michael,
Please let me know no later than 2pm today.

Very best,
(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor

Cell: {(b)(6) |
A

From: ¥ h\i&) |@state.gov>
Sent: Wednesday, February 17, 2021 8:46 AM

To: Gordon, Michael JihvA h@wsj.com>
Cc: Ice, John T {hY( J@state.gov>

Subject: Re: GEC Follow Up

Sounds good, would you be able to provide the questions?

Very best,

(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor

cell:{(b)(6) |

X
From: Gordon, Michael {b)(6) Pwsj.com>
Sent: Wednesday, February 17, 2021 8:38 AM
To:|(b)(B) [ @state.gov>

Subject: Re: GEC Follow Up

It’s about the material you guys sent me

1/30/2025 Page 239



FL-2023-00013  A-00000749184 "UNCLASSIFIED" 1/30/2025 Page 240
On Wed, Feb 17, 2021 at 8:31 AM [(b)(6) |@state. cov> wrote:
Hi Michael,

Glad that time works for you. Would you be able to provide your questions today by noon?

Very best,

(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor
Cell: |(b)(6) |

From: Ice, John T {{h\/Al@state.gov>
Sent: Tuesday, February 16, 2021 4:40 PM

To: Gorden, Michael ¥byay [@wsj.com>
Cc: [ib)(6) |@state.gov>

Subject: Re: GEC Follow Up

Hey Michael,

Thanks for the text confirmation at 2:00 PM on Thursday works for you.

J.T.

From: Gordon, Michael {6y  h@wsj.com>
Sent: Tuesday, February 16, 2021 3:50 PM

To: Ice, John T <[frv]@state.gov>

Subject: Re: GEC Follow Up

L.T.

[ have a zoom call around that time. Could we do 11 AM or | PM or pretty much anytime

Thursday.?

The questions all pertain to the material and links you guys sent me. Thanks
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Michael Gordon
National Security Correspondent
The Wall Street Journal

ey (cell, WhatsApp, Signal)
(b)(6) |@wsj.com (work email)

(b)(6) l@protonmail.com (encrypted email)
Book site: michaelrgordon.com

On Fri, Feb 12, 2021 at 11:22 AM Ice, John T {B)B)@statesov> wrote:
Dear Michael,

| hope this email finds you well and ready for the long weekend.

Just giving you a heads up that at this point we would like to go ahead and pitch this
information to another outlet. If you are planning to publish something imminently, please let
us know and we can hold.

We sincerely appreciate your interest, and we hope we can work on another project, soon.
Best,
J.T.

John T. Ice
Deputy Spokesperson

()63 |

s |{h\u:@state.gov
From:Ice, John T {{hia@state.gov>

Sent: Thursday, February 4, 2021 $:40 AM
To: Gordon, Michael 4(b)(6) Pwsj.com>

CC:I(D)(G) Estate.gow

Subject: Re: GEC Follow Up

Thanks, Michaell Can you share if you have a time frame in mind?

JLT.
From: Gordon, Michael d(h\(&) Dwsj.com>
Sent: Thursday, February 4, 2021 9:03 AM

To: Ice, John T {h [@state.gov>
Subject: Re: GEC Follow Up
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Yes. I will be back to you relatively soon. Got tied up with Myanmar, etc.

Michael

National Security Correspondent

The Wall Street Journal

[(5)(6) | {cell, WhatsApp, Signal)

[(b)(6) h@wsj.com (work email)

|( B)(6) [@protonmail.com (encrypted email)
Book site: michaelrgordon.com

On Thu, Feb 4, 2021 at 8:41 AM Ice, John T <|(D)(6 [t)state.gov> wrote:
Hi Michael,

| hope this email finds you well. Just to follow up on [(b)(6) |email, do you think you will do the
article?

Happy to help with any questions you might have.
Best,
JLT.

John T. Ice

Deputy Spokesperson

United States Department of State

[[raray |
ey Estate.gov

From:[h){&) Pstate.gov>
Sent: Wednesday, February 3, 2021 4:37 PM
Tofb)6) bordon@wsj.com fhvm |

Ce: Ice, John T {ihy /R state.gov>; GEC Press <GECPress@state.gov>
Subject: re: GEC Follow Up

Hi Michael,

Hope you are doing well. | wanted circle back with you on this to confirm receipt of the follow
on information and to see if you had any other questions.

I'm also copying in our Deputy Spokesperson, J.T. Ice, in case you have any questions for him.
Look forward to hearing from you soon.
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Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor

(b)(6) |
]

From: Julian Barnes [(D)(6) @nytimes.com>

Sent: Sunday, March 7, 2021 10:40 AM
To: [(DY(6) (@state.gov>

Cc: GEC Press <GECPress@state.gov>; Michael Crowley [(h)(R)

[@nytimes.com>; Lara Jakes

YR @ nytimes.com>
Subject: Re: GEC Follow Up

(D)(6)

I see the Joumnal story on the state report has {at last) been published
https://www.wsj.com/articles/russian-disinformation-campaign-aims-to-undermine-confidence-

in-pfizer-other-covid-19-vaccines-u-s-officials-say-11615129200

Can you provide us a copy of the report?
Julian

Julian E. Barnes

Intelligence, National Security reporter
The New York Times

1(b)(6) | Mobile/WhatsApp/Signal

On Thu, Feb 4, 2021 at 6:13 PM (b)(6)

|z state. cov> wrote:

Thanks! Do you still plan to run the story tomorrow?

Very best,
(b)(8)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor

Cell: (b)(6) |
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X

From: Julian Barnes [[h\(R) |@nytimes.com>
Sent: Thursday, February 4, 2021 6:09 PM

To: [h\(A) _ @state.gov>
Cc: GEC Press <GECPress@state.gov>

Subject: Re: GEC Follow Up

Got this and forwarding to lead writer.

On Thu, Feb 4, 2021 at 6:05 PM|(b)(6) [@state. gov>> wrote:
Hi Julian,

My apologies again for this delay! Busy times at the State Department today. Please let me
know if there is still time to make it in the story.

The following comments are provided on background, attributable to a State Department
Spokesperson.

» Since the onset of the COVID-19 pandemic we’ve seen Russia’s disinformation
ecosystem develop false narratives around the virus and pandemic response, including
vaccines.

s On vaccines specifically, Russia has pushed two common disinformation
and propaganda narratives to the global community, primarily focused
on promoting their own vaccines, and seeking to sow distrust in U.S.- and Western-
origin vaccine development programs-

» Towards the end of 2020 as vaccines received regulatory approval, the State
Department's Global Engagement Center (GEC) analyzed COVID-19 vaccine-focused
messaging from over 1,000 suspected Russian-aligned Twitter accounts.

« Consistent with past observations of Russian-aligned disinformation efforts on
Twitter, Spanish-language accounts showed the greatest engagement during this
period.

» These false narratives focus on disproportionately magnifying the risk of potential side
effects associated with western vaccines. Additionally, some accounts
promoted intentionally misleading narratives falsely alleging that mRNA vaccines are
untested and thus risky.

e Scientists and manufacturers all over the world are innovating and doing remarkable
things to combat the COVID-19 pandemic. The United States continues to focus on the
facts and follow the lead of scientists that are working on robust and transparent clinical
trials, regulatory processes, and high-quality manufacturing. Russia’s efforts to promote
disinformation through social media, undermines the collective global effort to end the
global pandemic.



TF1.-2023-00013 A-00000749158 "UNCLASSIFIED"

Very best,

(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor
Cell: 1(b)(6)

(b)(6) mobile/signal/WhatsApp
Sender: ((D)(6) [@state.gov>

Recipient:

Julian Barnes [p)Y68) __ nytimes.com>;

GEC Press <GECPress@state.gov:>;

Michael Crowley {(b)(6) [@nytimes.com>;
Lara Jakes [(b)(6) |@nytimes.com>
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From: Julian Barnes {(D)(6) ytimes.com>
To: |(b)(6) [@state.gov>

Subject: Re: GEC Follow Up
Date: Thu, 4 Feb 2021 18:23:31 -0500

Pubbing tomorrow moming. Unclear what Time

On Thu, Feb 4, 2021 at 6:13 PM |(b)(6)

k&)state.gov> wrote:

Thanks! Do you still plan to run the story tomorrow?

Very best,

(b)(6)

Public Affairs Cfficer
Global Engagement Center
U.S. Department of State

Accenture Federal 5ervices Contractor
Cell: {(b)(6) |

From: Julian Barnes {fhyiay_____ |@nytimes.com>
Sent: Thursday, February 4, 2021 6:09 PM
To:l(h\(R) [@state.gov>
Cc: GEC Press <GECPress@state.gov>

Subject: Re: GEC Follow Up

Got this and forwarding to lead writer.

On Thu, Feb 4, 2021 at 6:05 PM[(b)(6)

[@state. sov> wrote:

Hi Julian,

Page 252

My apologies again for this delay! Busy times at the State Department today. Please let me

know if there is still time to make it in the story.

The following comments are provided on background, attributable to a 5tate Department

Spokesperson.
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(b)(6) | mobile/signal/WhatsApp
Sender: Julian Barnes [(p)(6) ____ |@nytimes.com>
Recipient: |(b)(6) |@state.gov>
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From: GEC Press <GECPress@state.gov>
To: Seitz, Amanda 4(b)(6) pap.org>

ce T ] Bstate.gov>;
" GEC-Press <GEC-Press@state.gov>

Subject: Re: GEC - Who to contact?
Date: Wed, 3 Aug 2022 15:12:42 +0000

Hi Amanda,
Apologies for not getting back to you sooner. We have amended the quote slightly:

“Russian propaganda and disinformation sources will try to connect Ukrainian refugees to
negative indicators about quality of life in Europe.”

Also, we would like the guote attributed to "an official at the State Department's Global
Engagement Center."

Thank you,

(b)(6

From: Seitz, Amanda ap.org:-

Sent: Monday, August 1, 2022 9:38 AM

To: GEC Press <GECPress@state.gov>

Ce: (D)(6) @state.gov>; GEC-Press <GEC-Press@state.gov>
Subject: RE: GEC - Who to contact?

Hi, |(D)(6)
Sorry for the delay. Thank you very much for checking on the quote and attribution.

| think we are hoping to publish the third week in August, to coincide with an additional embargo report
we will be writing about that is intended for publication on Aug. 22.

From: GEC Press <GECPress@state.gov>

Sent: Monday, August 1, 2022 9:25 AM

To: Seitz, Amanda {{h\(R) |@ap.org>

Cc: [ hyiAY |@state.gov>; GEC-Press <GEC-Press@state.gov>
Subject: Re: GEC - Who to contact?

[EXTERNAL]
Hi Amanda,

We are confirming the quote and attribution for your article. Can you confirm if the article will
run in August?
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“They’ll try to connect them to negative indicators about quality of life in Europe,” he said.

As far as a title, how should | handle this as | believe John has already moved into a new position since
we spoke?

Also, please let me know if we should touch base before this story runs if there are any relevant updates
to be had on this topic.

Thank you very much,
Amanda

Amanda Seitz
Newsperson

The Associated Press
1100 13'" Street NW
Washington, DC
by(6l@ap.org

(b)(6) |

From: GEC Press <GECPress@state.gov>

Sent: Thursday, June 30, 2022 11:09 AM

To: Seitz, Amanda {{b)(6)|@ap.org>

Ce:[(b)(6) [Dstate.gov>; GEC-Press <GEC-Press@state.gov>
Subject: Re: GEC - Who to contact?

[EXTERNAL]
Hi Amanda,

We have attached the original Russian Health Ministry disinformation pamphlet that John
mentioned during the interview.

This is GEC's short report on Russian disinformation on food security, which includes a section
listing examples of the Russian disinformation ecosystem amplifying false

narratives: https://www.state.gov/disarming-disinformation/russias-disinformation-cannot-hide-its-
responsibility-for-the-global-food-crisis/
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To: Seitz, Amanda <[frva Pap.org>
Subject: Re: GEC - Who to contact?

[EXTERNAL]
Great - thanks Amanda! We look forward to tomorrow.

If you have any issues dialing in, please feel free to call me on my cell 202 368 2083 to
troubleshoot anything.

Best,
(b)(6)

From: Seitz, Amanda <{b)(6)Pap.org>

Sent: Monday, June 27, 2022 4:05 PM
To: GEC Press <GECPress@state.gov>
Subject: RE: GEC - Who to contact?

Hi, (&) ]

Thank you again, yes, | can share some of the broader points I’d like to touch base on:

_Countries and narratives that the GEC is seeing Russian
propaganda thrive?

_Which countries are a priority for the GEC to counter that
narrative?

_What are the most effective ways the GEC has countered that
narrative?

_Has GEC engaged at all with US-owned tech companies to talk
about some of the mis-and dis-information around the war?
_Which countries’ leaders has the GEC engaged in
conversations with around the prevalence of Russian
propaganda?

__Which Russian propaganda narratives are the most effective?
_Can you speak to how different the perception of outlets

like RT and Sputnik is in some of these other countries?
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Emailf /&y novetta.com
Mobile R/

Sender: "Boitel, Emily" {{D)(6) Pnovetta.com>
Recipient: |(b)(6) bstate.gov:-
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Steven

[’m really sorry [ was unable to connect when you were in town. Please keep your eye out for
Secretary Blinken’s announcement today — our new Special Envoy and Coordinator is Jamie
Rubin. You can flag for your editors. He said he’d like to grab lunch with you when you are in

town next.

Senior Advisor

Global Engagement Center

Sender: [(b)(6) l@state.gov>
Steven Lee Myers iy J@nytimes.com:>;
Recipient: [b)(6) p@state.gov>;

FhyAY |@state.gov>
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From: Alanna Dvorak |(D)(6) poynter.org>

To: |(b)(6) [astate.gov>
(b)(6) [@state.gov>;
Baybars Orsek 4/h\/(&) oynter.org>;
(bY6) @state.gov>;
CC: [hA }@state.gov>;
(b)(6) |@state.gov>;
(b)(6) [@state.gov>:
(b)(6) Bstate.gov>

Subject: Re: Connecting - Poynter/IFCN and U.S. Embassy Tunis
Date: Tue, 19 Apr 2022 16:54:04 -0400

Excellent! Looking forward to hearing from you.

Best,
alanna

On Tue, Apr 19, 2022 at 4:50 PM [(b)(6) |@state. gov> wrote:
Apologies for the delay Alanna. I'm trying to coordinate a call on Friday morning. If you are
available, I will circle back with the proposed time. Thanks.

Get OQutlook for 108

From: Alanna Dvorak {{b){6) Ppoynter.org>

Sent: Tuesday, April 19, 2022 9:41:23 PM

To: |[b)(6) @state.gov>

Ce:[(b)(6) Bstate.gov>; [b)6) |@state.gov>; Baybars

Orsek {b)(6) [Ppoynter.org>;[h)6) [@state.gov>;|(h\A) |
(b)(6) [@state.gov>; [D)(6) [@state.gov>; [(b)(6) |

|(b)(6) @state.gow

Subject: Re: Connecting - Poynter/IFCN and U.S. Embassy Tunis
Hi all,

Just following up on this to see if we can get a call scheduled.

Best,

Alanna

On Sat, Apr 9, 2022 at 3:48 AM 1(b)(6) @state.g0v> wrote:

Hi Alanna

Thanks for getting back to us so quickly. [(P)(6) ho leads our press efforts will work

with you on a time next week fo a call.

Best regards,

(b)(6)
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International Training Managet/IFCN
The Poynter Institute
ph: [hY(AY |

(biiBY [@poynter.org
www.poynter.org

Sender: Alanna Dvorak [[DY(6) [@poynter.org>

(b)(6) [@state.gov>;
[b)(6) [@state.gov>;
Baybars Orsek {(b)(6) [@poynter.org>;
.. hy/&Y pstate.gov>;
Recipient: 1) 5) |@state.gov>;
T |@state.gov>;
DY(B) [Bstate.gov>;

(b)(6) l@state.gov>
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Hi |{ by

| wonder if the GEC can discuss with us the apparent Russian connections here:
https://apnews.com/article/europe-social-media-coronavirus-pandemic-business-coronavirus-vaccine-
cdced2244be08d7d73a412dd42e36360

We did not include them in our reporting yet _ we’re still working on it. But we’re seeing apparent
Russian hosting of fazze.com {which is now offline} and interesting LinkedIn connections between
adnow.com and fazze employees. Is this an SVR front, one wonders?

Seems like there may be considerably more to Russia’s effort to try to discredit Pfizer and other
Western vaccines than what this WS) piece referenced https://www.wsi.com/articles/russian-
disinformation-campaign-aims-to-undermine-confidence-in-pfizer-other-covid-19-vaccines-u-s-officials-
say-11615129200

Many thanks,
-fb

Frank Bajak, Cybersecurity/Investigations
Twitter: @fbajak — secure email{{b)({B)Rprotonmail.ch - Boston, U.S.A.
Cel. [BYB) {Signal) Landline : f b )(6)

PGP/encrypted chat: http://keybase.in/fbajak Fingerprintl(h)(ﬁ)
Wickr, WhatsApp — XMPP: sfbjr@jabber.ccc.de

[x] s

The information contained in this communication is intended for the use of the designated recipients
named above. If the reader of this communication is not the intended recipient, you are hereby notified
that you have received this communication in error, and that any review, dissemination, distribution or
copying of this communication is strictly prohibited. If you have received this communication in error,
please notify The Associated Press immediately by telephone at +1-212-621-1500 and delete this email.
Thank you.

The information contained in this communication is intended for the use of the designated
recipients named above. If the reader of this communication is not the intended recipient, you are
hereby notified that you have received this communication in error, and that any review,
dissemination, distribution or copying of this communication is strictly prohibited. If you have
received this communication in error, please notify The Associated Press immediately by
telephone at +1-212-621-1500 and delete this email. Thank you.

Sender: ((b)(6) Pstate.gov>
Bajak, Frank <|(h)(6) @ap.org>;
Recipient: |(h)(6) Pstate.gov>;

GEC Press <GELPressstate.gov>
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From: Julian Barnes {(D)(6) @nytimes.com:>
To: |[(D)(6) [dstate.gov>
Subject: Re:
Date: Thu, 4 Feb 2021 17:08:09 -0500

call me

Julian E. Barnes
Intelligence, National Security reporter

The New York Times

b6 | Mobile/WhatsApp/Signal

On Thu, Feb 4, 2021 at 5:03 PM|(D)(6) (cstate.gov> wrote:
Hi Julian,

We are still planning to send a response today. Let me know if there is any more time.

Very best,

(b)(6)

Public Affairs Officer

Global Engagement Center

U.S. Department of State

Accenture Federal Services Contractor

Cell: |(b)(6) |

X
From: Julian Barnes 4(b)(6) [@nytimes.com>
Sent: Thursday, February 4, 2021 4:29 PM
To: 4(b)(6) @state.gov>
Subject:

(b)(6)
give me a quick call to update me on where you stand. {need to speak to you before 5)
Julian

Julian E. Barnes

Intelligence, National Security reporter
The New York Times

{b)6) IMobile/Whats App/Signal

Page 292
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Sender: Julian Barnes|(D)(6) @nytimes.com:>

Recipient: [(b)(6) Bstate.gov>
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Empowering Collective Action Against Disinformation

Proposal Narrative, 29 August 2022
Funding Opportunity Title: Disinformation Response Network
Funding Opportunity Number: SFOPO009141

Contents
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1. Social media platforms' responses to the violence on January & included dramatic new

actions, including suspension of U.S. president Donald J. Trump

¢ In the wake of the riots on Capitol Hill, technology companies took numerous steps to mitigate

the risks of further violence by moderating content on their platforms.

¢ A number of platforms took their most severe actions to date against President Trump
himself, as he continued to refuse to forcefully denounce the violence at the Capitol and 1o promote
false claims of election fraud.

o On January 6th, Facebook, YouTube and Twitter all removed President Trump’s video

reasserting electoral fraud and telling violent rioters that they were “very special”
and that he loved them. These platforms also removed content that violated their civil
integrity policies.

o Following the escalating situation at the Capitol, as well as President Trump’s
obstinate refusal to forcefully condemn the riots, both Facebook and Twitter
temporarily suspended the President’s accounts for repeated violations of the
companies’ policies, suspensions which were later made permanent or indefinite.

= Facebook extended the suspension “indefinitely and for at least the next two
weeks” until a peaceful transition of power can iake place.
= After warning that the temporary ban would become permanent if President Trump

continued to violate the platform’s policies, the President's Twitter account was

briefly reinstated before being permanently suspended following tweets that

violated the platform’s glorification of violence policy.

= Several altempls were made to circumvent the President’s suspension on

Twitter. A staffer renamed his account “Donald Trump® and gave the
President access. Attempts were also made to use the official POTUS
account. The staffer's account was ultimately suspended and the POTUS
account was locked until a transition occurs.

" YouTube has suspended President Trump’s channel for at least one week. Before

this decisive action, it had implemented a new policy for videos containing false
claims, including those posted by the President.
o While Twitter and Facebook led the platforms’ charge to take action against the
President, a number of other platforms have followed suit. Most notably, Snapchat and
Twitch have both disabled the President’s account without identifying an end date.
¢ In addition to actions taken against the Presidents’ accounts, platforms are removing content

and accounts that incite viclence and perpetuate real-world harms.
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o Facebook, Twitter and Instagram have taken increased action against accounts using the
hashtag #stopthesteal or prometing the unfounded conspiracy theory that there was
widespread electoral fraud. This bas included automatically removing posts with the
hashtag or phrase. Twitter has also suspended several accounts associated with the
conspiracy theory.

o QOther less high-profile platforms, like Mailchimp and DLive, have removed accounts that
attempted to incite violence through their plaiforms and those that were direcily linked 1o the
Capitol riots. Even companies we don't typically think of as content platiorms, like Peloton,
have begun banning cerlain hashtags linked to the riols,

These drastic and swift actions against President Trump's accounts mark a shift from
platforms’ previous reticence to moderate the speech of public officials, especially those who
post divisive content. Questions remain, however, about how this will impacl platform policies

moving forward, both domestically and internationally.

2. Parler, a platform that does not restrict violent extremist content, was removed from both

Google

and Apple App stores following the Capitol riots, and eventually removed from

Amazon's web-hosting services, effectively taking it offline

On January 11, social media platform Parler went offline when Amazon withdrew web-hosting

services to the company. The platform had generated a widespread conservative and pro-Trump
user base following Twitter and Facebook’s increasing moderation of false claims by President
Trump and his supporers. Once Twilter and Facebook made the decision io de-platform President
Trump, Parler jumped to the most downloaded free app in the App Store.
Amazon cited Parler’s violation of its terms of service by failing to adequately moderate
“inappropriate” content on its platform, specifically the glorification of violence experienced
at the Capitol riots. Parler has been accused of being one of the primary online locations for
organizing the riots, including posts urging users to bring guns to the Capitol, even inciting violence
against Vice President Mike Pence.

© Amazon cited 98 specific examples in ils initial warning before cancelling the platform’s

web-hosting services.

Amazon’s move was the latest in a series of blows dealt to the platform since the riot at the

Capitol. Apple and Google cut off Parler by removing ils app from their app siores, citing the
platform’s inability or unwillingness to remove illegal content inciting viclence or threats to public
safety.

Hours after going dark, Parler filed a federal lawsuit arguing that Amazon had violated antitrust

law by conspiring with Twitter to shut down its platform. Parler also complained that they were
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not given a 30 days’ notice and were prematurely tferminated. An Amazon spokesperson slated that
these claims had “no merit,” reaffirming that Parler's conient moderation behaviors in recent weeks
demonstrated they were either “unable or unwilling to promptly identify and remove” violating

content.

3. Online activity promoting violence and extremism increased significantly in the lead up to

the January 6 Capital riot in Washington D.C

* Multiple media outlets and organizations documented a significant increase in online content

by extremist groups expressing viclent rhetoric and previewing planned riot activity in the
weeks before the riot. The Anti-Defamation League, which has been tracking extremist social
media content over the past year, flagged the recent increase in violent online rhetoric to law

enforcement in advance of the attack.

¢ Online content has been driven by weeks of unfounded claims of election fraud from President

Trump and his supporters; however, the more recent uptick was closely |inked to Trump’s

specific promotion of a January 6 protest in Washington, DC to “stop the steal” of the election

result.

¢ The increase in violent rhetoric online was seen on both mainstream social media platforms
and wabsites popular with far-right and extremist groups. For inslance, NBC News has
highlighted multiple QAncn-affiliated accounts on Twitter calling for protest attendees to arm
themselves. Videos on TikTok with thousands of views similarly promoted viclent activity at the
protest. Advance Democracy, an invesligative organization, also found that half of the iop posts
made on the website TheDonald.win on January 4 discussing the electoral ceriification process
included calls for viclence on January 6th. The niche website was eslablished after Reddit removed
and banned the subreddit of the same name.

* Platforms generally responded by taking down content that violates policies on the promotion of
viclence that can lead to real-world harm, but the online activity does not seem to have prompted
greater action on the ground. This raises questions about how online threats should translate to

offline security.

4, Companies that facilitate financial transactions or provide infrastructure for applications and

web services, respond with actions to neutralize those promoting violence following the

Capitol riots

e Following the violence at the Capitol, companies typically ocutside the conversation around protecting

digilal rights and limiting harmful speech online have taken significant steps to limit their connection




FL-2023-00013

A-00000749041 "UNCLASSIFIED” 1/30/2025 Page 326

to those who stormed the Capitol, or who would otherwise promote violence, Companies that forced
Parler offline are most notable in their responses. As outlined in more detail above, Apple and

Google removed the app from their store. Amazon Web Services withdrew its services from Parler. In

practice, the app was temporarily forced to completely stop operations.

Other companies, however, have also taken important steps.
o Paypal and Venmo closed the account of the organizer of the "Stop the Steal” rally where

Trump incited participanls, Ali Alexander. Patreon has alsg suspended Alexander's account,

© Paypal also closed an account used to raise travel funds for participants, and Gofundme
removed campaigns used 1o fund travel for the January 6th event.
o Gofundme removed campaigns used to fund travel and other expenses, and banned
fundraising for events likely to “incite violence.”
o Shopify stopped hosting two steres selling Trump merchandise, and Stripe announced that
it will no longer process payments for Trump’s campaign website,
These actions demonstrate the power of digital companies beyond social media platforms,
particularly those that provide the infrastructure for aclivity online, to impacl the viral spread of
demoenstrably harmful content when they choose to take action. While it is nct the first time that

financial services companies or web hosting platforms have taken action, it is the most high-profile.

5. Independent open source investigators and law enforcement use facial recognition to

identify Capitol rioters, raising concerns amongd rights groups

Following the riots at the Capitol, both independent open source investigators and law enforcement
have begun t¢ identify those who were present. Because the rioters largely did not wear masks and
posted numerous pictures and videos, facial recognition has been employed by bothindependent

researchers andreporledly by law enforcement to identify them.

Rights organizations have raised serious concerns that the need to identify those who invaded the
Capitol building will serve to further normalize the use of facial recognition, with serious potential
risks 1o individual privacy and for innocent people who might be mistakenly targeted. These groups
argue that even at such a critical moment, the use of facial recognition has sericus risks. These
algorithms have known limitations, and some of the databases used by companies that offer these
services use photos which were obtained without users’ consent. Lauding facial recognition in this
moment has the potential to further entrench its more regular and widespread use. On the other
hand, law enforcement experts have applauded the surge in tips and leads as critical in arresting
perpetrators of the violence and in disabling the extremist movement.
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* On the other hand, the Digital Markets Act (DMA] aims to regulate platforms that act as

“gatekeepers” in the digital realm, with the goal of building a more free and fair competitive
landscape. As such, the DMA establishes various obligations for gatekeepers, colloquially described
as “do's" and "don'ts”, such as permitting third-parties to interoperate with their services and allowing
users to uninstall any pre-installed software or apps.

o In order to fall under the scope of the DMA, a platform must meet three cumulative
criteria, each of which has its own guantitative definitions outlined in the law: {1) A size that
impacts the internal market; (2) the control of an imporlant gateway for business users
towards final consumers,; and (3) an (expected) entrenched and durable position. The
Commission also reserves the right to conduct market investigations on whether to deem a
parlicular company as a gatekeeper.

o Enforcement will be at the discretion of the Commission, due to the “cross-border
nature of gatekeepers.” Failure to comply with the DMA can result in sanctions and fines
of up to 10% of the company's total worldwide annual turnover or periodic penalty

payments of up to 5% of the company’s total worldwide annual turnover.

* Ultimately, these twin acts largely were written to rein in Big Tech companies that have
cultivated powerful monopolies. So far, Big Tech has not expressed substantial resistance to the
draft proposals, though greater pushback is expected.

o Shortly after the proposals were released, the Computer and Communications Industry
Association (CCIA), a group that represents tech gianis including Amazon, Facebook,
Twitter and Google, published a neutral but cautious statement welcoming cooperation to
create effective policies that would “make the EU a leader in digital innovation, not just
in digital regulation.”

o However, the proposals did receive backlash from the US Chamber of Commerce, which
raised concerns that the laws targeted almost exclusively American companies with its
“‘onerous” regulations and hefty financial penalties.

e Though the DSA/DMA package presents promising wins for consumers and small digital
actors, civil society organizations such as the Electronic Frontier Foundation (EFF) have
identified a few points of concern in the draft proposals. For example, EFF highlighted that
under the content moderation obligations outlined in the laws, “platforms, rather than courls, are
increasingly becoming the arbiters” of acceptable online speech. Other pain points include the ban

on ccmpeting national laws made by EU member states and the absence of rules on interoperability.

2. Uganda blocks all social media in advance of presidential elections. apparently in response

to removal of pro-government accounts for inauthentic activity
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* On January 12th, the Ugandan Communications Commission crdered ISPs throughout the
country to “immediately suspend any access and use, direct or otherwise, of all social media
platforms and online messaging applications.” The order was issued cnly two days before a

presidential and parliamentary election whose campaigns have so far been characterized by viclence

and intimidation of opposition candidates.

* The move also comes after Facebook shut down a network of accounts linked to the Ugandan
Ministry of Information for inauthentic activity such as using fake accounts in order to spread
pro-government messages. The latest order is rumored to be in part a retaliation for this removal,
although social media was also blocked during the 20186 elections in the country.

* This is only the latest in the Ugandan government’s increasing attempts to repress dissent in

part by limiting speech online, although there have also been widespread repors of violence

against journalists. In December, the government also pressured Youtube to remaove channels
opposing the government from the platform. As repression of dissent escalates offline, social media

has been an important space for opposition politics in Uganda.

* Human rights organizations have called for Uganda to halt the shutdown of social media and

allow a free flow of information in advance of the elections.

3. YouTube, TikTck, DailyMoticn, and VK each appoint legal representatives in Turkey,

following implementation of new social media law

e On December 18, YouTube was among the first social media companies to appoint a local
representative to Turkey in compliance with the country’s new social media law. TikTok,_Dailymotion

and VK have also acquiesced to the stipulation.

¢ Turkey's social media law came into effecl on October 1, 2020. ltrequires companies with more than

1 million daily users to appoint a representative on the ground in Turkey within 30 days of the law
geing into effect. The law stipulates that if social media companies do not cooperate with Turkish

authorities, they will face fines andbandwidth reductions of up to 90%, rendering them virlually

inoperable. The Turkish government fined Facebook, Instagram, TikTok, Twitter and YouTube each

TL 30 millien {(~$3.83 million) in early December.

» Compliance with the law has the potential tothreaten free expression, and tightens the govemment's

control over social media. The new legal pressure on social media companies creates opportunities
for arbitrary censorship. Furthermore, in-country representatives will be under substantial pressure to
comply with government orders, and risk personal consequences and arbitrary detention for failure to

comply.




FL-2023-00013 A-00000749041 "UNCLASSIFIED” 1/30/2025 Page 330

Al and Human Rights:

1. New Jersey man sues local authorities for arrest and imprisonment based on facial

recognition “racial profiling” mismatch

* A New Jersey man, Nijeer Park,filed a civil lawsuit against local law enforcement, prosecutors
and city government for violating his right to equal protection through their use of facial
recognition. Other cited violations include false imprisonment, cruel and unusual punishment, and

excessive force under the Fourth Amendment.

* The Black plaintiff alleges that police misidentified him as a suspect in a 2019 criminal investigation.
Unspecified facial recognition software that authorities used had returned a “high profile match”
between a fake driver's license and his photo in the government database. The New York and New
Jersey police departments involved in the case and two other investigatorsdenied or did not confirm

participation.

® The plaintiff further alleges that authorities’ sole reliance on the algerithmic mismatch as evidence,
without consideration of his alibi or other biometrics, constituted “racial profiling” as well as false
arrest and imprisonment. Prosecutors dismissed his case after the presiding New Jersey Superior
Court judgerequired authorities to produce evidence beyond the facial recognition match in the court
hearings.

* Park’s case is the third known instance of a Black man arrested based on facial recognition
mismatch in America, and the second lawsuit claiming wrongful Al-driven arrest and prosecution.
The case affirmsgngoing concems voiced by human rights experts about the discriminatory
ouicemes and community mistrust of the use of algorithms in law enforcement, such as for

surveillance and predictive policing.

Digital Security and Surveillance:
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1. Singapore acknowledges that COVID contact-tracing data can be accessed by police for

criminal investigations

¢« On January 4, Singaporean government ministers revealed that data from its COVID-19
contact-tracing program can be used by the police for criminal investigations, marking a
sharp reversal of its previous privacy assurances. Nearly 80% of residents use the popular
TraceTogether app or wearable Bluetooth token, which record location check-ins and whom
individuals are in contact with, making it one of the most successful national contact-tracing

programs in the world.

# |n the initial phase of the program, Singaperean authorities attempted to rally mass parlicipation by
promising that “the data wfould] never be accessed, unless the user tests positive for Covid-19
and is contacted by the contact tracing team.” Now, government leaders including Foreign
Minister Vivian Balakrishnan have walked back their statements, citing the Criminal Procedure Code
as the legal obligation for surrendering users' data to the police if necessary.

o Despite reassurances from officials that TraceTogether had been designed with careful
consideration towards privacy, the centralized storage of users' data inherently prompted
concerns regarding individuals’ rights to privacy, freedom of movement, and freedom of

association.
* This revelation has evinced major backlash from Singaporean citizens and eroded public
trust in government, particularly as it pertains to privacy. In turn, without public support, the
Singaporean government may face critical challenges to the success of future initiatives and health

respenses that require individual compliance with data collection.

The Global Digital Rights Digest was inaugurated with the genercus support of the International Center for

Not-for-Profit Law ({CNL). The contents are the responsibility of GDFJ and do not necessarily reflect the views

of ICNL or Stanford University.
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feared that the US election would be hit by a tsunami of disinformation campaigns,
data breaches, ballot tampering and disruption of the voting infrastructure. Indeed,

President Trump and his supporters have issued a rash of unsubstantiated

allegations that the integrity of elections were compromised. Yet contrary to
expectations, election day came and went unmarred by evidence of serious digital

malfeasance, including election hacking. To the contrary - it was described as the

most secure in American history. Just as the pollsters wrongly predicted a “blue
wave” for the Democrats, is it possible that cyber punters overstated the risks of a

major disruption?

While there was no evidence of digital pyrotechnics on election day, it turns out
that the US election campaign experienced multiple digital threats throughout
Z2020. For example, Microsoft observed a sharp increase in attacks in the months

leading-up to the vote. Among the most prominent were led by Strontium, a

Russian advanced threat group active in the 2016 campaign, which launched

salvos of phishing exploits against some 200 organizations including political
campaigns, advocacy groups and political consultants. Zirconium, a Chinese APT,
launched at least 150 attacks on dozens of universities and think tanks. And
Phosphorus, an Iranian APT, went after personal accounts of people associated
with Donald Trump between May and June. Most of these attempts were short-
circuited before they could do much damage.

The incidence of ransomware also increased dramatically in US states and cities.
It is difficult to determine whether these are geopolitical in nature or more a result
of opportunistic criminals. In October, for example, a major software vendor for
state and local governments - Tyler Tech - reported that it was a victim of
ransomware a month earlier, losing some $1.5 million. Governments in both

Louisiana and Washington state also reported being hit by ransomware (similar to
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incidents in 2016). It is hard to know the motives of the attackers: the trojan used
to commit the attack (known as "KimJongRat") was linked to a group affiliated with
the North Korean government. The attack was stopped in its early stages and the

national guard was called in to investigate.

A major fear was that electoral infrastructure would be targeted in order to

undermine the voting process. Indeed, alleged Russians attacks in October 2020
targeted a wide swathe of government networks, including those related to
safeguarding the election in states such from California to Indiana. Some of these
strikes were launched by Energetic Bear (also known as Firefly) and reports
emerged that voter data may have been breached. Iranian-backed groups were

also sanctioned by the US Treasury for attempted interference. A worry was that

attacks could also hone in on websites displaying voting results {(and not the
machines related to casting and counting ballots). In the end, the FBI and CISA

claimed there was no evidence that elections data was compromised.

Cne of the most dangerous threats of digital malfeasance are not so much strikes

on critical infrastructure and election hacking as misinformation campaigns and

influence operations. There was considerable evidence of attempts to manipulate
US voters throughout the 2020 election campaign and its aftermath, much of it
focusing on spreading false allegations of ballot fraud, fake evidence of software
glitches and spurious rumors of election hacking. Several of these efforts began

long before the election campaign got underway, and included a slew of fake

websites and hashtags (#stopthesteal) and the spread of false social media by

Trump supporters such as Roger Stone to discredit the electoral process. A
special target was the postal vote, including undermining US postal sorting

capacity and efforts to discredit mail-in voting entirely.
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As in previous elections, automated accounts or ‘bots’ were widespread and

responsible for spreading fake news. Researchers from the University of Southern

California studied 240 miillion election-related tweets from June to September 2020

and found they accounted for over 20 percent of all tweets containing falsehoods.
Bots advocating right-wing views accounted for 80% of reported misinformation
and were "more than 12 times more likely to spread false conspiracy

theories™. Some threats incorporated low-tech cell-phone texting campaigns and

robocalls to spread misinformation. Notwithstanding preventive measures

(including fip lines created by WhatsApp) adopted by some private messaging

apps, challenges persist with end-to-end encrypted WhatsApp, Telegram and

Signal. Activities on these channels are hard to monitor and contributed to the so-

called ‘misinformation pandemic’. Meanwhile, disgruntled conservatives are

migrating to alternative social media including Parler, Rumble and Newsmax

(though some extreme groups describe these outlets as "honey pots”™).

Misinformation was pervasive during the 2020 election voting process. Yet as the
process wore on, a great deal of malign content was also discredited by news
media, fact checking organizations, government agencies and social media
platforms. For example, false rumors circulated about election workers handing out
“sharpies” to disenfranchise voters were labeled false. Speculation about the
domestic use of technologies designed by the CIA to spy on and manipulate
foreign elections (i.e. "Hammer” and "Scorecard”) were discredited. The US

Director of National Intelligence and FBI Director also disclosed in October 2020

that they took down a network of Iranian hackers posing as far-right groups
responsible for sending threatening emails to demand voters support President

Trump “or else”. That said, it later emerged that Iranian hackers successfully

hacked the voter registration database of at least one state.
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One reason why the elections averted massive cyber attacks is because the US
intelligence and security architecture was better prepared for digital shenanigans

than in the past. Owing in part to its participation in the NCCIC project, the

Department of Homeland Security was able to provide support to the two political

parties including malware samples, criminal group activity profiles, hacking
campaign signatures and training and support to fight hacking efforts. The DHS
also worked in partnership with the National Institute of Standards and
Technology. the Center for Internet security, and the Election Assistance

Commission to set-out standards for election security.

US intelligence and policing agencies also worked closely with technology

companies to take proactive action before the election got underway. After issuing

repeated warnings and launching a rumor control page, the FBl and DHS
Cybersecurity Infrastructure Security Agency (CISA) invested inransomware
detection and disruption well in advance. For example, preemptive action resulted

in the takedown of a trickbot. In October, in partnership with Microsoft, the

government seized the servers of the notorious botnet. The same ransomware had
reportedly infected over a million devices since it was created in 2016. Companies
such as Microsoft likewise deployed new software called ElectionGuard that
confirmed to voters that their selections were being accurately recorded.
Meanwhile Facebook agreed to fight disinformation by blocking new political
advertisements on its platform in the weeks leading up to the election. Facebook
also redirected users to accurate election results to limit the costs of premature

declarations of victory.

Days before the election, Instagram announced that it would temporarily remove

the ‘Recent’ tab from all hashtag pages as part of its effort to contain the spread of

election related misinformation. Twitter suspended accounts of individuals
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reportedly spreading misinformation and added new misinformation warnings to

help users to guard against possible misinformation. Twitter also directed users to
validated information sources (on, for example, ‘'mail-in voting’) and reminded their
users that election results might be delayed due to increased use of mail-in voting.

TikTok, in addition to stepping-up fact-checking, also reached out to a

youngeraudience about the election process and added a live stream from the
Associated Press. Both TikTok and Twitter had already banned any political

advertisements on their platforms since October 2019. Meanwhile, Pinterest,
Facebook Messenger. Gooagle, YouTube. Snapchat, Apple News and Google

News adopted measures to curb election related misinformation. Some critics

grumbled that these moves backfired or amounted to too little too late.
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election results. He has also started purging the

upper ranks of the military establishment and

threatens to intensify his misinformation

campaign against the election process. He
continues to insist the elections were rigged
despite the fact they were largely incident-free
and without any cyberattack incidents or visible

signs of any intervention from foreign

governments. President Trump, together with
conservative media figures, insists that an
election technology company called Dominion
Voting System suffered from glitches that “stole”
millions of votes. While it is unlikely that he will
hold on to power, there are fears his efforts will
hasten the erosion of public trust in electoral

institutions and democracy.

There are several factors that make the current
“transition” more dangerous than even. Concerns

include deepening red-blue divides across the

country (and the fact that 70% of Republicans
currently believe the elections were not free and
fair). Added to this are worries about a political

‘power vacuum' at the national level and soaring

COVID infections and deaths which have entered

an unprecedented ‘third wave'. The cyber threats

that existed prior to the elections are intensifying,
according to Christopher Krebs, the director of
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the Cybersecurity and Infrastructure Security
Agency. The risk of Ching, Russia, Iran and
others taking advantage of the US in @ moment
of weakness are increasing even as Trump SOows

doubt about the legitimacy of election results.

Cyber threats facing the U3 over the next 60
days include (mis/dis) information threats and

attacks on data, access and availability.

Threat actors may ramp-up attacks on election

mechanisms to disrupt recounts and conduct

‘perception hacks’ whereby the belief that voting
was flawed far exceeds the realistic possibility of
it occurring. Anxieties about voting-fraud are
fueled almost exclusively by Trump and some
members of the GOP. They are also getting a

bump from mainstream social media. Another

concern is that ‘narrative laundering’ - weaving

of disinformation with genuine media - could also
spike. GRU - a Russian military intelligence
agency - is particularly expert in this space. Fears

are also growing of a possible email blitzkrieg

spreading misinformation. This type of approach
was supposedly deployed by Iranian threat actors
that posed as the Proud Boys in order to threaten
voters in key battleground states. The 'Stop the
Steal’ movement and other voting related posts

are fast spreading across social media despite
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ban imposed by mainstream social media.

Finally, while the much hyped ‘deep-fakes’ did
not play a major role in the 2020 election xylem,
there were reportedly ‘cheap fakes' that were

helpful in swaying public opinion.

Ransomed!

The ransomware epidemic continues to spread
around the world. One prominent example is
RansomExx cyberthreat actors that were
supposedly behind a massive attack on Brazil's
Superior Court of Justice in the first week of
November 2020. The threat actor exploited a
domain admin account to access the court's
servers and reportedly encrypted all case files
and backups. Defray777 (asRansomExx was
once called) has the capability to attack Linux
facilities and has been active since 2018. Other
victims include the Montreal public transport

system (Société de transport de Montréal, STM),

Texas Department of Transportation {TxDOT),

Konica Minolta, Tyler Technologies and IPG

Photonics. These attacks are a harbinger of what
is to come and some specialists fear a

ransomware epidemic owing to the diversification

of services, the rise of cybercrime-as-a-service
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which allows technologies to rapidly spread

aCross organizations.

Ransomware threat actors are employing
ingenious methods to undertake attacks that

blend automation tools with human ingenuity.

According to Mark Loman, Director of
Engineering at Sophos, the largest generation
ofransomware can add or change traits and
change appreoaches to evade most anti-
ransomware protection systems. Some evasion
methods include booting the OS to a diagnostic
mode, encrypting on a very small portion of the
target’s file or elevating user account privileges to
increase the document size and prioritize the
target drives. In order to defend against the
onslaught of ransomware attacks, experts

recommend a well rounded 365-dearee approach

to cybersecurity that provides end-to-end

monitoring of the networks and systems to
protect exposed services, unpatched systems

and compromised credentials.

Another worrying trend, according to Coveware’s

Q3 2020 ransomware report, is that ransomware

gangs are reneging on deals and resorting to

extortion and data exfiltration whether or not

victims pay-up. Recent examples include,
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Sodinobkibi, Maze {(Egregor), Netwalker,

Mespinoza, Conti. Traditionally ransomware

gangs kept their threats private or posted them
on to the Dark Web. Of late, some ransomware

gangs have started using Facebook to pressure

their victims to pay ransoms. Recently, the

Ragnar Locker team ran advertisements on

Facebook using hacked accounts to publicly put
pressure on Campari Group, an ltalian beverage

vendor to accede to their ransom demand of $15
million for 2TB of data. These attacks can
generate real world fatalities. Consider the
ransomware attack by Ryuk on the Universal

Health Services (UHS) hospital network. This

attack reportedly contributed to as many as four
fatalities.

Emerging Threats

Data breaches and phishing attacks

* Pakistan International Airlines network

access was put up for sale on Dark Web

forums. The stolen credentials includes
passenger names, their phone numbers
and passport details according to
cybersecurity experts from Israel, KELA.

Apparently, the threat actors are selling



FL-2023-00013 A-00000749172 "UNCLASSIFIED” 1/30/2025 Page 348

domain admin access fo the airline for
$4,000. It was put up for sale on two

Russian language websites and one

English language on the Dark Web.

e Shiney Hunters dumped a slew of new
databases. On the heels of the Mashable

data leak incident, a new set of databases

are up for sale on the Dark Web by a

hacking group, ShinyHunters. Among

them is one owned by Animal Jam, a
popular children’s enline playground. This
breach has reportedly impacted 46 million
accounts. The other databases that are up
for sale include Eskimi, Geniusu, Eatigo,
JoinPiggy, Peatix, Redmart, Nitrogo,
Pluto.tv, Storybird, Homechef, among

others.
Scams and Vulnerabilities

» Microsoft and Google released security
patches. November's Patch Tuesday,
Microsoft released fixes for 112

vulnerabilities, including 24 remote code

execution (RCE) bugs. These fixes range
for a wide range of Microsoft products
including Microsoft Edge and Windows

WalletService, among others. Mare
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importantly, a Windows zero-day
vulnerability patch, tracked as CVE-2020-
17087, was released. This zero-day
vulnerability was supposedly exploited

along with Chrome zero-day to target the

users of Windows 7 and Windows 10.
Google released Chrome version
86.04240.198 to help patch two Chrome
zero-days, CVE-2020-16013 (relating to
improper implementation in Chrome
version 8) and CVE-2020-16017 (a

memory corruption bug). These

vulnerabilities were supposedly exploited

in the wild.

¢ Intel and Adobe released advisories.

Intel released 40 security advisories to

patch different vulnerabilities impacting
their Active Management Technology
(AMT), Wireless Bluetooth and Next Unit
of Computing (NUC) products. More
specifically, the severe vulnerabilities
included, CVE-2020-8752 (with a CVSS
score of 9.4 out of 10) and CVE-2020-
12321 (with a CVSS score of 9.6 out of

10). Adobe also rolled out fixes for several

bugs found in Adobe Reader Mobile and

Adobe Connect. The vulnerabilities are
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classified ‘Important’ but not critical on the
CVSS scale. They include: CVE-2020-
24442 and CVE-2020-24443, both related

to reflected cross-site scripting (XSS)

issues.

» Scamming Chocolate Lovers. A

Cadbury scam recently surfaced on

Facebook. A fake FB account, in the name
of Cadbury, was created by scammers o
lure social media users into sharing their
personal and financial details. The fake
page appeared official and convincing.
The scammers promised participants cash
prizes and Cadbury chocolate hampers to
lure them into providing information. A

similar scam occurred in 2018.

What to know more? We can

help

SecDev applies sensemaking, advanced
analytics and artificial intelligence to keep you
ahead of the headlines, and not in them. We

empower corporate, government and nonprofit
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What we do

Ideation - We help clients identify the best concepts and approaches to valuate
risk in order stakeout new opportunity spaces.

Predictive analytics - We conduct tailored assessments that measure, monitor,
quantify risk and identify opportunities across the megatrends that impact your

business.

Digital Risk Assessments - We map your enterprise’s cyber vulnerabilities and
identify tactical and strategic solutions that drive value.

Digital transformation - We help drive change management to minimize digital

risks and build digital resilience.

Senior leader engagement - We help ensure your corporate board and

management leaders are prepared to engage in the digital age.

Engaging with Secdev in four easy steps

e Schedule aconsultation
e Scope your needs
e Invite a speaker

» Follow us at: www.secdev.com

The Digital Risk Foresight is a monthly publication of the SecDev Group.

Subscribe Today
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RUSSIA THREAT TEAM WEEKLY OPERATIONS UPDATE
8/01/2022

{U) Current Observations and Analvsis on Convergence Themes in the Information
Environment

Russia Accused Ukraine of Bombing its Own POWs in Olenivka. In an attempt to deflect
blame and discredit U.S. military assistance to Ukraine, the Russian government, via its UN
Twitter account, accuscd Ukraine of using U.S.-made high-mobility artillery rocket systems
{HIMARS) in the July 29 bombing of Olenivka prison, Donetsk Oblast, which led to the killing
of over 50 Ukrainian prisoners of war (POWs). Russian representative to the UN, Dmitry
Polyanskiy, described the bombing as a “proxy war against Russia.” While Russia continues to
block the Red Cross from accessing the Olenivka prison, the Russian disinformation ecosystem
went on the offensive through outlets such R'T Arabic, RT Ultima Hora, and Russian embassy
accounts, to show Russia’s readiness to cooperate with the United Nations and the International
Committee of the Red Cross (ICRC) investigators. The ecosystem also touted Russia’s
humanitarian treatment of Ukrainian POWSs, including those from the “neo-Nazi” Azov
Battalion.







TF1.-2023-00013 A-00000748659 "UNCLASSIFIED" 1/30/2025 Page 359

(U) New GEC Snapshots on Russia’s Disinformation on Ukraine: On July 28 and August 2,
GEC released two Snapshots on Russia’s disinformation trends on Ukraine. The first overviews
Foreign Minister Lavrov's Ukraine disinformation during his visit to Congo, Uganda, and
Ethiopia, pro-Kremlin media claims that Russia's FSB foiled a plot by Ukraine's military
intelligence to highjack Russian jets, and how the Russian propaganda and disinformation
ecosystem weaponizes maps to question the legitimacy of Ukraine's statehood. The second
Snapshot analyzed Kremlin narratives alleging prisoner of war deaths in Russian-occupied
Olenivka were caused by a Ukrainian "provocation,” how Russia's disinformation and
propaganda ecosystem is promoting the false narrative that the United States is behind renewed
unrest between Serbia and Kosovo to distract from unrealized goals in Ukraine. and Kremlin
plans to carry out a "referendum” in occupied Kherson exposed by the Security Service of
Ukraine that included establishing "election commissions” and organizing pro-Russian
demonstrations. To be added to GEC’s distribution list for future Snapshots. please contact
[ib)(6) |at[(b)(6) [@State.gov
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