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Com batting Mis- and Disinformation 
To protect the 2020 Census count, the Census Bureau established the first government Trust & Safety team, a cross-functional 

network of experts working to proactively combat reputational threats. 

CORE CAPABILITIES 

Team capabilities enable proactive messaging, rapid 

response to MOM, and coordination across various 

external partners. 

@ Detect & Analyze Threats 

@ Create a Safe Environment 

@ Provide Customer Service 

CONTINUOUS MONITORING 

Our team detects MOM in real-time and identifies 

larger trends to inform follow-up activities and 

proactive messaging. 

@ In the News ® Over the Phone 

® On the Ground @ In our lnbox 

® On the Web 

= 

= PARTNER NETWORK 

We established a partnership network across 

multiple sectors to help us detect, mitigate, and 

respond to MDM. 

@ Government @ Civil Society 
Agencies Organizations 

(@ Fact Check

® 
Consumer 
Advocate 

Organizations 
Organizations 

@) Technology
Partners 

I
These core functions work together to enable proactive messaging, rapid response to cases of mis- and 

disinformation, and coordination across various external partners. 
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Continuous Monitoring 
A key function of the Trust & Safety Team is continuous monitoring to detect and analyze mis- and disinformation to inform 

follow up actions. 

In the News Over the Phone @) We scan the 24-hour news cycle via traditional media sources 

like television, radio, print, and online media platforms. 

We receive live tips from Census Bureau Customer Service (1-

800-923-8282).

0 

On the Ground 

We engage with community partners around the nation for 

information from public events, in-person interactions, and 

flyers or billboards. 

On the Web 

We monitor the web through public social media platforms 

like Twitter, Facebook, and YouTube. 

In our lnbox 

We receive information from the public via submissions to 

rumors@census.gov and respondent-advocate@census.gov, 

as well as the ask.census.gov web intake form. 

I 
Our continuous monitoring capabilities allow us to detect mis- and disinformation in real-time and identify 

larger trends, enabling us to develop updated messaging for the public to proactively combat the spread of mis­

and disinformation. 
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Establishing Partnerships 
The Census Bureau could not protect the count alone. We established a partnership network across multiple sectors to help us 

detect, mitigate, and respond to mis-and disinformation. 

Government 

Agencies 

Fact Check 

Organizations 

Technology 

Partners 

@) 

@) 
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Civil Society 

Organi�ations 

Consumer Advocate 

Organizations 
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Empowering the Public 
The Census Bureau began the Internet Self-Response Operation (ISR) in March 2020. In preparation, the Trust& SafetyTeam 

proactively empowered the public to take the necessary steps to identify and take action against mis-and disinformation. 

Visiting 2020Census.gov for the latest information related 

to the 2020 Census and tips for avoiding fraudulent 

activities and scams 

Reporting suspicious information and tips to 

rumors@census.gov 

Calling the Census Bureau Customer Service Hotline at 

(800} 923-8282 for questions related to the 2020 Census 

- For Discussion Only -

Reaching out to us via Twitter (@USCensusBureau), 

lnstagram (@uscensusbureau), Linkedln 

(linkedin.com/company/us-census-bureau}, and Facebook 

(facebook.com/uscensusbureau) 

Accessing updated frequently asked questions (FAQs), 

chatbot, and voice assistant for information on-the-go 

Reporting malicious posts violating platform guidelines on 

Facebook, Twitter, YouTube, Nextdoor, and other 

networks 
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Examples of Mis- and Disinformation 
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Sample Incident: Home Affairs 
The Trust & Safety team identified misinformation that could have posed a safety risk for census workers and suppress the 

effectiveness of 2020 Census field operations. 

Incident Summary 
A message circulating on public and private social media channels 

and in local community centers across the United States warned of 

officials with the "Department of Home Affairs" visiting homes to 

collect information for the census and robbing homes. 

@ First Detection: September 18, 2019

@ Digital Platforms: Facebook, Nextdoor, WhatsApp, Twitter, email 

#BeAware: We have been notified this morning there is 

a group of individuals going to homes and pretending 

to be officials from "home affairs." They have 

documents with the letterhead Department of Home 

Affairs and claim to be confirming that everyone has a 

valid ID for the upcoming census. Instead, they are 

robbing homes. There is no initiative like that from the 

government. They are everywhere and they look 

presentable. Please alert your family, friends, and 

neighbors. 

Immediately call 911 in such case. 

Mitigation Strategy 
The team determined the hoax originated overseas and was spread in several countries 

including South Africa, Kenya, and the UK ahead of their census operations. In addition 

to continuous monitoring, several actions were executed to address the hoax and 

mitigate its spread: 

(n\ Engaged Fact Check organizations and traditional 
� media to publish 6 articles debunking the hoax.

Coordinated with Civil Society organizations to --MRI> .. Nextdoor
engage their networks and provide accurate • 

t •tt .� information debunking the hoax. facebook WI er� 

@) Reported the hoax on social media platforms to
partners for removal. 

/8\ Published an article on 2020census.gov/rumors 
� to counter the hoax with accurate information. 

Are People Posing as "Department 

of Home Affairs" Workers and 

Checking IDs for the Census? 

� ,ere� ;J fo� rvmo c 1c..,1lo•,.,g onl,ne 1; .01 ..-,d,-.,icL:ah­

pmmg os w.).1:£� �(Y :he i....,1:,1:::}(.1rtmer1t o; Home A�lo'! 

era- �'-'.1r:g door 10-doo focc: 'ir'l\ •l;olevar>io:.1·1..� �a 

...o�d !D !-01 ti'8 2020C:t-."\!.us � orid cor1•,�11tt11\g C11mes al 

ho1•-e� tN,y o,t, p•t.•f"'°ridirl,J •o ca,,.Ya�s 
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Sample Incident: Stimulus Check 
The Trust & Safety team detected misinformation that insinuated the Census Bureau was sharing personal information of those who 

responded to the 2020 Census with the Department of Treasury, in violation of Title 13. 

Incident Summary 
A rumor circulating across social media platforms, text, and email 

linking completion of the 2020 Census to receipt of an economic 

stimulus check. 

@ First Detection: March 16, 2020

@ Digital Platforms: Facebook, Twitter, Email, Text

FYI . Go to 2020cenfil§,gQ:,1 
and fill out the census form 
so you can get you stimulus 
check. That's how lhey 
gomg to know where to send 
the checks Forward this to 
everyone that you know. If 
you don't fill it out you will 
not receive a check m the 
mail. 
!lQ.Q..Q per Adult tfil1Q per 

child $3K max
Per household 

Mitigation Strategy 
The team saw an immediate increase in on line conversation and rumors targeting 

millions of Americans in need of financial relief. Over the course of two weeks, this 

rumor resulted in a 273% increase in reports to the rumors mailbox. In addition to 

continuous monitoring, several actions were executed to address the rumor and 

mitigate its spread: Census Responses NotTied to 

(8\ Published an article on 2020census.gov/rumors

'0J to counter the rumor with accurate information.

@)
Engaged Fact Check organizations and traditional

media to publish over a dozen articles debunking 
the rumor. 

Potential Stimulus Packages 

fo, 11 nrw.vtr, mn.?1 bP. u� d fo rri;-,n1 t y0•.M" elgbf;tf for 

01iy qJvt:rnmc-nt ber�efiri, r.-..c,ui.Jnq onv po,enrol s�;«>ullb 

(,tJcla_-aie. 

No. 'r'u,Jt '"�1;.ar,"«JI t,c iL-.cd l<l lf'l)ail(l ,c::.it ,:,,o,tl,,,r.._ !,w 1�'(00, "1VIVll"I 

�f,..i, ll'l(:l..,,:lf'IQ.)�f f)O(N"l!l.11 \l'ffl\.l"n t>Q(I . .-""� "i,,c,(:(,<1• r.•� ,.,� I;, 

-rt••· 5 01 U'<1 JS CO.,.to l.:vao 'f'J-.,, 1,to'"'1.l'<O"IC1.'lfldo9-r!t�•r>O 111'1 Jru,�'"i •,(,,,J 

(m\ Reported the rumor on social media

\e,J platforms to partners for removal. 

� Developed the first response from 

AP � P,�LITIFACT 
FAcrCHF.CK.ORG ,, '! REUTERS 

� rumors@census.gov to answer inquiries 
from the public. @.lq� �itterlt-------------

I
Due to the team's rapid detection and response, within four days the volume of reports and proliferation of the 

rumor on social media decreased dramatically. 
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Results to Date 
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Team Accomplishments 
Our core functions enabled the Census Bureau to develop content, detect threats, and reach the public directly resulting in: 

@ 
2,576 

Rumors@census.gov 

Inquiries• 

As of: May 12, 2021 

From: Ftumors@Census.gov Tracker 

@ 
60+ 

Partners 

As of; May 3, 2020 

From: TS lnfogH1phk 

@ 
575K 

FAQ Page 

Views 

As of: May 11. Wll 

From: Adobe AnQlytics 

@ 
29 

Fact Check and 

Informational Articles 

As of: May 13, 2021 

From: TS lnfographic;: 

@ 
187K 

Fighting Rumors 

Page Views 
As of. May 11, 2021 

From: Adobe Analytics 
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@) 
10 Million 

People Reached 

Census Day 

As of: May 3, 2020 

Frcm: TS lnfographrc 

@ 
1.lK

RedditAMAs 

Comments 

As of: May�, 2020 

�,om: TS lnfogtaph1c 
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