
April 28, 2023 

Case No. FL-2023-00013 

Reed Rubinstein 
America First Legal Foundation 
611 Pennsylvania Avenue, SE, #231 
Washington, DC  20003 

Dear Mr. Rubinstein: 

As we noted in our letter dated March 31, 2023, we are processing your 
request for material under the Freedom of Information Act (“FOIA”), 5 U.S.C. 
§ 552.  The Department of State (“Department”) has identified an additional
49 responsive records subject to the FOIA.  We have determined that all 49
records may be released in part.

An enclosure explains the FOIA exemptions and other grounds for 
withholding material.  Where we have made redactions, the applicable FOIA 
exemptions are marked on each record.  Where applicable, the Department 
has considered the foreseeable harm standard when reviewing these 
records and applying FOIA exemptions.  All non-exempt material that is 
reasonably segregable from the exempt material has been released and is 
enclosed. 
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We will keep you informed as your case progresses.  If you have any 
questions, your attorney may contact Kevin Bell, U.S. Department of Justice 
Trial Attorney, at kevin.k.bell@usdoj.gov and (202) 305-8613.  Please refer 
to the case number, FL-2023-00013, and the civil action number, 22-cv-
03386, in all correspondence about this case. 

 
Sincerely, 

 
Diamonece Hickson 
Chief, Litigation and Appeals Branch 
Office of Information Programs and Services 

 
Enclosures:  As stated. 
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The Freedom of Information Act (5 USC 552) 

 

FOIA Exemptions 
 

(b)(1) Information specifically authorized by an executive order to be kept secret in the interest of 

national defense or foreign policy.  Executive Order 13526 includes the following 

classification categories: 

  

   1.4(a)  Military plans, systems, or operations 

   1.4(b)  Foreign government information 

   1.4(c)  Intelligence activities, sources or methods, or cryptology 

   1.4(d)  Foreign relations or foreign activities of the US, including confidential sources 

   1.4(e)  Scientific, technological, or economic matters relating to national security,  

              including defense against transnational terrorism 

  1.4(f)  U.S. Government  programs for safeguarding nuclear materials or facilities 

   1.4(g)  Vulnerabilities or capabilities of systems, installations, infrastructures, projects, 

               plans, or protection services relating to US national security, including defense 

               against transnational terrorism 

   1.4(h)  Weapons of mass destruction 

  

(b)(2) Related solely to the internal personnel rules and practices of an agency 

  

(b)(3) Specifically exempted from disclosure by statute (other than 5 USC 552), for example: 

 

 ARMSEXP                     Arms Export Control Act, 50a USC 2411(c) 

CIA PERS/ORG            Central Intelligence Agency Act of 1949, 50 USC 403(g) 

EXPORT CONTROL    Export Administration Act of 1979, 50 USC App. Sec. 2411(c) 

FS ACT                          Foreign Service Act of 1980, 22 USC 4004 

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f) 

IRAN   Iran Claims Settlement Act, Public Law 99-99, Sec. 505 
 

   

(b)(4) Trade secrets and confidential commercial or financial information 

  

(b)(5) Interagency or intra-agency communications forming part of the deliberative process, 

attorney-client privilege, or attorney work product 

  

(b)(6) Personal privacy information  

  

(b)(7) Law enforcement information whose disclosure would: 

   (A)  interfere with enforcement proceedings 

   (B)  deprive a person of a fair trial 

   (C)  constitute an unwarranted invasion of personal privacy 

   (D)  disclose confidential sources 

   (E)  disclose investigation techniques 

   (F)  endanger life or physical safety of an individual 

 

(b)(8) Prepared by or for a government agency regulating or supervising financial institutions 

 

(b)(9) 

 

Geological and geophysical information and data, including maps, concerning wells 

 

Other Grounds for Withholding 

 

NR Material not responsive to a FOIA request excised with the agreement of the requester  
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FL-2023-00013 A-00000 5 9 8416

From: Reuters <account@reuters.com> 
To: l(b)(6) �state.gov> 

Subject: Your account is now confirmed 
Date: Wed, 23 Nov 2022 13:17:30 +0000 

::>C 

"UNCLASSIFIED" 4/24/2023 1
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FL-2023-00013 A-00000598416

You're all set! 

"UNCLASSIFIED" 4/24/2023 

Your account is now confirmed. Thank you for staying informed with 

Reuters. 

Terms, conditions, and privacy statement 

© 2020 Thomson Reuters. All rights reserved. 

3 Times Square, New York, NY 10036 

Sender: Reuters <account@reuters.com> 
Recipient: l(b )(6) jg)state.gov> 
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FL-2023-00013 A-00000598496

From: Reuters <account@reuters.com> 

To: !rh HR\ j(glstate.gov> 

Subject: Welcome to Reuters 

Date: Thu, 26 May 2022 13:04:20 +0000 

"UNCLASSIFIED" 4/24/2023 

Thank you for joining Reuters.com. We are committed to providing you with 

information you can trust, through our deep local expertise and global 

understanding. 

As a registered user of Reuters.com, you can now enjoy unlimited access 

to the latest news and insights wherever you prefer, from the recently 

revamped Reuters.com, to our app for mobile devices, and our newsletter 

briefings delivered directly to your inbox. 

It's not all just about the written word either: check out our pictures, 

graphics and videos, which bring the stories that matter to life; or come to 

our market-leading events for career-enhancing knowledge, coupled with a 

forum for making valuable professional connections. 

Once again, thank you for choosing Reuters.com. We look forward to 

bringing you trusted, unbiased intelligence to help you make smarter 

decisions every day. 

We would love to hear from you, feel free to email me with your comments 

3
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FL-2023-00013 A-00000598496

at s itef eed bac k@thomson re ute rs. com 

Welcome! 

Regards, 

Alessandra Galloni 

Ed itor-i n-C h ief 

Terms, conditions, and privacy statement 

© 2022 Thomson Reuters. All rights reserved. 

3 Times Square, New York, NY 10036 

Sender: Reuters <account@reuters.com> 

Recipient: lrh)(n) 1@state.gov> 

"UNCLASSIFIED" 

X 

4/24/2023 4

OBTAIN
ED BY AMERIC

A FIR
ST LEGAL FOUNDATIO

N THROUGH LIT
IG

ATIO
N



FL-2023-00013 A-00000598521 "UNCLASSIFIED" 

From: Kristine Coratti Kelly <washpostlive@washpost.com> 

To: Ir h Hi=-, t!)state.gov> 

4/24/2023 

Subject: 
WashPost Invite: In-person entrepreneurship event with Heather Boushey and 
Steve Case, 6/21 [Response Requested] 

Date: Mon, 13 Jun 2022 15:02:27 +0000 

Sender: Kristine Coratti Kelly <washpostlive@washpost.com> 

Recipient: lrh)(R) @state.gov> 
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FL-2023-00013 A-00000598445 "UNCLASSIFIED" 

From: Washington Post Live <washpostlive@washpost.com> 
To: l(b)(6) �state.gov> 

4/24/2023  

Subject: WashPost Invite: In-person Entrepreneurship event with Heather Boushey and
more Tuesday, 6/21 [Response Requested] 

Date: Tue, 7 Jun 2022 15:00:54 +0000 
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FL-2023-00013 A-00000598445 "UNCLASSIFIED" 4/24/2023 7
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FL-2023-00013 A-00000598445 "UNCLASSIFIED" 

Sender: Washington Post Live <washpostlive@washpost.com> 
Recipient: I( b )( 6) [glstate. gov> 

4/24/2023  8
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FL-2023-00013 A-00000598510 "UNCLASSIFIED" 

From: Washington Post Live <washpostlive@washpost.com> 

To: i(b)(6) §)state.gov> 

4/24/2023 

Subject: Tues. at 9:00 a.m. ET: Business founders of color and entrepreneurial equity with
SBA Administrator Isabella Casillas Guzman and more 

Date: Fri, 9 Sep 2022 20:08:59 +0000 

9
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FL-2023-00013 A-00000598510 "UNCLASSIFIED" 4/24/2023 10
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FL-2023-00013 A-00000598510 "UNCLASSIFIED" 

Sender: Washington Post Live <washpostlive@washpost.com> 
Recipient: l(b)(6) �state.gov> 

4/24/2023  12
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FL-2023-00013 A-00000598444 "UNCLASSIFIED" 

From: Washington Post Live <washpostlive@washpost.com> 
To: l(b)(6) f@state.gov> 

4/24/2023  

Subject: Today at 9:00 a.m. ET: Women business founders and SBA Administrator on
growth of minority-owned businesses 

Date: Tue, 13 Sep 2022 11:18:56 +0000 

13
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FL-2023-00013 A-00000598444 "UNCLASSIFIED" 4/24/2023  14
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FL-2023-00013 A-00000598444 "UNCLASSIFIED" 

Sender: Washington Post Live <washpostlive@washpost.com> 
Recipient: l(b)(6) l@state.gov> 

4/24/2023  16
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FL-2023-00013 A-00000598516 "UNCLASSIFIED" 

From: Washington Post Live <washpostlive@washpost.com> 
To: i(b )(6) �state.gov> 

4/24/2023  

Subject: Today at 2:00 p.m. ET: The future of small business after COVID-19 with ETSY
CEO Josh Silverman and more 

Date: Wed, 29 Sep 2021 16:00:29 +0000 

17
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FL-2023-00013 A-00000598516 "UNCLASSIFIED" 

Sender: Washington Post Live <washpostlive@washpost.com> 
Recipient: l(b)(6) �state.gov> 

4/24/2023  19
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FL-2023-00013 A-00000598512 "UNCLASSIFIED" 4/24/2023 20 

From: Washington Post Live <washpostlive@washpost.com> 

To: l(b)(6) @state.gov> 

Subject: Today at 1:30 p.m. IT: Inflation, supply chain disruptions and reinventing small 
business 

Date: Wed, 13 Jul 2022 12:11:32 +0000 

20
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FL-2023-00013 A-00000598512 "UNCLASSIFIED" 4/24/2023 23 

Sender: Washington Post Live <washpostlive@washpost.com> 

Recipient: l(b)(6) ~state.gov> 

23
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FL-2023-00013 A-00000598488 "UNCLASSIFIED" 4/24/2023 24 

From: Washington Post Customer Care <help@washpost.com> 

To: kMfn) @state.gov> 

Ticket ID# 2512669: RE: WashPost Invite: In-person climate change event with 
Subject: Sen. Brian Schatz, Patagonia CEO Ryan Gellert and more, 9/20 [Response 

Requested] 

Date: Fri, 16 Sep 2022 18:07: 12 +0000 

##- Please type your reply above this line -## 

Thank you for contacting The Washington Post. 

Your inquiry with ticket #(2512669) has been received and will be reviewed by our staff. 

In the meantime, you may find the following information helpful. 

Forgot your password? Reset it through this link: 
https: //www. washing ton post. co m/s u bscri be/sign in/forgot 

To view your subscription details or manage your subscription, log in to 
was hi ngtonpost.com/profi le. 

To add additional comments regarding this issue, please reply to this email. 

This email is a service from Washington Post Customer Care. 

Sender: Washington Post Customer Care <help@washpost.com> 

Recipient: l<b )(6) @state.gov> 

24
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FL-2023-00013 A-00000598504 

From: NYTimes.com <ordercs@nytimes.com> 

To: fo )(6) @state.gov> 

Subject: The log in link. you requested is enclosed 

Date: Tue, 24 Nov 2020 16:22:56 +0000 

"UNCLASSIFIED" 4/24/2023 25 

With this button, you'll be automatically logged in to your 
New York Times account. This log-in link will expire in 15 minutes. 

Your existing password still works, should you want to log in 

with it later. 

1is email was sent to gabriellel@state.gov 

;count Login I Help Center 

1111 
If you didn't request this, 

please contact us right away. 

tn.: Customer Service. P.O. Box 8041. Davenport, IA 52808-8041 

irms of Service I Privacy Policy 

2020 The New York Times Company 1620 Eighth Ave., New York, NY 10018 

Sender: NYTimes.com <ordercs@nytimes.com> 

Recipient: l(b)(6) ~state.gov> 

25
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FL-2023-00013 A-00000598426 "UNCLASSIFIED" 

From: Opal Barclay l(b)(6) l@ap.org> 

To: l(b)(6) ~state.gov> 

Subject: The AP would like your input on AP Planner Update 

Date: Wed, 10 Mar 202113:02:25 -0600 

4/24/2023 26 

View in browser 

Thank you for subscribing to our AP Planner Update newsletter. 

We hope you're enjoying the content, and we'd be grateful if you would 
take part in a short survey about your overall experience. 

Your feedback will help us improve the newsletter, and once you have 
completed the survey, you 'll immediately be entered for a chance to 
receive a gift from AP. 

The survey should take no more than four minutes. 

START SURVEY 

Thank you for your valuable time and input. 

Opal 

X 
Opal Barclay 
AP Product Specialist 
Contact Me 

26
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FL-2023-00013 A-00000598426 "UNCLASSIFIED" 4/24/2023 27 

I == == I 
The Associated Press is an independent global news organization 
dedicated to factual reporting. Founded in 1846, AP today remains the 
most trusted source of fast, accurate, unbiased news in all formats and 
the essential provider of the technology and services vital to the news 
business. More than half the world's population sees AP journalism 
every day. 

,:; 2021 The Associated Press. Al I rights reserved 

200 Liberty St., New York. NY 10281 

Contact us U pd a le your pref c rcr1ccs or u r1 subscribe 

Sender: Opal Barclay lrbH6) EJ}ap.org> 

Recipient: l(b)(6) ~state.gov> 

27
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FL-2023-00013 A-00000598450 

From: Reuters <newsletter@reuters.com> 

To: l(b)(6) @state.gov> 

Subject: Thank you for signing up to Reuters Newsletters 

Date: Mon, 6 Dec 202118:04:00 +0000 

::::WC 

"UNCLASSIFIED" 4/24/2023 28 28
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FL-2023-00013 A-00000598450 "UNCLASSIFIED" 4/24/2023 29 

Bringing you news that 
shapes decisions 

Thank you for signing up for The Reuters Newsletter. We'll bring you the 

daily news and insights you need to know to guide you through your day. 

You are receiving this email because you signed up for newsletters from Reuters. 

Unsubscribe from The Reuters Newsletter 

Terms, conditions, and privacy statement 

© 2021 Thomson Reuters. All rights reserved. 

3 Times Square, New York, NY 10036 

Sender: Reuters < newsletter@reuters.com > 

Recipient: l(b)(6) flState.gov> 

X 

29
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FL-2023-00013 A-000005985 50 

From: Reuters <account@reuters.com> 

To: lth \ti::\ 1rustate.gov> 

Subject: Reminder - please confirm your email 

Date: Wed, 25 May 2022 13:04:20 +0000 

>C 

"UNCLASSIFIED" 4/24/2023 30 30
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FL-2023-00013 A-00000598550 "UNCLASSIFIED" 4/24/2023 31 

Don't forget to confirm 
We noticed you haven't confirmed your Reuters.com account. Continue to access the 

outstanding journalism and insights you rely on by confirming your Reuters account. 

Confirm account 

This link will expire in 24 hours. 

X X 

Terms, conditions, and privacy statement 

© 2022 Thomson Reuters. All rights reserved. 

3 Times Square, New York, NY 10036 

Sender: Reuters <account@reuters.com> 

Recipient: lfhHR) @state.gov> 

X 

31
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FL-2023-00013 A-00000598546 "UNCLASSIFIED" 

From: Washington Post Live <washpostlive@washpost.com> 

To: l(h)(fn @state.gov> 

4/24/2023 32 

Subject: Register: John Kerry, Sen. Mitt Romney and more in a special, week-long climate 
series, 12/5 - 12/9 

Date: Thu, 1 Dec 2022 19:00:58 +0000 

32
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FL-2023-00013 A-00000598546 "UNCLASSIFIED" 4/24/2023 3 7 

Sender: Washington Post Live <washpostlive@washpost.com> 

Recipient: l(b)(6) @state.gov> 

37
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FL-2023-00013 A-00000598484 "UNCLASSIFIED" 4/24/2023 3 8 

From: Washington Post Live <washpostlive@washpost.com> 

To: l(b)(6) !@state.gov> 

Subject: Register: Inflation, supply chain disruptions and small business survival with 
Offline Ventures and Brit+ Co's Brit Morin and more, 7/13 

Date: Tue, 12 Jul 2022 20:09:19 +0000 

38
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FL-2023-00013 A-00000598484 "UNCLASSIFIED" 4/24/2023 41 

Sender: Washington Post Live <washpostlive@washpost.com> 

Recipient: l(b)(6) ~state.gov> 

41
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FL-2023-00013 A-00000598441 "UNCLASSIFIED" 

From: Ana Brakus l(b)(6) @gmail.com> 

To: Baybars Orseki(b)(6) lg)poynter.org> 

Gulin l(b )(6) ~teyit.org >; 
Rajneil Karnath irhHm fg)ncmn.in>; 
Coreena SuareslrhHm l@gmail.com>; 
1rh Hm w 15min.lt>; 
Inga Springe ~rh_)_f R-,---gmail.com>; 
Jency (b)(6 boomlive.in>,..._; __ ~ 
Thanos ( Epachtitis) Sitistas I( b) ( 6) ~el lin i kahoaxes.gr>; 
4(b )(6) glnewsmobile.in>; 
Rabiu Alhassan ~(h)(R) @ghanafact.com>; 
Angie Holan fhHm poynter.org>; 
Bwhitaker fhHm ap.org>; 
Jeanfreddy (b )(6) gmail.com>; 

CC: Maarten Schenk (b)(6) leadstories.com>; 
Ellen Tordesil las r h \ r i=- \ verafiles .org >; 
Pmfernandez !rhHR\ @chequeado.com>; 
fhHm zastone.ba>; 
MStewart (b)(6) @usatoday.com>; 
rhHR\ @ mail.com>; 
(b )(6) state.gov>; 
th\t~ m georg1a.ge>; 
Tijana Cvjeticanin (b)(6) istinomjer.ba>; 
Enock NYARIKI (b)(6) pesacheck.org>; 
Ferdi Ozsoy rhHR poynter.org>; 
Alanna Dvorak ~(h)(n) @lpoynter.org>; 
Harrison Mantas lrhHm @poynter.org> 

Subject: Re: Working group to address harassment against fact-checkers 

Date: Mon, 5 Jul 2021 13:31:45 +0200 

Hi everyone, 

Thank you, Baybars. 

Looking fotward to it, 

Ana 

On Mon, Jul 5, 2021, 13: 12 Baybars Orsek i(b)(6) l@poynter.org> 'Wrote: 
Dear friends & colleagues, 

Hope you had a restful weekend. 

4/24/2023 42 

I would like to thank you so much for your interest in this working group to help fact-checkers 
around the world to address harassment and threats for our work. 

We have received a total of 23 submissions to join this working group. It's great to see such a 
high volume of interest! 

42
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FL-2023-00013 A-00000598441 "UNCLASSIFIED" 

I would like to suggest the below model to launch this working group. 

Broader group for monitoring and evaluation 

4/24/2023 

This broader group convenes on a quarterly basis to monitor and evaluate the effectiveness of 
IFCN's actions to help fact-checkers around the world under stress and risks due to harassment 
and threats. It also provides feedback to IFCN on such activities and evaluates 

43 

IFCN's performance in those areas by working with lFCN on publishing quarterly "Harassment 
against fact-checkers" reports for verified signatories and the public. 

This group will be updated on a 2/3 basis in a calendar year. 

Core group for consulting and planning (group of 11) 

A smaller group acts as the core group for consulting and planning by convening on a monthly 
basis to discuss reported harassment cases and advising IFCN with action items. This group is 
provided with immediate updates on every harassment case reported by the fact-checking 
community and asked for their guidance and input. 

This group \Vill be updated on a 2/3 basis in a calendar year. 

To move forward, I'm suggesting inviting the following names to the core group considering the 
diversity in geography and background. 

Ana Brakus I Faktograf I Croatia 
Angie Holan I Politifact I United States 
Barbara Whitaker I Associated Press I United States 
Ellen Tordesillas I Vera Files I Phillippines 
Gi.ilin <;avu$ I Teyit I Turkey 
Jency Jacob I Boom I India 
Maarten Schenk I Lead Stories I Belgium/ United States 
Pablo M. Fernandez I Chequeado I Argentina 
Rabiu Alhassan I Ghanafact I Ghana 
Thanos Sitistas I Elinika Hoaxes I Greece 
Tijana Cvjeticanin I Raskrinkavanje I Bosnia-Herzegovina 

Action items for next steps 

I would like you to let me know if you approve the suggested core group by 
submitting this form no later than this Friday, 9th of July. 

Once we have the core group formed, I'll send further infonnation on regular calls (quarterly for 
the broader group and monthly for the core group) as well as communication methods to foster 
rapid and effective dialogue. 

43
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FL-2023-00013 A-00000 5 9 8441 "UNCLASSIFIED" 4/24/2023 44 

Please kindly note that this proposed model is not to be set in stone and will require further 
consultation and discussion to be a better asset for the fact-checking community. Your inputs and 
feedback are highly needed and appreciated! There will be more opportunities to reflect on this 
and improve the model on the go as we tack.le future challenges and identify room for 
improvement! 

Thank you so much! 

Best-

Baybars brsek 

Director I International Fact-Checking Network 
(a)baybarsorsek / ((i),factchecknet 

Sender: Ana Brakus 1(b)(6) ~gmail.com> 

Baybars Orsek l(b )(6) ~poynter.org>; 
Gulin l<b )(6)~teyit.org >; 
Rajneil Karnath th \ti::::\ ncmn.in>; 
Coreena Suares b)(6) gmail.com>; 

!rhHfn @1Smin.lt>; 
.-------,_ 

Inga S rin e rh\te=::\ gmail.com>; 
Jency b)(6) boomlive. in >; 
Thanos Epachtitis) Sitistas l.-fh_)_fn_) _,@ell inikahoaxes.gr>; 
(b )(6) @newsmobile.in>; 
Rabiu Alhassan fh )fR) ghanafact.com >; 
Angie Holan fh )fR) @poynter.org >; 
Bwhitaker 4(b )(6) @ap.org>; 
Jeanfreddy rh\te=::\ mail.c.om>; 

Recipient: Maarten Schenk (b )(6) leadstories.com >; 
Ellen Tordesillas ~(h)fR) @verafiles.org>; 
Pmfernandez rh\re:::\ chequeado.com>; 
(b )(6) @zastone.ba >; 

MStewart lrh)fR) Kglusatoday.com>; 
(h)fn) mail.com>; 
b)(6) @state.gov>; 

(b )( mdfgeorgia.ge>; 
Tijana Cvjeticanin !rhHR) @istinomjer.ba>; 
Enock NY ARI KI (h )fn) pesacheck.org >; 
Ferdi Ozsoy (b)(6 poynter.org>; 
Alanna Dvorak (h )fn) poynter.org>; 
Harrison Mantas irh)fR) IQ)poynter.org> 
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From: Jency Jacob lllil@]@boomlive.in> 

To: Baybars Orsek irhHm @poynter.org> 

Gu I in filil[]@teyit.org >; 
Rajneil Karnath lth\t~\ @ncmn.in>; 

"UNCLASSIFIED" 

Coreena Suares ~rhHR\ l@gmail.com>; 
ifhHR) @l5min.lt>; 
Inga Springe ~r h Hi:-, @gmail.com >; 
Thanos (Epachtitis) Sitistas 1( b) ( 6) ~el lin i kahoaxes .gr>; 
Ith \/6\ l@newsmobile.in>; 
Ana Brakus rhHR\ @gmail.com>; 
Rabiu Alhassan (b)(6) @ghanafact.com>; 
Angie Holan r h Hi=-, poynter. org >; 
Bwh itaker ~r h, r i=-, t@ap.org >; 
Jeanfreddy Ir h H m l@gma i I.com>; 

CC: Maarten Schenk (b)(6) leadstories.com>; 
Ellen Tordesil las r h, r R, verafiles .org >; 
Pmfernandez!th \t~\ t@chequeado.com>; 
ith \t~\ @zastone.ba >; 
MStewart irh\fR\ @usatoday.com>; 
fhHm gmail.com>; 
(b )(6) state.gov>; 
r h) r mdfgeorgia .ge>; 
Tijana Cvjetican in Ir h H m fP1sti nomjer. ba >; 
Enock NYARIKl !th\tR\ l@pesacheck.org>; 
Ferdi Ozsoy ~@poynter.org>; 
Alanna Dvorak !th\t~\ l@poynter.org>; 
Harrison Mantas 1rhHm @poynter.org> 

Subject: Re: Working group to address harassment against fact-checkers 

Date: Tue, 6 Jul 2021 09:58: 15 +0530 

Dear Baybars, 

Glad to be a part and contribute in whichever way I can. 

Cheers to all. 

Regards 

Jency 

On Mon, Jul 5, 2021 at 4:42 PM Baybars Orsek 4(b)(6) (a)poynter.org> wrote: 
Dear friends & colleagues, 

Hope you had a restful weekend. 

4/24/2023 45 

I would like to thank you so much for your interest in this working group to help fact-checkers 
around the world to address harassment and threats for our work. 
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We have received a total of 23 submissions to join this working group. It's great to see such a 
high volume of interest! 

I would like to suggest the below model to launch this working group. 

Broader group for monitoring and evaluation 

This broader group convenes on a quarterly basis to monitor and evaluate the effectiveness of 
IFCN's actions to help fact-checkers around the world under stress and risks due to harassment 
and threats. It also provides feedback to IFCN on such activities and evaluates 

46 

IFCN's performance in those areas by working with IFCN on publishing quarterly "Harassment 
against fact-checkers" reports for verified signatories and the public. 

This group will be updated on a 2/3 basis in a calendar year. 

Core group for consulting and planning (group of 11) 

A smaller group acts as the core group for consulting and planning by convening on a monthly 
basis to discuss reported harassment cases and advising IFCN with action items. This group is 
provided with immediate updates on every harassment case reported by the fact-checking 
community and asked for their guidance and input. 

This group will be updated on a 2/3 basis in a calendar year. 

To move forward, I'm suggesting inviting the following names to the core group considering the 
diversity in geography and background. 

Ana Brakus I Faktograf I Croatia 
Angie Holan I Politifact I United States 
Barbara Whitaker I Associated Press I United States 
Ellen Tordesillas I Vera Files I Phillippines 
Gillin Cavu~ I Teyit I Turkey 
Jency Jacob I Boom I India 
Maarten Schenk I Lead Stories I Belgium / United States 
Pablo M. Fernandez I Chequeado I Argentina 
Rabiu Alhassan I GhanaFact I Ghana 
Thanos Sitistas I Elinika Hoaxes I Greece 
Tijana Cvjeticanin I Raskrinkavanje I Bosnia-Herzegovina 

Action items for next steps 

I would like you to let me know if you approve the suggested core group by 
submitting this form no later than this Friday, 9th of July. 
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Once we have the core group formed, I'll send further infonnation on regular calls ( quarterly for 
the broader group and monthly for the core group) as well as communication methods to foster 
rapid and effective dialogue. 

Please kindly note that this proposed model is not to be set in stone and will require further 
consultation and discussion to be a better asset for the fact-checking community. Your inputs and 
feedback are highly needed and appreciated! There will be more opportunities to reflect on this 
and improve the model on the go as we tackle future challenges and identify room for 
improvement! 

Thank you so much! 

Best-

Baybars brsek 

Director I International Fact-Checking Network 
(d,baybarsorsek / (a)factchecknet 

Sender: 

Recipient: 

Jency Jacob ~@boomlive.in> 

Baybars Orsek ~(b)(6) @lpoynter.org>; 
Gulin ~teyit.org>; 
Rajneil Karnath fh\fR\ ...,..... ........ --'-"--, 
Coreena Suares b)(6) ~---· 
!rh\/1:::\ IMSmin. lt>; 
Inga Springe lrh\fR\ @gmail.com>; 
Thanos (Epachtitis) Sitistas l<b )(6) @ellinikahoaxes.gr>; 
!th\/1:::\ t!,)newsmobile.in>; 
Ana Brakus ~/h\/1:::\ l'.Qlgmail.com>; 
Rabiu Alhassan lrh)fn) l@ghanafact.com>; 
Angie Holan !rh \ti:::\ @poynter.org >; 
Bwhitaker (h)fn) @ap.org>; 
Jeanfreddy (b)(6) @gmail.com>; 
Maarten Schenk th \ti:::\ @leadstories.com >; 
Ellen Tordesillas j(b )(6) @verafiles.org>; 
Pmfernandez kh\fR\ @chequeado.com>; 
lrh\fR\ ~zastone.ba>; 
MStewart!rh \ti:::\ [.a)usatoday,com >; 
lth ,re:::, trugmail.com>; 
mi= ~state.gov>; 
liliiL...@mdfgeorgia.ge>; 
Tijana Cvjeticanin lrh )(fi) @istinomjer.ba>; 
Enock NYARIKil(b)(6) @pesacheck.org>; 
Ferdi Ozsoy h\te=:: o nter.org>; 
Alanna Dvorak (b )(6) poynter.org>; 
Harrison Mantas ~rh\re:::, @poynter.org> 

47

OBTAIN
ED BY AMERIC

A FIR
ST LEGAL FOUNDATIO

N THROUGH LIT
IG

ATIO
N



FL-2023-00013 A-00000598420 "UNCLASSIFIED" 

From: Kristine Coratti Kelly <washpostlive@washpost.com> 

To: lrhHfn !@state.gov> 

4/24/2023 48 

Subject: RE: WashPost Invite: In-person entrepreneurship event with Heather Boushey and 
Steve Case, 6/21 [Response Requested] 

Date: Thu, 16 Jun 2022 16:04:15 +0000 
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Sender: Kristine Coratti Kelly <washpostlive@washpost.com> 

Recipient: l(b)(6) @)state.gov> 

4/24/2023 49 49
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From: ~l<b~)~<6~) ____________ ~@state.gov> 

To: 

CC: 

Rizzo, Dave !rh \fl:::\ (ruap.org>; 
Khin, John ~ap.org> 

fh HR) state.gov>; 
(b )(6) state.gov>; 
(b )(6) state.gov> 

4/24/2023 50 

Subject: 

Date: 

RE: Usage of free AP Asia Online and AP Top News Service in the Pacific 

Wed, 3 Mar 2021 19:55:38 +0000 

Thanks Dave-

We will send them the below materials and share John's email. 4 pm your time is good for us so can you 
share a day that works for you and we can invite them to participate? 
Have a lovely one. 

Many thanks, l<b )(6) I 

From: Rizzo, Dave ~th\t&::\@ap.org> 
Sent: Thursday, March 4, 2021 7:50 AM 
To: !th\/6\ @state.gov>;Khin, John ~ ap.org> 
Cc~(h ,m, @state.gov>;lrh ,m, @state.gov>;,....!rh_\_/_l:::_\ ----, .---===:::;------~ 

lfh ,m, r@state.gov> 

Subject: RE: Usage of free AP Asia Online and AP Top News Service in the Pacific 

Hi i(b)(6)1 

Please have the user's that require account verification and resets reach out directly to John Khin above. 
* John please re-run current users list to and provide for l(b )(6)1 

Resending the link for online training materials on AP Academy: 

htt ps://www. a p .o rg/ a p-a cad emy/ 

Also, we would like to let you know that we now have a product training and client engagement team 
and would be happy to schedule a Zoom presentation for the group. Realize difficult with time change 
involved but we have some people that could be game to do this at an odd hour. 

Thanks, 

Dave 

From: lrhHR) k@state.gov> 
Sent: Wednesday, March 03, 202112:49 AM 
To: Rizzo, Dave i(h )(fi) @ap.org>; Khin, John ~ a p.org> 

Cc: l(b )(6) g>state.gov>; i(b )(6) ~ state. gov>; lr.,_,b.._)'--'-'( 6.._),....._ _ ___. 
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l<b )(6) l@state.gov> 
Subject: RE: Usage of free AP Asia Online and AP Top News Service in the Pacific 

[EXTERNAL] 

Hi Dave and John-

I am following up on the below email. We'd really like to reach out to the members and give them helpful 
info on using this service. 

Have a good one. 

Many thanks, l(b)(6)1 

From:i(b)(6) 
Sent: Wednesday, February 17, 202111:29 AM 
To:l7Eillfl@ap.org; Khin, John ~ ap.org> 

Cc:kb )(6) ~ state.gov>; fo )(6) 
l<b )(6) @state.gov> 

@state.gov> J.,_,(b.,__)"-'(6,._)'-----' 

Subject: RE: Usage of free AP Asia Online and AP Top News Service in the Pacific 

Hi Dave and John-

Per the report you sent to i(b )(6) 11 can see that several of the users need to verify accounts or change 
their passwords. Can you send us the Youtube videos you mentioned as well as the best email for the 
users who need assistant resetting or verifying their accounts. We'd like to reach out to all of them again 
to encourage them to use the service and we can ask if they'd like a training via WebEx. 

In the meantime is there any way to see how much the active users are accessing and/or downloading 
from AP? 
Have a wonderful day. 

Many thanks,i(b)(6) 

From: lrh H6) @state.gov> 
Sent: Wednesday, February 17, 2021 11:18 AM 

To: lrhH6) @state.gov> 
Subject: FW: Usage of free AP Asia Online and AP Top News Service in the Pacific 

Hii(b)(6~ 

FYI 

Press and Media Coordinator I Public Diplomacy Office 
U.S. Embassy Fiji, Kiribati, Nauru, Tonga and Tuvalu 

if i(b)(6) 
158 Princess Road I PO Box 218, Suva 

3 0 0 

t@state.gov 
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From:!th\f&::\ 

Sent: Thursday, November 5, 2020 2:23 PM 
To:!rh\/1:::\ 
Cc:i(b )(6) l@state.gov> 

@state.gov> 

"UNCLASSIFIED" 

Subject: FW: Usage of free AP Asia Online and AP Top News Service in the Pacific 

Hil(b)(6)1 

4/24/2023 52 

Received this from Dave today. Have emailed him back to ask for some guidance on how to read this 
report as its not very clear to me. 

Appreciate if you have more insight on this to share, thank you. 

Cheers, 

!th\/&::\ 
Press and Media Coordinator I Public Diplomacy Office 
U.S. Embassy Fiji, Kiribati, Nauru, Tonga and Tuvalu 
'Iii l{h ){R) 

158 Princess Road I PO Box 218, Suva 
.!l L!J [!I 

From: Rizzo, Dave lrh)fR) @ap.org> 
Sent: Thursday, November 5, 2020 8:46 AM 
To:!fh\/1:::\ l@state.gov> 
Cc: Khin, John ~ ap.org> 

@state.gov 

Subject: RE: Usage of free AP Asia Online and AP Top News Service in the Pacific 

Hii(b)(6) I 

Well we made it to November 4th but still no declared winner, historic and exhausting at once. Here is 

the information you requested. It seems to me that it would be a good idea to organize a training 
session or training materials for you users. Realize there is a time difference issue but we can be flexible 
for a webex session, there is also a plethora of information on line including instructional YouTube 
videos - please let me know how that sounds. 

Thank you. 

Sincerely, 

Dave 

From:i(b)(6) l@state.gov> 
Sent: Monday, October 19, 2020 6:44 PM 
To: Rizzo, Dave lrb)(6) e) ap.org> 

52

OBTAIN
ED BY AMERIC

A FIR
ST LEGAL FOUNDATIO

N THROUGH LIT
IG

ATIO
N



FL-2023-00013 A-00000598555 "UNCLASSIFIED" 4/24/2023 53 

Cc: Khin, John llliillill:@ap.org> 
Subject: RE: Usage of free AP Asia Online and AP Top News Service in the Pacific 

[EXTERNAL] 

Hi Dave, 

Awesome to hear from you! Yes thank you, usage reports will be most appreciated when you get a 
chance. Of course, the elections just around the corner, I'm excited seeing and hearing all about that. 
Wishing you and the team all the very best in your coverage. 

Talk soon. Have a gorgeous evening on that end. 

Cheers, 

Press and Media Coordinator I Public Diplomacy Office 
U.S. Embassy Fiji, Kiribati, Nauru, Tonga and Tuvalu 

'if Vh\{i:::\ 

158 Princess Road I PO Box 218, Suva 

3 0 0 

From: Rizzo, Dave ~ ap.org> 
Sent: Tuesday, October 20, 2020 10:38 AM 
To: lrb )(6) @state.gov> 
Cc: Khin, John !7ti"}76l@ap.org> 

e)state.gov 

Subject: RE: Usage of free AP Asia Online and AP Top News Service in the Pacific 

Hii(b)(6) I 
My apologies for the delayed response and thank you for bumping this up in my inbox. We can run 
usage reports for you, typically it would take a couple days to compile and deliver, it may take a bit 
longer as elections are currently consuming a lot of resources. 

I will keep you posted and provide a delivery date on the reports shortly. 

Thank you. 

Sincerely, 

Dave 

From:i(b)(6) @state.gov> 
Sent: Monday, October 19, 2020 4:52 PM 
To: Rizzo, Dave l(b)(6) ~ ap.org> 
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Cc: Khin, Johnl(b)(6)@ap.org> 
Subject: RE: Usage of free AP Asia Online and AP Top News Service in the Pacific 

[EXTERNAL] 

Good Afternoon Mr. Rizzo, 

Just following up on my emai I. Appreciate if you have had a moment to consider the request. 

Thank you for your time and look forward to hearing from you soon. Thank you. 

Cheers, 

Press and Media Coordinator I Public Diplomacy Office 
U.S. Embassy Fiji, Kiribati, Nauru, Tonga and Tuvalu 
'irl(h)(fn 
158 Princess Road I PO Box 218, Suva 
ii 0 ii 

From:lrhHfn 
Sent: Monday, October 5, 2020 3:52 PM 
To: 'ln-,HR!@ap.org' !rhHR\ l@ap.org> 
Cc: l(b H6l@ap.org' ~a p.org> 

@state.gov 

Subject: Usage of free AP Asia Online and AP Top News Service in the Pacific 

Good Afternoon Mr. Rizzo, 

Trust this email finds you well. My name is~l(b~)~(6_)~-~land I'm working with the US Embassy in Suva, 
Fiji. 

I understand you were integral in the free provision of AP content for the Pacific Islands and I would 
appreciate your assistance in my current task to highlight some data on the program's uptake. 

I'm hoping to comply some data on how many news organizations in the Pacific are using the free AP 
Asia Online and AP Top News Service since the inception of the grant/program. 

Is there a way in which your organization is able to assist with this information gathering, also how often 
they are using the content? 

Appreciate your time and I look forward to hearing from you. 

Cheers, 

l(b )(6) 
Press and Media Coordinator I Public Diplomacy Office 
U.S. Embassy Fiji, Kiribati, Nauru, Tonga and Tuvalu 
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'irlrhHR) 
158 Princess Road I PO Box 218, Suva 

ii 0 ii 

A-00000598555 "UNCLASSIFIED" 4/24/2023 55 

@state.gov 

The info rm ation contained in th is communication is intended far the use of the designated recipients 
named above. If the reader of this communication is not the intended recipient, you are hereby notified 
that you have received this communication in error, and that any review, dissemination, distribution or 
copying of this communication is strictly prohibited. If you have received this communication in error, 
please notify The Associated Press immediately by telephone at +1-212-621-1500 and delete this email. 
Thank you. 
The information contained in this communication is intended for the use of the designated recipients 
named above. If the reader of this communication is not the intended recipient, you are hereby notified 
that you have received this communication in error, and that any review, dissemination, distribution or 
copying of this communication is strictly prohibited. If you have received this communication in error, 
please notify The Associated Press immediately by telephone at +1-212-621-1500 and delete this email. 
Thank you. 
The information contained in this communication is intended for the use of the designated recipients 
named above. If the reader of this communication is not the intended recipient, you are hereby notified 
that you have received this communication in error, and that any review, dissemination, distribution or 
copying of this communication is strictly prohibited. If you have received this communication in error, 
please notify The Associated Press immediately by telephone at +1-212-621-1500 and delete this email. 
Thank you. 

Sender: Ir h H m .-----. lilstate.gov > 

Rizzo, Dave (hHm @ap.org>; 
Khin, John (hHfn ap.org>; 

Recipient: lrhHm @state.gov>; 
!rh HR\ !@state.gov>; 
lrhHm @state.gov> 
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From: 1..._(b ...... )_._(6_._) ________ ____.@state.gov> 

Ice, John T @state.gov>,· 
To: 

Gordon, Mic )(6) @wsj.com> 

Subject: Re: Story as PDF and link (in case you can't get through paywall) 

Date: Mon, 8 Mar 202117:36:36 +0000 

Hi Michael, 

Sending my thanks as well! 

Very best, 

Public Affairs Officer 

Global Engagement Center 

U.S. Department of State 

Accenture Federal Services Contractor 

Cell: Kb)(6) 

X 

From: Ice, John T ~state.gov> 
Sent: Monday, March 8, 2021 9:46 AM 

4/24/2023 59 

To: Gordon, Michaeil(b)(6) ~wsj .com>;~lrh_)_fn_) _________ ~@state.gov> 
Subject: Re: Story as PDF and link (in case you can't get through paywall) 

Hi Michael, 

Thanks for sending this yesterday. I have enjoyed our interaction over this one. 

Best, 

J.T. 
From: Gordon, Michael ~l<b~)_(6~) ___ ~@wsj.com> 
Sent: Sunday, March 7, 202110:18 AM 
To: Ice, John T ~state.gov>;l .... (b_)_(6-)----------.~state.gov> 

Subject: Fwd: Story as PDF and link {in case you can't get through paywall) 

https: //ws j-articles-
previ ew. sc. onservo. com/ okta/ artic 1 es/SB PREVIEW 03 062 0212115 00?tesla =y &noredirect=tru 
e&bttpsredirect=none 
Michael Gordon 
National Security Correspondent 
The Wall Street Journal 

lrh)(R) kcell, WhatsApp, Signal) 
lrh)fn) @wsj.com (work email) 
l(b)(6) @protonmai1.com (encrypted email) 
Book site: michaelrgordon.com 
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Sender: lrbH6) ~state.gov> 

Ice, John T l(h)(n)l@state.gov>; Recipient: .=~-----. 
Gordon, Michael l(b)(6) ~wsj.com> 
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From: Alanna Dvorak lrh'\{n'\ 

To: lrh HR'\ 

CC: i(b)(6) 

A-00000598526 

@poynter.org > 

l@state.gov> 

@state.gov> 

Subject: Re: State/Poynter: Efforts in the MENA Region 

Date: Thu, 14 Jul 2022 14:41:27 -0400 

"UNCLASSIFIED" 4/24/2023 61 

Excellent. As a caveat, I fly to India the first week of August to conduct some training and will 
be gone for two weeks, so it would definitely be ideal if we can try to schedule something in 
July. 

And yes, had a great conversation with AfricaCheck this morning, excited and hopeful we have 
ways to move forward! 

Best, 
Alanna 

O□ Thu, Jul 14, 2022 at 11:50 AM~l(b_)_(6_) _______ ~1r.~,state.gov> wrote: 
Alanna, 
Sadly, I've been pulled into a conflicting meeting and recommend we reschedule for when the 
three of us are available. I' ll compare calendars again for later this month. 
I also want to thank you for speaking with AfricaCheck about your work in Tunisia. Looks like 
we might have a way forward to continue your great work! 
Thanks, 
i(b)(6 I 
Sent from my iPhone 

Alanna Dvorak 
International Training Manager/IFCN 
The Po nter Institute 
ph: (b)(6) 
(h )fn) 
www.poynter.org 

Sender: 

Recipient: 

Alanna Dvorak kh)fn) @poynter.org> 
~lrb-)-(6-)-------~k§lstate.gov>; 

~lrh~)~fn~)~-------~@state.gov> 
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From: Jim Rutenberg lrhHm 
To: l(b)(6) 

Subject: Re: Re: 

A-00000598520 

@nytimes.com > 

t@state.gov > 

Date: Tue, 9 Nov 2021 17:31:02 -0500 

Jet mag 

"UNCLASSIFIED" 4/24/2023 64 

https://books. google.com/books?id=cLIDAAAAMBAJ&pg=P A 1 S&lpg=P Al 5&dq=%22ethnic---r
weapon %22 +and -t-Blacks& source=bl&ots=e-
zll C zwMD& si g= AC fU3 U3eDbtOpsmXslU GWSY gicNX 1 OwZg&hl=en&sa=X&ved=2ah UKE 
wjk 1 K vmOYvOAh W fTDABHdnZC4MQ6AF 6BAgUEAM#v=onepage&q=%22ethnic%20weap 
on%22%20and%20Blacks&f=false 

On Tue, Nov 9, 2021 at 2:49 PMl(b)(6) Lgov> 'Wrote: 
Back online with my State Department computer. Temporary system-wide outage. Glad to 

chat anytime between now and 6 pm. Best, l(b)(6) I 
From: Jim Rutenberg l(b)(6) @nytimes.com> 
Sent: Tuesday, November 9, 202110:46 AM 
To:i(b)(6) l@state.gov> 
Subject: Re: Re: 

Excellent, thanks so muchl(b)(6)1 will peruse these before we speak 
All best, thanks again, Jim 

On Tue, Nov 9, 2021 at 10:43 AMl(b)(6) !@state.gov>wrote: 
Anytime from 2-6 pm is good. Agree there is lots to discuss; very interesting topic. 
You may have seen already Doug Selvage's very interesting article, Operation "Denver": The 

East German Ministry of State Security and the KG B's AIDS Disinformation Campaign, 1985-

1986 (Part 1) [attached for reference]. Search for Shively to see discussion of origins of AIDS 

disinfo story -- I have more to add on this. See also p. 12-23 in 1988 report I wrote, found 

at http ://in si d eth ecol dw a r. org/ sites/def au lt/fi I es/ d ocu me nts/Sov i et%20Acti ve%20 Me as u res%2 

0in%20the%20Era%20of%20Glasnot%20March%201988.pdf, which discusses SOV "Ethnic 

Weapons" disinfo, which apparently was picked up by Shively and others, per Doug's article. 

(Doug told me you are speaking with him tomorrow). 

This is likely a mash up of SOV disinfo plus delusions/conspiracy theories of local fringe 

elements, including fellow travelers and useful idiots. Can explain more. 
See also original article in US Army's Military Review, which led to "ethnic weapons" disinfo; 

two versions attached. 

All for now. 

!rhHR\ I 
From: Jim Rutenbergi(b)(6) ~nytimes.com> 
Sent: Tuesday, November 9, 202110:28 AM 
To:l(b)(6) wistate.gov> 
Subject: Re: Re: 

Hi l(b)(6)I 
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Looking fotward to speaking today -- so much to discuss, and I really appreciate getting some of 
your time. 
Just making sure -- 4:30/1630 est ok time to call? 
Thanks again, Jim 

On Mon, Nov 8, 2021 at 3:02 PM Jim Rutenberg i(b)(6) lµ),nytimes.com> wrote: 
Ok great advice thanks! Catch you tomorrow and thanks on all 

On Mon, Nov 8, 2021 at 2:56 PMl(b)(6) @state.gov> wrote: 
Tomorrow from 14301-1800 is good. 
There was an excellent article in the WSJ in September about COVID safety when flying. The 
most dangerous time is when you (and others) take your mask off to eat. They recommend 
turning up the forced air in the controls above your seat and pointing the nozzle at your face 
when your mask is off to scatter any COVID articles away. 
I got permission to speak you on the terms we discussed. Will send you a couple of articles 
later today. 
Best, 

i(b)(6) I 
From: Jim Rutenberg !rhHR\ @nytimes.com> 
Sent: Monday, November 8, 2021 2:40 PM 
To:I( b) ( 6) @state.gov> 
Subject: Re: Re: 

Thanksi(b)(6)1 sounds good 
I'm boarding a plane and don't land till around 6/6:30 
Is there an ok time tomorrow to try you? 
Thanks again much obliged 

On Mon, Nov 8, 2021 at 2:3 7 PM lrb )(6) tµ),state. gov> wrote: 
Jim: 
Let's just discuss between you and me and I'll fill the others in as needed. I'll give you a call. 
My cell islrhHfn l Home landline:l(b)(6) I 
Fromlrh)(fi) @state.gov> 
Sent: Monday, November 8, 202111:55 AM 
To: Jim Rutenbergi(b)(6) @nytimes.com> 
Subject: Re: Re: 

Jim: 
checking with my colleagues on when is a good time. Any times good or not good for you today 
or tomorrow? 
Thanks. 

lrhHnl 
From: Jim Rutenberg i(b )(6) l@nytimes.com> 
Sent: Monday, November 8, 202111:46 AM 
To:l(h)(fn @state.gov> 
Cc:l(b )(6) r,g,state.gov>;l(b )(6) 
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lrh )(R) @state.gov>~lrh""'\"'"f R~\~ _________ ...,k@-=st=a=te=·=go:a...:;.v> 
Subject: Re: Re: 

Sure, let me know if there's a good time to connect and I can fill you and whoever else is 
interested in on the arc of the book 

On Mon, Nov 8, 2021 at 10:04 AM i(b )(6) l(l"r;,state. gov> 'Wrote: 
Jim: 
Yes, I think if we had a better sense of what you are trying to address and accomplish in the 
book, that would help a lot. 
Thanks. 

lrb)(6) I P.S. -l,-(b_)_(6_) ____________________ __,, 

From: Jim Rutenberg ~(b)(6) l@nytimes.com> 
Sent: Friday, November 5, 2021 6:29 PM 
To:l(b)(6) @state.gov> 
Cc:l(b )(6) l@state.gov>; lrb )(6) @state.gov>j~(h~)~(n~)~--~ 

@state.gov> lrh )(R) @state.gov>;l~(b"'-),.,_(6"").,__ _________ ,-...a~='-'-'-

Subject: Re: 

Thanksl(b)(6)1and thanks, all. 
ll6I(illcame highly recommended and would be a great help. I'm happy to fill you all in more on 
the general sweep of the book if you would like. 
Thanks and all the best, Jim 

On Fri, Nov 5, 2021 at 6: 11 PM l(b)(6) lt'"r;,state.gov> 'Wrote: 
lrh )(R) I 
Please let me know if you need any more information to make a decision on this request for 
what would likely be several discussions/interviews on the phone and via email with NYT 
reporter Jim Rutenberg, who, per his email below, is writing "a narrative history book ... about 
information warfare at home and abroad, from roughly 1970 to now." He is particularly 
interested in speaking with me about "the successful Soviet operation to plant false stories that 
AIDS was invented in the US Laboratory at Fort Detrick ... [and] how that story got picked up 
and elaborated upon in the publications of fringe political movements here in the US." 
Jim: 
Please call me i(b)(6 I I already feel old enough w/o being addressed as Mister. 
I'd be glad to help on your very interesting project provided my bosses in the Global 
Engagement Center and Public Affairs agree. I'm looping in my immediate supervisor and the 
GEC person who handles media requests to start this process. 
If my bosses and PA agree, I think it would be best to talk and share information with you on a 
background or deep background basis meaning that you are free to use the material but 
without attributing it to the Department of State, with some exceptions in which I would be 
glad to go on the record or be described as a State Department expert on disinformation, in 
particular when we are speaking about established Soviet and Russian disinformation and 
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propaganda practices. I think it's best to do that on a case-by-case basis provided my bosses at 
GEC and Public Affairs agree. 
I am certainly willing to discuss other topics than the AIDS disinformation campaign, if I get 
permission to speak with you, but I strongly prefer to stick to topics that I know well. From 
1987 to 1996, I followed rumors of child organ trafficking very closely, which the Soviets 
repeated and which also circulated on their own as an urban legend, and paid attention to 
prominent Soviet disinformation claims (prior to 1992), often helping U.S. Information Agency 
(USIA) posts overseas respond to Soviet disinformation claims in the local media in their 
countries. I was at USIA from 1987 to 1996, before it was absorbed into State in 1999 and have 
been at State since 2003, working to counter misinformation and disinformation most of that 
time. 
Also, many thanks for attaching your excellent 2017 NYT Magazine article, which I had missed. 
It is an excellent treatment of this topic, enlivened by interviews with Simonyan, Peskov, and 
other key actors. I will read it carefully. 
Many thanks for your inquiry. 

Best, 

Senior Cou nte r-D is information Adviser 
Globa l Engagement Center 
U.S. Department of State 

Contra eta r: Accentu re/Datast ro ng 

l<b)(6) l@state.gov 

From: Jim Rutenberg lth\/1:::\ 1@nytimes.com> 
Sent: Friday, November 5, 2021 5:15 PM 

To:l(b)(6) l@state.gov> 
Subject: 

Hello Mr J~<b~)-<6~) -~ 
My name is Jim Rutenberg and I'm a reporter at the New York Times. 
I'm doing some research for a narrative history book I'm writing about information warfare at 
home and abroad, from roughly 1970 to now. I was wondering whether I could check in with 
you about the work you did on the Active Measures team in the Reagan years. I am looking into 
the successful Soviet operation to plant false stories that AIDS was invented in the US 
Laboratory at Fort Detrick. While this is now a fairly well-told tale, I am particularly interested 
in how that story got picked up and elaborated upon in the publications of fringe political 
movements here in the US. That labor intensive and onerous work on behalf of the Soviet dis info 
agents of the 1980s will stand in contrast to later portions of the book, when their successors will 
have a much easier time penetrating the American information stream of the social media and 
cable tv era. Also, I was interested to see in one of your team's reports an assessment that 
Russian disinfonnation would be far more effective if they ever figured out how to produce 
better television, which, of course, they would later go on to do 
( see https ://www.nytirnes.com/201 7/09 I 13 /ma gazine/rt-sputnik-and-russias -new-theory-o f
war .html), so I'd also want to range a little bit beyond tbe AIDS operation if you're game. 
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I am writing the book for Penguin Press and am not yet sure of the publication date (I would 
expect it to go to market in roughly a year and a half). It is possible that some of what I learn will 
feed my reporting for The Times, but there are no such plans as of now. If you are amenable then 
we can discuss the terms of our discussion, but please know that I am comfortable doing this on 
a background and deep background basis. Of course, I would always be happy to have anything 
on the record that you are willing to bring onto the record. 
Thanks and all best, Jim 
Jim Rutenberg 
Writer at Large 
1he New York Times 

kb )(6) I 
Sender: Jim Rutenberg fo)(6) l§)nytimes.com> 

Recipient: ~l(b_)_(6_) ______ ~~state.gov> 
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From: "Kroeker, Scott" l(b)(6) 1@EastWestCenter.org> 

To: l(b)(6) @state.gov> 

irb )(6) @state.gov>; 
fb)(6) ®state.gov>; 
Vonda Wolcott Vh\fl:::\ ~iwpr.net>; 
Alan Davis ~ iwpr.net>; 

CC: 

Joshua Peller fh){n) n times.com>; 
(b )(6) state.gov> 

Subject: 

Date: 

RE: Opportunity for Kaselehlie Press to join the New York Times Content Project 

Tue, 15 Dec 2020 20:14:51 +0000 

Great. Thank you for the positive response. I'll look forward to hearing back from you and Bill. 

Best regards, 
Scott 

Scott Kroeker I Senior Program Officer, Professional Development Program, East-West Center I 
fo)<6) I 

From:l(b)(6) ~state.gov> 
Sent: Tuesday, December 15, 2020 10:13 AM 
To: Kroeker, Scott (b)(6) EastWestCenter.org> 
Cc: b)(6) state.gov>; ,....l<b_)_(6_) ______ __,l@state.gov>; Vonda 

Wolcott irh \(I=:\ @iwpr.net>; Alan Dav is lrb )(6@iwpr.net>; Joshua Peller fo )(6) l@nytimes.com>; 
l(h)(f;) @state.gov> 
Subject: Re: Opportunity for Kaseleh lie Press to join the New York Times Content Project 

EXTERNAL EMAIL: Use Caution with Links and Attachments. 

This is an amazing opportunity! Thank you! 

I will send out immediately. I planned to meet up with the editor this afternoon for a personal 
matter so I will discuss it with him as well. 

Sent from Workspace ONE Boxer 

On 16 December 2020 at 6: 19:33 AM GMT+ 11, Kroeker, Scott 
lrhHn) @EastWestCeoter.org> wrote: 
Aloha Ms.l<b)(6) I 

67

OBTAIN
ED BY AMERIC

A FIR
ST LEGAL FOUNDATIO

N THROUGH LIT
IG

ATIO
N



FL-2023-00013 A-00000598411 "UNCLASSIFIED" 4/24/2023 70 

I hope you are keeping healthy and enjoying this holiday season. I am writing to you as the East
West Center is administering a project for the Department of State which provides licensing 
agreement to use New York Times content in select Pacific Islands newsrooms. The funds are 
drawn from the GEC Information Access Fund which we are accessing through a sub-award with 
the Institute for War and Peace Reporting. We would like to make this opportunity available to 
the Kaselehlie Press if you think that Bill Jaynes would be open to the opportunity and a worthy 
recipient of the license. The year-long license (valued at $6,000) would allow KP to republish 
New York Times content (in both English and Mandarin languages) in its paper and online 
presence (if any). 

If you think that Kaselehlie Press would be appropriate would you be willing to make the first 
approach to introduce Bill to the idea? kb)(6) I our GEC contact at INDOPACOM, prefers 
that approach instead of the EWC directly reaching out, if you are willing. Myself and our 
contact at the New York Times will follow-up your initial query with practical details. 

At the end of this email I'm included some boilerplate language used by other embassies to 
contact media outlets. Feel free to use verbatim or customize to your circumstances. 

Thanks very much for your help. Stay safe and happy holidays. 

Best regards, 
Scott Kroeker 

My name is XXXXX and I work with the US Embassy in XXXX it's my pleasure to E-meet 
you. 

I'd like to bring your attention to an opportunity to access content for your publication, the 
xxxxx. 

The U.S. Embassy is offering your news outlet the opportunity to be part of our New York Times 
English & Mandarin content project. We know tha.t many small and medium size news outlets 
would like to use content from larger outlets, and, that content in Mandarin for occasional 
Mandarin language supplements is also helpful. 

We are pleased to announce a new project for select news outlets in the Pacific: 

1) free usage license for New York Times English and Mandarin content for at least one year, 
2) custom training from the New York Times on their website (so you can most easily access the 
content you want, and on-going technical support), 
3) quarterly webinars with prominent international journalists on relevant topics to the Paci tic 
facilitated by the East-West Center, and 
4) customized training organized by the East-West Center on specific topics you deem most 
important to your newsroom. 
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We hope you will join us in this project! If you are interested, we would like to connect you with 
Scott Kroeker from the East-West Center, who will be organizing logistics." 

Scott Kroeker I Senior Program Officer, Professional Development Program I 
l(b)(6) I 
East-West Center 
1601 East-West Road 
Honolulu, HI 96848-1601, USA 
EastWestCe nter .org 
The East-West Center promotes better relations and understanding among the people 
and nations of the 
United States, Asia, and the Pacific through cooperative study, research, and dialogue. 
Established by the 
U.S. Congress in 1960, the Center serves as a resource for information and analysis on 
critical issues of 
common concern, bringing people together to exchange views, build expertise, and 
develop policy options. 

Sender: "Kroeker, Scott" l(b )(6) @EastWestCenter.org> 

kh )(n) l@state.gov>; 
lrh )fn) k§)state.gov>; 
l(b )(6) @state.gov>; 

Recipient: Vonda Wolcott ~th\th\ tgliwpr.net>; 
Alan Davis lfrili]@iwpr.net>; 
Joshua Peller !th\th\ l@nytimes.com>; 
!th \th\ L@state.gov> 
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From: i(b)(6) ~@state.gov> 

To: (b )(6) nsa.gov>; 
'Julian Barnes' (b)(6) nytimes.com> 

DL USCYBERCOM PAO (H3C9) <DLUSCC_JO_PAO@cybercom.mil>; 
CC: i(b)(6) @cybercom.mil>; 

GEC Press <GECPress@state.gov> 

Subject: Re: NYT connection to State Dept GEC 

Date: Tue, 2 Feb 2021 18: 19:49 +oooo 

4/24/2023 72 

Nice to connect. Happy to chat off the record to understand more about your story to see if we 
have anything to share; or if you have a specific question you can send over email and we can 
approach it that way. 
Very best, 

Public Affairs Officer 
Global Engagement Center 
U.S. Department of State 
Accenture Federal Services Contractor 
Cell: lrb)(6) 

~ 

From:l(b )(6) t1Y nsa.gov> 
Sent: Tuesday, February 2, 20211:07 PM 
To: 'Julian Barnes' lrhHR) !pnytimes.com> 
Cc: i(b)(6) @state.gov>; DL USCYBERCOM_PAO (H3C9) 
<DLUSCC _JO _PAO@cybercom .m il>;l(b )(6) e)cybercom. mil> 
Subject: NYT connection to State Dept GEC 

Julian-

Connecting you tol(b)(6) lof the Global Engagement Center-- not sure if they will have 
something for you on Russian anti-vax disinformation campaign in Spanish, but wanted to make sure you 
had a good POC for her. 

l(b )(6) I 
V/R, 
l(b)(6) I Capt, USAF 
U.S. Cyber Command, Public Affairs 
COMM:l(h)(fn I 
NSTS: i:..:l(b=-=-)=(6=-=-)-==------~ 
Personal Cell: (h)(R) 
Work Cell: (b)(6) 

O.:........:~'-------' 
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Sender: lrhHfn @state.gov> 

i(b )(6) @nsa.gov>; 
'Julian Barnes' Ir h, r i=-, l@nytimes.com >; 

Recipient: DL USCYBERCOM PAO (H3C9) <DLUSCC_J0_PA0@cybercom.mil>; 
l(b)(6) @cybercom.mil>; 
GEC Press <GECPress@state.gov> 
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From: Lara Jakes lrh)ffi) 

To: l(b)(6) 

@nytimes.com> 

l@state.gov> 

Subject: Re: Hilili:[J 

Date: Thu, 11 Mar 2021 19:03:34 -0500 

"-"fo'-"")(-=-6).....__ _______ ____,[ .. 

sorry you're not doing Afgh anymore. What are you working on in the GEC? do you like it? 
and who is doing Afgh press these days? 

all the best 

Lara Jakes I Diplomatic Correspondent 
Wa~h111gton Bureau I The New York Times 
Mob1le/Signai/WhatsApp: lrh )ffi) I 

kb)(6) tal nytimes .corn I WjakcsNYT 

4/24/2023 74 

On Mon, Mar 8, 2021 at l :09 PM l(b )(6) @;,state.gov> wrote: 
Alas not working Afghanistan these days. My FSO ways keep me moving about. I am currently 
working Chinese propaganda and disinformation in the Global Engagement Center. 

l(b)(6) I 
0 

X 

From: Lara Jakesi(b)(6) l@nytimes.com> 
Sent: Monday, March 8, 202112:34 PM 
To: kb )(6) @state.gov> 
Subject: Re: Hi luillJ 

Hi , thanks for circling back - ~/h~\=/C::.~\~---------------~ 

I got what I needed, thanks, although wanted to make sure -- you're still doing Afgh policy right/ If so. we shld 
probably chat given that things are heating up ... 
cheers 

Lara Jakes I Diplomatic Correspondent 
Wash111gton Bureau I The New York Times 
Mobile/Signal/WhatsApp: l<b )(6) I 

l(b)(6) ra;nytimes.com I (g,,jakes YT 

On Mon, Mar 8, 2021 at 12:30 PMKb)(6) 
Hi Lara-

@state.gov>wrote: 

Sorry I was offline yesterday ~ .... (b.._)'-'-'(6.._),....._ _______________ __.I). Playing 
catchup today. 
Let me know if you still want to connect or if you were able to get what you needed. 
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Best, 

l(h )(n) I 
From: Lara Jakes l(b)(6) k@nytimes.com> 

Sent: Sunday, March 7, 20211:08 PM 
To: l(b)(6) l@state.gov> 

Subject: Hi khlI] 

Got a sec to chat today? Thanks --
Lara Jakes I Diplomatic Correspondent 
Washington Bureau I The New York Times 
o: l(b )(6) 11 rn/s/w' a: i(b )(6) I 

l(b)(6) ra,nvtimes.com I @jakesNYT 

Sender: Lara Jakes lrb)(6) ~nytimes.com> 

"UNCLASSIFIED" 

Recipient: l"""(b"""')"'"'(6"""') _________ _,@state.gov> 
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From: Alanna Dvorak lrhHfn @poynter.org> 

To: Fanous, Mary K (Tunis) i(b)(6) l@state.gov> 

(b )(6) state.gov>; 
Baybars Orsek rbH6) poynter.org>; 
rhHfn state. ov>; 

CC: (b)(6) @state.gov>; 
(b )(6) state.gov>; 
rhHm state.gov>; 
Thibault, Erica (Tunis) lrbH6) @state.gov> 

Subject: Re: Connecting - Poynter/IFCN and U.S. Embassy Tunis 

Date: Tue, 19 Apr 2022 16:54:04 -0400 

Excellent! Looking fotward to hearing from you. 

Best, 
alanna 

4/24/2023 82 

On Tue, Apr 19, 2022 at 4:50 PM Fanous, Mary K (Tunis) ~(b)(6) [@state.gov>wrote: 
Apologies for the delay Alanna. I'm trying to coordinate a call on Friday morning. If you are 
available, I will circle back with the proposed time. Thanks. 
Get Outlook for iOS 
From: Alanna Dvorak ~rhH6) @poynter.org> 
Sent: Tuesday, April 19, 2022 9:41:23 PM 
To: Thibault, Erica (Tunis) (b)(6) state. ov> 
Cc: (b)(6) state. ov>; Fanous, Mary K (Tunis)lrbH6) @state.gov>; Baybars 
Orsek ~rbH6) t@poynter.org>;!rhHR\ @state.gov>;lrhHfn 

I( b) ( 6) @state.gov> Jr b) r 6) @state.gov> ;:=:Ir h=,=r R=,=======:;------' 

Ir h )( fn @state.gov> 
Subject: Re: Connecting - Poynter/lFCN and U.S. Embassy Tunis 

Hi all, 
Just following up on this to see ifwe can get a call scheduled. 
Best, 
Alanna 

On Sat, Apr 9, 2022 at 3 :48 AM Thibault, Erica (Tunis) 1(b)(6) @state.gov>wrote: 
Hi Alanna 
Thanks for getting back to us so quickly. Mary Fanous who leads our press efforts will work 
with you on a time next week fo a call. 
Best regards, 
Erica Thibault 
Counselor for Public Affairs 
US Embassy Tunis 

Ir b )( 6) kt-1J,state. gov 
From: Alanna Dvorak~lrh-,-r5-,-~k@poynter.org> 

Sent: Friday, April 8, 2022 7:33 PM 
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To:l<b)(6) .------. @state.gov> 
Cc: Baybars 0rsek l<b)(6) l@poynte r.org>; Thibault, Erica (Tunis)l(b)(6) l@state.gov>; 
l<b)(6) @state.gov> 
Subject: Re: Connecting - Poynter/lFCN and U.S. Embassy Tunis 

Thanks for the connection,kb)(6) I 
Yes, we do think supplemental mentorship could help both those organizations. What has been 
helpful is both Fatabyyano's desire to help them cross the finish line and the fact that both 
organizations are highly motivated and really want to be both effective fact-check units and 
signatories. 
I'd love to hop on a call next week to discuss potential next steps, if that's something you all are 
amenable to? 
Best, 
Alanna 

On Thu. Apr 7, 2022 at 7:36 AM l(b)(6) 

Baybars and Alanna, 

@state.gov> wrote: 

I oversaw the Empowering Fact-Checking in the Global South sub-award from the State 
Department's Global Engagement Center, working through lWPR. I re-read your final report 
and the Tunisia portions had some fantastic findings. 

I'm connecting you directly with Erica Thibault, the Counselor for Public Affairs at the U.S. 
Embassy in Tunis, to explore what additional mentorship through Poynter/IFCN might look like 
in Tunisia. Also cc ' d is i(b)(6) I from the State Department's Bureau of Near Eastern 
Affairs, Office of Press and Public Diplomacy. The report had recommended that the two 
organizations in Tunisia -Les Grandes Ecoles de la Communication and Business News/BN 
Check- would benefit from additional mentorship to absorb the fact-checking skills. 

Erica and l<b)(6) ~ Baybars Orsek is the director of international programming at the Poynter 
Institute and director of the International Fact-Checking Network. Alanna Dvorak is Poynter's 
International Training Manager. 

Please feel free to keep me cc ' d but I'm glad to be connecting you all. 

Thanks, 
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(b )(6) 

Foreign Affairs Officer 

Global Engagement Center 

U.S. Department of State 

l(b )(6) @state.gov 

Alanna Dvorak 

A-00000 5 9 8460 

International Training Manager/IFCN 
The Poynter Institute 
ph: lrb)(6) I 
!rh \fl:::\ rcypoynter.org 
www.poynter.org 

Alanna Dvorak 
International Training Manager/lFCN 
The Poynter Institute 
ph: foHn) I 

!th \fl=::\ l@poynter.org 
www .poynter. orq 

Alanna Dvorak 
International Training Manager/IFCN 
The Poynter Institute 
ph: lrhHff\ I 

!rh \ti:::\ lwpoynter.orq 
www.poynter.org 

Sender: Alanna Dvorak ~(b)(6) l@poynter.org> 

"UNCLASSIFIED" 

Fanous, Mary K (Tunis) (h)fn) state.gov>; 
(b )(6) state.gov>; 

Recipient: Baybars Orsek lrh )(fi) @poynter.org> ~ 
lrh)fn) l@state.gov>; 
l<b )(6) l@state.gov>; 
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lrhHfn @state.gov>; 
l(b)(6) la'lstate.gov>; 
Thibault, Erica (Tunis) l(b)(6) l@state.gov> 
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From: Baybars Orsek ~th\fl=:\ @poynter.org> 

To: lrh HR) .-----,~ ~state.gov> 

Ferdi Ozso 

CC: 
(b )(6) @state.gov>; 
(b )(6) state.gov>; 
(b )(6) state.gov> 

Subject: Re: Concerns about Thailand Grant 

Date: Fri, 5 Feb 202112:41:57 -0500 

Hi i(b)(6) 

Thanks for checking in. 

As of today, the DS 1909 form has been sent to our VP of Finance and Business for her signature 
and will be sent back to the Embassy in Bangkok for execution. 

That will officially extend the project to July 31st of this year. 

The course material has been prepared and currently it's currently in the translation process. 

The materials will be shared with the embassy for confirmation and they can be delivered as 
early as the first week of March. 

Thank you for your understanding and happy to have a call to discuss if you have any questions. 

Best-

Baybars 

On Fri, Feb 5, 2021 at 12:34 PMl(b)(6) 
Ferdi, Baybars, 

@state.gov>wrote: 

I want to reach out to see if we could resolve some concerns that have been raised over the 

Thailand project. I know you have been swamped but post is concerned it is falling behind 
planned timelines and has voiced concern that it has been hard to keep thing moving. Would 

you have a moment to touch base so we can make sure things stay on track? 

Best, l(b)(6) I 

Baybars Orsek 

Director I International Fact-Checking Network 
@baybarsorsek / @factchecknet 

Sender: Baybars Orsek lrb)(6) @poynter.org> 
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Ferdi Ozso 
Recipient: ,,._(b.._)""'"(6=)'---------.---_,_state.gov>; 

(h)(R) ' 

(b )(6) ate.gov> 
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From: i(b)(6) §lnctc.gov> 

'Grynkewich, Alexus G Maj Gen USAF CENTCOM CCJ3 (USA)' 
!th \IC:\ I 

To: 
If h)(6) @umd.edu j(h)ffi) l@umd.edu>; 

b)(6) 
!th \fl::\ @)state.gov (b )(6) state.gov>; 
kh \ti::\ truwashpost.com fh HR) @washpost.com>; ~'"';==========:..... 

CC: 

Subject: 

Date: 

Team, 

lrhHR) @newsguardtech.com kb)(6) ~newsguardtech.com> 

!th \fl::\ @gmail.com !rh \ti::\ !(Q)gmail .com>; 
!th \t&::\ 1@arlis.umd.edu !rh \ti::\ l@arlis.umd.edu>; 
!th \ti::\ [Q)umd.edu jrh \ti::\ truumd.edu>; 
!th \fl::\ ~lexsg.com l<b )(6) l@lex:sg.com> 

RE: [Non-DoD Source] Thank you to Panel 1!! 

Sun, 18 Apr 2021 18:52:06 +0000 

Likewise. Outstanding panel that benefited from a well-organized and run event. Great discussion and 
thanks to all of you working in this space ... 

Best, 

lrb )(6) 

Kb)(6) 
Assistant Director, Strategic Operational Planning, and 
National Intelligence Manager (Counterterrorism) 

National Counterterrorism Center 

l(b)(6) 

X 

From: Grynkewich, Alexus G Maj Gen USAF CENTCOM CU3 (USA) ifl:.-'h"'-)"'-(f;:..:.),:....._ _________ __, 

Sent: Sunday, April 18, 202111:39 AM 
To: i(b)(6) l@umd.edu; ~h-,-rn-,-----------------------~ 

!th \t&::\ t~ nctc.gov>; fo )fn) @state.gov;l(b )(6) K§)washpost.com; 
!th\/&::\ @newsguardtech.com 

Cc:!rh \/&::\ l@gmaiI.com; lrh )(f;) @arlis.umd.edu;l(b )(6) ~ umd.edu;kb )(6) ~lexsg.com 
Subject: RE: [Non-DoD Source] Thank you to Panel 1 ! ! 
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Joe and Panel 1 teammates-

Truly enjoyed the session and appreciate all who appreciated. Great to see old and current colleagues, 
and to virtually engage with a few new ones, too. I thought the broad composition of the panel across 
government and private sector/media was particularly powerful. 

Thanks to all, and please reach out anytime if you need anything from CENTCOM. 

V/R 
Grynch 

Maj Gen Alex Grynkewich, USAF 
Director of Operations (CCJ3) 

Comm:lfhHR) I 
DSN: !(b)(6) 
SVOIPith \/1:::\ 

From: Joseph Michael Kelly kb)(6) ~umd.edu> 
Sent: Saturday, April 17, 202111:01 AM 
To: kh ){n) I Grynkewich, Alexus G Maj Gen USAF 

CENTCOM CCJ3 (USA) .,_,lrh-'-')"-'(n-'-')'------:==========-=:I; lrb)(6) l@nctc.gov>; 
lrhHn) @state.gov; Nakashima, Ellen !th\tt:::\ @Jwashpost.com>; Gordon Crovitz 

!rh \ti=::\ @newsguardtech.com> 
Cc: Michael Will iams i(h)(n) ~gmai l.com>; Angie Mallory kh){n) l@arlis.umd.edu>; Austin 
'Branch {h\/1:::\ @umd.edu>; Barton Brown ifh){n) l@ lexsg.com> 
Subject: [Non-DoD Source] Thank you to Panel 1 ! l 

Speakers, 

I want to thank each and everyone of you for your participation on Tuesday. As you probably 
saw, yours was the most popular panel drawing over half the keynote audience. 

By all accounts, your discussion was truly groundbreaking. Many of the comments I heard in the 
days afterward focused on the need for appropriate coordination and collaboration across the US 
government but also between government and the media as well as wider industry. Collectively, 
you planted the seed for a new way to think about the challenges of disinfonnation an<l malign 
foreign influence. 
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In the next week or so, we \Vill be posting the keynote address and all the panel recordings to the 
IPA website behind a password protected link available only to registered attendees. You should 
all get a copy of that link when we send it out. 

Thank you again for your support of the Phoenix Challenge conference and the, wider 10 
community. I look forward to the chance to work with each of you again in the future. 

V/R, 

Joe 

Joe Kelly 
Professor of the Practice 
Applied Research Lab for Intelligence and Security (ARLIS) 
University of Maryland 
Mobile:l<b)(6) I 

Sender: lrb)(6) @nctc.gov> 

'Grynkewich, Alexus G Maj Gen USAF CENTCOM CCJ3 (USA)' 
lrh)(R) .-----, I 
[b)(6) t@umd.edu 1fb)(6) 1@umd.edu>; 

l{b )(6) !@state.gov 1th \ri:::\ @state.gov>; 
Recipient: lrh)fR) l@washpost.com ~rh\ri:::\ l@washpost.com>; 

kh)fR) l@newsguardtech.com Vh\ri:::\ K.runewsguardtech.com>; 
!th \tG\ l(rugmail.com !th \t~\ l@gmail .com>; 

!th \t~\ l@arlis.umd.edu Ith \ti:::\ truarlis.umd.edu>; 
!th \ti:::\ t@umd.edu !th \ti:::\ rruumd.edu>; 

lrh)ffi) ~lexsg.com i(b)(6) !@lexsg.com> 
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From: David Mikkelson <snopes@snopes.com> 

SentVia: fa kenewssci@googlegroups.com 

To: fa kenewssci@googlegroups.com 

Subject: Re: [fakenewssci] Daily Caller 

Date: Mon, 22 Feb 202118:32:13 -0800 

"UNCLASSIFIED" 4/24/2023 91 

Yes, I'm familiar with the process and the documents. Simply saying, "We 
get our funding from (X),1' while providing no information whatsoever about 
how (X) itself is funded, is not transparency -- it1s obfuscation. 

Check Your Fact is funded from the Daily Caller's newsroom budget, and the 
Daily Caller is funded by the Daily Caller News Foundation (DCNF). So 
where does the DCNF get its money from? Providing tax forms that merely 
document how much revenue the DCNF takes in does nothing to answer that 
question. 

On Mon, Feb 22, 2021 at 6:03 PM Masato Kajimoto 1(b)(6) Ka1hku.hk> wrote: 
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Hi all. I serve as an IFCN assessor in Asia and so, I'm familiar with the process. Here's a link to 
the latest application made by Daily Caller's Check Your Fact and the assessor's evaluation (the 
certification must be renewed annually). 

You can see the funding sources they disclosed, download their tax returns, etc, in Criterion 4a. 
All applications and assessments are publicly available on IFCN's website, by the way. 

https:/ /ifcncodeofprinciples.poynter .org/application/public/check-your-fact/3 8F 5 A0E 1-44 3 8-
54 B9-68BA-4 f 805B5 3 B429 

With all good wishes, 

Masato 

Masato Kajimoto, PhD 
Associate Professor of Practice 
Journalism and Media Studies Centre 
The Univers ity of Hong Kong 
Tel: 1(b )(6) I 
E-mail: kb)(6) l@hku.hk 
Web: https://sites.google.com/view/masatoka jimoto/ 

From: <fakenewssci@googlegroups.com> on behalf of David Mikkelson 
<snopes@snopes.com> 
Date: Tuesday, 23 February 2021 at 02:56 
To: "fakenewssci@)googlegroups.com" <fakenewssci(a),googlegroups.com> 
Subject: Re: [fakenewssci] Daily Caller 

One of the key requirements of IFCN certification is supposed to be transparency of funding. If 
anyone can parse this word salad and figure out who or what funds the Daily Caller's fact
checking arm, I'd like to know: 

https: //check yo urfact. com/ about-us/ 

On Mon, Feb 22, 2021 at 6:30 AM Dean Jackson <ma.ilto:i(b)(6)@ned.org> wrote: 
Oo the other hand, you really have to ask yourself if you want to be featured on a website with a 
hi story of https: / /www.snopes.com/ news/2018/09 /06/many-daily-caller-wri ters-expressed-w hite
supremacist-v iews/, next to headl ines like "https:/ /dailycaller.corn/2021/02/ 19/public-schools
woke-l i beral-acti vism-cri ti cal-race-theory-teachers-un ions-enro I I men t -private-schools/ ." 

It's something everyone has to answer for themselves. I personally wouldn't lend them the 
credibility. 
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From: Barrett Golding <mailtoj(b)(6) tµ)gmail.com> On Behalf Of Barrett Golding 
Sent: Saturday, February 20, 2021 8:04 PM 
To: mailto: fakenewssci(l"r;, google groups .com 
Subject: Re: [fakenewssci] Daily Caller 

The Daily Caller has a NewsGuard Green rating (scoring 70/100), a Source Credibility of 
Medium from Logically, an Our.news status of Verified, and an MBFC factual-reporting rating 

Mixed: 
htt s: .safelinks. rotection.outlook.com/?url=htt s://mediabiasfactcheck.com/dail -
caller/ &data=04 dined. or , 889bda4 2c90e49c 7 c5 6408d8d60ced2a 4e077 08 641 b34a22 b 7 
8e41daff10793d 10637494699129300953 Unknown TWF bGZsb3d8e JWl"oiMC4wL"AwMD 
AiLCJQljoiV2luMziiLCJBTil6Ik 1 ha WwiLC JXVCI6Mn0=l3000&sdata=A 1 mPGasqiBEYDHPj 
EArxM6KsOb2c VEB5u T--rsn6zOzv A =&reserved=0 

By way of comparison CNN and MSNBC are also MBFC Mixed. Another thing Daily Caller has 
in its favor is its connection with the IFCN-verified fact-cheking site: 
htt s:/ /nam02.safelinks. rotection.outlook.com/?url=htt s://check ourfact.com/ &data=0401 

a)ned.or, 889bda42c90e49c7c56408d8d60ced2a 4e0770864 l b34a22b78e4 ldaffl 0793d 1 0 63 
7 494699129310953 IUnknownlTWF pbGZsb3d8eyJWijoiM C4wLjA wMDAiLCJOijoiV2luMziiL 
C JBTil6Ik 1 ha WwiLC JXVCI6Mn0=l3000&sdata=8VThJL/4Ox7 erij2v50LOKDsIVFScwmo2b-t
kPVmh2AE=&reserved=0 

Plus their interview with Dr. Gleb Tsipursky seemed fair and fine. 

On Feb 19, 2021, at 6: 17 AM, 'Dr. Gleb Tsipursky' via Combating Fake News: The Science of 
Misinformation <ma ilto: fakenewssc i@goo gle groups .com> wrote: 
Sharing my personal experience being interviewed by The Daily Caller a few months ago on my 
own project to address misinformation, it was a good experience, and they published a fair 
interview. Here's the article, FYI. Anyone interested in knowing more can contact me off the 
· ht s :/ /nam02.safelinks. rotection.outlook.com/?url=htt s://dail caller.com/2020/10/06/ oliti 

e-sto -s read-
misinformation/ &d ata=0 a)ned. or 1 8 8 9 bda4 2c 90e49c 7 c5 6408d 8d 60ced2a 4e07 708641 
b34a22b78e41 daffl 0793dl 110163 7 4946991293109531UnknownlTWFpbGZsb3d8eyJWijoiMC4w 
L jA wMDAiLC JOijoiV2luMzliLC JBTiI6Ik 1 ha WwiLC JXVCI6Mn0=l3000&sdata=GxSzMfl-lzn 
sl2GYRii+ 1 zHWYZAameCA U 1 j lOqxKEfxc=&reserved=0 

On Feb 19, 2021, at 2: 41 AM, Harith Alani <mailtol(h )(n) la)gmail.com> wrote: 
... According to my database, Daily Caller has published several misinforming articles 
themselves. 

De : mailto:fakenewssci(µ)googlegroups.com <mailto:fakenewssci(µ)googlegroups.com> de la 
part de Stephan Lewandowsky <mailtolrhHn) l@bristol.ac.uk> 
... the Daily Caller is an "orange" site (by the Grinberg et al., 2019, classification) 

(b)(6) 
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(b)(6) bg 

(b)(6) 

(b)(6) 

htt s://nam02.safelinks. rotection.outlook.com/?url=htt s://hearin •voices.com/&data=04 0 
wned.or 889bda42c90e49c7c56408d8d60ced2a 4e0770864 l b34a22b78e4 ldaffl 0793d 1 0 63 

7 494699129320942IUnknownlTWF pbGZsb3d8eyJWijoiM C4wLjA wMDAiLCJOijoiV2luMziiL 
CJBTil6Ik 1 ha WwiL CJXVCI6Mn0=13000&sdata=8QP6U GoRfhZb3PxsFXJm YiCtzlx UQB2 Um 
pbDTS h0i U k=&re served=0 
htt s://nam02.safelinks. rotection.outlook.com/?url=htt s://if .news/&data=04 01 wned.o 
rgl 8 8 9 bda4 2c9 0e49c 7 c 5 6408d8d60ced2a l4e0 77 O 8 641 b 34a 22b 7 8e4 l daffl 0 79 3 di 11 0l 63 7 4946991 
293209421UnknownlTWFpbGZsb3d8eyJWijoiMC4wLjAwMDAiLCJQijoiV2luMziiLCJBTiI6I 
k 1 ha W wiLCJXVCI6Mn0=13000&sdata=APZn4HRRz4GLSgBVEbBVIJ wjVp9VGYWH v+Ejv 
Ke VwuE=&reserved=0 

#FakeNewsSci seeks to cultivate and continue an academic and practical agenda around defining 
and protecting against fake news and misinformation, and work to build news literacy, defend a 
free press and strengthen first amendment principles. 

There are three ground rules for this community aimed at ensuring appropriate communication 
and exchange: 

( 1) Civility is the primary responsibility of membership - we intend to avoid uncivil debates or 
rhetoric and those who violate this rule will be immediately removed. 
(2) To preserve people's comfort with being open and frank, all exchanges are to be treated as 
''off the record" unless the member(s) in question explicitly agree otherwise. 
(3) To maintain high-quality exchanges of ideas and practice, all new members must be 
recommended by two other group members to be added to this group. Please fill the form at 
htt . , m02.safelinks. rotection.outlook.com/?url=htt s:// 100. 11/forms/hl UkZHwGE"t5Z4w 1 1 
&data=04 0 wned.or 889bda42c90e49c7c56408d8d60ced2a 4e0770864 l b34a22b78e4 ld 
affl 0793dl 110163 7 4946991293 3093 71UnknownlTWFpbGZsb3d8eyJWijoiMC 4wLjAwMDAiLC J 
QI joiV2luMziiLCJBTiI6Ik 1 ha W wiLCJXVCI6Mn0=13000&sdata=nSRerkRa VlqjTFkm32uJD7 e 
g015rn/vR3o494UuT0TU=&reserved=0 before you apply for membership. 

You received this message because you are subscribed to the Google Groups ''Combating Fake 
News: The Science of Misinformation" group. 
To unsubscribe from this group and stop receiving emails from it, send an email to 
mailto:fakenewssci--1-unsubscribe@goo glegroups. com. 
To view this discussion on the web visit 
https: //nam02. saf elinks. protection. outlook. com/?ur l=https: // groups. google. com/ d/msgid/ fakenew 
ssci/2A87C797-CA 15-4 732-9B l 8-

A26A077E94C%40hearin oices.com?utrn medium=email&utm source=footer&data=04 01 
t1Jned.or 8 8 9 bda4 2c9 0e49c 7 c 5 6408d8d60ced2a 4e0 77 0 8 641 b 34a 22b 7 8e4 l daffl 0 79 3 d 1 0 

163 7 49469912934093 3 IU nknownlTWFpbGZsb3d 8eyJWijoiMC4wLjAw MDAiLCJQijoiV2luMz 
IiLCJBTiI6Ik 1 ha W wiLCJXVCI6Mn0=13000&sdata=Padg9VDq g9pG UApGwUNRBg3/uG9Uii 
RA+Hzmll Wlofs=&reserved=0. 

#FakeNewsSci seeks to cultivate and continue an academic and practical agenda around defining 

(b)(6) 
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and protecting against fake news and misinformation, and work to build news literacy, defend a 
free press and strengthen first amendment principles. 

There are three ground rules for this community aimed at ensuring appropriate communication 
and exchange: 

(1) Civility is the primary responsibility of membership - we intend to avoid uncivil debates or 
rhetoric and those who violate this rule will be immediately removed. 
(2) To preserve people's comfort with being open and frank, all exchanges are to be treated as 
"off the record" unless the member(s) in question explicitly agree otherwise. 
(3) To maintain high-quality exchanges of ideas and practice, all new members must be 
recommended by two other group members to be added to this group. Please fill the form at 
bttps://goo.gl/forms/hlUkZI-IwGEjt5Z4\vgl before you apply for membership. 

You received this message because you are subscribed to the Google Groups "Combating Fake 
News: The Science of Misinformation" group. 
To unsubscribe from this group and stop receiving emails from it, send an email to 
mailto:fakenewssci+unsubscribe@googlegroups.com. 
To view this discussion on the web visit 
https://groups.google.com/d/msgid/fakenewssci/MN2PRl8MB3309FA83352f 14763B93AE2A 
A58 l 9@MN2PR18MB3309 .namprdl 8 .prod.outlook.com?utm medium=email&utm source=fo 
oter. 

#FakeNewsSci seeks to cultivate and continue an academic and practical agenda around defining 
and protecting against fake news and misinformation, and work to build news literacy, defend a 
free press and strengthen first amendment principles. 

There are three ground rules for this community aimed at ensuring appropriate communication 
and exchange: 

( 1) Civility is the primary responsibility of membership - we intend to avoid uncivil debates or 
rhetoric and those who violate this rule will be immediately removed. 
(2) To preserve people's comfort with being open and frank, all exchanges are to be treated as 
"off the record" unless the member(s) in question explicitly agree otherwise. 
(3) To maintain high-quality exchanges of ideas and practice, all new members must be 
recommended by two other group members to be added to this group. Please fill the form at 
https://goo.gl/forms/hl UkZI-IwGEjt5Z4wgl before you apply for membership. 

You received this message because you are subscribed to the Google Groups "Combating Fake 
News: The Science of Misinformation" group. 
To unsubscribe from this group and stop receiving emails from it, send an email to 
mai I to: fakenewssci +uns u bscri be@goo glegroups. com. 
To view this discussion on the web visit https: //groups.google.com/d/msgid/fakenewssci /CAK
uGwMj-YJKdrUst+iy8UdiC+nMi 1XgO -
sd T rS VXT7 51 c4Q@mai l. gmai I.com? utm medium =email& utm so urce=footer. 
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#FakeNewsSci seeks to cultivate and continue an academic and practical agenda around defining 
and protecting against fake news and misinformation, and work to build news literacy, defend a 
free press and strengthen first amendment principles. 

There are three ground rules for this community aimed at ensuring appropriate communication 
and exchange: 

(1) Civility is the primary responsibility of membership - we intend to avoid uncivil debates or 
rhetoric and those who violate this rule will be immediately removed. 
(2) To preserve people's comfort with being open and frank, all exchanges are to be treated as 
"off the record" unless the member(s) in question explicitly agree otherwise. 
(3) To maintain high-quality exchanges of ideas and practice, all new members must be 
recommended by two other group members to be added to this group. Please fill the form at 
https://goo.gl/forms/h 1 UkZI-IwGEjt5Z4,vgl before you apply for membership. 

You received this message because you are subscribed to the Google Groups "Combating Fake 
News: The Science of Misinformation" group. 
To unsubscribe from this group and stop receiving emails from it, send an email to 
fakenewssci+ unsubscribe@googlegroups.com. 
To view this discussion on the web visit https://groups.google.corn/d/msgid/fakenewssci/CAK
uGwN 6 7n0D 5G0gkl bObSZuuewkmNFSxJyo4aSDroGFt 1 vzSw%40mail. gm ail. com. 

Sender: David Mikkelson <snopes@snopes.com>; fakenewssci@googlegroups.com 

Recipient: fakenewssci@googlegroups.com 
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'=( b7"")~( 6=-c..) --.=========;----:---:-:--~eeas.europa.eu >; 
To: Eliot Higgins (hHfn bellingcat.com>; 

r h H fn state .gov>; 
l:=,::rh=,=rn=,============::::;1@-::::::---sta-:---:-_te.gov> 

'j,,:,1,,.:.:..:..:.:....--------==~ov>; 
CC: ,i:..:;;..:.:..;;;:..:.... ___________ ...i::;state.gov>; 

................ ...__ ___________ __,=state.gov> 

Subject: Our Most Sincere Thanks for a Successful Event 

Date: Wed, 1 Dec 2021 03:40:48 +0000 

Dear Daveyj(b)(61 Eliot andi(bH6)1 
On behalf of our team at AVC/CBW in DC and the U.S. Delegation to the OPCW in the Hague, I 
wanted to convey our most sincere thanks for taking time in your busy schedule to join what 
was, in our assessment and that of others who have already share their appreciation, a very 
successful event yesterday. 
We had 90+ people joining the event from delegations of more than 50 countries. Despite the 
sobering topic, the wealth of experience and knowledge panelists brought to the table andl(b)(6 I 
smooth moderation made for a lively event that conveyed the message we wanted to pass in to 
OPCW delegates regarding the scope, sophistication and challenging nature of state sponsored 
disinformation. 
As I mentioned before we are looking into editing the video of the event into a more easily 
shareable format and will let you know where things stand on that front as things progress. 
Most respectfully, 

l(b )(6) I 

Office of Chemical and Biological Weapons Affairu 
Bureau of Anns Control, Verification and Compliance 
U.S. Dcpanmcnt of State 
2201 C Street, N.W. 
Washin ton, D.C. 20520 

(b )(6) (d~sk) 
.-====::::;-'(cell) 
Ith\/&::\ la ,1,11~.Qrn· 
111 ... \/IC,\ ti:.state.sgov.gov 

Sender: ~kb_)_(6_) ________ ~@state.gov> 

Recipient: 

Davey Alba jrhHfn e,nytimes.com>; 
l(h)(fn l@eeas.europa.eu>; ':::':"""':""':-::----:-----;:====~:--:-::--~ 
Eliot Higgins (bH6) bellingcat.com>; 

';:rh='=r=i=-=' ==========:::;-:---•_state.gov>; 
gov>; 

~b=~6...__ _______ ---1.:=--=-==-:..ii!.:;ov>; 
.=r=h=H±R='===========~state.gov>; 
1~(b=)~(6~)~---------~l@state.gov> 
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From: i:..:lrb=-=)-'-'(6=-=) ________ ___.l@state.gov> 

To: 

CC: 

Davey Alba ~';::::( h='=r R='=====-1®::::.,;n .. :_:ytimes.com >; 
Eliot Hi ins rhHh\ om>; 
'i=rh='=rn='===============r:~eeas.europa.eu >; 
.=lr=h=H=R=' =========!..::►@::.:s::ta::.;te.gov>; 
lrhHm l@state.gov>; 
\,=Ir h=,=r R=,======;-@=-m----=-fa-.e-e'lr-r h-,-r R--,-----i-::1@--m~f.a.ee >; 

;::Ir h=\=r h=\======:::;:::;:::-~@eeas.eu ropa .eu Ir h \ r h \ I 
!th \ta\ K&eeas.europa.eu >; 
lrbH6) @state.gov>; 
[rb )(6) Jj)state.gov> 

AVC-CBW-DL <AVC-CBW-DL2@state.gov>; 
USOPCWTheHague < USOPCWTheHag ue@state.gov > 

Subject: OPCW Disinformation Panel 

Date: Tue, 23 Nov 2021 20:11:42 +0000 

This is the confirmed CSP-26 Side-Event invite 

Microsoft Teams meeting 

Join on your computer or mobile app 
Click here to join the meeting 

Or call in (audio only) 

l(b)(7)(E) I United States, Spokane 

Phone Conference I D:l(b )(7)(E) 

Find a local number I Reset PIN 

Learn More I Meeting options 

Sender: "-l(b_,_)..:...(6_,_) __ ;:::=====::.----'@state.gov> 
Davey Alba """( b_)_( 6_) __ ___,,-=. _: · com>; 

,.::E::.:.I io::::.:t:...:H..:.:i..z.z:i.:..::ns::..i:..:r h.:.):.:.:f R.:.':.....-...i:::::::::.:::::~~cat.com > ; 
'l=rh='=rR='===============.-='eeas.europa.eu >; 
.=r=h±::H=R=' =========::::!:®:::::.:::sta:::::.:;te.gov>; 

Recipient: lrhHm @state.gov>; 
lrhHm l@mfa.ee ~rhHh\ 1@mfa.ee>; 
!rhHh\ @eeas.europa.eu lrhHm I 
lrh )(R) @eeas.europa.eu >; 

"-'If h""")"""fn""")'--_________ ___.~@state.gov>; 
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!rh HR\ , t@state.gov>; 
AVC-CBW-DL <AVC-CBW-DL2@state.gov>; 
USOPCINTheHague < USOPONTheHag ue@state.gov> 
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From: Julian Barnes ~lrb~)~<6~) __ ~1@nytimes.com> 

To: GEC Press <GECPress@state.gov>; 
i(b)(6) ~state.gov> 

Subject: NYT: Russian Disinfo 

Date: Fri, 30 Jul 202110:14:32 -0400 

l(b)(6) I GEC 

4/24/2023 100 

I am working on a story looking at Russia's most recent disinformation efforts around the 
western vaccines. We are trying to determine if there has been an uptick either coinciding with 
the various failures of the Sputnik vaccine or the intensification of the Delta outbreak. NSA has 
referred us to the GEC. I am hoping you all might have some new information to share. 
I am at fo)(6) I I am out of pocket 1130 to 1 :30 but otherwise available today. But I my 
deadline is early next week not today. 
Julian 

Julian E. Barnes 
Intelligence, National Security reporter 
The New York Times 
l<b )(6) IMobile/WhatsApp/Signal 

Sender: Julian Barnes~fo~)_(6~) __ ~@nytimes.com> 

Recipient: GEC Press <GECPress@state.gov>; 
l<b )(6) ~state.gov> 

92

OBTAIN
ED BY AMERIC

A FIR
ST LEGAL FOUNDATIO

N THROUGH LIT
IG

ATIO
N



FL-2023-00013 A-00000598525 "UNCLASSIFIED" 4/24/2023 101 

From: Washington Post Live <washpostlive@washpost.com> 

To: lrhHR\ @state.gov> 

Subject: Mon. at 2:00 p,m, IT: New Government with California Secretary of State Alex 
Padilla 

Date: Fri, 8 Jan 2021 22:44:43 +0000 
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BEGIN:VCALENDAR 
PRODID:-//Splash Event Planning System 
VERSION :2.0 
METHOD:PUBL1SH 
BEGIN: VEVENT 
DTST AMP:20210108T224442Z 

"UNCLASSIFIED" 

UID: eabf 4 2e0f60a2e05 7 7 d204a 1451 066 f81 c2e3 a8 8@new govtj an 11. s p 
lashthat.com 
URL:https:/ /newgovtjan 11.splashthat.com 
DTSTART:20210111 Tl 900002 
DTEND:20210111 T 1930002 
SUMMARY:New Government January 11 
DESCRIPTION:For more information - https://newgovtjanl l.spla 
sh that.corn 
LOCATION:Washington DC 20071 
END:VEVENT 
END:VCALENDAR 

Sender: Washington Post Live <washpostlive@washpost.com> 

Recipient: l(b)(6) ~state.gov> 
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From: Washington Post Live <washpostlive@washpost.com> 

To: lrbH6) @state.gov> 

Subject: Mon. at 2:00 p,m, IT: New Government with California Secretary of State Alex 
Padilla 

Date: Fri, 8 Jan 2021 22:44:42 +0000 
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BEGIN:VCALENDAR 
PRODID:-//Splash Event Planning System 
VERSION :2.0 
Iv1ETHOD:PUBL1SH 
BEGIN: VEVENT 
DTSTAMP:20210108T224441Z 

"UNCLASSIFIED" 

UID: eabf 4 2e0f60a2e05 7 7 d204a 1451 066 f81 c2e3 a8 8@new govtj an 11. s p 
lashthat.com 
URL:https:/ /newgovtjan 11.splashthat.com 
DTSTART:20210111 Tl 900002 
DTEND:20210111 T 1930002 
SUMMARY:New Government January 11 
DESCRIPTION:For more information - https://newgovtjanl l.spla 
sh that.corn 
LOCATION:Washington DC 20071 
END:VEVENT 
END:VCALENDAR 

Sender: Washington Post Live <washpostlive@washpost.com> 

Recipient: i(b)(6) ~state.gov> 
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From: Katherine O'Hearn <washpostlive@washpost.com> 

To: l(b)(6) ~state.gov> 

Subject: Last day to register: WashPost's Global Women's Summit with Ukrainian first lady 
Olena Zelenska, Hillary Clinton, Vivek Murthy and more 

Date: Sun, 13 Nov 2022 15:01:39 +0000 

Sender: Katherine O'Hearn <washpostlive@washpost.com> 

Recipient: l(b)(6) ~state.gov> 
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From: lfh){F;) @iwpr.net> 

SentVia: Google Calendar <calendar-notification@google.com> 

lrh\fh\@state.gov> ; 
(b )(6) stat e.gov> ; 

To: (b)(6 poynter.org> ; 

~-======.=~~pacom.mil > ; 
i:....:....:....:....,..:.. .......... k.rupoynter .org > 

4/24/2023 106 

Subject: Invitation: Poynter Pacific Islands Kick Off Call @ Tue Dec 8, 2020 2pm - 3pm 
(EST) lili1ili]@state.gov) 

Date: Mon, 7 Dec 2020 14: 14:33 +0000 

You have been invited to the following event. 

Poynter Pacific Islands Kick Off Call 
When 

Calendar 

Who 

more details » 

Tue Dec 8, 2020 2pm - 3pm Eastern Time - New York 

lrh)ml@state .gov 

llhlffi)@iwpr.net - organizer 

ifh)ff;) l(Q}slate.gov 

~ poynter.org 

llfilIJ@state .gov 

l(b)(6) @pacom.mil 

l(h )fn) l@poynter.org 

Conference call link: 

Agenda: 
Intro (IWPR) 
Overview and timeline of project (Poynter) 
Questions/comments (GEC et al) 

Going lfhHR)@ state.gov)? Yes - Maybe - No more options» 

Invitation from Google Calendar 

You are receiving this courtesy email at the account rya n k@state.gov because you are an attendee of th1 s event. 

To stop receiving future updates for this event, decline this event. Alternatively you can sign up for a Google account at 
https:1/calendar.google.com/calendar/ and control your notification settings for your entire calendar. 

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, 
or invite others regardless of their own invitation status, or to modify your RSVP. Learn More 

This electronic mail message and any attached files are intended solely for 
the named recipients and may contain confidential and proprietary business 
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information of the Institute for War & Peace Reporting (IWPR} and its 
affiliates. If you are not the named addressee, you should not disseminate, 
distribute or copy this e-mail. 

Institute for War & Peace Reporting. 48 Gray's Inn Road, London WClX BLT, UK. 
Registered with charitable status in the United Kingdom (charity reg. no: 
1027201, company reg. no: 2744185 ); the United States under IRS Section 
501 { c) ( 3} ; and The Netherlands as a charitable foundation. 

Sender: jrh)fn)@iwpr.net>; Google Calendar <calendar-notification@google.com> 

illillfill@state.gov>; 
irh ifRi KQ)state.gov>; 

Recipient: t£.tiliB...lj)poynter.org >; 
lrh\te=::\ @pacom.mil>; 
fbif6) @poynter.org> 
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FL-2023-00013 A-00000598466 

lrhHR)@iwpr.net 
Mon, 7 Dec 2020 14:09:34 +0000 

To: 

Conference call link: 

Agenda: 
Intro (IWPR) 
Ovenriew and timeline of project (Poynter) 
Questions/comments (GEC et al) 

Please do not edit this section of the description. 

View your event at 

"UNCLASSIFIED" 4/24/2023 108 

@pacom.mil 

ht tps://calcndar. googlc .com/calendar/event ?act ion= VIEW &cid=MWl ub TOxO DhxN jN nd W dm Yj AzZj dkdXN x Y nlg 
cnlhbmti\c3RhdGUuZ292&tok=MTOjdm9uZGF AaXdwci5uZXO0MzY zZDUJZDZkNWJiNTIIMWO0YzlmNGO 
4ZmRmNGM I MzVkZDliMDJj&ctz=America%2FNew York&hl=en&es= I. 
. . . . . . . . . . . . . . . . . ~ ~ ~ ~ . . . . . . . . . . . . . ~ ~ ~ ~ . . -~ . -~ 
-~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~-

•• • •• • • • • • • • • • • • • r r r r • • • • • • • • • • • • • r r r r • • or • or 

(b )(6) 
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From: fo)'6) lg)iwpr.net> 

SentVia: Google Calendar <calendar-notification@google.com> 

(b)(6) state.gov>; 
To: (b )(6) oynter.org >; 

b)(6) @poynter.org> 

Subject: Invitation: Poynter Balkans kick off call @ Wed Dec 9, 2020 1pm - 2pm (EST) 
l<b )(6) ~state.gov) 

Date: Fri, 4 Dec 2020 14:53:36 +0000 

You have been invited to the following event. 

Poynter Balkans kick off call 
When 

Calendar 

Who 

Wed Dec 9, 2020 1 pm - 2pm Eastern Time - New York 

...,lrb"'"")'""'(6"""') _ __,@state.gov 

lrh )fFnl@iwpr.net - organizer 

~poynter.org 

l<b )(6) @poynter.org 

i(b)(6) @state.gov 

more details » 
Conference call link: 

Agenda : 
Intro (IWPR) 
Overview and timeline of project (Poynter) 
Questions/comments (GEC et al ) 

Going l(b)(6) ~ state .gov)? Yes - Maybe - No more options» 

Invitation from Google Calendar 

You are receiving this courtesy email at the account chapmanj2@state.gov because you are an attendee of this event. 

To stop receiving future updates for this event, decline this event. Alternatively you can sign up for a Google account at 
https.//calendar.google.com/calendar/ and control your notification settings for your entire calendar. 

Forv,,ard1ng this invitation could allow any recipient to send a response to the organizer and be added to the guest list, 
or invite others regardless of their own invitation status, or to modify your RSVP. Learn More 

This electronic mail message and any attached files are intended solely for 
the named recipients and may contain confidential and proprietary business 
information of the Institute for War & Peace Reporting {IWPR) and its 
affiliates. If you are not the named addressee, you should not disseminate, 
distribute or copy this e-ma i l. 
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Institute for War & Peace Reporting. 48 Gray's Inn Road, London WClX BLT, UK. 
Registered with charitable status in the United Kingdom (charity reg . no: 
1027201, company reg. no: 2744185); the United States under IRS Section 
501 ( c) ( 3) ; and The Nether lands as a charitable foundation. 

Sender: ~rh\fh\@iwpr.net>; Google Calendar <calendar-notification@google.com> 

lrh){F,) l@state.gov>; 
Recipient: ~poynter.org>; 

lrhHn) l@poynter.org> 
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From: Ir h. \ r ~ \ (g) iwpr. net 
Sent: Fri, 4 Dec 2020 14:44:04 +0000 
To: 

Ir h. \ r ~ \ [gl iwpr. net;!Ztiill§> poynte r .o rgJ( h) ( n) kg) poynte r .orgjr h. \ r ~ \ l@state.gov;~iwpr.net 
Subject: Poynter Balkans kick off call 

Conference call link: 

Agenda; 
Intro (IWPR) 
Ovenriew and timeline of project (Poynter) 
Questions/comments (GEC et al) 

-• •...,_•...,_• •...,_•...,_•...,_•...,_•....._.•....._.•....._.•....._.•......._.•......._.•......._.•......._.•......._.T ....... T ....... T ....... T ........ O...,_o...,_•...,_•...,_•....._.•....._.•....._.•....._.•......_.•......._.•......._.•......._.•.....,__,T...,__,T...,__,T...,__,T...,_o...,_o...,_oT.....,__,o...,_oT_ 
•+ + ++ + + + ••••••••• + + + + + + + + ••••••••• + + + + + + ++ + ++ 

Please do not edit this section of the description. 

View your event at 
ht tps://calcndar. googlc .com/calendar/event ?act ion= VIEW &cid= N nFk Y mo4 M GZkajNmNW 1 nNThyZzRkMWU 4 Y 
2kg Y2hhcG I hbmoyOI IN 0YXR!Lmd vdg& tok= MTOjdm9uZG F AaXdwci5 uZXO3ZT di YW JhZD EzOTljYTFiZThm 
MThjMDUwZGViMzlmOTM0OWl3YTlz&ctz=America%2FNew York&hl=en&es= 1. 
. . . . . . . . . . . . . . . . . ~ ~ ~ ~ . . . . . . . . . . . . . ~ ~ ~ ~ . . -~ . -~ 
-~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~-

•• • •• • • • • • • • • • • • • r r r r • • • • • • • • • • • • • r r r r • • or • or 
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From: i(b)(6) @iwpr.net> 

SentVia: 

To: 

Google Calendar <calendar-notification@google.com> 

lrh)fF1' trustate.gov>; 
l<b )(6) @theglobalamerfcans.org>; 
Dhaniella Falk lth\te:\ @1wpr.net>; 
(b)(6 poynter.org>; 
h )fn) @theglobalamericans.org >; 

lrh)fR) @poynter.org>; 
Alan Davis ~iwpr.net>; 
!rh ,r.:::, @state.gov>; 
Seth Meixner filill:]§l iwpr. net>; 
!rh ,r.:::, @state.gov>; 
lrh HR) Lrustate.gov> 

4/24/2023 112 

Subject: 
Invitation: IWPR GEC DRL Western Hem Projects Meeting @ Thu Nov 19, 2020 
11am - 12pm (EST) ~(h)fn) @state.gov) 

Date: Mon, 9 Nov 2020 20:41:42 +0000 

You have been invited to the following event. 

IWPR GEC DRL Western Hem Projects Meeting 
When 

Calendar 

Who 

more details» 

Thu Nov 19, 2020 11 am - 12pm Eastern Time - New York 

.,_,!r h-'-\,.,_,t e:.,_\.,______.t!;y= state.gov 

!th \te:\@1wpr.net organizer 

!rh \ti:::\ [.a)theglobalamericans.org 

Dhaniella Falk 

lltiill@poynter.org 

!th \/6\ @theglobalamericans.org 

lrh HR) k.ciJpoynter.org 

l(h)(f;) l@state.gov 

Alan Davis 

!th \ti:::\ l@state.gov 

Seth Meixner 

~state.gov 

lrb )(6) la/state.gov 

Conference call link: 

Agenda 
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1. Introduction (IWPR - Vonda) 

2. Project Summaries: 
- IWPR LAC (Ohaniella Falk) 
- Poynter (Baybars Orsek) 
- Global Americans (Guy Mentel) 

3. GEC/DRL Comments 

4. Comments/questions/thoughts on synergies (all) 
Going lfh)(fi) @state.gov)? Yes - Maybe - No more options» 

lrwltalion from Google Calendar 

You are receiving this courtesy email at the account tolentinopa@state.gov because you are an attendee of this event. 

To stop receiving future updates for this event, decline this event. Alternatively you can sign up for a Google account at 
https:1/calendar.google.com/calendarl and control your notification settings for your entire calendar. 

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, 
or invite others regardless of their own invitation status, or to modify your RSVP. Learn More. 

This electronic mail message and any attached files are intended solely for 
the named recipients and may contain confidential and proprietary business 
information of the Institute for War & Peace Reporting (IWPR) and its 
affiliates. If you are not the named addressee, you should not disseminate, 
distribute or copy this e-mail. 

Institute for War & Peace Reporting. 48 Gray's Inn Road, London WClX BLT, UK. 
Registered with charitable status in the United Kingdom (charity reg. no: 
1027201, company reg. no: 2744185); the United States under IRS Section 
501 (c) (3); and The Netherlands as a charitable foundation. 

Sender: !rh\fh\ @iwpr.net>; Google Calendar <calendar-notification@google.com> 

l<b )(6) @state.gov>; 
!th \t6\ @theglobalamericans.org>; 
Dhaniella Falk Vh)fn) @iwpr.net>; 
~poynter.org>; 
kh HR) l@theglobalamericans.org >; 

Recipient: fhHR) l@poynter.org>; 
Alan Davis ~iwpr.net>; 
!rh \fh\ @state.gov>; 
Seth Meixner ~iwpr.net>; 
lrh H6) lalstate.gov>; 
ith \fh\ plstate.gov> 
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From: i(b)(6) l§)iwpr.net> 

SentVia: Google Calendar <calendar-notification@google.com> 

th \fl::\ state.gov>; 
b)(6) the lobalamericans.org>; 

Dhaniella Falk (b)(6) @iwpr.net>; 
(b)(6 poynter.org>; 
b )(6) @theglobalamericans.org >; 

To: !rh)fR) @poynter.org>; 
(b )(6) state.gov>; 
Alan Davis th\/ rwpr.net>; 
jrh ,re:::, @state.gov>; 
Seth Meixner lrh)( l@iwpr.net>; 
!rh \fl::\ @state.gov> 

4/24/2023 114 

Subject: 
Invitation: IWPR GEC DRL Western Hem Projects Meeting @ Thu Nov 19, 2020 
11am - 12pm (EST) l(b)(6)~state.gov) 

Date: Mon, 9 Nov 2020 20:41:42 +0000 

You have been invited to the following event. 

IWPR GEC DRL Western Hem Projects Meeting 
When 

Calendar 

Who 

more details» 

Thu Nov 19, 2020 11 am - 12pm Eastern Time - New York 

IZhlIBl@state.gov 

~iwpr.net organizer 

jrh )fn) @theglobalamericans.org 

Dhaniella Falk 

l7Fi'V:'@poynler.org 

• l<b )(6) @theglobalamericans.org 

lrh )fn) @poynter.org 

lrh)fn) l@state.gov 

Alan Davis 

"-'Ir h""")"-"( fi"'-)'--__ ___.@state.gov 
Seth Meixner 

~stale.gov 

l(b )(6) @stale.gov 

Conference call link: 

Agenda 
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1. Introduction (IWPR - Vonda) 

2. Project Summaries: 
- IWPR LAC (Ohaniella Falk) 
- Poynter (Baybars Orsek) 
- Global Americans (Guy Mentel) 

3. GEC/DRL Comments 

4. Comments/questions/thoughts on synergies (all) 
Goingi(b)(6) @state.gov)? Yes - Maybe - No more options» 

lrwltalion from Google Calendar 

4/24/2023 115 

You are receiving this courtesy email at the account ryank@state.gov because you are an attendee of this event 

To stop receiving future updates for this event, decline this event. Alternatively you can sign up for a Google account at 
https:1/calendar.google.com/calendar/ and control your notification settings for your entire calendar. 

Forwarding this invitation could allow any recipient to send a response to the organizer and be added to the guest list, 
or invite others regardless of their own invitation status, or to modify your RSVP. Learn More. 

This electronic mail message and any attached files are intended solely for 
the named recipients and may contain confidential and proprietary business 
information of the Institute for War & Peace Reporting (IWPR) and its 
affiliates. If you are not the named addressee, you should not disseminate, 
distribute or copy this e-mail. 

Institute for War & Peace Reporting. 48 Gray's Inn Road, London WClX BLT, UK. 
Registered with charitable status in the United Kingdom (charity reg. no: 
1027201, company reg. no: 2744185); the United States under IRS Section 
501 (c) (3); and The Netherlands as a charitable foundation. 

Sender: lrb)(6) l@iwpr.net>; Google Calendar <calendar-notification@google.com> 

1(h)(!l)@state.gov>; 
i(b)(6) @theglobalamericans.org>; 
Dhaniella Falk {h)(!l) @iwpr.net>; 
~poynter.org>; 
ith \fl::\ l@theglobalamericans.org >; 

Recipient: (h)(!l) oynter.org>; 
(b )(6) state.gov>; 

Alan Davis ~ iwpr.net>; 
lrh )(!,) @)state.gov>; 
Seth Meixner !rh)(R gliwpr.net>; 
4/h \ti::\ lilstate.gov> 
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From: Reuters <account@reuters.com> 

To: l<b )(6) !@state.gov> 

Subject: Get Reuters.com on the go 

Date: Sun, 5 Jun 2022 13:04:20 +0000 

II 

::WC 

"UNCLASSIFIED" 4/24/2023 116 

With the Reuters.com app, you have access to our unique insights on the 

events shaping the world wherever and whenever you like. 

Download the app now to get all the features and benefits of Reuters.com 

on your smartphone or tablet. We'll be there when you need us to help you 

connect the dots in our complex world. 

Apple App Store Google Play 

Regards, 

The Reuters.com team 
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Terms, conditions, and privacy statement 

© 2022 Thomson Reuters. All rights reserved. 

3 Times Square, New York, NY 10036 

Sender: Reuters <account@reuters.com> 

Recipient: l(b )(6) ~state.gov> 
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From: "-'lrb::;..:)"""'(6::;..:)'------------'@state.gov> 

,,.,_f..,_,h"'-'\f-"'h'-'-\ ------=""""-'.......,.L>LL;>; 

To: 

CC: 

Subject: 

Date: 

r':7-:b"":"=-:6~ _________ ..,........@state.gov>; 
.,...b~)~(6_)~-------,---~ state.gov>; 
l'-'(b""') ... (6"'")..__ _______ L:....:s...:..ta:....:t,e ~-gov>; 
";:fh=)=f=n=) =========~.state.gov>; 
,..lr..,.h,..H_fl_) _________ ,~c:.,state.gov>; 
l<b )(6) @state.gov>; ~~~;:--:-:-:-:-;======;:-:::-:. Corina Rebegea hifhi cepa.org>; 
Sarah Cook (h)fn FreedomHouse.org>; 
Danielle Cave !rh\fh\ @aspi.org.au>; 
Rachael Owen irh\fh\ @aspi.org.au>; 
Alex Joske 1th \th \ @aspi.org.au>; 
Tom Baker filiill@iwpr.net>; 
Alan Davis ~ iwpr.net>; 
Vonda Wolcott !th\th\ [.ci)iwpr.net> ; 
hif me.com ~me.com>; 
(b )( ) ff.cuni.cz lrh )fh) l@ff.cuni.cz>; 
Baybars Orsek !th \th\ @poynter.org>; 
IZhlZ:@poynter.org ~poynter.org>; 
kb)(6) @celp.org lth\tl::\ f'.9)ceip.org> 

lrh iffli KQ)state.gov>; 
Ith \fh\ p)state.gov>; 
Alan Davis ~(h )fn) l']liwpr.net>; 
(h)fn @poynter.org (b)(6) @poynter.org>; 
(b)(6) poynter.org (b)(6) poynter.org> 

GEC FY21 Strategy for Engagement in Europe 

Thu, 5 Nov 2020 14:46:05 +0000 

Join Microsoft Teams Meeting 
+ (b )(7)(E) United States, Spokane (Toll) 

Conference ID: b )(7)(E) 

4/24/2023 118 

Apologies for the multiple updates. We've added a new Teams line that includes a phone dial -in 
option. Looking forward to speaking with you all later today. 

Please find appended below an agenda for tomorrow's discussion. We look forward to speaking 
with you all. 

Ill 
With a new fiscal year and a full slate of programs in execution globally, the GEC China team 

invites you to join a discussion as we look ahead to our efforts in Europe in FY21. 
We hope this discussion can be candid, informal, and focused on how we can bring our unique 

capabilities to bear to support our efforts to counter PRC malign influence in Europe. We look 
forward to hearing your thoughts on where we've made progress, where gaps remains, and 

things we should keep in mind as put together our programmatic strategy for FY21. 
Global Engagement Center China Directorate 

Agenda for FY21 Strategy for Engagement in Europe Roundtable 
November 5, 2020 
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Participants: 

Global Engagement Center 

l(b )(6) I 

Australian Strategic Policy institute 
Danielle Cave 
Rachael Owen 
Alex Joske 

Carnegie Endowment for International Peace 
Evan Feigenbaum 
Erik Brattberg 

Center for European Policy Analysis 
Edward Lucas 
Corina Rebegea 

Freedom House 
Sarah Cook 

Institute for War and Peace Reporting 
Alan Davis 
Tom Baker 
Vonda Wolcott 

Poynter Institute 
Baybars Orsek 
Ferdi Ozsoy 

Sinopsis 
Martin Hala 

Agenda (all times in EST): 

14:00 - 14:05 Welcome remarks and GEC/China strategic landscape 

• l(b )(6) I GEC/China Director 

14:05 - 14:25 Research and networking activities in Europe 

4/24/2023 119 

• Each participant summarizes their relevant work in Europe as it 
relates to the GEC (max three minutes per organization), 
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14:25 - 14:55 

14:55 - 15:00 

proceeding in alphabetical order as shown in the Participants list. 

Open discussion 

• How can we ensure these activities are complementary? 
• How much overlap is there among our European network 

partners? 
• Are there opportunities to amplify each other's work to maximize 

counter-propaganda and -disinformation impact? 
• How do we create sustained impact? 

Synthesis, closing remarks, next steps 

• l(b)(6) I GEC/China Director 

Sender: l(b)(6) @state.gov> ::========:::::;--~ 
(b)(6) state. ov>; 
(b)(6) @state.gov>; 
(b )(6) state.gov>; 
(b)(6) state.gov>; 
(b )(6) state.gov>; 
(b)(6) state.gov>; 
rhHR\ state.gov>; 
Corina Rebegea ~rhHR\ @cepa.org>; 
Sarah Cook ~FreedomHouse.org>; 
Daniel le Cave {r h) r n) f_Paspi. org .au>; 
Rachael Owen lr h Hi:-, J:§)aspi.org. au>; 
Alex Joske Ir h \( h \ waspi.org .au>; 

Recipient: Tom Baker ~iwpr.net>; 
Alan Davis rhH iwpr.net>; 
Vonda Wolcott ( h H m iwpr .net>; 
rh\f me.com ~me.com>; 
(b )(6) ff.cuni.cz (h )(R) @ff.cuni.cz>; 
Baybars Orsek ( b )( 6) poynter .org >; 
lllilIJg) poynter .org r h H poynter .org > ; 
!rh HR\ @ceip.org (b )(6) ceip.org >; 
(b )(6) state.gov>; 
(h Hm state.gov>; 
Alan Davis ~iwpr.net>; 
(h )(R) poynter.org (h )(R) poynter.org>; 
( )( ) poynter.org (b)(6) poynter.org> 
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From: Gabrielle Settles l(b)(6) kPpoynter.org> 

To: < Mediarequests@state.gov > 

"UNCLASSIFIED" 

Subject: Fwd: Politifact Article Query to Deputy Director William Malzahn 

Date: Wed, 2 7 Oct 2021 10: 17: 35 -0400 

Good morning, 

4/24/2023 121 

My name is Gabrielle Settles, and I'm a reporter for PolitiFact (here's a bit more about me). Part 
of my role is to fact check and report on claims that go viral on social media. I'm currently fact 
checking a Tik Tok post claiming that the Bi den Administration wants to create an international 
committee to decide if Second Amendment rights need to be altered or cancelled. Here's 
the link to that post. 

From what I've researched, I believe this claim stems from the letter that GOP senators 
wrote to the Biden Administration to ask for clarification of remarks from Deputy Director 
for Conventional Arms Threat Reduction, William Malzahn, at the Seventh Conference 
of States Parties to the Arms Trade Treaty. They wrote that Malzahn indicated an 
intention to rejoin the United Nations Arms Trade Treaty, which they wrote is misguided 
and would subject Second Amendment rights to an international committee. 

I'm hoping that you can connect me with Mr. Malzahn or a representative of his office to 
give comments for the record today and answer a few questions below. 

1. Is the claim that the Biden Admin wants to create an international committee to 
oversee Second Amendment rights true or false? 

2. Can you please confirm that this transcript is of your remarks at the Seventh 
Conference of States Parties to the Arms Trade Treaty? 

3. If the above are your remarks, were you highlighting plans from the Biden 
administration to join the Arms Trade Treaty? If not, can you describe what you were 
referring to? 

4. Does the Biden administration have any plans to join the Arms Trade Treaty? 

Thanks very much for your time. If Mr. Malzahn or a representative would be able to 
give responses today, that would be most helpful. I'm happy to give someone a call if 
they'd prefer to answer these questions by phone. 

Gabrielle Settles 
PolitiFact Reporter 
https: //www. politi fact. com/ 
i(b )(6) I 
Twitter: ((iJ,settEMup 
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Sender: Gabrielle Settles l(b)(6) ~poynter.org> 

Recipient: < Mediareq uests@state.gov> 
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From: "'"'l(b::;..:)"""'(6::;..:) ________ ___.@state.gov> 

To: Baybars Orsek i(b)(6) ~poynter.org> 

Subject: Fact-Check Org Connect Question 

Date: Thu, 4 Mar 202118:51:00 +0000 

Dear Baybars, 

"UNCLASSIFIED" 4/24/2023 123 

Hoping this finds you well.[lliillfrom GEC here. It's been a while since we last spoke -- just in 
case it's been too long, I cover Latin America and the Caribbean for the China team. 
I had a quick question that I thought you might have some insights into -- my colleagues in our 
regional bureau were hoping to convene a virtual meet and greet for a small number of U.S. 
and Brazilian fact-checking orgs. They're looking to get in touch with folks from the following 
orgs: AFP Fact Check USA, PolitiFact, Sn opes, and The Washington Post Fact Checker. 
Would you happen to have connections to folks in these orgs? If so, please let me know how 
this can best be facilitated. Please let me know if you have any questions, and please feel free 
to give my cell a ring if easiest. 
V/r, 

l(b )(6) 
Program Analyst 
GEC I DOS I KTG Contractor 
Cell:lrhHfn I 

I( b )( 6) l@state.gov 
Sender: .-l(b_)(_6_) ---------.~state.gov> 

Recipient: Baybars Orsek i(b)(6) l@poynter.org> 
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From: Katherine O' Hearn < wash postl ive@wash post. com> 

To: l(b)(6) @)state.gov> 

Subject: Exclusive Invitation: Washington Post Live in-person climate change event 9/20 
[Response Requested] 

Date: Wed, 14 Sep 2022 17:30:56 +0000 
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Sender: Katherine O'Hearn <washpostlive@washpost.com> 

Recipient: l(b)(6) ~state.gov> 
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From: Nancy Nussbaum i(b)(6) ~ap.org> 

To: i(b)(6) ~state.gov> 

Subject: AP Definitive Source: The Pandemic Road Ahead 

Date: Thu, 21 Oct 2021 06:35:40 -0600 

"UNCLASSIFIED" 4/24/2023 126 

View in browser 

Reminder: The Pandemic Road Ahead 
How can you prepare your newsroom for continuing coverage of COVID-
19? 

The pandemic has morphed into a crisis the world will be living through 
for some time, as vaccine inequality, misinformation and mistrust lead 
millions to go about their daily lives v,;ith no protection from the virus. 
Where do we see the story going? What changes are likely permanent? 
Join AP news leaders for a discussion of where COVID-19 coverage is 
headed in the months ahead and beyond. 

The webinar will last about 30 minutes, followed by Q&A. 

Please register even if news may prevent you from joining. We will 
send a re.cording link to everyone who registers. 

Who 
-Jonathan Fahey, Editor/Health & Science 

-Anna Johnson, News Director/Europe & Africa 

-Ted Anthony, Director/New Storytelling & Newsroom 
Innovation 
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When 
Date: October 28, 2021 

Time: 0900 GMT (5 a.m. Eastern) 
Register here 

Date: October 28, 2021 

Time: 2 p.m. Eastern (1700 GMT) 
Register here 

"UNCLASSIFIED" 4/24/2023 

After registering, you will receive a confirmation email containing 
information about joining the webinar. 

Please feel free to share this invitation with anyone from your staff who 
might be interested in these topics. 

Thank you in advance for your participation. 

Nancy Nussbaum 
Global Director of Engagement 

Need any help? Talk to us. 
We're open 24/7 

Editorial Support (editorial questions and requests, on-the-day and 
planning) 
Customer Support (technical queries, access and account issues, 
account creation) 

I == == I 
The Associated Press is an independent global news organization 
dedicated to factual reporting. Founded in 1846, AP today remains the 
most trusted source of fast, accurate, unbiased news in all formats and 
the essential provider of the technology and services vital to the news 
business. More than half the world's population sees AP journalism 
every day. 

,:, 2021 The Associated Press Al I rights rese1 verl 
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200 Liheriy St., New York. NY 10281 

Contact us U pcfa le your p refe re I1ces or LIil su hscri he 

Sender: Nancy Nussbaum ~l(b_)(_6_) -~@ap.org> 

Recipient: l(b)(6) ~state.gov> 
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From: 

SentVia: 

To: 

Subject: 

Date: 

Nicola Aitken ,j"""'( b=)"'"'( 6=--=) _ ____.l@fu I lfact.org > 

disinfo@goog leg roups. com 

disinfo@goog leg roups. com 

[disinfogroup] Full Fact: Facebook Third-Party Fact-Checking report 2020 

Thu, 17 Dec 2020 11:36:31 +0000 

I am very pleased to say that Full Fact, the UK's independent fact checking charity, has 
today published two reports, both of which I have attached below. 

Report on the Facebook Third-Party Fact-Checking programme 
The first report details our experience of participating in the TPFC programme over the 
past 18 months. We wrote this report to build transparency around the programme so 
that people can reach informed judgements and others can learn from it. This report 
only covers Full Fact's experience of the programme and does not describe or evaluate 
the experience of other fact checkers in the programme. 

We make seven recommendations, four of which are specifically aimed at Facebook 
and how the programme functions. 

The other three are recommendations for all internet companies: 
• Recommendation 5: Provide machine readable data to fact checking partners 
• Recommendation 6: Share a register of emerging potentially harmful 

misinformation trends with governments and other relevant official bodies 
• Recommendation 7: Implement greater transparency around the use of Al in 

claim matching 

Challenges of Online Fact Checking 
The second report is a research report on the experiences of fact checkers in tackling 
online misinformation. This is based on interviews with nineteen fact checkers across 
the globe, and includes ideas for helping to address some of the most common 
challenges, with a focus on technology and internet company partnerships. 

All of our reports are also published on our website. We'd be very happy to discuss our 
findings further with anyone who is interested. 
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Best wishes, 

Nicola 

FL-2023-00013 

Nicola Aitken 
Policy Manager 

1/L\ tr-\ - I 

Full Fact 
fullfocl.orl! 
Twilt~r • Fac~buul- • Linl-~dln 

A-00000598454 "UNCLASSIFIED" 4/24/2023 130 

A registered charity (no. 1158683) and a non-profit company (no. 6975984) limited by guarantee and registered in England and Wales. 2 
Carlton Garden . London. SW 1 Y 5AA 

Messages shared over this group should be considered private correspondence, not for external 
circulation or publication without permission. 

You received this message because you are subscribed to the Google Groups "Disinformation 
Research Group" group. 
To unsubscribe from this group and stop receiving emails from it, send an email to 
disinfo+unsu bscribe@googl e groups. com. 
To view this discussion on the web visit 
https: //groups. google. com/ d/ msgid/ disinfo/CA 05 gHeccD AH w RxSCPh8so uFF cgDTTj L68 TOnE 
OZ7jU mO5EON uO%40mail. gmail.com. 

Sender: Nicola Aitkenl< ~b_)_(6_) __ ~@fullfact.org>; disinfo@googlegroups.com 

Recipient: disinfo@googlegroups.com 
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Full Fact 
Report on the Facebooki 
Third-Party Fact-Checl<ing 
progra 

July 2019 - December 2020 
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Full Fact is the 
UK's indepenident fact 
checking1 charity. 

Full Fact 
2 Carlton Gardens 
London 
SW1Y5AA 

team@fullfact.org 

+44 (0)20 3397 5140 

@FullFact 

fullfact.org 

Published by Full Fact. December 2020 

Registered Charity number ll158683 

Published under the Creative Com mans Attributian-ShareAlike 
4.0 International License 
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Full fact: Report on the Focebook Third-Porty Fact-Checking programme I July 20] 9 - December 2020 

Contents 
Introduction ................................................................... 5 

2020 Recommendations .................................................... 7 

The production of th is report ................................................ 7 

Face book's response . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 

Operating giuidelines ....................................................... . 8 

Funding ................................................................... 8 

Progress on the 2019 recommendations . ........................................ 9 

Other changes since. July 2.019 ................................................ . 14 
Rati'ngs . .................................................................. . 14 

'Mixture' .............................................................. . 14 

'Satire' and 'Opinion' ................................................... . 14 
'Altered' and 'Missing Context' ... .. ............ .. ...................... . 15 

Overlays ................................................................. . 15 

lnstagram ................................................................ . 16 
Politicians' speech .................. . ............. . ....................... . 17 

Opinion and science . ...................................................... . 20 
Appeals .................................................................. . 21 
Changes to workflow ..................................................... . 22 

Collaboration ............................................................ . 22 

Observations frorm FuH Fact's work since July 2019 ............................ . 24 
November 2019 UK General Election ...................................... . 2.4 

Edited Sir Keir Starmer video ........................................... . 25 
Covid-19 i11fodemic ....................................................... 26 

5G ................................................................... . 2.7 
Understanding the impact of Third-Party Fact-Checki1ng ................... . 28 
Claim1 Matching ........................................................... 29 
Editorial independence .................................................... . 30 

Recommendations ........................................................... . 31 
Provide fact checkers wit:h greater information ............................. . 3,1 

Provide publishers with more information .................................. .3-1 
Use the Th iird-Party Fact-Checking database ...... . ....................... 3,1 

Trnnspmency and accountability .......................................... . 3-2 

fu llfact.org 3 
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Full Fact: Report on the Facebook Third-Party Fact-Checking programme J'uly 2019 - December 2020 

4 fullfact.org 
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Fuil fact: Report on the Focebook Third-Porty Fac.t-Checking programme I July 20] 9 - December 2020 

Introduction 
Full Fact first started worki1ng with Facebook on the Third-Party 

Fact-Checking programme in January 2019 .. When we joined the 

programme we committed to reporting regufarly on its operation. Our 

filrst report, published in July 2019, covered January to June 2019.1 This 

second report details our experience from July 2019 to December 2020. 

We attempt in these reports to create further transparency around the Third

Party Fatt-Checki1ng programme, so, that people can reach informed j udgements 

and others can learn from it We are independent f rom Facebook and not party 

to thei r internal discussions and choices so there are limits to t he information we 

con report on. 

This report only covers Full Fact's experience of the programme and does 

not describe or eva lua1te Facebaok's overa ll response to the harms that false 

information causes, or the experience of other fact checkers in the programme. 

Our first report set out an overview of how the Third -Party Fact-Checking 

programme funct ions, a summary of w hat work Full Fact undertook in the first six 

months of the prngrarnrne, observations from this a1nd recommendations for how 

the programme could be improved. In this report we give an overview of how the 

programme has evolved since June 2019, including examining where Facebook 

has responded to and/or implemented the recommenda1tions we made in our first 

transparency report. 

Broadly, our views are that: 

Thls i's a valuoble prngramme. It made a significo1nt difference to our a1bility to 

tackle misinformation during the 2019 UK election, and to Facebook's abi1li ty to 

respond. Face.book's global network of fact checki1ng partners meant i1t had options 

for responding to misinformation related to the pandemic that other internet 

companies did not have. 

Other internet comp□! nies should emulate the Third-Party fact-Checking 

programme. In particular, from what we c:a1n tell , YouTube stands out as particularly 

being able to benefit from a similar programme to the Third ~Party Fact-

Checking programme. 

1 f ul lfact.org/media/upload s/tpf c-q lq:2-2019.pdf 

fu llfact.org 5 
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Full Fact: Report on the Facebook Third-Party Fact-Checking programme 1 Jluly 2019 - December 2020 

A pmtnership such as the Third - Party Fa1ct~Checking prngramme can only be one 

part of an effective response to misinformation and disinformation. Other decisions 

the internet companies make me critical a1nd need scrutiny cmd oversigiht: from 

product design, to advertising standards, to rules for user behaviour. 

Our two mai1n concerns continue to be transparency and scale. Explaining the 

programme and its results is Facebook's responsibili1ty. These independent 

reports from Full Fa1ct seek to add to the information Facebook provides, not act 

as a substitute. 

Most internet companies are trying to use Al to scale fact checking and none 

is doing so in a transparent way with independent assessment. This is a 

girowing concern. 

Tacklling misinformation and dis information in an open society is complex and 

hard. This report is mainly concerned with the practilcali1ties of the Third -Party 

Fact-Ched:ing programme and it makes recommenda1tions to Facebook based on 

our experi1ence. For example, during the 2019 UK election period the programme 

helped our team to see and respond to claims being made online. However, 

ambiguity about how to implement the policy that "posts and ads from politicians 

are genemlly not subJected fo foct-checking" was a prnctical issue that remained 

unresolved until new guidance was shared by Facebook in September 2020 

ahead of the US election. The UK has thousands of elected politicians including 

local councillors, and many of them cannot readi'ly be identified as such from 

their Facebook presence. The guidance on this i'ssue could still be clarified further. 

We urge Facebook to continue to collaborate with the fact checkers using this 

programme as they develop further guidance on this and other evolutions of 

the programme. We offer this report as part of that process, and to keep that 

dialogue in the open. 

All this work needs to be done with open transparent democratic oversight 

and clear prntections for freedom of expression. The Online Safety Bill is a key 

opportunity for the UK government to demonstrate it can meet this need. 

In September 2020 Facebook rollled out o number of new changes to the Third

Party Fact-Checki1ng programme, including new labels for fact checkers to use. In 

this report we give a1n overvi1ew of these new labels, but do not comment in detail 

on the i1 r effectivenes.s. We will review the new la1bels in more detail in the next 

report. In September 2020 Full Fact also began a pilot of fact checking content 

received on WhatsApp. The impact of that pilot is out of scope of this report and 

more information can be found on our website.• 

2 ful lfact.org/blog/Z0Z0/sep/ful 1-f□ct-whatsapp-u k 
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2020 Recommendations 

We make seven recommendations for Faceboak and, where appropriate, other 

internet companies: 

• Recommendation 1: In the queue, provide data points of number of 

shares over time, which co,n be displayed on a graph 

• Reco,mmendation 2: Invest in better clairn matching to 

identify content 

• Reco,mmendation 3: Continue to collaborate with fact checkers 

when developing changes to the programme 

• Reco,mmendation 4: Continue to review whether users are giiven the 

right information when their content is fact checked 

• Reco,mmendation 5: Provide ma.chine readable data to fact 

checking p,mtners 

• Re.commendation 6: Share a register of ernergingi potentidlly 

hormfrl!J l misinformation trends with governments and other relevant 

official bodies 

• Recommendation 7: Impl.ement greater transparency around the 

use of AI in claim matching 

The production of this report 

This report was drafted by staff at Full Fact, with input from everybody involved 

in our work under the Third-Party F'act-Checking progiramme. The contents me 

the responsibility of the Chief Executive. They may or may not reflect the views 

of members of Full Fad's cross -part y Board of Trustees and they are not the 

responsibility of Facebook or any other orgianisat ion named in the report This 

report has not been shared in advance with other fact checkers who are part of 

Facebook's Third-Party Fact-Checking programme. 

According to the approach we agreed before joining the Third-Porty Fact-Checking 

programme, this report was provided in draft to Focebook on 14 December 2020, 

with an invitation for Facebook to provide feedback and to respond publicly. 

fu llfact.org 7 
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Facebook's response 

Keren Goldshlager, Integrity Partnerships, Facebook, said: 

;'Fact checking has a critical role to play in stopping! the spread of mi1sinformation 

on Face book and across the broader internet. In the past year, we have grnwn 

our global network of fact checking partners to 80 organisations, working in 60 
languages, fighting misinformation for critical events like elections and COVID-19. 

We know our efforts are working. from March to October of 2020, we la1beled 

about 1.67 mill ion pieces of COVID-1.9 rela1ted Facebook posts, resulting in 01 95% 

drop-off in click-through to the underlying false content. 

We welcome Full Fact's reporti1ng on the state of online misinformation and are 

proud of their observation that ours is 'the most effective response of any internet 

company so far.' We look forwmd to improvingi our work even more - with Full Fact 

and all our fact checking partners - in the months and years to come." 

Operating guidelines 

Our operating guidelines have not changed since the 2019 Third-Party Fact

Checking report. 

Funding 

Between July 2019 and November 2020, Full Fa1ct received £312,507 for its work 0111 

the Th ird Party Fact Checkingi programme. 

The amount of money that Full Fact is entitled to depends on the amount of fact 

checking done under the programme. 

fullfact.org 
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Progress on the 2019 
recommendations 
Our 2019 Third-Party Fact-Checking report made 10 

recommendations to Facebook. 

Facebook responded to that report stating: 

"We are encouraged that ma1ny of the recommendations in the report are being 

actively purs L.lled by our teams as part of continued di1alogue wit h om partners, 

and we know there's always room to improve ... We look forward to continued 

collaboration with Full Fact and our more than 50 global fact-checkin9 partners." 

We welcomed Facebook's commitment to working with us, and other fact checkers, 

to improve the programme. Same of the recommendations made i'n 2019, such as 

to include lnstagram in the programme, were impllemented swi1ftly following t he 

publication of our report. 

On 11 August 2020 Facebook publicly announced3 a number of new updates to 

the Thi1rd-Party Fact-Checking labels available to fact checkers, w hich was made 

ava ilable to UK Third-Party Fact -Checking partners on 24 September. We are 

pleased that thi's includes ma1ny of the recommendat ions that we called for in 2019. 
However, we me disappointed that it has taken over a year far t hese changes to 

be put in place. 

Below we revi1ew Facebook's response to each recommendation in turn. 

Recommendation 1: Continue devefoping tools that con better identify potentially 
harmful fals,e content, including repeated posts 

W ithin its fact checking product, Facebook provides fact checkers with a queue of 

publicly-shared posts that have been ident ified as potential ly needing fact checking 

from both its own systems and from use·r reports. From our experi1ence the majority 

of the queue's contents are posts that are not fact checkable, usually because they 

don't contain actual claims or conta in claims that are not relevant t o the UK a1nd 

therefore fall outwith our editoria l remit. Our 2019 report highlighted our view that 

there must be more potentially harmful false content than we were able to see, and 

th is is still the case. 

3 f oce boo k.com/journ ol ismproject/pragra ms/third- party-fa c.t- checking/new-ratings 
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lnitial;ly, Facebook sfi1ghtly improved the queue by provid ing a 'Related Items' 

column under posts we had already rated. It was a step in the right direction but 

hod limited use as often no related articles would appear. 

As of September, 2020, there is a 'Suggested Ma1tches' tab directly in the tool. 

These matches are much improved in terms of the cla im identified, and often help 

us to fin d d uplicates. There is certainly still some room for improvement, but we 

recognise that we are benefiltting from developing technollogy Olnd we we lcome 

this. As experts in artificia:I intelligence in this field we know how hard it is to get 

ri1ght and the risks from iimperfect technology. The results we have seen so far 

emphasise the need for i1ndependent scrutiny of the use of Al to tackle harmful false 

information onli1ne by all internet companies. 

Recommendation 2: Provide more data on shares over time for· flagged c:1:mtent 

Facebook has introduced the option to display shares over the last 24 hours and 

the last 120 days for posts. on the queue. This is helpful in giving fact checkers 

on idea of whether something is currently going viral, or if the sharing of it 

has. slowed down. 

But th is ddta con't be used to get the full picture of where the past is in its joumey 

of going virnl. While we understand that some of this. information is available on 

CrowdTangle, a public insights tool from Facebook, we recommend introducing 

data paints of number of shares over time, which can be displayed on a graph , 

directly within the tool used to rate content. 

R.ecommendation 3: Add\ a 'Mixtme'' rating which does no,t reduce the 
re•ach of content 

Facebook ren amed the 'Mixture' rating! to 'Pmtly Fa1lse' based on user research 

which it says shows that the mixture label confused users. Previously content 

labelled as 'Mixture' had its distribution on newsfeeds reduced, usuallly with a 

girey overlay if the misinformation is on image or video. These posts also hod their 

distribution reduced less thOln posts rated as 'False'. This has not clliangied wi'th the 

new 'Partly False' label. 

Our recommendation was to have a rating that indicated some of the content 

may be false, but that did not reduce the distribution 0 11 newsfeeds. Although 

Facebook introduced 01 'Missing Context' rating, which does not downrate content 

on newsfeeds, this rating isn't for expllicitly false information, it's for content that's 

potentially misleading! without context. The changie of lang1ua g1e from 'Mixture' to 

'Partlly False' means that in some cases, this newer rating can seem too strong i1f a 

post contains a combination of true and false claiims. 'Missing Context' may 

fullfact.org 
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also not be appropriate i1f the claim is a mixture of tnue and fallse, and context 

is not the issue. 

Recommendation 4: Add tin 'Unsubstt1ntia1ted; r'ati'ng 

Facebook has not added such a rating. We repeat that this would be beneficial in 

cases where we cannot definitively say something is false, but equallly can find na 

evidence that it is correct. Facebook states that its new 'Missing context' roting 

should also apply to "claims stated as fa1ct that are unproven".41 

Recommendation 5: Add a 'More• context needed' rating 

We were pleased to see Focebook introduce a 'Missing Context' label in 

September 2020. 

Recommendation 6: Add a rating fo,r humorous posts. o,ther than satire or pranks 

In October 2019 !Focebook removed the 'Satire' roting, therefore meaning that for 

just under a year there was no way to label content origina lly made as 01 joke but 

which had been miscanstnued. During that time we were unable to stop the spread 

of things we previously' would have been able to,6·7·8 including this image about 

removing a "tracker" from a wheel, 9 or where to put antifreeze in an engine. 10 

Facebook has now reinstated the 'Satire' mting1, in September 2020, based on 

feedback from its fact checking partners. 

Recommendation 7: Devel.op clear·er g1Uidance on how to di:fferentiate between 

several claims within a singl.e post 

Facebook has chainged the process of rating content. Whi'le the entire post is given 

one rati1ng, falct-checkers now also have the option to indicate which components/ 

details within the post are false, far example just the te.xt, just the photo, the text 

and photo together, or the text and photo separately. Facebook then uses these 

details to find identical content. This gives us some way to show images have been 

taken out of context, but it does not resolve this recommendation. 

4 face boo k.com/busi n ess/h el p/341102040382165 

5 ful lfoct.org/o n I ine/wi n d-tu rbine-expl osio n 

6 ful lfoct.org/o n I ine/wi n d-tu rbine-expl osio n 

7 ful lfoct.org/o n I ine/pictu re- mum-snorting-drugs 

8 ful lfact.org/o n I ine/fre ddos-vs-inflotio n 

9 eatliver.com/rfid-chip 

10 facebook.com/465404940859107/photos/o.465407467525521/551148355618098 
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Fact checkers still have a problem with how to rate pieces of content that conta1in 

multiple claims, where they are a cambinati1on of true and false , For example, 

it has not allways been clear if the new 'Partly Folse' label (as discussed under 

Recommendation 3 above) means that the cla ims within a post have to be half 

true and half false. Facebook's help centre11 now says that one definition of 

'Partlly False' i's "A mix of true and false key dlaims, where the false claims do 

not predominate."' 

It is unclear what action tact checkers should take if the post contains a lmge 

number of claims that are □1 mixture of true, false and opinions, perhaps in an even 

split. At the moment Full Fact is dealing with thi1s on a case by case basis. 

Recommendation 8: Shan! mor,e data with fact checkers about the reach of 
o·ur fact checks 

Doto on how many people are seeing fact ched<:s vi1a Third -Party Fact-Checking 

and, more importantly, whether seeing these checks is changring their behaviour, 

has still not been made available to, fact checkers on the progrnrnrne. There is 

only so rnuch individual tracking that can be done by fact checkers themselves, for 

example using website analytics. 

Full Fact was gi'ven an 'activity summary' by Focebook for Q1 and Q2 of 2019 

which contained general information about how many people had got notificat ions 

because of am work, and how many duplicate pieces of content they identified. 

Before October 2020 we did not receive any summaries, and remai1n unclear on 

whether similar summaries were made available to other fact checkers. 

However, late in October 2020 Facebook railed out a new feature which provides 

a small amount of information about the reach of fact checks done througih the 

programme to individual partner organisations, 

In order to eva luate the success of the programme, fact checkers need country 

specific machine readable data to understand how different groups re act to seeing 

fact checks: the decisions people take and whether this changies according to the 

rating shown to users: how many users have seen and interacted with fact checks 

from specific partners; and how user and publisher behaviours might change iri the 

long term. This should be provided at regular, agreed i1ntervals. 

11 facebaok.com/busi n ess/h el p/341102040382165 

142 

12 fullfact.org 

134

OBTAIN
ED BY AMERIC

A FIR
ST LEGAL FOUNDATIO

N THROUGH LIT
IG

ATIO
N



FL-2023-000 13 A-00000598454 "UNCLASSIFIED" 4/24/2023 143 
Fuil fact: Report on the Focebook Third-Party Fact-Checking programme I July 2019 - December 2020 

Recommendation 9: The Third-Party Fact-Chec:ki'ng programme should expand to, 

fully include Instagram co11tent 

We are pleased tha1t Faceboak has expanded the programme to include lnstagram. 

Previously, ratings we applied to Facebook images could affect identica1I pictures 

on lnstagram, False pictures we rated would also be blocked from the Discover 

page and hashtags on lnstagram, From the end of 2019, lnstagram posts appeared 

in the queue Face.book provides us. A grey overlay now appears on lnstagram 

posts rated 'Fa lse', even if the false post is shared in stories or as a direct message. 

Facebook's rules on politi1cians and their a1dverts not being s1Jbject to fact checking 

also applies to their lnstagrnm posts. 

Recommendation 10: Be explicit about plans for machine leamingi 

Facebook has not effectively taken this recommendation forward, We recognise 

that Facebook continues to explore the use of a range of Al projects across its 

products and it has provided more informa1tion over the past year about when it 

uses machine learning.12 This is w elcome. 

However, the key question for Face.book and all other internet compani1es is 

how they use machine learning, w hich is complex and can have unintended 

canseq1Uences. This work cannot be done in isolation. Substantial effort is needed 

to provide cladty on the deftnitio,ns and the limits of the definitions they use, 

as welll as the data and the limits of any data that powers algorithmic decision 

making. As well as definitions and data1, the product chokes that are made or 

informed by any algorithms need to effectively communicate its limits to users. 

Analysis and eval1Jation of misinterpretations needs to be made availab lle, and 

must feed back into the design process, Without these steps, work in this area is 

inadequote at best. 

Full Fact believes that gireat:er trnnspmency in these choices is the only responsible 

way to develop this space. We have long advocated for internet companies to 

commission and publlish shared training and evaluation dotasets, to continually test 

for unintended consequences of the use of Al aind technology. We are also aware 

that the one-size-tits all model does not work for a global service that operates 

across many languages, cultures and societ ies. Algorithmic choices must reflect 

these subtleties or effectively understand and communk a1te algiorithms' li'mits. 

We would welcome Facebook taking the industry lead in this space a,nd we are 

prepared to work w ith them on it. 

12 For example in these blog posts: ai.facebook.com/blogi/heres-how-were-using-oi-to-help-detect-misin
formotion. a i.foce book .com/blog/using- ai-to-d etect-c.ovi d-19 -misinformation-and- exp loitotive -content 
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Other changes since July 2019 
A summary of how the Third-Party Fact-Checking programme works 

is detailed in our July 2019 report.13 

Facebook has made changes to the programme since then. We summarise the 

most impactful below. 

Ratings 

Facebook has made a number of changies to the label ratings avai lable to foct 

checkers to apply to content: 

• Up to October 2019 the labels available we.re: False,. Mixture,. False 
HeadUne, True, Satire and Opinion. 

• From October 2019 to Au giust 2020 the labels were: Fals.e,. Partly 
False, Fols.e Hlealdline and True, 

• From September 2020 onwards the labels are: False, Altered,. Portly 
False,, Missing Context, Satire and True 

'Mi1xture' 

The 'Mixture' rating was repla1ced wi1th 'Partly False'. Facebook said this change 

was based on user research, as 'Mixture' had not been welll understood by users. 

Facebook said the underlying definition wo tUl d remain t he same. Content previously 

ra1ted 'Mixture' now shows up as 'Partly Fa lse' on Facebook. 

Although we agree that the 'Mixture' rating was difficu lt for users to understand, 

the 'Pmtly Folse' rating come•s across as a completely different category with a 

different definition. As outlined in the first section,. this means we would not apply 

the 'Partly Fo!lse' roting to 0111 content we had previously rated as 'Mixture'. There 

me cases w here content was genuinely a mixture of t rue and false (often posts 

with several claims) and 'Partly False' i1s, to us, a camplletely different rating. 

'Satire' and 'Opinion' 

Face book removed the 'Satire' rati ng but then reintrod uced it in September 2020. 

The 'Opinion' rntingi was also removed, which was previously o rating t hat didn't 

13 fullfact.org/media/uploads/tpfc-qlq2-2019.pdf 
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demote the content it was attached to. Although genuine opinions were always 

exempt from the Third-Party Fact-Checking, there was a roting with that name. 

'Altered' a1nd 'Mli1ssing Context' 

In September 2020,. Facebook introduced 0 111 'Altered' ratingi , for pictures, video or 

audio that has been "edited or synthesised beyond adjustments for clarity or 

quality, in ways that could mislead people".14 This content would be given a grey 

overlay,. like false posts, and users would be notified if they had previously shared it, 

and if they tried to share it. 

I'm sure tile teacher never 1ntent1cnally mean·t this 86 ~ 

Genius work from the teachers in this school 
ta spell out FUCK BORIS on the wall behind 
him It's NOT a SECOND WAVE of C19 coming 

soon. 

It's the NORMAL COLD/ FLU SEASON. 
Same as last year. 

0 Missing context. Independent facl-checkers s;iy that I his information 

,:ocild m:slc•.;j peo;::dc:-

Facebook also intrnduced the 'Missing Context' rating in September 2020 for 

content that "may mislead without additional context". By their definition, this 

would cover content that includes claims stated as fact that are unproven, for 

example, ce rtain medicines which have the potential! to treaIt Covid-19, but haven't 

been proven to do so. Content rated this way has a label] but does not have the fu ll 

visual overlay, or have reduced reach on news feeds. 

As stated above, we will review the effectiveness of these new labels in 

our next report. 

Overlays 

In October 2019. Facebook said: 

"Content across Face-book and lnst□ gr□ m that has been roted false or partly false 

by a Third-Party Fact-Checker will start to be more prominently labeled so t hat 

14 face boo k.com/busi n ess/h el p/341102040382165 
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people can better decide for themselves what to read, trust and share. The labefs 

below will be shown an top of false and partly false photos and videos, including on 

top of Stories content on lnstagronn, and wi ll link out to the assessment from the 

fact~checker. Perhaps the most obvious change to the Third - Party Fa1ct~Cliiecking 

programme is haw content rated false now appeoirs to users."15 

Don1 allOVI your cognitive dissonance lo sto;i you from 
u11d-.nding this. 

Channel 7 press confetenct and liD minutes both staling 
th•t we cen't get rid of Cowd-19 without II vaee1ne.. 

A grey overlay now appears over imagies, and videos and articles on Fo1cebook 

raited 'False'. When the 'Altered' rating was introduced in September 2020,, content 

ra1ted as such also had a grey overlay." 

If the content oii the post is just a text-based status, no overlay appears. 

lnstagram 

Face book introduced llnstagram posts to the q1Ue1Ue towards the end of 2019. 
Previously, if we had rated pictures on Facebook via Thi1rd-Party Fa1ct-Checking1 

as false, identical pictures on lnstogram would be hidden from the Discover 

page and hoshtogs. 

From December 2019, lnstagram posts have also appeared in the queue, and 

can be r□1ted like any other piece of content. lnstagram TV (IGTV) posts and the. 

recently launched Reels can also appem in the queue. Fact checkers cannot rate 

content posted to Stories unless it is made into on lnstagr□1m grid post, however 

if a rated post is embedded as on lnstagram story, F'acebook will show the 

corresponding label. 

15 newsroom.fb.com/news/2019/10/updote-on-election-1ntegrity-efforts 
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The data provided to fact checkers via the queue about these posts is different to 

the data provided about Facebook posts. Shares are not reported, which is perhaps 

more understandable given that lnstagra1m is less share-focused .. Views are 

provided for the past 24 hours and the past 120 days. 

Posts rated 'False' also have a grey overlay, similar to Facebook posts, with the 

option to read more.16 This overlay also oppecus if the post is shared via direct 

message between users, as well as in Stories. 

Politicians' speech 

How political speech should be treated by Facebook or other internet companies 

mises questions of principle and practicali1ty. Reasonable people can and do 

disagree about these principles. This section is intended to inform these discussions 

by explaining the practi1cali1ties. 

For our part Full Fact continues to believe that more choices about the 

responsibilities of internet companies should be made through open democratic 

transparent debate. To their credit, Facebook has said the same.17 The UK 

parli1ament has yet to debate these issues substantively, despite the important work 

done by some Select Committees. 

In September 2019, Facebook's VP of Global Affairs and Communications Nick 

Clegg made a speech in Washington DC during which he di1scussed political speech 

on the platform. He repeated the foct that politicians are exempt from the Third

Party Fact- Checking programme, which we had been aware of since the start of 

the programme. 

Duringi the speech he said: 

"We do 11ot submit speech by politidans to our independent fact-checkers, and we 

gienerally allow it on the platform even when it would otherwise breach our normall 

content rules. Of course, there are exceptions. Broadly speaking they are two-fold: 

where speech endangers people: and where we take money, which is w hy we have 

more stringent rules on advertisi1ng than we do for ordinary speech and rhetoric." 18 

Fatebook has made clear that this includes the words 01 politician soys as well as 

photo, video, or other content that is clearly labeled as created by the polit ician or 

their campaign. 19 

16 instogrom.com/p/86-QWoDAzSp 

17 about.fb.comlnews/2020102/online-content-regulation 

18 about. fb.com/n ews/2019/09/electio n s- o nd-pol itica 1-spe ech 

19 face boo k.com/busi n ess/h el p/31513173630 5613?id=6730 5247 99477 3 0 

fu llfact.org 17 

139

OBTAIN
ED BY AMERIC

A FIR
ST LEGAL FOUNDATIO

N THROUGH LIT
IG

ATIO
N



FL-2023-00013 A-00000598454 "UNCLASSIFIED" 4/24/2023 148 
Full Fact: Report on the Facebook Third-Party Fact-Checking programme I July 2019 - December 2020 

18 

In a blog post accompanying the speech, he repeated that politicians are exempt 

from fact-checking, but that "when a politician shares previously debunked content 

including links, videos and photos, we pion to demote that content, display related 

information from fact-checkers, and reject its inclusion in advertisements."20 

Facebook policy includes what it co1lls a newsworthiness exempt!on21 - if someone 

"makes a statement or shares a post which breaks our community standaIrds 

we will still allow it on our platform if we believe the public interest in seeing it 

outweighs the risk of harm."22 

Mr Cllegg continued in the blog post: "Today, I announced that from now on we 

will treat speech from politicians as newsworthy content that should, as a generall 

rule, be seen and heard." But he addled that thfs would not apply to ads and that 

"if someone chooses to post on ad an Facebook, they must still foll within our 

Community Standards and our advertising policies." 

In response to criticism of ino1ccurate content from high profile indivi1duals remainiing 

on the platform, in June 2020 Facebook announced that it would start labelling 

content that is covered by its newsworthy exemption. It will also give users a 

warning that content might break community standards when they 01ttempt to 

share it. In the announcement, Mork Zuckerberg reiterated that "there is no 

newsworthiness exemption for content that inci'tes violence or suppresses voting. 

E.ven if a politidan or government official says it".23 

Do You Know What's in 'four 

..ti ltrn!ioc<lltlflSON~ 

+IMJ~bone-~ adrrnal ~~--
Fcii™AUlf.HVDt 

.. tw,atncMiitunan~ 

• tm DH1'I lr;i"ICWfl lb CaM .....,_ 

llflllf'O'mont~ 

THll!!IEROSliL 
--IM-Jflrre~t~C!l'lircu~ 

""""--.. .. HA!$"'""' mown II)~ 1'1:ii:~ 

■ 

ZO obout. fb.comln ews/2019/09/electio n s- and-politico 1-spe ech 

21 obout. fb.com/n ews/Z0 16/10/i nput-from -comm u n ity-ond- partners-an - our- com mun ity-stonda rds 

2 2 about. fb.com/n ews/Z0 19/09/electio n s- o nd-pol itico I-speech 

2 3 m, face book.com/story. ph p?story _f bid =10112048 98 08825 2l&id =4 
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There ore cases w here Facebook's definition of political speech would mean we 

would be prevented from folct checking posts tha1t col!.J ld cause hmm. For examplle, 

in October 2019 a regional UKIP Facebook. page shared an image containing 

misinformation about vaccines. 24 

Under the terms of the Third-Party Fact-Checking programme, we were not able 

to give this content a rating, as Facebook defines it os political speech, despit e 

its obvious potentia1I for harm. It is unclear whether this page is affiliated with the 

centra l party, and the party does not, at the time of writing, seem to have any 

polici1es against vaccilnations. 

In mid - March 2020, as lockdown in the UK begian, we also saw some local 

councillors share an out of context image of worshippers outside of a rnosque, 25 

which was token before lockdown began. We did not attach the a1ccompanyin91 

false rating to content from these figiures. 

Facebook do say that their Community Standards applly to politicians' speech. This 

means that they con remove misinformation "which can contribute to imminent 

phys ical harm or violence", including harmful misinformation about Covid -19 and 

more recentlly Covid-19 vaccine mis info. This is outside the scope of the Third-Party 

Fact-Checking programme and is at Facebook's discretion. 

In August 2020 Facebook updated their policy to clarify that a "politician" is defined 

as "candidates running far office, current office holders - and, by extension,. many 

of their cabinet appointees - along with political parties and their leaders". Thi1s also 

clarifies that former candidates for office or former officials continue to be covered 

by our Third-Pmty Fact-Checking pragramme".26 

Beyond this definition, Face book has taken the view that who qualifies under the 

political exemption is best determined by local fact checkers who understand 

their own political environments, asking "fact-checkers to use thei1r expertise and 

judgment to determine whether an individual is a politician"·.27 However, we believe 

that there is room for f urther gl!.Jidance to ensure consi1sttency internationally. 

In evaluating all this, Full Fact's startingi point is freedom of expression, the freedom 

to impart and receive information,. and the need for proportionate responses to 

specific harms wit hin that. 

24- facebook.com/UKIPW□ rwickandleom1ngton/photos/o.381582272026313/1251844571666741 

2 5 f ul lfac.t.org/o n I ine/c.oronavirus- mosque-sh ut-lockd own 

26 faceboo k.com/busi n ess/h el p/31513173630 5613 ?id=c6730 5 247 994773 0 

27 face boo k.com/busi n ess/h el p/31513173630 5613?id=6730 5247 99477 3 O 
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As this debate proceeds, we ask people to reflect on whether ru les that privilege 

the political speech of office holders and candidates over other citizens in a 

democracy succeed in either protecting freedom of expression, or allowing 

proportionate responses to real harms caused by their speech. 

Again we emphasise that there is no perfect answer to the trade-offs here, and 

certa1inly none that wil ll apply equally well in the di1fferent democracies of the world. 

These decisions are being made by US-based internet companies and not locally 

in open transparent democratic processes because of the failure of democratic 

giovernments ond parlliaments to act. 

Opinion and science 

Some campaigners against climate change nave claimed tha1t the Third - Party 

Fact-Checking programme ha1s a loophole that allows claims from climate. change 

sceptics to go unchecked, as opin i1on cla ims 01re out of scope of th1e Third-Party 

Fact-Checking programme. lln at least one pmtkular case some mislea1ding 

claims about climate science have been ruled ineligible for fact-checking because 

Focebook has classified them as opinions. 23 

We have not had any issue around th i's boundary or Focebook's approach to it in 

our work on the programme and we will report it in these transparency reports if 

we ever do. Ag1ain, this report does not speak for ony other fact checker involved in 

the Thi1rd- Party Fact-Checking prograimme. 

We have sought and received assurainces from Fa1ce.book that they will not take 

any action which alters the effect of any fact check provided by Ful ll Fact to 

Facebook without informing us. 

However, it has always been the case that you can't fact check an opinion on 

Face book or anywhere else, as we discussed in our first transparency report. The 

line between fact opinion, and judgement has always been contested, since long 

before the internet, and long before the climate change debate. 

For example, the UK, Cl. l(iv) of the Editors' Code of Practite29 says that: "The 

press, while free to editorialise and campaign, must di1stinguish dearly between 

comment, conjecture and fact." Similarly, point four of the National Union of 

Journali1sts Code of Conduct30 says that "a journalist ... Di'fferentiates between 

fact and opinion." 

28 nytimes.com/2020/07/14/climate/climote-facebook-fact-checking1.html 

29 ipso.co, u k/e di,tors-code-of-pro ct ice 

-30 nuj.org.uk/about/nuj-code 
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The boundmy between fact, judgement, and opi1nion can be bl urred by experts as 

well as journalists ond anybody else. We are conscious of the risk ta freedom of 

expression fro,rn attempts to Cdunter hmmfol false information overreaching and it 

is important t hat scient ists and other experts in plUbllic debate recognise those risks 

too. This needs further open a1nd transparent discussion in the context of the Third

Party Fact-Checkiing programme. 

Appeals 

Al!.Jthors of posts that have been foct checked can contact fact checkers via email 

if they believe they have corrected the rated content, or want to dispute the fact 

checker's ratingt.31 

Each fact checker has its own specific email address to deal with these queries. 

In our experience, this process is not communicated well to a l!.J thors of posts. 

Almost all of the emails Full Fact receives to its appeals email address are from 

people whose content has been rated by other fact checkers, rather than Full Fact. 

Some assume because their post i1s in Engilish, or because they are based in the UK, 

that we have fact checked it, which is not always the case. 

They almost always do not know how to find out which fact checker has rated 

their content, how to contact that fact checker, and sometimes they do not !<now 

which of their posts ha1ve been fact checked. We understond from Facebook 

that every Poge admin has access to a Page Quality tab that shows acti1ve fact 

checks, including a link to the content and the correspond ing fact check article, and 

that Page and domai'n owners recei1ve notifications when content has been fact 

checked. But in our experience this i1nformation is not being understood by those 

who wish ta appeal. 

Facebook asks. that we try to acknowledgie emai ls of this nature within 24 

hours, but it takes work to establish whet her or not these emails me meant for 

us, especially as i1t is not always clear what has happened or what changes 

could be made to the post. A series of relatively s.rnall tweaks would itmprove 

this considerably: 

• Make it clear to publishers which fact checkers have rated their post, 

and give them the contact detoils of that fact checker automatically. 

• Mal<e it clear to publishers which of their posts has been rated. 

• Make it dear to publishers t fn ey need to include o link or screen.shot 

31 face baa k.com/busi n ess/h el p/182222 3092 3 0722 
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of the post they are referring to when making an appeaL 

22 fullfact.org 
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In early 2020 IFacebook provided a template for users to use with which they can 

email fact checkers. 32 We will assess whether this ha1s had a meaningful impact in 

our next report. 

Facebook has also announced the first members of the new Oversight Board. 33 

Facebook has stated that in the future, people who use Facebook will have the 

ability to request a review ofr the other enforcement actions. For example, this 

could potentially include content rated false by Third-Party Fact-Checkers on the 

basis that the content was not eligible for fact checking. We await more detail and 

engiagement on how this will function. 

Changes to workflow 

Facebook's product that fact checkers use to submit their ratings has also been 

changed for the better. From September 2020, fact checkers attach the rating to a 

post, and also tell the system what part of the post is that rating: whether ifs the 

text of the status, the photo or video itself, the text contained in the i'mage, or all 

of this together. This was to improve Facebook's ability to find identical content to 

rnte, using our fact checks. 

Facebook are also using this extra information to surface similar pieces of content. 

suggesting additional content to fact checkers to also rate. The quality of these 

surfo1ced related items has notd!bly improved in recent months, and thi1s is now a 

va luable part of the tool. 

Collaboration 

We appreciate that Facebook has been open and collaborative with us on 

specific pieces of research conducted,, including o collaborative project testing 

the impact of different headlines on user understanding and seeki1ng our advice 

on evaluation of the joint media Hteracy carr1pa i1gn Stamp Out False News34 that 

launched in July 2020. 

There is scope for significantly more research and collaboration with external 

experts. Online misinformation is a new area of inquiry, oind fact checkers need 

field research to gireater understand the impacts of ratings, and their various 

formats, on different users' beliefs and behaviours. It woul d be beneficial to see 

Face book testingi the impact of different messaging on posts which have been fact 

checked, to understand what changes behaviours. 

32 face boo k.com/busi n ess/hel p/997484867 36 6026 

33 about. fb.com/n ews/2020/05/wel coming-the-oversight- boa rd 

34 stampoutfalsenews.com 
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24 

Facebook should continue to work with fact checkers to understand the most 

effective way to prevent misinformation from spreading on their platform. 

154 

fullfact.org 

146

OBTAIN
ED BY AMERIC

A FIR
ST LEGAL FOUNDATIO

N THROUGH LIT
IG

ATIO
N



FL-2023-00013 A-00000598454 "UNCLASSIFIED" 4/24/2023 155 
Fu il fact: Report on the Focebook Third-Party Fact-Checking programme I July 20] 9 - December 2020 

Observati'ons from Full Fact's 
work since July 2019 
Between July 2019 and 14 December 2020 Full Fact has published 

over 420 fact checks on posts as part of the Third-Party Fact-Checking 

programme. 

November 2019 UK General Election 

The UK General Election was 01nnounced at the end of October 2019, with official 

campaign ing beginning a week into Nlovember. 

The Third-Porty Fact-Checking progiramme helped us to see content rellated to 

the elect ion. For example, we checked cla i1ms sug1gesting a vira l image of a boy 

sleeping on a hospital floor had been foked. We rated this 'False'. 35 We attached 

our reference article to 71 pieces of content on t he queue on 10 December. 

and Face book told us on 12 December that t he rati ng had been applied t o 971 

instances of t he claim on t he platform. We're prol!.J d of being able to have th is 

impact on a debate that dominated the news cycle for severa l days. 

However, as o,utl ined above in "Politicians' Speech", Facebook has a standing 

policy that states: "posts and ads from politicians are generally not subjected to 

fact-checking."36 

We asked Facebook multiple t imes over the comse of the election period to clarify 

the definition of a politician: did it include anyone running for any seat? What about 

local councillors , or people who were known publicly as paliticia1ns but who weren't 

currently in office? Or those in t he running to bernme Police Commissioners? 

Previol!.J sly, we had not been fact checkingi di1rect quotes from anyone i'n elected 

office , or the output of registered political parties or official campaign s, vi1a the 

programme. Bti t we did no,t receive answers to the questions we posed to the 

Facebook team. Facebook did not provide !U pdated g1U idiance on the definition of a 

pol itician until September 2020 in the context of the US election. This guidance still 

does not answer all of the questions we posed in 2019. 

35 ful lfact.org/o n I ine/LG I-photo-boy-focebook 

36 web.archive .. org/web/20200104205448/https;//www.facebook.com/help/publisher/1B2ZZ2309230722 
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26 

At one point, Facebook asked us to remove a rating from a piece of content 

becal!.Jse it had been posted by 01 loca1I counci llor, and therefore violated the policy. 

We did remove this rating. 

It is currentlly impossible for fa1ct checkers to determine i'n all cases whether a user 

is a political figiure or not. With over 10,000 councillors, MPs and peers in the UK 

alone it is no small task. In the UK this doto1 sits between the Electoral Commission, 

local councils and non-profits like Democracy Club and mySodety. 

There are other campllexities that must be considered. For example, i1ndividuals 

moy be using personal accounts that don't publicly disclose their roles or they may 

not be verified or badged appropriately. There is also no guidance on how to treat 

politicians who may be considered inactive, for example some cauncilllors or MPs 

who may be on maternity leave. As discussed above, Facebook's general position 

is that it prefers to leave these judgements to the expert foct checkers it works 

with. We believe tha1t is compatible with further guidance to ensure consi1stency 

internati1onally. 

Edited Sir Keir Sta1rmer video 

Duringi the election, the Conservative party edited footage of Sir Keir Sta1rmer MP 

being intervi'ewed to make it look like he did not respond to a question on Brexiit.37 

We publicly collied this irresponsible. 38 The Conservative pmty did not delete their 

Facebook post39 contairiing the edited video. 

We did not rate the original posts on Facebook viIa the Third-Party Fact~Checking 

product, as it would not have been in scope, having beeri posted by a regiistered 

political party. However, we did initially apply a rating to o number of other versions 

of the video, reposted on Face book by non~politicians and pages that!: weren't 

political parties. Facebook asked us to remove these ratingis an those videos, which 

we did. We also removed the text at the bottom of our article40 that giave it a rating, 

as all of om fact checks on content identified through the programme do. 

We were surprised by Facebook's decision. The video was, by its very nature, not 

direct and unedited speech, as per the guidelines 0It the time. Although the content 

37 ful lfoct.org/news/ke ir-starm er-g mb 

-38 twitte r.com/fu llfa ct/status/1191784 71399794 688 5 ?la ng =en 

39 face book.com/watch/?v=39 980 541426183 3&exte rn a I_ lag_id= cdd 8 2f 33 354b 52f 80e 09a 97d bd a 9e
c b9&q=conservotives%20brexit%20mi nister%20can%27t%20or%20won%27t 

40 ful lfact.org/news/ke ir-starm er-g mb 
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was originally edited together by the Conservative party, the video itself didn't 

have any Conservative bmndingi on it. The video was still misleading without the 

accompanying text in the Conservatives' tweet and Facebook post. 

This is another exo1mple of where greater discussion is needed on how fact 

checkers should interpret and enforce the politka1I speech policy. As above, we 

had previously sought further guidance and advice for how the rules should be 

interpreted during the election campaign but did not receive clarification on the 

points we raised. This is urgently needed before the next political event, which in 

the UK will be in May 2021. 

Covid-19 infodemic 

Since the outbreak of Covid -19 in early 2020, we have seen a significant amount of 

false claims and exaggerations originating a1nd spreading on social media. 

The Third-Party fact-Checking product has proved to be a valuable tool when 

it comes to monitoring the types of misinformation spreading about the virus, 

including dangerous misinformation about cures, preventative measures and the 

origins of the disease. Facebook have taken a number of additional meas.ures to 

counter Coviid -19 related misinformation, a1nd have published information on thi1s on 

their bllag. 41 This has included providing Full Fact with additional funding to hire a 

health misinformd1tion Fellow.42 

We have seen a hugie a1mount of misinformation related to Covid ~19, inclluding 

claims about vaccines such as claims about previ1ous vaccines,43 and w hether 

vaccines can be forced on members of the public. 

The fact that when the disease was first named, it was referred to as simply 

'coronavirus' certainly fueled some of the early misinformation we checked. A 

picture of a cornnavirus vaccine for dogs44 wos used to peddle the myth that 

Covid-19 i1s not a new disea1se. 

Long copied and pasted chainmail-like posts have been common.45•46 A post on 

Facebook claiming to be from a user's uncle that was shared over 300,000 times 

is a good example of a mixture of accurate and inaccurate cllaims. While the post 

41 about. fb.com/n ews/2020/10/coro n ovi rns 

42 face book.com/journal ismproject/progro ms/third- po rty-fo ct- checki n g/g lo bo I-he a lth-f el low sh( p 

43 f ul lfoct.org/ on I ine/coronavirus-vaccine- co mpored-to-flu -vaccine 

44 ful lfoct.org/o n I ine/dog-voccine- coron ovi ru s 

45 focebook.com/Brett.Bolton.333/posts/10162928980710104 

46 face book.com/Fa milyBreo kFinder/posts/33133 09172016539? __ tn __ = -R 
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28 

did include some basic a1dvice that is worth folllowing, it also contained some claims 

which could have falsely led people to believe they have not: been infected when 

they have, or which sug1gested ways of preventing infection thot will not work. The 

post was upda1ted to remove most of the false claims after we publ ished the fact 

check, although several copied and pasted versions of the origiinal rema ined. We 

have also seen this post, or claims from within it, in various forms circulating c)n 

Twitter and WhatsApp. 

There me circumstances where an 'Unsubstantiated' and 'Mare Context Needed' 

rating would have been a useful t:ool earlier i'n the pandemic. For example, 

since the disease i1s a new one research into it is ongo ing, these ratings would 

have been useful when there was 110 consensus47 an how long the virus could 

survive on surfaces. 

SG 

We highlighted the risk of 5G conspiracy theori1es in our 2019 report, noting the 

distinct lack of official giuidance properly addressing some publi1c concerns, and 

recommend ing that gap was fi lled. We are disappointed that it has taken arson 

attacks48 for the government and public health bodies to take steps to address this. 

Since then a number of claims have surfaced and spread making a non-existent 

connection between 5G and the outbreak of Covid-19. We started seeiing the link 

between 5G and Covid-19 claims in the second half of January, shortly a1fter the 

virus started getting significant UK media coverage. There are multiple theories, 

which sometimes overllap, but can also contradict each other. 

The queUJe was va lua1ble in giving us insight into the range of claims that were 

being shared onl i1ne. We fact checked and rated 'False' posts49 claiming that 5G 

compromised human health and weakened immune systems. One of the most 

common false claims we saw was secret messages about 5G and Covid-19 50 (mted 

'False') in the design of the new £20 note. Another prominent 'False' theory51 is th □1t 

Covid-19 symptoms were actually "mass injury" from 5G. Facebook groups, many 

of which existed and shared c.onspiracy theories about 5G before Covid-19, have 

been key in spreading such daims. 

47 f ul lfact.org/o n I ine/coronavirus-surfaces- packages- china 

48 bbc.co.uk/news/technology-52 281315 

49 ful lfact.org/o n I ine/wuhan-Sg-coronavirus 

50 ful lfact.org/o n I ine/Sg-coronavirus-20-note 

51 facebook.com/joshyjones89/posts/10157798506676224 
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Claims about 5G made up a reliatively small amount of our work before the 

pandemic, but now contribute to a siginificant amount of what we see on social 

media. In a few weeks, we saw 5G posts go from a niche corner of the internet to 

several fully fledged conspiracy theories f leshed out around the world's biggest 

news story. This resulted in Full Fact publlishing an explainer in April 2020 

reviewing the background to the conspiracy theories and explaini1ng why they 

were incorrect. 52 

Understanding the impact of Third-Party Fact-Checking 

We are clear that the Third-Party Fact-Checking programme is worthwhile, 

and we have rec::orr1111ended tha1t a similar programme is intrc:i,duced by other 

internet companies. 53 

But greater i1nformation is needed on the impact of fa1ct checks on the prevallence of 

bad information and user behaviour. For example, it is not clear whether, or to what 

extent, Th ird- Party Fact-Checking is pushing users to use IFacebook Messenger or 

closed peer to peer networks to share information instead. 

In October 2020, Fatebook offered fac::t checking partners activity summaries, 

which tell us how many posts with our labels were viewed each day. But without 

more specific data on what labels influenced what behaviom, the impact this 

makes is limited. 

Machine reada1ble data will help fact checkers to understand how different groups 

react to seeing fact checks, the decisions people ta1ke and whether this changes 

according to the rnting gi1ven,, and how behaviours might changie in the long 

term. Anonymised data about the impact of individual fact checks would help 

fact checkers start to understand more about the eHectiveness of our headlines, 

images, summaries, and to learn from long term patterns. 

This should be provided at reg ular agreed iintervals, idea1lly quarterly. 

This a1dditional information would help fact checkers to discuss impact and share 

evidence with potential funders and supporters, and allocate staff time effecti1vely 

between Facebook work and other potentially impactful work such as training 

mainstream media journal ists. 

We would welcome and be prepared to contribute to more work in this area 

identifying the information needed from all internet companies to properly and 

proportionately address harmful false information online. 

5 2 f ul lfoct.org/o n I ine/5g- on d-coron □virus- conspiracy-theories- come 

53 ful lfoct.org/blog/2020/a pr/ful I-fact-re port-2020 
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In addition, Facebook and the other internet componi1es hove the best information 

on what potential harmful misinformation i1s being shared on their platforms. 

Covid-19 misinformation hos highlighted the importance of actingi early to tackle 

harmful claims ond provide a1ccurate information. By reg1ularly shoring insights into 

emerging potentiallly hmmful misinformation trends with governments and other 

relevant official bodies this would improve understanding of emerg ing threats that 

could cause real world harm. 

Claim Matching 

Finding repetitions of claims within text online is a process we refer to as claim 

matching, and it is vital to mapping the spreod of misinforrnation online. Claim 

matching is necessary for lmge scale interventions against misinformation, but it 

comes with many wairnings. 

As o technology solution, it fates challenges in every direction. Finding repeats 

of an exact phrnse i1s broadly a solved problem using existing search and 

document retrieval techniques, but as we brnaden out to poraphrases oir the 

claim it gets harder. Even exact matches need to be sensitive to context; the 

difference in someone referring to somet hing in t he positive (confirming the 

misinformation) or negative (disputing it) is huge. For paraiphrases the complexity is 

considerably greater. 

Some areas of repetition of misinformation can broadly be solved by existing 

technology. The ability of a perceptual hash to identify if a1n iima1ge is exactly the 

same as another is proven and can work at a fine grain with high certainty. Similar 

hashing and vector models for sentences of text are not so well develloped and can 

not be treated simply as something that a black box Ai model can compute. 

As this kind of technollogy develops and actions ore taken off the back of it, 

transparency will become ever more important. Different phrasing of the same 

claim will requi1re different actions. As it stands there is very little public information 

about actions. As we move to models where repetitions and paraphrases ore 

being found at scale, and actions are a1utomatically taken at scale without human 

intervention, it is especially important that the data, definitions, choices, and their 

unintended consequences me carefully scrutinised. 

We continue to call on all internet companies to support the creation of open 

regularly updated evaluation datasets to help ensure that these technologies can 

be responsiblly applied. 
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Editorial independence 

Face book has not saugliit to influence Fu ll Fact's ed i1toria1I choices. Facebook ha1s 

never asked Full Fact to give or change any rating, or to treat 01ny publisher in one 

way or another. 

Face book has a1sked Ful ll Fact to fact check a specific post. a false claim that the 

City of London Police and Mart in Lewis (a personal finance ex.pert) are warning 

about a scam. Both sides were clear that the decision as to w hether to do any 

specific fa1ct check is Full Fact's. We had previously fact checked a variant of the 

same claim, and we did choose to publish 01 fact check on this. 54 

This notice will appear in all future reports unless there is any reason to modify it. 

Facebook provides us with a queue of publicly-shaired posts that Facebaok has 

identified as potentially needing fact checking using its own systems. We do no,t 

know ex.cept in the broadest terms how these posts are chosen. 

54 fullfact.org/online/mortin-lewis-city-of-london-police. The previous voriont did not mention Martin Lewis: 
f ul lfact.org/ on I ine/city- of- london-pol ice -scam. 
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32 

Recommendations 
We welcome the progress that Facebook has made in developing 

the programme .. 

In our first report, we made a number of recommendations as to the ratings system. 

Broadly, we suggested the creotion of 'More context needed', 'Unsubstantiated', 

and 'Mixture' ratings that didn't reduce reach and a r□1ting for humorous posts, 

outside of satire and pranks. 

After just over a yeor, Face book has enacted some of these recommendations, and 

have added a 'Mi1ssing Context' mting, added 'Altered', and repllaced 'Mixture' with 

'Partlly false' content. However there are several areas where a1ddi1tional changes 

would make fact checkers' work more effective. 

Provide fact checkers with greater information 

• In the queue, provide dloto points of number of shams over time that 

can be displayed on d grniph within the product to help fact checkers 

understand how content is going viml. 

• Invest in better claim matching to reduce the· amount of false 

positives in the queue, and better makh content to similar claiims. 

• Continue to collaborate with fact che·ckers to understa1ndl the most 

effective way to use the Third-Porty Fact-Checking programme 

to prevent miisinformation from spreading, particularly when 

considering new changies to the programme or the toais available. 

Provide publishers with more information 

• Mol<e greater information ovoiloble to people when their content is 

fact checked, including which focJ checkers have ra ted which po,st, 

gi1ve them the contact dletails of that fact checker autamaticoliy and 

make i1t mandatory for people to include o link or semens hot of the 

post they are referring to when making an appeal. 

Use the Third-Party Fact-Checking database 

• Provide machine readable data to fact checking partners on the 

impoct of individual fact checks, to enable portners to und\erstaind 

fullfact.org 
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more about the effectiveness of the prdgramme, share evidence 

with funders and know how to best allocate resources. 

• Share a register of emerging potentially harmful misinforma,tton 

trends with governments and other rel.evant official bodlies 

to he,lp them understand emerging threots that coLlld cause 

real world harm. 

Transparency and accountability 

• Implement greater transparency around the use of AI in claim 

matching. While rocebook has provided some detail on its machi1ne 

learning work this cannot be done in isolation. Substantial effort 

fu llfact.org 

is needed by all iinternet companies to provide transpa:rency on 

the data that powers algorithmic decision making and its effects, 

intended or otherwise. 

33 
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boutthis report 
Misinformation causes real hmm to peoplle's lives, healt h, finances and to 
democracy. It is time consumirng arnd often difficult to check. This report lays 
out the main cha1llenges fact checkers around t he world face in finding and 
checking claims which appear in online places. It also presents ideas for 
improving these processes, with a focus on technology and counteracting the 
pressures fact checkers face when working with internet companies. 

We welcome feedback and comments at fuUfact.org/c.ontact 

Full Fact 
2 Carllton Gardens 
London 
SW1Y5AA 

G1 fullfact.orgi/contact 

O@FullFact 

e fulllfact.orgi 

Published by Full Fact, November 2020. Published under the creative 
Commons Attribution-ShoreAlike 4.0 International License .. 
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CHALLENGES OF ONLINE FACT CHECKING 

__ How we gathered 
__ the data 

Interviewees approached for this research were chosen ba,sed on a 
number of factors. Foremost was the need to ab,tain a rangie of global 
perspectives: we wanted to hear from fact checkers in Africa, Asiia 
Pacific, Europe, North Ameriica, Latin America and the Middle, East and 
North Africa regions. 

We wanted to explore the diversity in experiences of on line fact ched::ing, 

so decided to approach newer as well as more established fact checkers, 

large and smalll organisotions, independent arganisati1ons as well as 
those which are part of a llarger media house, online-only fact checkers 

as welll as those which also do palliticol fact checkiing. We also wanted to 
interview organisations that are not Facebook parfoers, and at least orte 
fact checker t hat is not a signatory to the International Fact-Checking 

Network Code. 

After drawing up a shortlist of fact checkers to contact against these 

criteri1a, we reo1ched out to editors and reporters from: 

168 

AFP Chequeado Factnameh Pa,litiFoct 
Nlorth Ame rica Argent1na Iron USA 

Afric:01 Check Dubowo1 Fatabyycmo Ro1pplet 
South Africa Nigeria Jotdon1 Philippines 

Africa1 Check Elliniika Hoa1xes Full Fact La Silla1 Vada 
Senegal Greece UK Colombia 

Animal Pollitico Fact Crescendo Maldita1.es Teyit 
Mexico India, Myanmar, Sri lanka Spain Turkey 

Aas Fotos Factly PesaCheck 
Brazil India Kenya, Tanzania, Uganda 

1 Based in Jordan bl!t serves Tunisia, Morocco, Algeria. Palestine, Syrian Arab Republic, Libya, Jordan, Saudi Arabia. United 
Arab Emirates, Qatar, Kuwait, Oman, Bahrain, Yemen, Iraq, Egypt , Sudan and Lebanon. 

ful lfact ,arg 4 

160

OBTAIN
ED BY AMERIC

A FIR
ST LEGAL FOUNDATIO

N THROUGH LIT
IG

ATIO
N



FL-2023-00013 A-00000598454 "UNCLASSIFIED" 4/24/2023 

CHALLENGES OF ONLINE FACT CHECKING 

Semi-structured interviews were conducted over Zoom and telephone in 
February and March 2020, and ran to around 90 minutes fotr each fact 
checker, including for Full Fact. Themes included monitoring of online 
claims, research, publication, distribution, the Facebook partnership and 
working w ith internet companies mare generally, and fact checkers' use of 
technology. This was supplemented with unstructured calls with Full Foct's 
automated fact checking team, the lnternationol Fact-Checking Network, 
ABC RM IT Fact Check, and Lead Stories' Trendoliz.er. 

Transcripts and field notes were then thematically- analysed and 
supplemented with further phone calls, emails or Slack communicatiorn. 

We are grateful! to Facebool< for funding this report, and woulld like 
to thank all the fact checkers and other colleogues who generously 
contri1buted their time fo thi1s research. 

ful lfact ,org 

169 
161

OBTAIN
ED BY AMERIC

A FIR
ST LEGAL FOUNDATIO

N THROUGH LIT
IG

ATIO
N



FL-2023-00013 A-0000059845 4 "UNCLASSIFIED" 4/24/2023 

CHALLENGES OF ONLINE FACT CHECKING 

~-lntradccctian 
Online organisa1tions ha1ve been publishing fact checks since the 

foundat ion of Snopes in 199'4, but the profile of fact checl<ing1 has 
increased significantly over the past decade, Among the many reas.ons 

for this are t he proiiferntion of misinformation 0111ine and increased 

collaboration with internet companie·s, Fact checking organisations 

which part ner with Facebook have gaiined powerful le·vers to identify 
and reduce the spread of Qnline misinformation. Internet C:Qmpa1nies 
are finding new ways to display fact checks in products like news feeds 
and s.earc:h results, bringing name recognition and large new online 
audiences to fact checken •. 

The conse nsus on what should be, checked lh as. evolved to include 

online content as well as claiims fram politicians. Same organisations, 

such os Maldito.es or Teyit, were founded specifically to clheck social 
media content, while ot hers took longer to expand their scope and treat 

online cla1ims ais equallly important to political speech. Alongside this, 

fact checkers hove odded open source intelligence tools and resea1rch 
techniques to their repertoire, such as reverse, image searching ond 

advanced social media monitori1ng. 

Critidsms of independent foct checking hove also increased. A member 
of Facebook's new oversight board raised a concern that "fact~checking 

is biased" during one of his first media out ings os a new board member.1 

During a recent UK Parliament Select Committee hearing1, Twitter's Head 

of Public Policy, responding to a question about why Twitter does not have 
a program like Facebook's, suggested that fact checking coin entrench 

false views.2 (Full Fact's revi1ew of academic literature on t his topic found 
tha1t so~called backfire effects are rare , not t he norm.)3 Alongside this, fact 

checkers - in common with other journali'sts - have experienced increasing 
legal threats, as welll as online and polit1col harassment from parti1sa1n 

campaigns and trolls.4 

1 d ailysig n al.com/2020/05/14/wh at-does-facebooks-new-oversig ht- board-mean-for- conservative- posts 

2 committees. p□ rli ome nt.u k/oralevi de nce/4 59/pdf 

3 ful lfa ct.org/medio/u pload s/bock fi re_report_ful lfa ct. pdf 

170 

4 poynter.org/fact-checki ng/2020/ab use-and "threats-come-with-the "territory-for- many-of "the-worlds-fact
checkers: a meric□npressinstitute.org/fact-checki ng- project/factu1al ly-newsletter/factually- spains • fact
checkers-become-a -t□ rget 
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CHALLENGES OF ONLINE FACT CHECKING 

The practicol challenges of fact checking me vairied. Wit hin the monitoring 
and sellection process. fact checkers are grappling w ith large pools 
of potenti1al claims to check, questions over how to define virality and 
worries about whether cyber airmies are gaming reporting. Research also 
presents numerous challenges, including constraints on the accessibility 
of information and the transparency of authorities, highly repetitive 
claims and research tasks, and chang1es to or discontinuation of online 
investigatfon too lls. In terms of publishing and d iistribution, fact checkers 
face challeng1es such as iintemet shutdowns, settiing up new social media 
channels and sustaining media partnerships. 

While technology already assi1sts fact checkers and could be put to further 
use, pa1rticulmlly in terms of monitoring!, claim makhing, distribution and 
managing communities, there are llinnits to its effectiveness. Some of the 
challenges of anline fact checking are dependent on the political situation 
with in a country, and are not resolvable using technology - such as 
obtaining information from certain governments or lack of transporency 
and access to information" Automation is viewed wit h skepticism by 
fact checkers. Many believe that the phrase "automated foct checking" 
describes a project that misguidedly attempts to automate processes that 
requiire human jludgments - such as weighing1 the credibility of evidence or 
recognising satire. 

Up until now, fact checking or91ani1sations have generally re·acted to 
proposalls from internet companies in a piecemeal and unsystematic way, 

for example signing up individually to Facebook's fact checking program 
before ha1ving jioint di1scussions or asking collectively for certain ca11dlitia,ns. 
This is understandable given fact checkers' small budgets and stretched 
resources, and t he frequent use of non-disclosure agreements. Mainy 
organisations are struggling simply to keep their heads above water amid 
a deluge of dubious claims, especially during the coronavirus epidemic. 
This has ]left them wi1thout the time or capacity to address questi1ons of 

sustainability and risk, and whether or how colledi1ve action could protect 
individual organisations in the long term. 

Nevertheless, fact checkers now need to consider these questions. It is 
vital that we identify where there are opportunities to wm'k. together more 

effectively to protect fact checkers' financial security and to ensure that 
fact checkers are proactively determining how our work is re-used by third 
parties in the online wodd beyond our websites. 

ful lfact ,org 
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CHALLENGES OF ONLINE FACT CHECKING 

____ ... _y recommendations 

Reco,mmendations for inte,rnet companies 

These are overarching recommendations fotr the companies that own 
Facebook, lnstagram, WhatsApp, YouTube, Google, Twitter and platforms 
comingi into the mainstream such as TikTok. Some compani1es already 
hove some of these measures in place, in w hich case we recommend t hey 
be maintained ., 

ful lfact ,org 

■ Allow users to report suspected misinformation. aggregate 
reports data:, and share i1t in anonymised formats and in real-time 
with fact checkers in relevant count ries. 

Work with foct checkers gilobolly to label misinformation and feed 
th is data to Als. 

■ Internet companies' misinformation teams should coord iinate and 
standardise approaches to deali'ng with potential misinformation 
so that fact checkers send the same data into every company 's 
system rather them adapting for multiple systems. 

Pay fact checkers for work which is used to improve t he quality 
arnd trustworthiness of internet companies' pmducts ond brands. 

Show more awareness of the risks of a US-centric approach 

to the development of misinformation poliicies and products by 
expanding product testing and consultation to include a wider 
range of foct checking organisati'o11s. 

Fund the International Fact-Checking Network to enact the 
recommendations in this report, whi1ch are intended to counteract 
the pressures fact checkers experience when working with 
internet companies. 

Participate in a discussion on how to better protect fact checkers 

from harassment and coordinated attacks. 

Label inaccurate and misleadiing claims and provide !links to 
fact checks. 

8 
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CHALLENGES OF ONLINE FACT CHECKING 

Facebook 

Facebook's efforts to reduce nnisinformatiorn on its pl aitform should be 

commended. leaving aside its shortcomings and development hurdles, 
Facebook's Third-Party Fact-Checking progiramme has undeniably 

contdbuted to improving tlhe state of information online. 

However, there are stilll important improvements to make. In addition ta the 

appli1cable recommendations above, we recommend that Fa1cebook ena1ct 

the following recommendations to more effectively tackle misirnformatiorn 
and coordinated activity on its platform, support the sustafnabilfty of fact 

checking and ma1ke it quicker and easier for fact checking partners ta 

monitor, research and publish fact checks. 

ful lfact ,org 

■ Mlainta1in the Thi1rd-Pmty Fact-Checl<ing programme, arid expaind 

into under-served! regions. 

■ Continue to bear [n mind the needs of Tlhird-Party Fact-Clheckf ng 
partners for predictobility, so t lhat they con plan and invest in 

long-term sustainabi1lity. 

Work with partners and coordinate with funders globally 

to develop a long-term plan to mitigate· financial reliance 
on Focebook. 

■ Regularly slhare information about the i1mpoct of the Third-Party 

Foct-Checkirig programme includi1ng: 

Country-specific, machine readable data to understand how 

different giroups react to seeing fact checks 

The effects of fact clhec:ks on user behaviour 

■ Vi1ews and interactions with fact checks from 

specific pmtners 

Share i1nformation about Facebaok's Al, i1ncludin91 whether and 

how rnting1s data , claim matchirig dat a a1nd ClaimReview data1 
me used to improve effectiveness; and information about the Al 

models being used to generate different ports of the queue. 

Contfnue to consult with fact checkers about product changes 

arid policies that willl affect their work in advance, especially when 
there i1s a high likellihood of media a1ttenti1on. 

173 
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CHALLENGES OF ONLINE FACT CHECKING 

Share information about how fact checker feedback is beiing dealt 
with, for example how it has been prforitised, who has and hasn't 
heard it, and why it will or won't be acted upon 

Increase developer capacity to more quickly and reliably resolve 
issues that affect the quality and accuracy of fact checkin 91 
produced by Th iird-Party F□1ct-Checking1 part ners. 

CrowdTangle 

Collaborate with foct checkers to integrate claim detection into 
CrowdTangle. 

Continue to provi1de access onid tmiining, including to fact checkers 
that are not signatories of the llnternational Fact~Checking 
Network Code of Principles. 

Continue fo develop new lists for predictable or breaking news 
events such as healthcare crises, deliberate attacks and elections. 

■ Devellop image-search capability. 

Introduce alerts for hashtags. 

■ Review CrowdTangle's effectiveness in smaller lcmguages 
and scripts. 

WhatsApp 

Continue fo enable fod checkers to connect customer 
management softwrn,e to support communicotions. and to 
analyse and pri1oritise reader req 1U1ests. 

Devellop metrics to help publishers track engagiement {e.g. number 
of forwards). 

G100,gle and YouTube 

Google 0 11d YouTube have shown increased willingness to engage 
with fact checkers. They can make the most of this uptick in credibility 

ful lfact ,org 
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CHALLENGES OF ONLINE FACT CHECKING 

by investing in more engagement and outreach and exploring a paid, 

structured fact checking programme for YouTube. 

Expand the Information Credibility team to enable more 
consultation and outreach and build deeper two-way 
relationships with fact checkers. 

■ Introduce a collaborati1vely-developed, structured, po1id 

programme pmtnering with fact checkers to identify, labell and 

reduce circulation of mi1sinforrnation on Youif ube, and notify users 

who have watched or shared misinformation. 

Devellop a CrowdTangle-style tool for monitoring viral 
misinformation on You Tube, and provide access and t raining to 
verified fact checkers. 

■ Increase transparency, including data about the impact of 

Cla1imReview om Google's platforms, information about which 

parts of products fact checks are· appea rriing on (sometimes ca1lle·d 
surfaces) and how many people aire seeing! and engagingi with 

these (at country level), and the criteria Google uses to decide 

which fact checkers are treated as trustworthy sources. 

■ Continue to support takeup of Claim Review schema cmd Media 
Review schema,, including hosting events and trainingi, and 

building technical capacity and confidence omong fact checkers 
with fewer te·chnical resource·s. 

Continue supporting independent fact checkingi with direct girants 
a11d/m grants to the International Fact-Checking Network. 

Twitte.r 

ful lfact ,org 

Invest 1n a partnerships team to develop partnerships with 

fact checkers. 

Introduce a collaborati1vely-de.veloped, structured, pa1id 

prngramme pmtneri11g with fact checkers to identify, la bell and 
reduce circulation of misinformation on Twitter, and notify users 

who have seen or shared misinformatiorn. 

Support independent fact checking with direct grants and/or 
grnnts to the International Fact-Checking Network. 
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CHALLENGES OF ONLINE FACT CHECKING 

■ Provide links to independent, verified fact checkers and fact 
checks in 'Get the facts· Moments and other features. 

Provide [nformation oibout how fact checkers' work [s being used 
internally to tackle misinformation on Twitter. 

International Fact-Checking Network 

Foicilitote and llead discussions about haw fact checkers wish to 
relate to internet companies aind others wishing to use our work 
online, and identify common positions on these matters among 
fact checkers. 

Seek feedback from the community about where to host a saciall 
entry point for ClaiimReview in order to ensure tha1t a wider variety 
of voices con contribute, that changes are understood by fact 
checkers with fewer technical resources and that implementation 
issues me resolved. 

■ Collaborate with Google, Bing, Facebook and other online 
pllatforms to provide cllarity on questions fact check.ers have about 
Claim Review. These questions include: the internal translation 
capability of platforms' prnducts: products' ability to cope 
with regional languages: how adding Clai1mReview interacts 
with algorithms e.gi. interaction with search results ranking; 

ful lfact ,org 

why ClaimReview works intermittently in Googil e Search; how 
Foicebook i1s using ClaimReview to conduct claim matching. 

Provide grants and develop guidance to support fact checkers 
who want to con y out audience research. 

Hald a discussion with verified and unverified fact checkers to 
revisit the lntemationall Fact- Checking Network's posi1tion on 

signatories using pseudonyms in countries where journallists 
arre at risk. 

Continue to provilde grant s for experimental projects to help fact 
checkers reach new audiences and for technical innovation. 

Continue fo lead discussions on building solidarity and resources 
for fact checkers experiencing online 01nd political harnssment, 
including legal challenges. 

176 

12 

168

OBTAIN
ED BY AMERIC

A FIR
ST LEGAL FOUNDATIO

N THROUGH LIT
IG

ATIO
N



FL-2023-00013 A-00000598454 "UNCLASSIFIED" 4/24/2023 

CHALLENGES OF ONLINE FACT CHECKING 

Fact checkers 

■ Devellop a collective process to engage with and confrilbute to 

internet companies' responses to the evolving challenges of 

online misinformation, to protect the long term sustainability □1nd 

independence of fact checking. 

■ Prioritise sustainability planning, i1ndudin91 mi1tiga1ting the impact 

of d sudden reducti1on in funding from certain sectors. 

■ Identify t he impacts of Thiird-Party Fact-Checking on editorial 

output and strntegy. 

Continue to develop technology to assist with fact checking, 

espedally technology which can benefit multiple fact checkers, 

improving natural language pracessingi in smaUer languagies, and 

technology tackling distribution challenges aind repetitious claims, 

When experiencing online a1nd/or pollitical harassment, re01ch out 

to the lnternatiianal Fact-Checking Network and global colleagues 

with requests for support. 

Continue to ask fa r help and ossist colleagues around t he globe 

with llocal research favours 011d advice. 

Funders 

Support proj1eds to improve accessibility and presentation of 

public and ministerial data je.g1. work w ith a government to 

overhaul its noitional statistics portal or open up public do1tasets). 

■ Support the International Fact-Checking Network for activities 

recommended in this report, such as support for onli1ne 

harassment and sustainability efforts. 

ful lfact ,org 

■ Suppmt research into effective presentation of fact checks,. 

information and news consumption and belief formation , in 

dirfferent markets especia1lly those outside the USA, with an 

emphasis on practical recommendations. 
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CHALLENGES OF ONLINE FACT CHECKING 

Technollogists 

ful lfact ,org 

■ Build relationships with fad checkers by offering basic technical 

support before embarking on complex automation projects. 

Steer clear of the phrase ''automated fact checking '' to avoid 
allienating potential users. of automation technology: instead 

focus on col laborating with fact checkers and drawing on their 

expertise to identify which repetitive tasks can be done relliably 

by machines. 

Prioritise building tools and technology with a large potential user 

base (see expanded recommendations for more detaill) and seek 

testing commttment from more than one fact checker. 

■ Continue to develop technology to hellp foct checkers, especially: 
improving natural language processingi in, smalller languag1es, 

technology tackling distribution challenges ond repetitious claims. 
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CHALLENGES OF ONLINE FACT CHECKING 

__ Monitoring and 
- ---~ele tian of=~nJine 

claims 
Moniitoring is widely seen as the hardest part of tile process. F·act 
checkers must strike a difficult balance: ensuring that their nets capture 
the most harmful content on the web, without getting overwhelmed by 

possible claims to check ., 

Depending on the country and the news cycle, a fact checkiing team might 
start their day scrolling through hundreds of items of content in Face•book's 

fact checking product, □ind reviewing a large number of claims submitted 

by re.ode.rs. They might check whot's appeared on CrowdTongle while they 
were osleep, conduct manual searches on Twitter and Facebook based on 

the da:y's news, and then see what's circul □ti1 ng in private F□cebook and 

WhatsApp groups which they ore a member of. 

Even in, bigger organisations. editorial teams devoted to fact checking are 

not usually larger than ten people. Nlot every claim ca n be investigated, so 
it's vital for fact checkers to be able to rapidly filter out irrelevant claims, 

and to have clear criteria: for choosing which claims to check. 

How fact checkers find claims 

The most common ways of finding claims are· through manual seorching 
and reader suggestions, as well as through the Facebook-owned 

CrowdTangle sociol media monitoring tool, and the fact checking product 

Facebook hos developed for use by its partners. 

CrowdTangle 

CrowdTangle is a social media monitoring and analysi1s fool. Fact 

checkers con use it to see what popular content is circulating ond how 

it is spreading across platforms. It covers Facebook groups and pages, 
lnstagram pages and Reddit. Users can set up ennail and Slack alerts for 

viral content. For example, a foct checker could set up alerts for when 
a Facebook post mentioning the words "coronovirus" and "5G" gains o 

certain level af engagement velocity. 

fullfact.org 

179 

15 

171

OBTAIN
ED BY AMERIC

A FIR
ST LEGAL FOUNDATIO

N THROUGH LIT
IG

ATIO
N



FL-2023-00013 A-00000598454 "UNCLASSIFIED" 4/24/2023 

CHALLENGES OF ONLINE FACT CHECKING 

CrowdTangle requires users to build llists of pages or groups. which can 
then be monitored using keyword searches. Sometimes CrowdTangle staff 
create list s, for example during elections or events like the coronaviirus 
pandemic.5 Thi1s is a popular service among fact checkers as it saves a 
lot of time. 

PoliUFact says that it spends up to a day per week emoting and creating 
lfsts on CrowdTangle. Not all fact checkers use CrowdTonglle this heavily. 
The reasons for this include lack of confi dence or mastery, lack of local 

language capability !for example CrnwdTangle not recognising Turkish 
letters like c;), or seeing CrowdTangle os a less useful tool for identifying 
online misinformat ion in their country context . 

Some, fact checkers mentioned that this too II - in common wit h other 
social media moni1toring tools - prioritises reach and engagement over 
identifying cla1ims. We recommend that CrowdTangle continues to engagie 
with fact checkers' to meet their needs in terms of Identifying claims as 
well as reach and engagement 

Manual searches 

Many fact checkers also manually monitor, following specific people 
and pages, searching for li1nks ond misspelllings of names, or following 
private lnstagram accounts to monitor what content is appearing beyond 
CrowdTangle's reach, which only covers publi1c content. 

Some fact checkers also monitor topics to spot possible claims - for 
example a keyword search for "coronovirus" could highlight cllairns that t he 
virus or11ginated in a lab in Wuhan, or that SG cause,s the virus. 

Reader sugg1estions 

Many fact checkers encourage reader suggestions via1 WhatsApp, 
Messenger, email. Telegram and custom-built platforms. These tips have 
huge value for fact checkers w ho want to get outside their echo chambers 
or gain insight into closed systems, such as WhatsApp groups, private 

lnstagram pages or private Facebook groups. 

5 apps.CrowdTa n gle .com/covi dll 9/boords/covid-19uso 
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Some irnterviewees sai1d they promote their phone number, but di1d not 
ment ion whether there is any strategiy behind this, such as aiming to retJICh 
certain demographics. Others do not promote their number because they 
do not have the resources to sift through extra tips. 

Audiences do not always understand whait constitutes a checkable claim. 
Chequeado addresses this by regularly posting1 its methodology on sociall 
med[a, which inclludes information about what Chequeada does and does 
not check. 

Facebook's fact checking product 

Facebook's programme provides partners w ith a tool to carry out their 
wark: the "fact checking product". This allows fact checkers to see a 
queue of user-submitted and Al-surfaced content which maiy be false or 
mislea1ding (known colloquially as "the queue"), to rate items of content 
which a fact checker chooses to check, and to connect faict checks up 
with ratings within the product. Faceboak then uses this data1 ta react 
to misinformation, for exarnplle by downranking it, notifying pe.oplle 
who have already share.d it, and providing warnings to people who are 
about to sha1re it. There is no-equivalent tool fair fact checkers at ot her 

intemet companies. 

There is wide agreement that the queue gives fact checkers insight into 
misinformation. We heord that, despite its many shorkomirngs, it con be 
useful for finding claims which would not be visible. using ot her monitoring 
methods such as CrowdTangle or manuall searching. However, most of the 
Facebook partners we spoke to use the queue in combinotion with other 
monitoring techniques, rather than as a primary monitoring rnechanisrn: 

We find claims through crowd sourcing. and then look them up to see if 
they're in the que('J.e. - Fa1ct checker 

There ore parts of the tool that are useful, but we wouldn"t be able to 
work only with the too!. - · Fad checker 

The quality of the content presented in the queue varies frorn country to 
country, and there are several areas where it coulld be improved to be 
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more consistently useful, including in terms of relevonce, over-emphasis on 
virality, lack of transparency, and language capobility. 

The relevance of the content varies. At the useful end of the scale, fact 
checkers see a wide range of content in the queue. This includes articles, 
URLs, memes, photoshopped images, vi1deos, photo albums cmd sirngle 
imag1es, links to websites, Focebook posts, tweets, YouTube links, heolth 
claims, job scams,. and hoaxes. At the unhelpful end, fact checkers see 
advertisements, music v i1deos, opinion - and in one country an interviewee 
even reported seeing pornographic conternt. 

The combined score is helpful and fi!tedng is getting better, but 

findi.ng anything on rated artides is sWI a prob/em. We stil! see lots of 

unrelated and meanin9/ess content /i.ke music videos and ads. We've 

r~.peated!y told Fac~book's team that we see lots of ads but they soy 

they can't do anything about 1't. - Editor 

Volume and relevance 

Many fact checkers said that the queue is cluttered and canta1ins too 
much content - both misinformation and non-checkable content - to be 
effectively assessed and prioritised by their staff. 

The consequences of low relevance include wasting the tirne of highlly 
skilled researchers, (for example, fact checkers talked about regularly 
watching 8-rninute langi videos to see i1f there ore checkable claims), 
list fatigue and increased likelihood of missing harmful claims. One fact 
checker describes siftirng tnroug1h the queue as "tedious". 

Other intervi1ewees said: "I find the queue dliffkullt to novigote. I don't know 

if what's in there is the worst of whafs out there. A llot of it's snly meme5 
and add thirngs.": "There me mare than 1000 i1tems in the queue. We 
hove to pick out whot we can bookmark - even from there we hove to sift 
through and pick out what to check."; "Sifti1ng through the tooll is tedious. 
One person sifts thrnugh the queue and adds claims ta a Google Dae." 

Some fact checkers mentioned that the queue has improved since 
the beginning of the partnership. For example, one interviewee said 
that 12 months ago none of the claims were checkable compared to 
roughly 30% now, 
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In general, it looks like there is potential to sa1ve highly-skilled resea1rchers' 

time by using technology more effectively. As one interviewee put it, 

"There's a lot of irrelevant content that we have fo remove and dig through 

to find checkable content - that time could be spent doing other things." 

Ideas abaut how to furnnel dawn the content i1n the queue included: 

Connect f ull Fact's claim detecti1on tool to the queue to sif t 

checkable claims from general viral content. This uses a machine 

learning model to say whether or not text contains a fctctual claim, 

aind coulld reduce the queue dow11 and make it more manageable 

and useful. 

■ Expand commu rn ity reviewers 6 to sift through the queue aind 
narrow down what is there bdsed om criteria agreed among 

fact checkers. 

Feed whitellisted sites such as genuine news websites into 
the algorithm. 

Integrate speech to text software for video corntent. 

Overemphasis on virality 

Faceboak's fact checking product is seen as having an overemphasis 

on virality - i.e. a gathering speed of increasing shares and views - in 

comparison to potential check.ab ility. 

Many fact checkers thought that the q l!.lleue seems to surface viral content 
indiscrimi1nately, regardless of whether there are cla ims that might be 

checkable within the carntent. For example, ane fact checker says that 

news art icles appear: "When news articles are getting more shares a1rnd 
reach, Facebook mistake,s them for viral misirnforrnatiorn". 

Fact checkers in Senegal, the Philippines aind India expressed concern 
about the overemphasis on virality. One organisation comments, "Viral 

content doesn't take into account whether something mi1ght be false. The 

queue isn't really efficient." 

6 a bout.fb.com/news/2019/12/helpi ng-f m:t-checkefs 
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In the Philippines, Rappller says that the emphasis on virallity is a big 
problem, as reporting can be gamed by cyber armies. Rappler ailso argues 
tha1t there should be mechanisms to punish pa1ges that publish a lot af 
misinformation over a long period, wl1ich slowly accumulate audiences 
over time. "These pages don't meet the metrics thdt the tool is using. It's a 
concern: if the tool doesn't catch that, they're not issuing corrections, We 

want thei1r circulation reduced." 

We also spoke to Trendolizer, who described 01 process they have seen in 
the Philippiines which mode t he case for Facebook reducing its apparent 
dependency on shares and reach as a measure of virallity. TrendoHzer 
described a common type of death hoax on Filipino sites, where someone 
will make a short vi1deo clip of a real news anchor announcing a cellebriity 
death, for example claiming that Rowan Ati l<inson died in o car occident. 
A real video start s when t ine user clicks play. A vo iceover warns that there 
is a said oinnouncement, then the video stops and a "sensitive corntent 
warning" aippears, seemingly from Facebook. Users are asked to shore 
the video to keep watching. This generates a variation of a URL toking 
users to an ad-ridden page with lots of pop ups - but due to a javascript 
redirect Faeebook sees t lh is as a new URL. This tan result i1n !hundreds of 
different URLs for the same site all going1 viral at tlhe same time, If a fact 
checker flags one, there could be 600 others going - even i1f you flag one 
there are 600 others going viral. Trendollizer says, "By removing the low 
engagement content from the queue Facebook forces fad checkers to 
wait for this type of content to go viral. With Trendolizer we can spot the 
duplicates: ifs like shooting fish in a barrel .'' 

Algorithm transparency 

As well as this, some fact checkers said they see viral content on 
CrowdTangle, which they don't see surfaced by Facebook's fact checkingi 
product, and vice versa. It's not clear whot Facebook's ailgorithrn is 

looking for, or whether it is even looki1ng for the same indi1cators as 
CrowdTangle. Fact checkers would like more transpare rn cy about how the 
algorithm works. 

ful lfact ,org 
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Languages 

The proportion at irrelevant content (such as music videos and celebrity 

news) varies from country to country, but si1ze of languoge seems to pllay 
a role in both volume and relevance. Africa Check's South Africon of fice 

said that there might be a thousand items of content in En91lish at any 

given time, and just 50 items in isiZulu. Africa Check's Senegal office 

echoed this: "Facebook wouldn t understand o claim 111 Wolof [Senegal's 
local language] . Most of the content is ads or opini1on - you can't check i1t. 

We have to manually look for topics to check. Facebook should improve 
the tool in Wolof." Fact Crescendo said that there can be "a lot of spam'' 
in Indian regionall la11guages, and t hat "40-50% of the data in regional! 

languages is unreloted to fact checking," while Factly said, "Hegi1on01I 

languages have a long way to go. We assume· it's 01 priority, as we are 
seeing an improvement.." 

Some fact checkers reported seeing content from other coulitrtes which 
speak the same language (e.gi. another Spaliish ~speaking country). and 

some sai1d they see US-focused content that was not relevant to thei1r 
country 's corntext. 

Othe,r tools 

While most fact checkers' preferred moniforing tools are CrowdTangle and 

Facebook's fact checking product, others include Goo91le Alerts, Brand24. 
Twitter advanced search, Buzzsumo and (paid-for tool) Tre11dalizer. 

Fact checkers would benefit from subsidise-d or fully-paid subscriptions to 

Trendolizer, which con help fact checkers to identify coordina1ted activi1ty, 

as welll as identifying links to content removed by YouTube but still beingi 
shared on the internet. 

Automated claim spotting tools 

Some fact checkers use automated foals developed in house or by 

partners. Full Fact has claim-spotting tools t hat search media outlets, 

some social medi1a accounts, and UK Parliamentary transcripts. 
Chequeada's Chequeabot scans media outllets across t:he country. 

PolitiFact uses CllaimBuster, which delivers a weekly· run--down of 

checkable cla ims which appeared in a transcript or other text. 
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We go into more detail about automation, technolog1y and fact checking 

later in this report. 

Monitoring across platforms 

There is not a consensus on how to monitor whether a claim is appearing 

across different platforms. Misinformation can and does spread from one: 

platform to another; if s common to see the same posts, or versions of 

the same post, popping up iIn multiple places at once, spread orgonicadly 

by users. Fact checkers reported seeing repeated patterns of claims 

spreading from one platform to another in different countries - for 

example, a claim appe·ars first on Twitter, then Facebook then lnstagram, 

or a claim circulating on WhatsApp appears days later on Fac:ebook. 

Sometimes multiple instances of the same message might come in via 

WhatsApp tips, but that same text is nowhere to be foun d on Twitter 

or Facebook. 

Many fact checkers said they do look for identilcall clai1ms on other 

platforms, but as part of the iresemch process rather than as partof the 

monitoring process: finding the· edrliest version of a cloim or photo can 

often form the basis of a fact check. 

Monitoring across countries 

Many fact c:hecketrs raised the fact t hat claims often get translated 

from other languages - somethi1ng that the lnternotionalI Fact-Checking 

Network has reported on.7 For example, in 2019, an anti-va1ccine 

conspiracy theory appeared on Facebook in French a week ofter Polit i Fact 

debunked the same hodx i1n English. Fact checkers saw the International! 

Fact-Checking Net work's coranavirus collaboration as one useh.11 way 

of tackling this challlenge: faict checkers can keep track of what t hei1r 

colleagues are seeing, and get a head start on resea1rch if di claim begi rn s to 

circulate which has already been fad checked in another country. During 

interviews , fact checkers did not seem to see this as the most pressing 

monitoring challenge, but Fulll Fact's survey for this report showed that 
there is a sizable minority- 27% of respondents - who were interested in a 

database of fact checks on clai1ms that cross borders and languages, with 

intem al t m nslation capabili t y. 

186 

7 poynter.org/fact-checki ng/2019/misinformation -transcends- platforms-languages-and-countries- haw- can
fact-c hec kers-stop-it 
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The main online platforms monitored by 
fact checkers 

Facebook 

Facebook is the easi1est platform to monitor, as fact checkers can find 

claims through CrowdTang1le and the fact checking product Perhaps as 
a result of this, as well as the fact that lots of fad checkers are paid by 

Facebook to check content on i1ts plat form,8 many orgonisations focus their 

online work more on Facebook compared to other platforms. 

Facebook's importance doesn't seem likely to change. "Facebook will 
always be there," soys Factly, while Fatabyyano says, "Facebook willl 

continue to rise. People don't lilke to change their habits, and Facebook 

allows you to write and share whatever you want." 

lnstagram 

Many fact checkers including PesaCheck and P·olitiFact recently started 

monitoring lnstagrarn as part of t hei1r partnership with Facebook, after 

lnstagram was added to Facebook's fact checking product queue in late 

2019. These interviewees believe that lnstagram will continue to be an 
important source of cllaims that need to be checked. PolitiFact said, "We 

often see vira ll videos and memes after certain events. Kobe Bryant's 

death drove a lot of conspiracy theories on lnstagrnm. A lot of adults 
see lnstagrarn as a place where influencers sell stuff, but there are a 

lot of political discussi1ons happening there." Full Foct says, "lnstagraim 

marketing nnight become an issue - more politicians wi1II starrt doing what: 
Michael Bloombe·rg was doing [paying! influencers. to hype his campaign] ."9 

But lnstag1ram is hard to monitor, especially for fact checkers those who 
aren't pmt of Facebook 's partnership, Fa1ct11ameh says, "·Twitter is eosy: 

you can just do a text search on Tweetdeck and monitor keywords. We 
don't have that ability on lnstagrnm. You can't intercept stuff because it's 

visual, and you can't search URLs because of the design. Stories are also 

a bit frust rating [they disappear after 24 hours]I. But at the same time, i1t's 
very populair." 

8 facebo o k.com/busi n ess/hel p/18222 23092 3 0722 

9 eng□ dget.com/2020/0 2/13/m i l::e-b I oo mberg-i nst□g mm -□d - camp□ ig n 
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Some fact checkers said that they would like to hi1re more staff so that they 
c:an monitor lnstagmm better: moni1toring Facebook fairlly and thoroughly 
is a huge task i'n itself. 

Separately to this. many said that visual search capacity would help them 
to monitor lrnstagram better. 

WhatsApp 

The main way fact checkers monitor WhatsApp is through reader 
sugg1estions. Some interviewees explained that the volume of messages 
involved has been d1alllenging. At the hei1ght of Spain's 2019 ellecti1ons, 
Maldita.es received a WhatsApp t iip every 30 seconds, ending ILlp with 
a huge pool of potential claims to trawl through and select from. In 
Colombia, La Silla Vada had to cllose down it:s WhatsApp hotline after 
being overwhelmed with reader requests. People who had sent in requests 
became annoyed when they got no reply, and atthe t ime Lo Silla Vada 
didn't have the capacity ta marnage a fast growing community. 

As a closed platform, WhatsApp i1s hard to monitor, leaving fact checkers 
heavily reliant on user tips. Far those that toke reader tips, looking 
through requests is a time-consuming process. Fact checkers descdbed a 
painstaking manual process of looking1 through a mass of tips on a phone, 
copying them info a Googlle Doc, and manually classifyi1ng messages to 

identify repeat cloiims arnd prioritise them for selection. Aos Fatos says 
it is "a very human process, not automatic: it's very diffftult to monitor 
WhatsApp systemotically". 

Pe-saCheck ran a project looking at misinformation circullatingi on 
WhatsApp and Telegram.10 They received about 300 or 400 WhatsApp 
tips each mornth while the project was running. Researchers colllected the 
messages manual lly and put them in a Google Sheet, i1ncluding1 de·tailed 
information about the messages such as when they were sent, the 
language arnd the country they originated from. The. reseorchers were 
able to i1dentify trends and get a feell for what type of misinformaUon was 
circulating1 on WhatsApp - such as health and security c::llairns - but this 

system was not fast ernough to function as a daily monitoring method. 

10 pesach eck.org/spotti ng-a nd-stopp in g-fa I se-informatnon -on-messaging-platforms-7e 3f 6 bed3d e2 
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How Covid-19 has changed the way fact checkers 
monitor WhatsApp 

Si1nce we conducted the interviews for this report i1n early 2020, the way 
fact checkers monitor WhatsApp has evolved. Fact checkers have seen 
an increase in requests, with Moldita.e·s receivingi between 1,500 and 
2,000 rea1der requests per day, Aos Fatos receiving 1,550 requests via 
WhatsApp in just one week irn March, and Chequeado receiving 70°/o morre 
WhatsApp requests than it usually receives each day.11 Paynter reported 
that allmost half of the claims foct checked as part of its CoronaVi irusFacts 
alliance came from WhatsApp.12 

Mearnwhile, WhatsApp has responded ta the pandemic and surrounding 
information crisis with girants for fact checkers to build community 
management tools which might be permit ted to connect to WhatsApp's 
API, and by opening its API so that fact checkers can conrnect customer 
relationship mandgement software and introduce WhatsApp chatbots to 
their working processes. To dote, WliatsApp (both the Business App ond 
API), is connected to 47 fact checking organizations in 26 countries around 
the world.13 Wha1t:sApp also lists more than 40 fdct checking organisations 
on its FAQ poge, where it encourages users to "doubl1e-check information 
with these officiail IFCN [International Fact-Checking Network] Fact 
Checking Organizations".14 

During interviews, fact checkers such as Teyit and Maldita.es originally 
describ,ed the process of manuallly gathering re·ader requests from 
WhatsApp as "hard work for our engagemernt editor" and "a waste of 
journolists' time". 

Three months on, many fact checkers have been granted access to 
WhatsApp's API. which has heiped to reduce the amount of journalist 
time that needs to be devoted to processing redder requests. Mlaldita.es 
said, "Duri1ng the first month of the Spani1sh lockdown we rece ived 1500 
ta 2000 messages a day and at that point it wa:s absolutely impossible ta 

11 poynter.org/fact-checki ng/2020/the-dem and-for-covi d-19-focts-on -whatsap p- is-skyrocketing 

12 poynter.org/fact- checki ngi/2020/the- dem ond-for- covi d-19-facts-on-wll otsap p- is-skyrocketing 

13 faq .whatsa pp.com/genera 1/ifc-n-fa ct -ch ed<ilng- organ i 2.at ions- on-wh atsap p 

14 faq.whatsa pp.com/126 787 9 5 8113 983 ?lang~nb 
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manage - p lus moving the Whatsapp phone from one house to another 
under lockdown". 

Aos Fatos has launched a chatbot called Fatima on WhatsApp, with a 
focus on faict checks about Covid-19. 15 Aos Fatos says, "The bot hasn't yet 
eliminaited or even reduced the manual work on the transmission list: on 
the contrary, we've seen an increase in requests for registration to receive 
articles and send suggest ions in our existing whatsapp cha rn nel." Aos 
Fatos said its subscriber base grew by 44% between 24 March and 18 
May, reflecting increased interest from Bmzilians for reliable information 
about the pandemic. Malldita.es allso ha1s chatbot up aind running, which 
h□1s reduced the resources needed to monitor What.sApp. 

Twitter 

Many fact checkers also monitor Twitter for misleading information, 
depe·nding on how popular the platform is in their country. Twitter is often 
seen as an m:celeration platfo rm. Full Fact says, "If it's on Twi'tter it metms 
it's more pressing and we need to giet it sorted", while Fact Crescendo says 
often, "Misinformation starts on Twitter and spreads to other platforms.'' 

Most fact checkers monitor Twitter via advainced search and on 
Tweetdeck, using keyword searches □1nd buillding lists, and also look a1t 
what readers are sending in via Direct Messages. A few fact checkers said 
that Twitter's removal from the CrowdTangle dashboard in September 
2019 was a loss os it means they have to monitor Twitter separately. 

Other websites and apps 

In the Philippines, Viber and Fa1cebook Messenger are much more 

important than WhatsApp. Rappler spots a lot of claims circulatiing 
through Messenger, espedai lly during big events like the recent volcanic 
eruption aind coronavi rus pandemic. Rappler relies on readers to send 
screenshots and tips, as all these messaging apps are closed platforms. 
making them hard to monitor. 

Factly and Fact Crescendo receive t ips in local lainguages or from local 
regions which have be,en shdred on Shorechat and Helo. Politi Fact has a 

1 5 aosfatos.org/notici as/com -foe a- na- pandemi a- aos-fatos-la n co -raba-checadara -fati ma -na-whatsa pp 
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partnership with Mediawise to monitor TikTok, and also monitors 4Chan 
and Reddit from time to time to spot cross-pllatform pollination of claims. 

With more capacity, Full Fact would like to bra nch out to monitoriing 
Pinterest which despite its early action on anti-vaccine content16 seems 
to have a potentia l! problem in it s recommendation algorithm. Fulll Fact's 
fact checkers describe how the algiorithm has takern them from pirns about 

60s hairstyles onto 9ill conspirndes, or from recipe pins to content about 
alkaline diets and home contracepti1on remedies. 

More specialist platforms ore also of interest. Mumsnet a website for 
parents in the UK, is allso seen as a potentia1lly rich seam: Full Fact's fact 
checkers have seen health misi1nformation reloted to pregnancy and 
childhood hea1lth, such as claims about the flavour of radox indu1cing 
labour and giving vitamin K injedilons to babies to prevent blood clots . 

Platforms to monitor in future 

We asked foct checkers what plotforms they thought would be important 
to monitor more in future. The majority said that existing platforms 
such as Facebook and lnstagram would cont i1nue to be important. 
Other platforms such as TikTok, YouTube, and WhatsApp were seen a1s 
increasing1ly important sources of misinformation. There were a1lso region
specific platforms which fad checkers thoug1ht would become i1m:reasingly 

important to monitor. 

In some countries, fact checkers predicted that TikTok would need to be 
monitored more: Africa Check says, "We know misinformation i1s spreading 
there", while Aos Fotos sees it used among younger people in Bmzil. Fact 
Crescendo says. "TikTok is gai1ning new followers foist and there are lots of 
influencers on it." 

On WhatsApp, Factly said it. "could remain private but very easily 
introduce a report feature," while Rap pier believes that You Tube will 
become c bigger source· of misinformation as the internet in the Philippines 
gets cheaper. 

Other platforms mentioned as possiblle future sou rces to monitor indude·d 
Telegram, Helo (owned by TikTok's current parent compainy Byte Dance 

16 newsrnom .pi nterest.com/en/post/bring i ng-authoritative-vocci ne- resu Its-to- pinterest- ,ea rch 
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Ltd), and Sharechat Fact Crescendo believes that a new crop of 

platforms mig1ht appear followiing crackdowns on existing pllatforms. "If 

Focebook stops people from disseminating misinformation, they'll move 

somewhere else". 

How fact checkers select clai'ms 

Once monitoring is complete, the next step is to select a claim to 

investigate. Selection is done independently by fact checkers within the 
Facebook partnership. Facebook does not discuss selection choices with 

fact checkers or contribute to editorioll decision moking1. 

The first and most obvious considera1tion is whether a claim cam be 

checked. Within Facebook's fact checking produd and among1 reader 

requests ore a lot of opinions or commentary articles that foct checkers 
can't verify. Sometimes data or evidente isn't available for certain topics, 
or is of such low quallity t hat it isn't usable. 

Every organisation we spoke to was able ta clearly articulate its selection 

criteri1a. Nearly all of these triteria prioritised potential for harm. Questions 

fact checkers ask themselves about harm include: 

If someone believed a claim, whait damage could i1t cause to their 

and others· health, lives or finances? 

Could the claim threaten demacmtic processes or 

minmi1ty groups? 

■ What is the implicotion for public discourse and na1tional security? 

■ Who and how willl this claim hurt if people believe it? 

■ Is life a1t risk? 

■ Does t he claim rellote to an urgent si1tuation (e.g. floods, bombings) 

a11d require a quick response to stop the misinformation from 

exacerbatingi that situation? 

Same fact checkers highlighted the need to ma1intoin bollonce, start ing 

with a balanced approa1ch to monitoring, and oiiming to lead to a ba1lanced 

pool of possible claims to check. 
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Virnlit y arnd reach are importaint, but a1lmost all the fact checkers we 
interviewed hod a skeptical view of vira llity and how to define it. Shares 
and views are seen as a good indicat or that lots of people have seen 
something, but these numbers coin also be gamed. Rappler sees this 
frequently fn the Philf ppines and countera1cts ft by mon[ttoring sharfng 
activity by accounts it has previously identified a1s real people. The focus 
on virality by sociail listening tools often thrnws up false positives, such as 
news stories that are popular and accurate, 

Fact checkers tend to see two forms of virality: a single item of content 
getting thousands of shares or views, or many instarnces of the same 
or similar claims popping up with smalller share numbers (e.g. less than 
one hundred). The second type of viral content is harder to identify on 
Facebook's fact checking product, which does not consider t h[s type 
of vi1rality. 

Here are a few of the wa1ys fact checkers consider reoch and virality as 
part of their selection criteria : 

■ Number and speed of shares on social pllatfmm 

■ A pi'ece of content has reached a threshold of engagrement {e.g. 
3,000 retweets, S,000 shares, 1,000+ reactions or comments) 

■ A claim is getting reported fo the WhotsApp tipline multiple times 

■ The publisher je.91. page or occount) has lots of followers 

Other considerations included the meed to avoid amplifying content that 
was neve,r destined to ga[n w idespread attention ~ such as shockingr 
claims which only h01ve 15 likes, or single WhatsApp user tips - and 
consideri rn g whether a fa1ct check will add urnnecessary coverage to a news 
story, or help to clear up confusion. 

Finally, fad checkers talked about the need to meet month ly targets, for 
example for their f ·ocebook partnership, which ca n make straightforward 
claims attractive. 

Other selection criteria include whether the topic might be interesting 
to the audience and help to draw in new readers. or whether a topi1c 
fits a focus (for example it could be part of a project about vaccine 
misinformation}. Sometimes, daiims might be ruled out because they are 
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not checkable within the fact checker's political climate, or there's a lack of 

data available against which to compare the cllaim. 

Summary of main monito,ring and 
selection challenges and possible solutions 
There are strategic challenges to monitoring, such as maintafningi 

balance whern a divisive publilc figure 1s disseminating huge quantities of 

disinformati1on, or when ogents of misinformatiorn develop new toctics to 
adapt to the efforts of foct checkers and internet companies. 

PolitiFact says, ''We spend so much time checking President Trump:. he 

says so many incorrect thing1s. It's really eaten into our t ime and ability to 
check more normal statements. When you hove a lleader who fabrkotes 

to the extent that Trump does it's very hard to deal with. It's exhausting 

people's capacity to discern." 

Pesa Check soys that the trickiest port of monitoring is uncovering claims 

from people who've found "creative ways to hide." While they initially 
caught people "off guard", now PesaClieck's monitoring researchers "have 

to do more work to find false claims and get people to talk to tliem". 

There is no q 1U1 ick fitx to these types monitoring challenges, and as 

Polit iiFact points out, "the response needs to come from many parts of 

society." But tliere are ma li1y areas where technology and tools could help 
fact checkers to monitor faster, more fairly, and more thoroughly. 

Volume and r'C:: levance. Fact checkers must parse and discard 
huge amounts of irrelevant i11formatio11 from different sources, 

dif ferentiating opinion from claim and sometimes encountering! 
di1stressing or dehumanising images and text. Internet companies 
should continue to develop Als for identifying claims, and offer 

a standardised way of evaluating this technology that will 

prnbe different kinds of claims, topics, languages, formats, and 

dif ferent politi1cal, media, and cultural contexts. Grant malkers 

should consider offering funds specifically to increas.e monitori·ng 

capacity, especially as sources of mi1sinformation increase along 
with new or increasingly popular communication plat forms. 

■ Overemphasis on virality. Content surfoced by ailgorithms wit h 
high engogement may not necessarily be checkablle, and a focus 
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ful lfact .org 

on high engagement does not capture low-engagement but 

widely-posted claims. Sometimes reporting i1s gamed. Monitoring 
systems should highlight low-engagiement but widely-posted 
claims, and work with fact checkers to increase emphasis 

on claiminess as well as virol ity, and to continue to weed out 

attempts to game or manipulate reporting. 

Audi1enc.e requests. Fatt checkers receive too ma 11y audi1ence 

requests to respond to individual messages,. and the manual 

la1bour required to copy, paste ond a1nallyse audi1ence requests 

is repetitive and time consuming. WhotsApp, should continue 

to open up its API to enable fact checkers to connect customer 

relationship managiement software and automate some aspects 
of working with audience requests. 

Monitoring YouTube. There is no tool to monitor trending content 

on YouTube, and identifying claims withiin videos is a difficult task 
requiriing strong editorial judgement and t ime. You Tube shoul d! 
create a public-facing tool usi rrg existing systems to surface 

popullar videos, videos reported as misleading or inaccurate, and 
multiple vers ions of the same, video being posted from different 
accounts (including with llow engagement) , 

Image searching ., Searchingi by image or video stills raither tha11 

text is in early stages. Thi1s means it is hmd to search l11stagrarn 

or find matches for visual claims. CrowdTangle and i1ntem et 

pllatforms should continue to develop image and video-searching 
capabilities and a1im to release products or updates responding 

to fact checkers' need for visual search technology as soon 

as possible. 
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esearching, ~iting 
___ rnd reviewing=a 
_ _ _ ·a-ct check 

The International] Fa1ct-Checking Netwolik's, Code of Principles states 
that fact checkers must publiish thei1r method online,, although it is up to 
assessors and the International Fact-Checking Network to determine 

what is a sufficient level o,f detailP Facebook and other internet 
companies are not invollved in assessments, and no interviewees 

reported interference by an internet company i'n the research,, writing 

and editing process. 

The principles of monitoring and verifying online claims are fundamentallly 

the same os those for checking statements made by politicians ahd public 
figures - such ais transparency of sources, providing links to evidence, 

political bolaince - but the practicalities diverge. 

Overview of the research, writing and 
., 

re:v1ew process 
Credible fact checking is a meticulous, time consuming, deliberate, 

professional process. While rnost fact checkers we spoke to did not have 
a detailed written methodollogy for checking online claims, oll were readily 

able ta talk through the main aspects of research, writing and edi1ting. 

There ore many siimilarities across organisations and notional contexts. 

Every fact checker we spoke to had a review process involving at least 

one other editor checking the quality of evidence, logic of argiurnent, 

clari1ty of prose and politi1cal bolonce. Most use Google Docs ond Slack as 

part of a collaborative workflow, regmdless of whether they have remote 

workers or not. 

There are also many differences in the ways fact checkers research, w1ri1te 
and review fact checks. Some of these are, down to national context 

in some countries, doto1 is theoretically public but in practice has to be 

17 if en cod e□f princi pie,. poynter.□rg/know-more/the-comm i1tments- of-the-c□de-of-princi pies 
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requested from slow-to-respond government agencies; in others, data 

is promptly published onlirne in well-presented formats. Orgianisations 
hove different types and levels of checks irn place, ranging from up to 
six layers of editing to a voti1ng system where a minimum of four editors 
must approve a draft. Some organisations' directors are involved in the 
editing process daily, whereas in others the director is only involved for 
controversial topics or tricky fact checks. 

Below you can see how frequently interviewees specifically mentioned 
ce ' as .... ..,. .............. bf· 

Check for existing fact checks o-f tlie same claim (20%) 

Identify source of claim (40%) 

Consider motivation (10%) 

Attempt to contact claimant (40%) 

Look for evidence (100%) 

Assess qua11ity of primary sources (10%) 

Contact press offices a1ndl data institutes (10%) 

Write draft (100%) 

First edit (100%) 

Editors read on1d vote on draft (10%) 

Second edit [100%) 

Phon1e call between wri'ters cmdl e.ditors, to discuss rating (10%) 

Extra steps whi1ch are taken when needed include, using freedom of 
information requests, contacting international colleagues, or seekingi 

expert input 
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How fact checkers treat the source of an 
online claim 

4/24/2023 

Many, but not all, fact checkers reo1ch out ta t he person who created 
or shared the claim. Although this can have a negative impact on tlhe 
timeliness of publi1shing a fact ched< (an early fact check con help slow 
down the spread of a claim}, the majority of interviewees believe it is 
important to attempt to corntact claimants. Aos Fatos says, "Our protocol 
is to try to reach them", while Ellinilka Hoaxes sees it as 011 "extremely 

important" part of the process, as a claim con be ambiguous or interpreted 
in different ways. 

Genemlly, the fact checkers we interviewed make a distinction between 
private citizens and public figures, and only identify the lotter. There is a 
difference bet ween someone with a few hundred followers who posts ari 
inaccurate imoge w hich accidentally goes viral, and mi1sinformers who 
repeatedly shore fo lse information. Full Fact tends towards "giving people 
the benefit o;f the doubt ", and Politi Fact and Africa Check try to avoid 

public shaming. Teyit and Aos Fotos redacts user names,. saying, '1We take 
na1mes off when we produce .sacioll medio cards ta protect privacy.'' 

However, almost all fact checkers see identifying the source of a daim as 
the key to fact checki1ng it. Africa Check in Senegal descrfbes identifying 
the source as "50% of the work", while Full Fact says it is "Number ll" in 

the process. Fact Crescendo says, "Once the source is known, you ca n 
easily debunk a piece of misinformation. You can see w here the past 
travelled and how it propagated." PesaCheck describes the source as "an 
important starting point- it helps you understand who to reach out fo for 

dariification". Knowing the history of a public figure - for example if they 
ha"Ve· made a lot of inflammatory statements - "helps us know what tone 
to take." 

Sometimes; though, i1t is not possible to find the source of a claim - for 
example virall posts which pop up i1n multiple places, or posts from 

WhatsApp. Mlaldita.es says, "Most of the misi1nfarmatiori we check starts 
in WhatsApp. Sometimes you can guess whose agenda i1t is, but you can't 
track the source down." Dubawa says, "We usually prioritise identifying 

the source, but because of haw misinformation morphs irt con be reallly 
difficult to trnck." 
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We fi•ke to find the source to under"Stond intentions onid help rea.ders 

judge w hether to believe it. - Dubawa 

Intention is hard to prove, but fact checkers do look at what motivation 

someone might have for sharing or creating a post. Fu ll !Fact described 

checking an apparently-straightforward post parodying Extinction 

Rebellion. 18 Later, the fact checker found that the account t hat liad posted 

it was 01 white na1tionalist group: context which readers may wont to help 
them judge claims. ''A source can give vital context ~ people hide behind 

claims", says Full !Fact. Another example is Russian Internet Research 

Agency operotives posing as Black Lives Matter adi1vists to drum up a civil 
unrest narrative dudng the 2016 US Presidential election.19 

On other occasions, fact checkers discover that the shari rn g of 
misinformcrtrion is less intentionally deceptive, or at least more complex. 

Durfng the UK 2019 election, a picture began fo circulate of a ch ild on 

the floor of a hospital.20 There were occusations om Twitter thot the 

Conservative party had bought bots to spread counter-stories claiming 

tha1t the picture was staged. When Full f ad reached out t:o some of these 

'bots', they found that these accounts were actually a combinat ion of older 
users sharing the Conservative message, as well as some anti-government 

users who were pretendiing to be bots. 

Tracing the origin also reveals where a post has trovellled and how it 
propagated, which can add ll.lseful context for both fact checkers and 

readers. Some fact checkers. such as Animal Politico and Rappler. follow 
the rdbbit holle dowri to estdblish whet her there is 01 coordinated net work 

behind a pi1ece of misinformation. Anirnall Politico says, "During the 2018 
elections in Mexico, we found a large network of IFacebook pages arnd 

WhatsApp groups run by the same people, posti rn g at the same· time". 
Animal Politico says it had to debunk claims from this network several! 

times before Facebook took it down. On the process of identifying 
networks, Rdppler says, "What if they got it wrong multiple times after 
being fact checked, and seem to be aided by a gro ll.lp of other pages - who 

18 ful lfoct.org/online/E xtinctio n- Rebell ion-Sticker 

19 comprop.oi i.ox.oc .u k/wp-content/uploads/sites/93/2018/12/Appendices-for-The- IRA-Social- Media -and
Political- Polarization .pdf #page= 17 

20 ful lfoct.org/online/LGl-ph oto-boy-focebook 

ful lfact .arg 

199 

35 

191

OBTAIN
ED BY AMERIC

A FIR
ST LEGAL FOUNDATIO

N THROUGH LIT
IG

ATIO
N



FL-2023-00013 A-00000598454 "UNCLASSIFIED" 4/24/2023 

CHALLENGES OF ONLINE FACT CHECKING 

is behind those pages? The same people? Are they connected? You have 
to go beyond the speci1fk cllaim ~ sometimes it's obout the message or the 
target." As on example, Rappler described their investigation into how 
the Marcos family paved the way for theiir return ta power using tmgeted 
disinformation aciross a network of websites, socfal media accounts 
and influencers.21 

The review process 

Senior or managing editors in mast fad checking organisations review 
the credibility, quality and sufficiency of evidence used in a fact check. 
The editor looks at the droft from multi1ple perspectives ond removes any 
bias they see, and considers possible misinterpretations ta avoid backlash. 
Factly says, "We don't want to ascribe motives to people. Acceptance of 
fact checking will be greater if we are perceived as neutral ," Factnameh 
says that the reviewer sometimes has ta ploy devi1l's odvocate, puttiing on 
"the hat of someone who wornts to dismantle t he fact check, especially 
if there's anything political in there, I say to my colleagues, 'If I really 
don't want to accept your fact check, you have to convince me'. It has to 
be watertight." 

Editors also review longuoge and writing style. Some., like Africa Check, 
hove a style g1uide. Others make an effort to breo1k awoy from journallistic 
norms withi1n their country -for example, "the tradit ion of beiing a bit 
ambiguous" in Iran, or the formality of language used by much of the 
media i1n Spai·n. Foctnameh says, "We try to talk as i1f we're explaining it 
to a fri1end. It's informal. A lot of fold checkers do tlhis to step away from 
the elite." Moldita .. es says, ''We're adldressi1ng people that aren't regulm 
readers of the medi1a. To read our work you don't need to have to have 
hi1gh education levels. We waint to be understood by people who've been 
working for 16 hours. Sa we write in the same way we tolk to our friends 
in the boir." 

Editorial materials 

Many fact checkers hove Ori established st ructure or templlate for drafting 
articles. Fact Crescendo soys, "We don't want people left guessingi or 
wrongily assuming that a claim is true, so we use an inverted pyramid, 
starting with what's beingi spread, what is being claimed, and why it's 

2 :ll rap pl er.co m/n ewsbre□k/i nves ti g□tive/24 52 90- ma rcos-networked- prop□g and□ -social-med i □ 
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wrongI. We keep our methodology simple, saying how we searched it on 

Google, and what keywords we used ~ then a clear conclusion." 

PesaCheck asks writers to answer five questions: 

What is the daim? 

■ Where was it published? 

Who was i1t made by, or to wham do we attribute it? 

■ Why is it deserving of a full fact check? lls it something that could 
lead to re,al world harm that can be, avoided by fact checking it? 

And what impo1ct will1 foct checking hove on public conversation -

will it just create more buzz and confusion? 

What is the verdict? 

Chequeado has 0In eight step methodology for fact checking 

misinformo1ti'on onlline, developed in coll1abo1ration with othe·r Lotin 

American fact checkers and First Draift during a conference in 2019:22 

Select suspicious content from the social rnetworks thot 

me monitored 

Weigh its relevance 

Consult, when identifiable, the origiinol source 

Consult, if identifiable, those involved in/affected by the 

misinformation 

Consult the official source 

Consult olternative sources 

■ Give context 

Confirm or deny the content 

PalitiFact has five standard questions t hat a fact checker ainswers as part 

of the resea1rch and writing process: 

What is the cllaim? 

22 chequeado.c□m/metodo/ 
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■ Where was it published? 

■ Who mode t he claim? 

■ What's the significance? (This covers potential for real world 
harm 01s well as the possible impact on publlic conversation of fact 

checking the cla1im - sometimes a foct check might just be a1dding 

to buzz and confusion.) 

■ What is our verdict? 

202 
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Skillls and training for fact c:hec:kJng 
online c1;aim1s 
Sodal media claims vary in terms of topic, format and source. From one 
day to another. a fact checker might checl< text posts, videos, images or 
audio clips prese11ting fobdca1ted quotes, bog ll.Jl s cures or overblow11 claims 
about the performance of the government Thi1s requires l<nowledge of a 
wide range of tools a1nd source·s as well as human, judgement, curfosity 
and determination. 

Each piece of misinformation is different - you need different 

databases, sources. - Animal Politico 

The ideal profile of an online fact checker 

In general, journalism schoo,ls do not: teach students basic onli11e 
verificotion techniques such as reverse image searchi1ng. Experienced 
journolists do not necessarfly !have the skills to do online fott 
checking, either. 

This means fact checkers have to learn a lot when they start chedUngi 
online cl ai ims. Full Fact says, "Traditional fact checking i1s a lot more 
statistical, you use datoba1ses and you have a clear operating ground. 
Wfth internet fact checking you need a sense of humour and willingness 
to jump in headfirst - but also to take claims seriously."' Politi Fact's online 

fact checker says, "I originally had to leairn a lot about datasets and how 
to reach out to campaigns ~ and in turn had to teaclh my colleagues things 
like fotoforensics or how to find the original of a tweet screenshotted 
to Facebook." 

lmpartiali1ty i1s widely seen as the most important trait in a fact checker, 

and was sometimes linked to lhumiliity by interviewees. !F act Crescendo 
says, "We ha1ve to work to ove11come our biases. Biases exist i1n every fact 
checker. We verify first. then form an opinion." Ellinika Hoaxes says, "The 
notion of impartia1lity is sometimes mew. We should n't express emotions 
or opinions." Maldito.,es says, "Anyone who wanted to become o journalist 
wants to win a Pulitzer. Every journalist has issues with their ego and the 
way they perceive themselves ornd ideos. Whe rn you're a fact checker that 
needs to change: you need to lo,ok at whatever you're checking from a 
different viewpoint." 
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The skill set of an online fact checker i1s varied. Here's what many fact 

checkers wi1II be able to do after several months on the j1ob: 

■ Identify text-based and non text-based claims - e.g. which part of 
a meme is being checked. 

■ Spot when an image hos been foibricated or manipulated and find 

the ori1ginal. 

Identify edited videos. 

Search screenshots from videos to identify the original source. 

Construct effective keyword seorches. 

■ Find and use basic statistics such ais international population 

figures or voter registration data. 

■ Spot psycholog1ical trkks that attempt to elicit certain 
a1L1dience reactions. 

■ Look beyond individual cla ims to spot patterns and l1earn how 

misinformers operate. 

Quickly interpret new online environments and judge 

their credibility. 

Online fact checkers have ta be flexible and open to any lkind of resemch. 

Full Fact says, "the scope of informatiorn is almost infinite.: we have a wide 

range to operate in." One day, 01 fact checker could be searching ol1d court 
case notes or verifying whether a video contains lightning. The next day 

might involve reaching out to on ex-politician who aIppears in a photo from 

the 1980s to verify who is starndiri g next to them in the photo. 

Tra1ining fact: checkers to check 
online claim1s 
Several fact checkers described their establi1shed training systems for new 

staff or interns. 

Teyit: training interns to change the ecosystem 

Teyit's training for interns begiins with treading trainslated research, 
Teyit's own reports, and experts' articles on information disorder and 

misinformation. This collection of information is called the TeyitpediaI. 
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Then, interns give a presentation on what they understo1nd about 

misinformation, how Teyit totkles it, and their own ideas for tackling i1t. 

After a week, interns me assigned simple foct checks, graduating to 

hairder and more complex claims which require more than simple reverse 
imagie searches. 

Teyit has a dotabase of over 200 tools with descriptions of their uses 

which is shared with new staff and interns when t hey join, including 

intemal t rnining videos. Interns are taught how to use Wordpress and 

encouraged to try using a wide variety of tools. Teyi1t also encourages 
people to pick up the phone: "When they're a little bit introverted, they 

don't know how to get reactions from people." 

Teyit says, "We want to cha1nge the media1 ecosystem. If our intem s go 
onto a job in the media they have these skills and can transform the·ir 

workplace too." 

Fact Crescendo: fifteen days of induction 

Fact Crescendo gives new editorial staff a fifteen day structured training 

induction. It covers: 

■ Tips on how to spot foke news: crit i1ca1I thinking, looking out for 
emotiona1I appeals, incomplete details, etc. 

Brief introduction to International Fact-Checking Network's code 

of conduct and policies. 

■ Basic tools to analyze content: Simple tools such as reverse 
image, a1dva1nced Google Search, twitter search, transllator, etc. 

■ Monitoringi tools such as Crowd Tanglle and Tweet Deck. 

Like Teyit, Fact Crescendo maintains a list of toolls which is regularly 

updated ond is used by new aind existing fact checkers. 

Fatabyyano: competition to join the team 

Fatabyyano has five volunteer team rnembers. People must enter a 
competition to join the team. Such competitions can invollve up to 50 

people checking iinformation as quickly as possible. Fafobyyono says. 
"They have to be able to read English, use basic tools such as 11everse 

imagie search, and write a short draft of a11 article. Later we cont inue fo 
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train people depending on which team they join. But everyone joins with 

bas[c skills." Research happens within o Focebook group: "We do all our 

research in front of our members so that everyone can learn from each 

other and correct any mistakes." 

Evide.nce·: tools, we.bsites, and access to 
data and i'nstitutions 

Tools and websites 

Fact checkers mentioned a wide range of tools that they use primarHy 
in research, ro1ther t han monitoring. These we.re the most frequently 

menti'oned in interviews: 

Se-arching 

■ Baidu search 

Bing seorch 

Google advanced search 

Twitter advanced s.eairch 

■ Faicebook Graph Search (not currently operating - foct checkers 
want this to be reinsttated) 

Video and imog1e verification 

ful lfact ,org 

■ Amnesty video verification too l 

■ lnVid 

Google reverse image search 

■ RevEye 

Tin Eye 

Y01ndex Reverse Images Search 

Fotoforensics 
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Archiving pages or locating1 previously-archived pages 

■ Internet Archive 

■ Archive.is 

■ eyeWitness 

Evaluatingi web pages 

■ Website Informer 

Who.is 

CrowdTongle Chrome extension 

Other 

Google Dataset search 

■ Google Translate 

News agencies 

Newspaper archives 

Accessing and using public data 

4/24/2023 

Fact checkers use a wide rnnge of data to check onli,ne claims, for 

example international! sources such as the World Bank and the World 

Health Organisation ,. notional stat isti1cs bureaus, data produced by NGOs, 
data obtained through free·dom of information lows, airchives and legal 

documents. Access to data1, quallity of data and publication formats vary 

from country to country. 

Governments.' impact on the acc:essibili'ty of information 

In 2012, Brazil 's Congress passed a I01w creating rules far access to 

public information in Brazil. Aas Fotos describes the changie after 

Dilma Rousseffs iimpeachment. "[The low] functioned well, with some 
irregularihes, until the government turned 01fter the impeachment 

in 2017. Then it became difficult to obtain informati1on. People don't 

respond on time. there ore delays in delivery, peoplle send us information 
tha1t's incomplete." 
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In Ta1nzania, the government came out against fact checking, soying that 

the only data thot is usable and should be referenced is government dato. 
Fact checkers were bainned from collecting their own data. PesaCheck 
says, ''We had to move away from public finance claims to things related 
to health and education. as the government doesn't mind sharingi daita on 
these topics so much," 

In India, getting hold of data varies from reg1ion to region. Fact Crescendo 
says, "Getting hold of governments i1n a country as big as India con be 
hord. We're many bi1g countries rollled into one." Government statistics 
are published on line, and Factly says there is a culture of data sharing at 
a national level. However, such a uniform data1 sharing cullture is absent 
at the regional government level. "If something is not publlished, it's hord 
to procure'', a1ccording to Fact Crescendo. Factly echoes this, sayirng that, 
"When misinform□tilan has a local context, sometimes it i1s very di1fficult to 
find relevant data." 

Government programmes and interventions dre shrouded in secrecy 

and you can't find out the numbers, especioHy when people in 

government are beneficiaries. We can't toke their word for it. - Duba1wa 

Many fact checkers, includingi Teyit, Maldita.es, La Silla Vada, described 
using their country's trarnsporency acts, sometimes successfully, but 
always with the result t hat i1mportant fact checks are delayed by 
months, When Teyit uses freedom of information laws, they are ofte11 not 
successful. "When we request important data they say something li1ke, 'For 
this kind of data we would have to do further research, so we can't answer 
your que·stions"'. Rappler has also experienced this type of brnsh-off from 
authorities in the Philippines: requests for information are sometimes 
denied, with the reason that the request wa1s not specific enough. 

Bad quality, inaccuraite or incomplete public data 

Even where data is accessible, it is not always good quality. South Africa 
hos an independent statutory statistilcs body, but it still hos flaws. For 
example, Africa Check says, data isn't always up to dote, so some cla11ms 
can't be fully refuted. La Silla Vacio agrees that qua1lity is more challenging 
than occess. "We're better off here than nnost countries because there's an 
understanding that pl!.l1bli1c data is public, but sometimes it's not easy to get 

ful lfact ,org 

208 

44 

200

OBTAIN
ED BY AMERIC

A FIR
ST LEGAL FOUNDATIO

N THROUGH LIT
IG

ATIO
N



FL-2023-00013 A-00000598454 "UNCLASSIFIED" 4/24/2023 

CHALLENGES OF ONLINE FACT CHECKING 

hold of data. Even people in government can't access it- because it wasn't 
stored prnperlly.'' 

Dubawa says t hat population figures aren't accurate. "The last census 
was in 2006 and people contested the credibility even of that. So we 
do a lot with that data. but we really questi1on its trustwort hiness." 
In Jarnuary, Aos Fatos fact checked a cllaim about whether President 

Bolsonaro had appointed an actress as cultural secretary who was also 
receiving a pension (a privilege based on her status as t he daughter of 
a military official). Aas Fatos a1ccessed a Ministry of E:conomy database 
which contained all the names of people receiving a pension and coulld 
not find the actress there. However, it later emerged that the databa1se 
was incomplete, ornd the governmernt reoched out wit h new information. 
Aos Fatos had to remove the article and apologise. 23 "You cannot blindly 
believe on official database," they say. 

In the· Philippines, a lot of information and dato requested under freedom 
of information policies takes time to produce, process and release. Even 
then, answers are not necessmily relevant to the infonnotion fact checkers 
ask for. For example, when Rappler was fact checkingi a cloirn about the 
government's building infrastructure programme, it took months to get a 
list of the projects thot were supposed to be part of the programme. "To 
this date we don't have start and end dates," Rappler says. Sometimes the 
statist ics themselves me not even correct. "Dato on government budgets 
and crime statistics are really debatalble." 

Accessible formats: PDFs a1nd nati'onal statis.ti'cs portals 

When fact checkers do manage to obtain information, it is often sent in 
formats that me difficult t:o use. Whether this is intentional m mot, the 
effect is that it slows down the publication of fad checks, sometimes so 
tha1t publi1c attention has moved on so the topic is no longer rellevant. 

Rappler and Dubawo both descdbed being sent hug1e PDF filles running 
to "thousands of pogies" in the course of an online fold check, from which 
it is hord to extroct the data. In Spoin, Maldita.es has also experienced 
problems with datasets published irn inaccessible formots. "A dataset 

2 3 a osfatos.org/noticias/correcoo- reg 1 no-duarte -recebe- pen sao -por- ser-fi I ho-de -militor-mos-de-r-68-mil
nao- r-20- mi I 
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might not be made available so you cain't analyse the information. You 
often get a PDF:· 

In the UK, fact checkers have good access to data, aind datal is increasingly 
published in dccessibl1e and machine readabl1e forma1ts. Statistics are 
produced independently and overseen by 01 body that operates at 
arm's length from the g1overnment. called the UK Statistics A t.11thori1ty. 
However, fact checkers still experfence accessibilfty issues on certain 
topics. For example, during a fact check about voter ID trials, Full Fa1ct 
needed information from the Ellectoral Commission regullator, but this was 
provided ornly in image format and could only be downloaded as 01 PDF or 
imag1e file. 24 

Some, fact checkers also talked about t heir country's national statistics 
portals being difficult to use. For example, Ellinika Hoaxes says, "The 

platform for accessing mini1stry and public agency expenditure is not 
user friendly." 

Responsiveness of government and institution 
press offices 

Fact checkers frequent lly contact officials and institutions to obta:in 
evidence, as well as for official statements on the government's position, 
or whether something was said, or actuallly happened. Press offices are 
often helpful, but fact checkers still expedience huge challeng1es with press 
offices dragging their feet, or authorities refusing to take responsibi llity far 
answering questions, aind redirecting a fact checker's enquiry to different 
departments in an endless game of piinball. 

In Senegal, Africa Check's main cha llenge is delayed responses -
sometimes iinterntiornallly, it seems. "!Institutions make it hard to get a fact 

check going. You might wait a week or two. They don't outdght refuse,, but 

they know us. We hod more difficulty accessing evidence this year than 
before." The story is the same when corntacting professors: "!it's sometimes 
easier to get information from the EU than Dok.or universiUes." Partly in 
response to this problem, Africa1 Check worked with independent experts 
to build lnfofinder: a list of existing publlic databases, sources and facts 

24 ful lfa ct.org/medi□/u plo□d ,/f u I lfactreport2020.p df #page~24 
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about a particular subject. 25 "It's not only foir fact checkers, but for our 
followers too'', they say. 

Many other fact checkers mentioned delays as a challlenge. Elllinika Hoaxes 
contrasted the Greek aut horit ies' slow and evosive style of engagement 
with fact checkers with the experience of Germon colleagues. "Correcti1v's 
experience of getting a reply in a few hours was unbelievable. They 
contacted the German Ministry of Interior and got a reply right away." 

It is common to be fobbed off or redirected by government depart mernts 
which do riot want to take responsibi11ity for giving an answer. Full Fact 
described looking into a claim about the both product IRa,dox and being 
bounced arnund thirteen different government press offices durirng thei r 
search for onswers. 26 In Greece, Ellinika Hoaxes says, "Things are pretty 
weird. If you a1sk for supposedly publicly available informatiorn from 
ministries, you might not get it. People don't want to take responsibi1lity for 
saying something inaccurate. Whe·n you try to check whether a political 
figure made a statement, you won't get on answer, or you won't get a 
clear answer." 

Sometimes authoriti1es con be helpful whern fact checkers least expect. 
Animal Polit ico checked a claim about children being kidnapped from 
a small Mexican state. "It was compl iicated to get in touch with the 
authorities, because justi1ce departments are really srnoll. But once we got 
in touch and explained, they were pretty open about it." Animal Politico 
also says that although delayed responses con be a problem in Mexico, 
sometimes delaying a fact check by over a month, his team often fi nds it 
easier to get answers from government press offices than his political fact 
checking colleagues. "Many government press offices have 01 problem with 
political fact checking, but we don't experience this as much for online 
fact checking. Our colleagues [in the political fact checking teaim] find it 
hord to get the phone pi1cked up, but the health depmtment ,s one of our 
frequent sources." 

25 africacheck.org/infafinder 

26 ful lfa ct.arg/medi□/u plo□d ,/f u I lfact report2020.p df #page~2S 
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Summary of main researc:h, wri'ti'ng 
and reviewing. challenges and 
possible soiutio,ns 

In comparison to monitoring and selection, many research, wri1ting 

and reviewin91 d1alllenges are less susceptible to being t ackled by tools 

and technology. 

ful lfact ,org 

■ Repetitive claims. Common recurring misinformation includes 
scams such as those involving fake job adverts, or claims 

which appear at predictable moments, for example ofter 

natural disasters or protests. Technologists and fact checkers 
with technical! resources could explore the possibillity of auto

generating some parts of mti1cles: internet companies should 

continue to feed data to their a1lgorithms to detect these a1nd in 
time remove them autornati1cally. Both of these potential! solutions 

would need rigorous testing and evaluation. 

■ Repetitive tasks. Examples of this include carrying out many 
reverse ima1ge searches every day, or giving the same answer 
for 30 different cla1ims such as false cures for COVI D-19. 

Technologists mid fold checkers with technicol resources could 

explore t he possibility of roboched ::ingi for some types of claims 
{e.g. claims which use the same sources) and of using structured 

data within websites, so that the same conclusion can be aldded 

to multipl1e articlles, avoiding the need for reviewing and editing. 

However, human oversight or judgement is always needed. 

Transpairency, quality and accessibility of information. 
This includes delays from officials and other information sources, 

governments that refu se to share data on certain issues or 
suppress information art election time, long IPDF documents a11d 

badly-designed user interfaces, and out-of-dat:e dota. In general, 
these types of issues are dependent on the political contexts in 

which fact checkers are working in and there is na quick fix .. Fact 

checkers shoulld keep an open dia1logue on these issues and learn 
from each other, as well as seeking opport unities to work with 

information producers to improve the provision and 01ccessibility of 
information, if they judge t his to be appropriate and construdi,ve 

in their local context. 
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ful lfact ,org 

Training1 editoriol sto1ff. Staff must often be trained from scratch, 
yet many orgianisations do not have a codified training system. 

Faict checkers should ask to examine training outlines and 

materials from Teyit and Fact Crescendo and consider whether 
these could be trnnslated and adapted for different local contexts. 

Finding the source of clo1ims in closed platforms. In closed 

pllatforms like WhatsApp, it is sometiimes not possi1ble to find 

the· source of the claim. which can considerably slow down the 

research process or result in 01 conclusion that the cla1im can 

be neither proved nor disproved. Possible sollutions to explore 

include developing image searching software, Oind introducing 
user reporting on WhatsApp and providing fact checkers with 

arnonyrnised information obou,t when claims began to emerge on 

the platform. 
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---~blication=and 
-~distr-ibDtion=~=online 
__ fa-ct checks 

Fact checkers distri'bute1 and publish online fact checks in multiple 
places. First of all, they publish fact checks on their own websites and 
promote them through their own sodal media channels. Most fact 
checkers have Facebo\!Jk po1ges artl'd a Twitter account, and some have 
WhatsApp distribution lists,. a You Tube or Telegrom channel, or on 
lnstagiram account. 

Most also distribute their onlirne foct checks more widely to reach a brgger 

audience, for exaimple through media partnerships: sometimes media pay 
fees and others ha1ve mmngernents where they republish and reuse fact 
checks free of charg1e. Fact checkers ~;.ometimes rum aniline advertisements, 

and many have received ad credits from internet companies. particularly 

during elections and duriing the caranovirus pandemic. 

A third distribution method is techna llogy set up by i1nternet companies, 
such as Faceboak's Third-Party Fact-Checkirng programme, which 
shows fact checks and fact checkers' ratings to Facebook users, and 

ClaimReview, which enables Google, YauTube, Bing ond others to highlight 
fact checks in search results and in apps. 

The main challenges fact checkers experience i1n this part of the process 

include: getting set up on new social media channels with limited staff 
resources , presentation of foct checks, knowing too llittle about □1 udrences, 

managing media partnerships ,. irnternet censorship, online harassment 

getting cleair answers and support about how to use Cla1mReview and 
how internet companies. us.e it in their products. It is notable that Facebook 

is the only intemet company with any systematic programme for furnding 

fact checking of content olii their products. 

fullfact .org 
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Online promotion and presentation of 
fact checks 
The main socia ll media channels fact checkers use to distribute their 

work include: 

Facebook: fact checkers use Facebook to post videos, images 
and text, to advertise, to conduct live shows or Q&As, and to 

message users. 

lnstagrnm: fact checkers post images summa1risin9 fact checks 
as well as creating swipeable Stories conte,nt. Some fact checkers 

are experimenting witlh a step-by-step storytelling format and 

more informal! tone on Stories, wlhich expire after 24 th ou rs. 

Twitter: fact checkers create threa1ds, moments, and somet imes 

interact with people they've checked. Twitter is also popula1r 

for live fact checking (tweeting fact checks live alongside a 
prngramme or debate). Some fact checkers act ively confront 

Twitter account s which spread misinformation 01s part of their 
di1stribution strategy, 

YouTube: a minority of interviewees post regularly on You Tube. 

WhatsApp: some fact checkers have WhatsApp distribution lists, 

which can be topic- or language-specific. 

Fact checkers also try to optimise their ranking in Googlle Search results by 
making sure they use relevant keywords. Some also advertise 011 Sea1rch 

as welll. Several said that they do not know enough about search engine 

optimisation and suggested tha1t Google could increase support for fact 
checkers v i1a troubleshooting, ads training and ad credit s. 

Many fact checkers also have a mailing1 list used 01s part of their 
distributi1on strategy. 

Adapting1 the presentation of fact checks for 
different channels 

Fact checkers publlish their aniline checks i·n d range of presentation styles. 

Online fact checks ca11 come in long-form written articles accompanied by 

rating scales, images and other addi1tions such as bulllet points or "claims 
and conclusions", a5 welll as images, GIFs, videos, on1d audio clips. 

ful lfact ,org 
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Full Fact's 2020 research briefing on cammu11icati11g fact checks aniline 

identifies three factors influenced by presentation: 

■ Reach; presentation, for example adding an image to a post. can 
make the difference between a fact check that gets seen, and one 
that is outranked by more ottention-girabbing posts. 

■ Learning: present ation affects what audiences learn and what 

they believe to be true. 

■ Credibility: certain media , such as pict ures and videos, have on 
intrinsic ability to make text appear more bellievable.27 

There is potential for fact checkers t o do much more wit h presentation, 
ba1sed on re,search covered in briefings like this, w hich have detailled 

practical recommendations. However, adapting promotional materials 

for different channels is a time-consuming and expensive process: an 

in-house desi1gner is a big strntegic choice, which many fact checkers 
cannot afford . La Sillla Vada said that if they won core funding they would 

likely spend this on creative presentation and design that engages their 

audiences, rather than technology and automation. 

Digesting research and applying it iinto daily working processes takes 

time and bra in power, even w hen the resea1rch is presented concisely and 
tailored to the world af fact checking, as Full Fact's is.28 What works for an 

American audience does not necessa tril ly work i1n Nigetrila or Arge11tina1, and 

the majority of studies on learning and veracity consist of lab experiments 
with US portilcipants, who may resemble but are not representative of 

audiences worldwide. Thi1s is one reason why Africa Check, Chequeado, 

and Ful ll Fact llau rnched a joint research programme funded by Luminate 
to turn research into practical rec::ornmendations with global! relevance.2 9 

This kind of work, building a stronger evidence base for more effectively 

tackling ho1rrnful false information, needs more support from funders. 

27 f ul lfact.arg/media/u ploads/h ow-comm u n icate-foct-·checks- onli ne .p df 

28 ful lfa ct.org/research 

29 fullfact.arg/research 
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What do fact checkers know about their audience? 

In addition to the challlenge of cost involved in presenting fact checks 

effectively, foct checkers do not know enough about their audiences to 
taflar their on line presentation as effectively os they woulld like. 

The majority of information fact checkers have about their audience comes 

from Google and Facebook analytics, or ainecdotal evidence from readers 

who have ema1iled in or interacted online. However, multiplle fact checkers 

expressed suspicion of social media me.tries 01s a way to understand 
audiences and mea1sure impact. One says, "We don't care about onlfne 
metrics that much: we know there's more to impa1ct than this . We want 

to find proper impact analysers to track impact. It's important to tight 
disinformation in a way that spreads to offline places.;' 

Several interviewees have conducted audiernce research far editori ai l 
purposes jas opposed to research pr1mar1ly intended to inform fundra ising 

activities), intludi1ng Full Fact ond Africa Check. Africa Check's i1mpetus for 

this w as a funder asking far information about referrals and avemge time 

on page. 30 

However, most fact checkers have not done audience research, and want 
to know more about their a1udiences, including: 

■ Detailed demographic information 

Political attitudes and interests 

Sociai l media habits 

News consumption trends (especially in under-researched regions 

e.g. Middle East) 

■ Search trends 

■ The places peopl1e see misinformation and how they become 

aware of it 

■ Types of misinformo1tion people arre seeing 

■ Why users share misirnformation 

3 0 reutersi n stitute. politics.ox.ac.uk/risj-review/most-successful-foct-checks-ofrica -checks-visitors-lessons
ke nyo -nigerio-o nd-south 
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■ Why people follow cert ain pages 

What kinds of people engage with fact checks 

■ Whet her fact checking changes tlheir behaviour and attiltudes 

■ What sort of information people are getting1 from friends 
and family 

■ Hlow online infoirmati1on reaches offline audiences 

It is possible t lhat Face.book, Google, Youtube and ot lh eirs such as Twitter 
could share more, information about their users in each country with fact 
checkers to support the end gools of improving the uptake of occurate 
information and effectively correcting widespread inaccurate beliefs, such 
as those identift e·d by llpsos Mlori's Perils of Perception re,search. 31 

We really want to know more about our audience; they hove different 

needs regarding the types of misinformation they face. At the moment 

we have very limited i'nformation about who follows us. For example, 

we know that half of our followers ore worn.en - but it doesn 't help us to 

understand who wants what. - Teyit 

The challenges of distributing on WhatsApp 

WhatsApp is a two-way channel! for fact checkers: the audience sends in 
claims and the fact checker sends out a fact clheck response. In Colombiai, 
La Silla Vada fact checks claims sent to them from their audirence based 
on a commitment from the reader t lhat they will post the fact check 

bad in the same group where they spotted the claim. Fact Crescendo 
has broadcast groups for 11 different llan91uages, cmd receives 20 to 30 
requests eaich da1y. Factly runs a Wha1tsApp broadcast for 3,000-4,000 
people, and gets tips bock from the audience. 

Manually adding subscribers 

Distribution via WhatsApp requires fact checkers to marnually odd 
individual subscribers to an organisation's phone book. Maldita.es has 71 
WhatsApp distribution lists (tlhe group maximum i1s 256 users), covering 

31 perils.ipsos.com 
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general informati1on and fact checks, as well as sub-topics like science 
and immigmtiorn. 

Fitting the whole fact check in a single image, GIF or 
short video 

Fact checkers cannot control where images go once they me published 
online. This means it's important to make sure that alll t he important 
information is in the ima1ge - including sources - so that peoplle can 
understand the fact check without knowing the fact checker's website 
address, or even knowing the fact checker ot all. 

Fact Crescendo, which operates across India, Sri Lanka and Myanmar, 
ensures the entire· fact check is downloadable in a single irnoge. 
Pesa Check, opernting in Kenya, Uganda1 and Tanzania, also ciesigrns 
WhatsApp-friendly content in image, Gff and short video formats. The 
aim is ta make the fad check self-contained and avoid making users d ick 
on links. 

Whots,App doe·s not provide metrics to track consumption 
and engag1ement 

Like other fact checkers, PesaCheck says they have no idea of t he impact 
of their efforts an WhatsApp, since WhatsApp does not allow publi1shers 
to track engagement. Africa Check, which also uses WhatsApp ta 
distribute fact checks, sa1id that it is not possible to e,stabliish a clear 
picture of impact, since W'hatsApp met rics are minima1I -for example, 
there is no way ta tell whether someone has forworded your voice note 
to other groups or individuals, 

Press partne·rships a1nd syndica1tion 

Many of the fact checkers we spoke to have media partnerships with 
broadcasters and pr1nt media. Their media will toke online fact checks 
just as happily ds fact checks of politicians' clai1ms. Challenges incllude 
sustaining a !long term partnership and drop off of media interest outside 
of election periods. 

Maldita.es has collaborations with radio. TV and digital media, and saves 
these spaces to promote fad chetJs of the misinformation with t he 
hi1ghest impact. PesaCheck has a syndication partnership with The Star, 
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one of Kenya's l1argestt newspapers.32 PolitiFact also hos state parttrners 

such as TV stations and newspapers around the country, whi1ch are 

permitted to repast content from Politi Fact's main site, This is great for 

reach: "a fact check can end up all across the country," says Paliitifact. 

For some, it is not easy ta sustain a llong term portnership. For exaimple, 

one fact checking organisation ha:d a partnership with a European 

broadcaster's international bureau. After an initially promising start. where 

twelve fact checks were published, there was a sudden silence. Despite 

repeated emoils, the factt checker heard nothing. 

Media internst in social media fact checks often picks up around news 

events or elections, when journalists want to capitalise om public interest 
and gienerate more content on their site to increase advertising reve·nue, as 

well as to set the record straigiht and improve voter access to information. 

The other si1de of t his is that interest ca n drop off outside of election time: 
fact checkers strugglle to make the most of any opportunities to reach new 

audiences through news media at times when they ore already operating 

at full capacit y. 

Internet companies: distributing 
fact che·cks onHne automati·cally to 
mass audiences 

ClaimRevi'ew schema 

Claim Review schema is 01 tagging system that lets search engines, apps 

and social media platforms find fact checks and show them iin other 

places, like rnewsfeed or search results. 33 ClaimReview is one of many 
schema, such as Movie, MusicRecording, or Recipe,34 wh i1ch give signals to 

search eng1ines and apps about the ttype of content they ore attached to. 

Fact checkers add ClaimReview schemo to their fact checks to increase 

the likelihood that their work willl be hi'ghlighted by Bing or Google, as welll 

32 the-sta r.co.ke/news/fact-checker/ 

3 3 d eve Io pers.g oog le .com/search/docs/dato -types/factc hec:k 

34 sd1ema.org/dacs/schemas.html 
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as apps like the US-focused Fact Stream, which sends push notificat ions 

when a new fact check is published by the Washington Post, Politi Fact 

or FactCheck.org. Yout ube has published bllogs describing how it is using 

ClaimReview in Brazil and the US,35 but based on our interviews there 
does not seem to be widespread knowledge among fact checkers of how 

ClaimReview is being used by Google and Facebook in their prnducts. 

Google recently revealed that thanks to ClaimRevi1ew schema "these fact 

checks appear more than 11 millio11 tinnes a day in Sea1rch results g1lobally 

and in Google News in five countries (Brazil, Frnnce, India, U.K. and U.S.}. 
That adds up to roughly 4 billion impressions a year.''36 

Describing fact checks consistently, as a specific type of content with 

inherent structure that is universally understood by fact checkers aind 
dist ributiion plat forms, is vital for fact checki1ng to operate at internet scale. 

Despite its importance and potential to help fact checkers reaclh ne·w 
audiences. on a much larger scale, fact checkers do not, by and large, have 

a good handle on the governance structure surrounding CllaimReview, 

exactly how the schema works, or how it is used by internet companies. 

How do fact checkers add ClaimR.eview? 

The majority of fact checkers we interviewed add Cla irmlReview to t hei1r 

fact checks either by using eid1er Google's form , via Full Fact's W ordPress 
plug in, or by integrating it into a custom -built CMS. Many mentioned that 

Full Fact's plug in had made it easier to add CllaimReview. Some said that 

they don't use it as their work is more image based, but if there were an 
imag1e or v ideo-focused version of CloimReview, they would consider 

it At the time of writing, Duke Reporters Lab is developing a proposal 

for a similar format called Media Review, which nnay address some of 

these concerns. 

35 youtube.googleblog.com/2020/04/expanding-fact-checks-on-youtube-to-un ited -states.html; brasill. 
g oog leblog. com/2019/11/trazend o-ma is-trans p□rencia -e-contexto.htm I 

221 
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Who, is in charge of Clai'mReview? 

Many fact checkers were not dear on who is in charge of Claim Review 

schema, or who cam make changes to it and resolve implementation 
or techni1cal issues. This may be because no single orgianisation is in 

chargie: there are multiple centres of gravity within ClaimReview, whose 

design reflects the iintetrplay between Schema.erg as the maintainer of 

its standard definition, and the voices of community contributors and 

advocates who have shaped its design and contributed to it s success. 

Schema.erg was fournded by Google, Microsoft, Yahoo and Yandex, and 

is run as an opern collaboration, 37 meaning that it is possible for anyone to 

view ond engage w i1th the development process. Schema.erg's webmaster, 

who is respons ible for technica1I changes, hos engaged with falCt checkers 
over several years to builld 0 1 community airound the starndmd. However, 

since this is a hi1ghly technical! discussion, there are concerns - including 
from Schema1.org ~ that fad checkers without techni1col experts on their 
teams are less engaged in conversations about ClaimRevi1ew, 

Duke University's Reporter's Lab, which houses claimrevi1ewprojlect. 
org, was one of the first voices in this community, having initially 

helped to develop Claim Review and work with Google to highlight 

fact checks with ClaimReview in Search results. It cani1es out training 
and provides dedicated guidance to fact checkers i1n setting up and 

implementing ClaimReview. 

Google has been aldivelly engaged in the ClaimReview community 

for several years, both in terms of funding training (including via 

claimreviewproject org) ond bringing fact checkers together. Google has 
used Claim Review to contextualise informat ion on some of its products, 

such as Snippets and Search results om Google, and on You Tube in Brazil,. 

India and the US. The International Fact-Checking Network and Google 

held a meeting in January 2020 with representatives from twenty fact 

checking orgainisations to discuss ClaiimReview. This type of engagiement 

is seen as valuable and fdct checkers would li1ke to see Google invest 
more in this, including by expanding its team to enoble more regional 
conversations about the development and effectiveness of Google 

products that rely on ClaimReview. 

37 github. com/schemo org/schemaorg/i ssues 
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Full Fact received funding from Facebook in 2019 to deliver training to 

fact checkers to support takeup of Claim Review and resolve related 
technical issues. As part of this project, Fulll Fact built a Word Press plugin 
to streamline the process of addirng ClraimReview, after estimating that 
Word Press was used by more than half of fact checkers colllected in Duke 
Reporter's Lab's database.38 

Given this interconnect[ ng rnetwork, it is understandable that many 
interviewees were mot clear a1bout the ideal! person to contact to resolve 
issues or become involved in technical discussions about ClaimReview. 
Dudng interviews, one fact checker told us they had probl1ems settingi up 
ClaimReview, and sought help from Google. They described being om.meed 
between different departments, including a marketing department, none 
of which mana1gedl to resolve the fact checker's questions. 

The challenges faced by fact checkers omund ClaimReview 

Interviewees mentioned other challenges related to CliaimReview, inclluding 
confusion over how ClaimReview interacts wi1th search results, questions 
over lau1gua1ge copability, perceived lock of coordination between Google 
and Facebook, and traini1ng. 

North America focus 
We heard concerns that ClaimReview has lnad a focus on North America, 
and that only fact checkers with significarnt techrnical resources are 
meanin91fully aible to be involved in decisi1on making obout the schema. 

The development of a new schema called MediaReview may offer a1n 
opportunity to help address th i1s. MediaReview is similar to Claim Review 
in style but aimed at describing manipulated rnedia. The engagement 
process so far for MediaReview's development, being based on thinking 
from the Wo1shingtton Post and strongly led by the leadership of Duke 
Reporters Lab, suggests the project has North American orig iins. During 
interviews, some interviewees asked us whether we, Full Fact, knew the 
latest news about Media Review schema and when it woulld be rolled out, 
sugg1esting that some wi1der engagement has taken pllace, but possibly 
in an early or inconsistent way. Full Fact ho1s been involved in these 
conversations but does not have a leoding rolle. Toking tlhe time to think 
now about how fact checkers: around the world can be connected with 

3 8 word press. org/plug ins/claim -review- schema 

ful lfact ,org 

223 

59 

215

OBTAIN
ED BY AMERIC

A FIR
ST LEGAL FOUNDATIO

N THROUGH LIT
IG

ATIO
N



FL-2023-00013 A-00000598454 "UNCLASSIFIED" 4/24/2023 

CHALLENGES OF ONLINE FACT CHECKING 

such iimportant schemas will hopefully ensure they have the greatest 

impoct when operating at a globall scale. 

While it i1s questionable that every fact checking organisation would want 
to engage with these discussions if given the chance, and ocknowledging 

tha1t these conversations ore fost mavingl, there is roam for improvement 

on the current approach. Those in octive positions in th i1s cammuni1ty 

should work together to creote o public roadmap for engagement with the 

intemational communi1ty on ClaimReview, MediaReview and any future 

schemas under discussion, and consider the risks of engaging only with 
small groups of fact checkers in a singlle political context. In line with this, 

Full Fact i1s supporti1ng t he work currently being le·d by the International 

Fact-Checking Network ta initiate a structured cmwersatian among fact 

checkers from all over the world, to ensure everyone can contdbute equally 
to decisions that affect all of us. 

Technkol resources 
In 2019, Full Fact talked to around 80 fact checkers about their training 

needls around ClaimReview and automation in general. As part of t his 
project, Fu lll Fact helped one organisation to, recovelf control of their 

website after they were held hostage by their former developers, and olso 

helped several fact checkers upgrade their sites, since they didn't have the 

resources to complete this themselves. 

One fact checker says that an tap of their normal work, implementing 
Claim Review is one thjng to,o many to learn: "Most of o,ur joumali1sts are 
not tech savvy - they don't even work with HTML. And we don't have a 

technical staffer who can teach us." 

Fact checkers with fewer techni1cal resources and skills should be 

supported to gain confidernce and contribute to di1scussions about Schema. 

org, so that perspectives from multiple politi1co1I ornd linguistic contexts 

are considered. 

Confusion over how ClaimReview interacts with search results 
Fact checkers expressed confusion about if ClaimReview interaicts wi1th 
SEO. One oirganisa'l:ion sa1id, "We assumed that ClaimReview would 

improve our SEO. But sometimes our fact checks don't get highligihted 
in search results - we don't really understand why." Another described 

addirng ClaimR.eview correctly fo a fact check, checking what search 

results came up for keywords a user might be· searching for, and seeing 

tho1t the top five search results were for fo!lse news websites. Another so1id 
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that their fact checks were only being highlighted on the seventh pagIe 

of results. 

This information is published on Google's developer page for Claim Re.view 
and Search, which states that "Fact checks are not guaranteed to be 

shown" and explains that fact checking sites are scored progrnmmaticallly, 

in a similar way to general pag1e ranking. 39 This informa1tion woulld benefit 

from being publicised to fact checkers, since it is clear that not everyone 

hos seen and understood it. 

Lcmguage capability 
There are also questions about language capability'. For example, Factly 

describes "teething problems" irnclluding that Claim Review seems to 

perform better in English than Telugu, and that local language content 
does not show lUlp in English search results , This mearns that people 

searching in local languoges might not see a fact check a1bout thei1r 

region published in En91lish, and vice verso. This is 0In area that could 
benefit from collaboration between Google arnd fold checkers working in 

multiple languages. 

Coordination between Goo,gle and Facebook 
There is a perceived lack of coordinati1on between Facebook and Google irn 

terms of the data1 needed to automatically distribute fact checks across the 
web via ClaimReview. Fact checkers are already stretched arid it woulld be 

helpful to coordinate on rnecessary information for products like Facebook's 
fact checking product and CloimReview, so that more t ime can be spent on 

skilled activities like research, rather than mm1uallly entering similar but not 

identical data into third-party products. One fact checker said they aren't 

using Claim Review because it was "initially tricky to match the verdicts 
to Facebook's". 

The need for a differe·nt approoch to training for Cla imReview 
Some intervi'ewees talked about their training needs i1n relation 

to Claim Review. There is a mix of training on offer already: 

claimre.viewproject org runs training, including for new foct checkers; 
Google has a dedicated onli1ne training pllatforrn; f ull Fact ran a Fa1cebook
supported training project in 2019/20,. and as part of this created the 

Word Press plugin.40 Om conversations with interviewees suggest that 

3 9 d eve Io pers.g oog le .com/search/docs/dato -types/factc heck 

40 newslnitiafr.,e.withgoogle.cam/training/lesson/5684021820391424?course=verificatlon 
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an approaich focused on troubleshootiing on an i1ndividuall basis could 

hove more impact than one-hour 'basics' sessions with llots of other 

partidpants. Duke Reporters Lab and Full Fact have gone some way 

towards this by offering individual training sessi1ons, but it seems as if 
more is needed to help fact checkers become f uHy confident in using 01nd 
understanding ClaimReview. The International Fact-Checkingi Nletwark 

should explore tlhis question further and report back on the results to those 

offering CllaimReview training. 

The future of ClaiimReview 

ClaimReview has had a lhuge impoct already, and has potential to grow 

and help more people find reliable, impart i1al informaition on line. The mainy 
people and organisations who have brought ClairnReview into use now 

need to consider haw to help CloimReview grow, and ta reflect: on what 

set up can best enable this. 

Potential routes to explore in future include: 

ful lfact ,org 

A joint roadmap and prograimme of engagement between 
the International Fact-Checking Nletwark, Schema.mg, 

claimrev iewproject.org, Google, Facebook and others, to make 

it easier for more fact checkers to engage with the f uture of the 
Claim Review and related schemas, should they wish to do so. 

Increased communication to fact checkers about technical 

developments to ( laimReview and other relevant schema, for 
example a quarterly emaill from Schema .. org to t lhe international! 

fact checki1ng community on live discussions and plainned 
changes, with informotion on how to get involved , 

Increasing technical capacity withiin the llnternationall Fact

Checking Net work to more proactively connect the dots between 

di1fferent aspects of Cla1imReview - enabling it to scale and 
have more impact - such as training and implementat i'on, 

representation of the global community, and liai1son with relevant 

organisations fo ensure falct checkers' feedback is acted upon in a 

constructive and timely way. 

A collaboration between the lnternotiondl Fact-Checking, 

Network, clai'mreviewproject.arg and internet compani1es such as 

Google, Facebook and Microsoft. with the mission of providing 
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arnswers about how online products are using and i1nteractiing 

with ClraimReview. For example: 

llntemal translation capabilities of platforms' products 

■ Products' a1bility to cope with regional languages 

How CllaimReview interacts with algorithms, eg. interaction 

with search results ranking 

Why ClaimReview seems to work so irntermittently in 

Google search 

How (if at all) Facebook is using Claim Review to conduct 
cloim makhi'ng 

What criteria Google is using ta pick which fad checking 
organisations are treoted as authoritative sources 

within Search 

Facebook's fact checking product 

Fact checkers odd data to Facebook's fact checking product so that 
Facebook con act on fo1lse claims, for example by reducing the circula1tiorn 

of a Page, and so that ratings can be displayed to users. 

The monitoring and selection challenges of Facebook's fact checking 
product me covered earlier in this report. In terms of publication and 

distributiron. the main challenges are ratings and persistent bugs which do 

not get fixed after repeated reporting. 

Ratings 

The ratings system has not been unirversally popular: and ca1n present 

challenges when the right option is not available to accurately and fairly 
describe the claim bei,ng checke,d: for example, Facebook removed the 

Sotire rating and reintroduced it in September 2020, which presented 

fact checkers with a challlenge during the interim period when trying 

to accurately describe and contextualise sotirical content. In response 
to feedback, Facebook has arlso introduced a "Missing Context" 

rating option. 
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Facebook should continue to discuss changes to rotings with fact checkers 

before they happen, and llisten carefullly to feedback from partners, 

who have the best grasp of the level! of how nnuch nuance is needed to 

accurately and fairly describe the claims they work with each day, and 
what sorts of categories of clai1ms they see in their country. 

Bugs which are not guamnteed to be fixed 

Many interviewees said t hat they come across bugs in the tooll, which do 

not necessarily get fixed even after giving repeated feedback .. One fact 
checker describes manually changing the ordering of content in the queue 

each doy so they ore ranked by a metric that can be publlicly quoted, 

rather than one that can't be used publicly. "It would save me tiime every 
day if I didn't have to change t he view. I've sent feedback but no one ever 

responds. I wonder whether there are even any established developers on 

this project." 

While it i1s clear that Faceboak has many issues to prioritise, it appears 

tha1t thi1s is an area where additional! development resourcing by 

Fac:ebook could have a major positive impact on partners' day-to-day 

work. Fac:ebook should cont inue to explain its prioritisation principles 

for fixing1 bug1s,. and prnvi1de mare visibility about wha1t it is aiming to fix 
(aind not to fix) with[ n a certain time period, i11 order to better monagie 

partners' expectations. 

Distributing fact checks when you are not a 
Facebook partner 

Factnarneh is not a Facebook partner because it [s not able· to provide 

transparency about its staff identities, as t his would endanger them 

and their families in Iran. That means it cannot be a Code of Principles 

signatory. IFactnameh described havi1ng to do manual cloim matching -

which within o Facebook partnership could be sped up by Focebook's Al 

surfacing similar content. 41 Factnameh says, "First of oll we have ta find 
the posts, and check them, and go on a tour of who shored them, copy 

and paste our fact check under each of those posts. It's just us doing this: 

nothing comes from Foc:eboak or Twitter. We con do five or ten manually 
on those platforms, blLlt it's too hard on ltistogrom." 

41 a i Jacebaak.com/blog/u sing-a 1-ta-detect- covid- 119- mi sinfo rm□ ti on-and- ex pll oit□t ive -content 
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Internet shutdowns 

When giovernments shut down or censor the irnternet, fact checkers are 

not only hampered in their research, but also in their ability to reach their 
audience with fact-checked information. 

Iran 

Factnameh's website is blocked in Iran, aind Iranian internet is filtered and 

slow. To distribute fact checks, Factnameh relies on a mixture of readers 
hoving access to a VPN, and distributing fact checks on Telegram, which 

Factnameh descdbes a1s ' like the Iranian internet'. Now Telegram is blockE:d 

too, meaning t hat only lmrnio rn s with a VPN can access Factnameh's fact 
checks. Nlevertheless, Factnameh continues to publish on its site, post 
on Twitter a rnd Telegraim, and partner with medio outlets such as BBC 

Farsi arnd Deutsche Welle. Im November 2019, Iranians faced a w eek-long 
intem et shutdown ami1d fuel price protests. Factnameh could still fact 
check claims,. having previouslly downloaded various stat istical databases, 

but could not get their fad checks ta readers in Iran, except via a sotellite 
service co llied Toosheh used by a tiny fraction of Iran's popullati.on. 42 

Indonesia 

The internet was shut down three times in llrndonesia in 2019. 43 Tempo, 

which operates in Indonesia, struggled ta keep its t eam together 01nd to 
publish debunks. They told Poynter, "We hove many pieces of content 

about Papua [one city where a shutdown occurred]44 that are alllegedly 

false and provocative. But because of internet restriction, our work 
hos bee·n hampered ... We cannot contact or dig up information frorn 

several sources iln Papua and the telephone network is also difficult in 

same areas.''45 

42 poynter.o rg/f□ct-checki ng/2019/th is- is-what- i,t-takes-to -send-a-fact-check-to -iron 

43 a ccessnow.org/i n don es i ans- seek-j usti ce-afte r-i nternet- shutdown 

44 thej□ kart□ post.com/□c□demia/2019/09/02/the - internet-shutdown-in -papu□ -th reotens -indonesio s
democracy-and- its-peoples-right-to-free-speech. html 

229 

45 poynter.org/f□ct-checki ng/2019/indonesi□ -faces-two-waves-of-misinformation -and-□ n -internet-shutdown
□t-the -s□ me-ti me/ 
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Criti'cism and harassmient 

Politically motivated attacks 

Interviewees felt that criticism more often originated from political dogma 

than concern about the accuracy of a fact check. Aas Fatos says, "people 

on the left and ri1ght act t he same when it comes to critidsing a fact checl<. 

they don't like.'' Ellinika Hoaxes says "We get mentioned positively or 

negatively depending on the direction of polarisation." 

In some regions there is outright hostility to fact checking~ i1ncludling1 

both the principle of fact checking and specific fact checks. Ellinika 

Hoaxes, Africa Check, Rappler, Aas Fatos, Full Fact, Teyit and Lupo hove 

all experienced harassment to some degree, ranging from death threat s 

to coordinated , aggressi1ve attacks.46 In the Middle Eastern countries 

where Fatabyyano operates,47 fact checking is not on occepted part of 
the polit i1cal ecosystem. "We check a lot of polutical and religious claims", 

says Fatabyyano. "Some people say we're disturbing! society by sharing 

accurate information." 

In 2016 Rappler publishE!d a series of articles describing how President 

Rodrigo Duterte had won the elections by exploiting Faceboak's 
algorithms and flooding social media with content from fa l<.e accounts.48 

Rappler's CEO Maria Ressa and many of her employees were directly 

targeted and attacked. At one point Ress□ received 90 hate messages 
an hour through soda!: media.49 The government has filed 11 legal cases 

against the Rappler team since 2018.50 

Fact Crescendo, has also been harassed by politicians' online ormies. "Fact 

checkers are E!asy· targiets when they realise we're checking claims they 

want to propagate. The trolls gang up. We get political parties threateningi 

4 6 poynter.org/f□ct-checki ng/2018/these-f□ct-checkers-were- □tt□cked-onl in e- ofter- po rt 11eri n g-with-facebook 

47 Based ln Jordon but serves Tun11 sl □. Morocco, Alg:erl □, Palestine. Syrian, Arnb RepLibllc. Libya. Jordon. Saucli 
Arabia, United Arab Emirates. Qatar, Kuwait Oman. Bahrnin, Yemen. llraq, Egypt. Sudan and Lebanon: 
dailynewssegypt.com/2020/03/19/fa1cebook-launches-arabic-third-pa rty-fact-checki ri g-progrnmme-i1n
partnership-with-fot abyyano-in-mena 

48 rap pl er.co m/n ation/propag ando-wa r-wea poni1zi r;ig- internet. rap pier.com/ n ewsbreak/faceb ook- a I gof ith ms-
i m pact -d emocrncy. rnppller.com/n ewsbrea k/i nvesti gative/fake-accou nts -m a1nufactu red• real ity- soda I- med i Cl 

49 j o urnodefen der.org/med io/J ournodefende r _short_ vJL pdf 

5 0 cpj .org/2019/07/cyber- lib el-trio I-opens -□g □inst-phi I ipp in e-j oLI rnal 
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to reveal our locotion, house, number. We a1sked the IFCN (International 
Fact-Checking Network) if we can use pseudonyms and submit o private 
list to the IFCN - that will help our foct checkers work in peoce." Fact 
Crescendo also said that on WhatsApp they experience different types 
of harossment. far example spam calls and requests for security codes to, 
hock into their account. 

Aggressive spamming 

When Africa Check in South Africa began to fact check llnstagram, it was 
urnprepared for a surprising reaction from lnstagram users. In September, 
the team checked a meme seen on Focebook folselly claiming that t he 
rowl cap on tyres is a piece of spyware. 51 Months after, the team rated 
an identical piece of content on lnstagram. Unexpectedly, t housands of 
people started messaging Africa Check and commenting inetredulously. 
Parody accounts, mernes 01bout Africa Check sprang up,, and a 
#sn ipthechip hashtag was posted an any torntent Africa Check put out on 
their lnstagram. 

Africa Check had to block certain keywords in its mentions and rea1ched 
out to Facebook for assistaince. Africa Check says, "We llay low tor a 

month and hoped that the trolls would go away. We turned comments off. 
The lnstagram audience is so different - we goto lot of racist comments 
and people ridiculing us for checking something so obvio l!.ls." 

Full Fact received hostile at1tenti1on from online activists during an election 
campaign, after a fact checker que,ried a claim from a highly partisan 

Facebook page. Inflammatory cornments progressed to inneasin91ly 
aggressive phone calls and threats to provoke regulatory action against 
Full Fact. Fulll fact responded by temporari lly suspendi1ng some Facebook 

adverts and pasting a summary of its funding, partnerships and 
governarnce structure as the first comment of each new post, as well as 
adding tile same comment to existing posts, unti ll these users lost interest. 

Attacks after announcing Facebook partnership 

Multiple fact checkers experienced online attacks after announcing they 
were joining Facebook's fatt checking partnership, including Vera Filles, 
Rappler. Ellinika Hoaxes, Aos Fatos □ind Agenda Lupo. 

51 africach eck.org/f bcheck/id- ell i ps- not- in-tyres-va l,ve -stem-so-dont-sn ip 
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Vera Files has said in an interview with Poytner that these attacks came 

mainly from supporters of the president of the Phil ippines, wlho accused 

fact checkers of being censors biosed agai1nst the administ rntio11. It was 

not the first time they had been attacked, "but this was more: sustained 
- every day fo r more than two weeks, three weeks."52 In Brazfl. fact 

checkers were accused of censoring t lhe internet and became the subjects 

of misogynistic cartoons as well as death threats. One foct checker 

told Poynter, "I got a lot of DMs saying, 'You're not gioing to see the next 

pres i1dent of Brazil,' 'We're 91oi11g to get you one by one."' 53 

In Greece, Ellinika Hoaxes' announcement about their partnership w ith 

Facebook was followed by a wave of part i1san aUacks, both online and 

from state media and officials. One Facebook page posted pictures of 

Ellliniko Hoaxes staff claimingi that they worked fo r George Soros and 
tha1t Fa1cebook was censoring the internet. A digital mob bega n building 

up and asking for staff addresses, and posting i1ma 91es of guns. The then 
government also attacke,d Elliniko Hooxes, pointing tlhem os f ntompetent, 

and threatening to raise the issue at an EU levell.54 Meanwhile, the media 

publidsed staff oddresses (whi1ch were available on the chamber of 
commerce, webs ite, but were mode highly visible througlh being publidsed}. 

Ellli11ika Hoaxes even went a1s far as requesting to be reassessed by the 

International Fact-Checking Network to prove thei r credentials. 

Ellli11ika Hoaxes soys that aniline criticism has become more intense 

during the coronavirus pandemic: "Although we hove become somewhat 
accustomed to ha1te speech and threats, including physical and legal, 

in the last two months this phenomenon has increased exponentiallly. 

False clo1ims can be dismissed with a single of our fod -checks, so all the 
tho•usands of people w ho lhave• share,d it will receive a notification that 
the content is false, Some of these people· will react bodily, and some of 

them will become extremely aggressive, through hate speech aind direct 

threats. Conspiracy theorists we· ha1ve exposed have· urndertoken the task 
of 'exposi1ng·· us in return, by disseminating fake and provocative claims 

(Soros calllabaratars, censors working far Facebaok, etc.), and target 
us i1ndi1viduo llly. These posts create echo chambers and digita1I 'mobs' 

232 

5 2 poynter.org/fact- checki ng/2018/these -fact-checkers-were- ottocked- anl in e -af ter- pa rtneri n g-with-facebook 

5 3 poynter.org/fact-checki ng/2018/these-fact-checkers-were- attacked-an! in e- after-pa rtn eri n g-with-facebaok 

5 4 euractiv.com/section/dig ital/news/thurs-ready-g reece-threatens-to-raise-facebaaks-fact- checker- issue-at
eu-cou nci I 
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and some of them reach out to us via emailI, Page messages or direct 

messages to our profiles, making all sorts of threats.'' 

Other intervi1ewees described experiencing online attacks but did not want 

details of t he attacks to be included in this report. 

The International Fact-Checking Network. hais set up a legal defense fund 

in part nershf p with t he Media Legal Defence llnitiative aind t he Reporters 

Committee for Freedom of the Press. Facebook has funded t his since 2019, 

in response to the harassment issues outlined above. Some fact c:heclkers 

ha1ve been taken to court over their fact checks, and soy that this fund has 

been useful in those situations, arnd that it is appropriate for Facebook 

to keep a distance from proceedings. Elliniko Hoaxes says the fund hos 

been he·lpfol assisting them with legal fees in two lawsuits for defomation. 

However, it is dear that fact checkers do not have enough support or 

resources to deal with attacks. 

Freedom of the press is urnder threat or norn-existent in many· courntries, 

with journallist s being intimidated, imprisoned and murdered.55 It is 

impossible to know when or whether on line a,ttatks will spilll over into 

physical vi1olence. In any case, regardless of physical harm, no journalist 

should be attacked for asking questi1ons or publishing information 

Protecting fact checkers from online harassment, 
attacks and trolling 

Stronger action from internet companies and International 
Fact-Checking Network 

Some felt tha,t the internet companies and the llnternational Fact

Checking Network could do more, especially regardirng abusive corntent. 

Ideas included: 

Amend policies to ban content that abuses fact checkers on their 

pllatforms without following1 relevant appeals □ind correction 

prncesses. 

Introduce a "red button" or emergency reporting system to fast 

track removal of hate speech content direct or veiled threats, 

5 5 jou rnodefen der.org/med i □JS.E'_jou rnodefender _pu blic_vl. pdf; rsf.org/en; forbidder;i stori,es.org 
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"exposing" cont ent such as staff photos accompanied by 

unfounded cla ims. 

Stronger public statements denounci1ng attackers and linking this 
to press freedom from the llnternationall Fact~Checking Network, 

internet companies, a1nd the wider fact checking community. 

Mlore public backup from the lnternotionol Fact-Checking Network 

emphasising si 91natory members' credentials .. 

Advice· from fa1ct checkers on respondi ng1 to harassment, 
threats and a,ttacks. 

Fact checkers have to use thei1r judgement and own experiences: every 
situation and country is different, and the motives and nature of attacks 

vory. However, fact checkers gave the following advice ond possible 

options for dealing with onl ine ha mssment and threats: 

■ Rebutthe critiicism where it was mode, e.g. in comments or 
Twitter thread. 

■ Publish an mticle on the attacks. 

Save screens hots or copies of posts and comments to prevent 

them beiing lost if they are deleted . 

Report cases to media industry bodies and unions (e.g. Abraji1 

or Fenaj in Brazil, Clj or NUJ in the UK, or t he International Faict
Cheddng Net work internationally). 

Consult lawyers to find out whether there is scope for fegol action. 

Register rnses with the pollice. 

■ File a lawsuit. 

Advice from fa1ct checkers on respondi ng1 to nuisance trolling1 

and spa1mming 

For attocks that are less aggressive but still a nuisance, fact checkers gave 
the followi'ng a1dvice: 
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ful lfact ,org 

■ Remember that it's more painful and visible to you than any 
of your reaiders: it's not usuctllly interfering with people's first 

impressions of your posts. 

■ Don't over~respond and don't block people - this might em::ouragie 

them to send for fresh reinforcements. 

■ Try to make sure yo lUl r org1ani1sation's comment is the top otne on a. 
post/thread. 

■ Stick to your orgianisation's normal tone with a simple point and 
keep saying it - this helps them to llose interest. 

■ Invest i'n responding to and engaging with people who are not 

trolls: don't let cri1tics sour the mood or make you look like you've 

been silenced, 
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■ Counter claims from Facebook users that their content is being 
censored with o reminder that it is only be, ng flogged and that 
Facebook users have a responsibi1lity ta check their content before 
p1.J1blishing or shoring. 

Summary of main publishing 
and distribution challlenges and 
possible soiutio,ns 

Fact checkers foce various challenges around publish ing and distribution. 
There is on opportunity for better technology to help resollve some· of 
these. Ot her possible solutions include investment in design, and audience 
research. Some challenges, such as government control over i1ntemet 
access, are harder for fact checkers and te,chnollogy companies to resolve. 

ful lfact .org 

Setting up, new social media channels. Adding a new distributron 
channel is a resource-intensi1ve undertaking even in orgianisations 
with a dedicated communications team. Fact checkers should 

seek additional funds to hire community managers otr audience 
engagement special i1sts, and grantmakers should make funds 
availablle to help fact. checkers grow their audiences and earn 

trust as part of long-term sustainability plans. 

Media portnerships. Media partnerships can help build audiences 
and prnfile, but can be hard to sustain in the long term and 01re 

not easy to build in highly competitive news environments. It i1s not 
allways possible to persuade the media to pay for content. 

Presenting fact checks w ith limited space and desigr, 
resources. Many fact checkers do not ha1ve a designer, it is hard 
to tit all necessary iinformation into one small imoge, adapting 
promotional mater1alls for different channels is time consuming, 
and country-specific research on presenting factual infarmotion 
and belief formation is rore outside t he USA. Grantmakers should 
support Investment in distribution (e.g. des1g1n templates) and 
audience research . Facebook, Googl1e and You Tube should share 

information about t heiir users in each country to support uptake 
of accurate information and to help fact checkers more effectively 
correct widespread inaccurote beliefs. 
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■ Internet shutdowns. It i1s hard or impossible to reach your 
audience when governments close the internet or block your 
website. Grantrnakers sha,uld fund tools to unblock the internet 
arnd effective campaigns for internet freedom. 

Online harassment. This ca n rarnge from trolls flooding comments 
and spamming fad checkers accounts, to serious threats of 
violence,. sexual assault and death; or coordinated attacks from 

cyber armies. Internet companies should provi1de fast-traick 
reporting mechanisms for fact checkers, and the International 
Faict-Checkirng Network should work with fact checkers in 

di1fferent regions to develop private guidance to support those 
experiencing harassment. 

Variation in fact check data re.quirements of different internet 
companies' products. Facebook's fact checking product 
arnd ClaimReview have similar but not identical data fields, 
meaning that any fact checker using both to scale their work 
on line must carry out separate data entry and adapt their fact 
checks twice for these products. As other internet com pa mies 
increasingly become interested in fact checks as a way to identify, 
contextualise and reduce the spread of misinformation on their 

pllatforms, it is important for fact checkers to protect stoff time 
and resources from beingi spent unnecessarily on manual data 
entry. This requires a collecti1ve discussion with in the industry. 
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---~ctc~ecke~sand~he 
-~internet companies 

Internet cornpa!nies inclluding1 Fa1cebook and Google work with 
independent fact checking in different ways as part of their efforts ta 

tackle misinformation on the platforms they own (Whats.App, YouTube 
and lnstagrarn, as well as Facebook's main app and Google Search), 
whether by funding fact checkers directly or in kind, surfacing fact 

checks in search results, or using fact check ratings to downrank 
certain content. However, there ore differences in how the companies 

approach their relationships w ith fac.t checkers. 

Facebook has the most advanced approach, including a structured, pa1id 

programme and a team devoted to engaging and consult iing with fact 
checking orgainisations. There are rnany ways iin which the Thiird-Party 
Fact-Checking programme could be improved and bui1lt upon, but its 

benefits and achievements to date should also be recogn i1sed. 

Other long-established companies such a1s Google □1nd Twitter do have 

measures in place to tackle mi1sinformation on their platforms, some 

of w hich have been ramped up in response to coronavi rus, 56 but these 
measures do not involve partnerships with fact checkers. Internet 

companies hove had ample opport unit y to learn from the successes 

and challen ges of Facebook's programme,. yet none have· so far set up o 
si rn ilar programme, One consequence of this is that since arn ly Facebaak's 

programme exists ,. only Facebook's progm mme has been subjected to 
scrutiny and {often legitimate) criticism. Some interviewees questioned 

whether t he media's often harsh c:ritic:ism had disc:oura g1ed other internet 

companies from being bolder. 

In general, internet companies have not been open about the scalle of 

misinformation on their platforms, the full scope of their effort s to identify 

and tackle misinform ation, and the impact of t hese efforts. While some 
companies publish transparency reports on the enforcement of their 

standards at regular periods, these include inform ati1on that is mo rnths 

out of date and with o substantiall lacl< of detail {for example provid iing 

56 about.fb.com/news/Z020/04/covida19-mi1sinfoau pdote; covid19.twitter.com; blog.google/insideagoogle/ 
company-announcements/covid-19-how-were-continuing:-to-help; whatsapp.com/coronavirus: support. 
g oogle .com/youtu be/ans wer/9 7 7 7 24 3; red dlitblog. com/2020/03/02/ex pert-conversation -on -coronavi rus 
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globo1I statistics}.57 Established a1nd emerging online platforms are haviing 

an increasingly important impact on publk debate, public att itudes and 
online informati'on distribution. Much greater transparency is required to 
ensure that efforts to tackle misinformation and rellated issues are ethical 
and effective. 

Internet comparnies rarely work together publicly to tackle nnisinformation. 

There are no agreed public standards for tackling misinformation on 
online platforms among internet connpanies. Taki11g user reporting as an 
example, Facebook arnd You Tube alllow users to report "false news" and 
"spann or misleadiing'' content respectively, whille Twitter, WhatsApp, Bing 
and Google Search do not provide a system specifically for reporting folse 
or misleading content. A recent example of rnre public coordinati1on is a 
joint statement in March 2020 about tackling coronavirns misinformation, 
by Facebook, Google, Linked In, Micrnsoft, Reddit, Twitter and YouTube.58 

No informotion about the i1mpllemerntation or impact of these joint efforts 
hos yet been rele,ased. 

Fact checkers themselves are undecided a1boot how they want to woirl<. 
with internet compainies ~ although 01 majority of organisations are open 

to more collaboration. In our survey, a majority of respondents (40 out of 
47) said they would like You Tube and Twitter to set up a collaboratively
developed global program pairtnerin,g with fact checkers to identify, llabel 
and downrank nnisinformation on Youtube and Googile products, aind 
notify users who have watched or shared verified misinfornnation. Some 
said they would like o fe.ed of suspected false misinformation subnnitted 
by users and surfaced by All. Others wanted to see data about trending 

searches in their country. 

While the lnternationail Fact-Checking Network facilitates as much 

as it can between internet connpanies and fact checkers. as a small 
organisotiorn of four people, it is tiny in comparison to both the lairgerr 

fact checking community and the internet compani1es. There is room to 
improve coordinat i1on among fact checkers, annong internet companies, 
and between those two industries. Tlhis presents practical challenges. 
For example, to push their work to mass audiences automatically online, 

5 7 tr□nsparencyJ□ceboo k.com/co mmunity-st□ndmds-enfo rcement#f□ke -□cc□unts (last report w□ s 
from March 2020); tr□nsp□rency.twitter.c□m/en/pl□tfo rm-mo1nipulation.htm l (last report f rom June 
2019); tra nsparencyreport.goag le.com/ya utu be-policy/removals (last report Dec 2019} 

5 8 techcru nch.com/2020/03/16/foceboo k-reddit- google-I inked in -m icrosoft-twitter-o n d-youtube-iss ue-jo int
stateme nt-o n -misinformation 
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fact checkers must carry out time-consuming basic manual data entry on 

multiple third pairty platforms such as Facebook's fact checking product 
or Cla lmReviIew schema, submitting slightly different data or a1dapting to 
different formats each time. This unnecessary duplication is a waiste of 
skilled foct checkers' time, and could be avoided with better coordination 
between internet companies. There are all.so missed opportunities to 
remu nerote fact checkers' important contributions towards the reduction 

of harmful misinformation onHrne. 

The coronavirus pandemic has led some internet compani1es to act more 
strongily on misinformation and to provide theiir users better 01ccess 
to relliable information. It iIs clear that there is pllenty of appetite to 
explore how foct checlkers and internet companies can work together 
to increase their individual effecti1veness in ident ifying and acting upon 
misinformation, as welll as bolstering democraci1es and freedom of speech. 

Internet companies need to increa1se transparency about how they 
tackle misinformation, and invest much more in engagement with fact 

checkers. But fact checkers also need to step up our efforts to proactively, 
constructively and collectively shape how internet companies respond to 
the evolving challenges of aniline misiinformation iin future. 

Inaccurate and misleading content dissemi'nated 
by politicians 

In many countries, poli1tit.ians have large presences on Facebook or ot her 
social media platforms, carry out extensive online campa1igning , and in 
some cases employ unofficial! cyber armies to push messagies. 

Many· interviewees said they see daims from politiciains as part of the 
online information ecosystem. Aos Fatos says that in 18razi1I, "We're living 
in an environment where political! discourse is tight with misinformation. 
When we fact check one part of this equation aind lea1ve the other free, 
we don't really solve the problem." Rappler echoes this, saying, "A lot of 
things here are politica l!~ the lines between misinformation a1nd politics are 
very blurred." 

Facebook currently exempts speech by politiCians from its fact checki11g 
programme. This exemption is basedl on Facebook's belief in free 

expression and respect for the democratic process: the company does 
not want to adjudicate political debates or stop politicians' speech from 
reaching audiences. f-acebook argues that this would leave people less 
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informed about what elected officials and candidates are saying arnd 

render polltfcians less accountable for their words. 59 

Some fact checkers feel that this still privileges freedom of speech by 
politicians over that of citizens. For example, one interviewee sees the 
policy as, "effectively just punishingi regular people, while politicians get 
the pri1vileg1e to say things which me wrong1." Others highlig1hted how the 
US context is different to other countries. PesaCheck, for example, says, 
"Kenya is differe·nt to California: there are a lot more checks and balances 
there than there me here." 

There are reasonable arguments that can be made for different responses 
to politicians' i1naccurate speech. Even among themselves, fact checkers 
are not united on how internet companies shoulld treat inaccurate claims 
from politicians, although a majority of survey respondents said that 
labelling inaccurate and misleading claims from politkians would be thei r 
preferred response. 

How do you think internet platforms should treat 
inaccura1te or misleading clai1ms made by politidans and 
those runniing for office? 
Answers from 47 respondents 

Label inaccurate or misleading claims 

241 

68.CMM 

Downronk certain types of claims such as those which could lead to risk to life 
10.64.Wi 

Downronk inaccurate or misleading cl □1ims 

8.51'61 

Remove inaccurate or misleading claims 
6.38'6 

Claims made by this group should not be eligible to be fact checked 
8.31M 

Don't know 
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5 9 a bout.fb.com/news/2019/0 9/elections -and-political- speech 

ful lfact ,org 

:f! 
L{) .,. :f! 

LO 

"' 

77 

233

OBTAIN
ED BY AMERIC

A FIR
ST LEGAL FOUNDATIO

N THROUGH LIT
IG

ATIO
N



FL-2023-00013 A-00000598454 "UNCLASSIFIED" 4/24/2023 

CHALLENGES OF ONLINE FACT CHECKING 

One practical challengie of the exempti1on of political speech includes 
defining politicall figures. Facebook's defini1tion is "candidates running fo r 
office, current office holders - and, by extension. many of their cabinet 
appoiintees - along with political parties and their leaders". However, in 
practice, this distinction is not olways clear or easy to follow. Factly says, 
"In a country like lndi1a; there are 10 million political figures," whi1le Full Fact 

points out that. "There are 10,000 local councillors in England. Some of 
them mention their position on their profile page but there;s no whitelist of 
people we have to avoid ." 

Interviewees questioned whether a light-touch sollution could be found. 
One said, "Our mission is to contextuallise what politicians are soying 
- which seems to me to be the some as Facebook''s mission." Another 
argiued, "If you don;t wont to reduce circulation, fine ~ but label them." 

In response to criticism of inaccurate conternt from high profile individua1ls 
remaining on the platform, Facebook anno!.Jnted in June 2020 that 
it would start labelling content that is covered by its exemption for 
newsworthiness. It will also give users a warning that content might break 
community standards when they attempt to share it. In the announcement, 
Mark Zuckerberg reiterated that "there is no newsworthiness exemption 
for content that incites violence or suppresses votin gi. Even if a politician or 
government official says it."60 

Twitter reportedly removed tweets from the presi1dents of Brozil and 
Venezuela and former New York City Mayor Rudy Giuliani that violated 
its policy on misleading coronovirus-related content.61 The company has 
also started to add labels to tweets of public fig1ures such as the Ameri1can 
presi1dent arnd Chinese Foreign Ministry spokesman.62 However, it iis not 
clear how Twitter is picking claims to label beyond its statement that it is 
"relyiing on t rnsted partners to identify" harmful content 63 Nor is it cleor 
what criteria are being used to determine what appears in the results 
when a user clicks the "get the focts" button. 

6 0 facebo o k.com/story.php ?sto ry_fbid =101120489808 825 21&id =4 
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61 theverge.com/2020/3/30/21199845/twitte r-tweets- brozi 1-ve nezuela -presidents-covid-19-coronavirus-jair
bolsana ro-mad u ro 

62 ard1ive.is/NtbND: archive.i1s/3Q2Un: twitter.com/reolDonaldTrump/stotus/13065575873751!28576 

6 3 blog. twitter.com/en_ us/topics/prod u ct/20 20/e..J pdating- our-approach-to-misleading-information. htm I 
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Mearnwhile, YouTube adjiusted its policy on political misinformation in 
February 2020, in preparation for the US elections, but did not explicitly 
mention whether certa i1n content published by politicians would be 
exempted, apart from a statement i1n August 2020 saying that policies 
woulld be enforced "without regard to political ideology''. 6 4' Its promise to 
remove false claims about tedmical elli gibili1ty requ irrement s for current 
political candidates includes an example of "claims that a candidate is not 
elfgible to hold office based on false information about citizenship stotus 
requi1rements to hold office in that country".65 

How fact checkers feel internet companies 
communicate with them 

In general, there is scope for, improvement on how internet companies 
communicate wit h fact checkers. We go into more detail an this later 
in this section. particullarly regarding Facebook, which ma1intains 
partnerships with many fact checker,s, so t here is more substance on 
which to comment in comparison to other companies. 

One ma~orr theme that came out of interviews was fdtt checkers' wish to 
be consulted about new or updated products and policies before they are 
publiclly announced. Factly sa id, "We would like it if the platforms beli1eved 
we can add value: for example explaining how and w hy something 
spreads. We're not asking them to seek agreement or deliberate with us, 
but to ask us about these issues because they have a public impact." La 
Si1lla1 Vada said, ''We need to know what they 're goiing to tell everyone. 
in advance, and be able to have on input on the conversatilon before 
decisions me made instead of reacting after." Chequeado said, "If we're 
in the creation stage of a product, we can see how it's working, and what 
information and data we'll use," 

Others echoed Factly's suggestion that fact checkers can add vdil ue. 
Fatabyyano said , "Al needs data1. If you put ga1rbage in, you get garbage 

out. W e'd Hke. to hellp them sort the data in Arabic." Aos Fatos said ,. 
"We could play an iimportant role: we're in t he front line and we have 
a lot to contribute. It's a mistake for the platforms to fail to hear what 
we're saying." 
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6 4 youtub e.goog I eb I og.com/ZOZ0/02/h ow-youtu be- sup ports-elections.html: blog .google/outre och -initiatives/ 
civics/updote-our-2020- us-election -efforts 

6 5 factcheck.org/2017/01/eig ht-yea rs-of-trolling-a bama 
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Some fact checkers said they are asked to join beta groups and small 

working groups to test products, and the lnterndtional Fact-Checki1ng 

Network's advisory board was seen as a useful feedback meclhanism. 

Many organisotions felt that their feedback is taken iinto account, 

particularly in situations where feedback is given collectively as ai group ., 

However, there is a range of attitudes among individual organisations: 

in our survey, 49% of fact checkers agreed or strongly agreed with the 

statement that, "We get invited to pf lot tools aind test products", w hile 36% 

disagreed. This direction of travell is good, but the responses suggest that 

intemet companies should expand their product testing1 and consulltation 

to include a wider ra nge of faict checking organisations. In terms of 

acting upon feedback, there were mixed feelings across t he fact checking 

community. In our survey, 46% of respondents agireed with t he statement 

"Internet pllatforms aict on feedback from my organisation'', while 24!% 

disagreed. Based on this sample, it's not elem· who the internet companies 

prefer to work with aind why, but there seems to be an inconsistent 

approach w hich merits more scrutiny. 

Getting answers to questions w as another theme in interviews. One 

organisation sa1id of its partnership with Facebook, "We work very closely 

but sometimes we don't get answers. We want them to continue to lkeep 

the interests of fact checkers in mind, and take input from us about the 

impoct of potential po licy changes." To explore t his further, we asked fact 

checkers how far they agreed wit h the statement "We fi nd it hard ta get 

responses when we a1sk questions". 30% of survey respondents agreed, 

and 21% disagreed. 49% sa,d they neither agreed tior disagreed. l his 

range of experiences sug giests that there is room for improvement to 

create a more consistently positive experience. 

Facebook and fact checkers 

What is Third-Party Fact checking? 

Facebook launched its Third-Party Fact-Checking programme in 2016.66 

It now has partnerships with 70 fad checkers in ot least 50 languages 

who can check mi1sinformation on Facebook arnd lnstagram including 

from posts, links, comments, and advertisements .'' 7 As many interviewees 

66 facebo o k.com/jau rna I ism project/programs/third-pa rty-fact-c hec king 

67 facebook.com/business/help/182222309230722 
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acknowledged, Facebook is t lhe only internet company with a robust 
globa1I programme to tacklle misinformation and a mechanism for labelling 
and acting against false claims. The disproportionate length of this section 
of the report should not be taken to suggest greater critidsm or praise of 
Facebook's response to the spread of misinformation, but rather reflects 
the unique extent of Faceboak's engiagement with fact checkers, 

Users con report misinformation, a1nd Facebook's machine learning1 models 
also surface content where lots of people are commenting or expressing 
disbelief in a particular post. Facebook's maclhine learning models also 
surface content that may be false based on data1 from previous fact 
checker rnting1s.68 

This content i1s compiled in a queue within Facebook's fact checkingi 
product, alongside metadata about the post, suclh as engagement or date 
posted. Fact checkers can bookmark content that they want to check, rate 
claims, and attach falct checks (for non-political claims ~ see below). From 
September 2020 onwards "ti:lhe options are: False, Altered, Pmtly False, 
Missing Context, Satire and True. 

Poges are notified when they have received a false rating, and Facebook 
takes one of five actions including reducing distri1bution, showing pop
up notices to users w lho are trying to share false-rated content. sending 
notificatilons to users who have shared false-rnted content applyingi 
misinformation labels, and reducing distribut ion or pausing ads and 
monetisation for an unspedfied time period for page,s or websites that 
repeatedly shore fo lse~rated confont,69 

Third-Party Foct-Checking i1s part of a wider strategy to tackle 
problemotic content across Facebook's apps, whiclh also covers removol 
of content which violates community standards and ads policies, hate 
speech, fake accounts and terro rr i1st corntent. Facebook also discusses some 
of these types of content wi'th fact checking partners, such as misleadingly 
manipulated videos, voter suppression and misinformation that can 
contribute, to physical harm.70 

6 8 face book .com/jou rno lis m project/pro gro ms/third- po rty-fact-c hec king/how- it-works 

6 9 face boo k.com/jou rno lis m project/programs/third-po rty-fact-c hec king/how- it-works 
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70 face book.com/com munitystando rds/moni pu lated_m edio: foceboak.com/com m lU n itysta n dard s/coo rdinating_ 
horm_p ubl icizi ng _cri rne; focebook.com/comm u n itysto nda rds/credible_ violence 
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There is a wide range of attitudes to the Fo1cebook prograimme among 

fact checkers. Most organisations we spoke to reported neither extreme 
disappointment nor extreme satisfaction with the programme., There is 
exasperation among faict checkers who are annoyed about Facebook's 
perceived inability or unwflli ngness to fix bugs in the tool, to provide 
more transparency, and to put fact checkers in the driving seat of 
product changes. 

However. the majority of arganfsations working with Facebook - and 
those who are not - see a clernr value and impact in the programme it sellf, 
and seem to have positive working relationships witlh their regional points 
of contact tnat go beyond seeing Facebo,ok as an important source of 

income. Many also beliieve Facebook sees tlhe programme as valluable too. 

The programme has a financial and editorial impad on fact checkers' 
work. There are numerous benefits, including increased vi1sibi llity of 
trending misinformation, girowth in audie,nce mid impact, an open line 
to Facebook, and a closer-kn i1t community of fact checkers, The areas 

for improvement include comrnunicatiorn, trainsparency, increased 
engagement of fact checkers outside· the US, the practical challenges and 
difference i1n ethos around checking political speeclh , and more support 

for fact checkers experiencing partnership-related online or political 
horassrnent. The next section of this report goes into more detail on these 
effects, benefits and a1reas for improvement. 

Financial and editorial! effects of Facebook's Third
Party Fact-Checking programme 

Fina1ncial dependency 

The morney that comes with Facebook's Third-Party f=act-Checking 
programme has been transformative to ma1ny orga1nisat ions. Many 
hove been ablle to hire more staff. build up reserves, lmmch in other 
countries or languages, make longer-term plains, expand offices or buy 
expensive software. 

However, rnany org1anisations, in particullar newer ones, would be left 
vulnerable to closure i1f the programme· ended. Some fact checkers said 
tha1t their jobs are tied to the programme funding. 
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If the scheme ended, we would have to lay off peopfe. 

Jt's 50% of our funding. 

We, know it's not going to be forever - it might end this year, next year, 

or the year after - but it's helping us buHd products to become more 
sustoinabfe in the, fong run. 

- Various fact checkers 

There wos no consensus obout how llong the progromme will run for. Some 

interviewees thought it woLJld corry on until the end of the US election or 
tha1t there would at least be a major assessment of the programme; others 

thought that it would run "as long as IFacebook exists". 

Facebook has responded to this need for clarity a1mong fact checkers 

by sharing information about the programme i1n 2021 earlier on in 2020 
compared to previous years. 

There wos some speculation over whether Facebook was or is attempting 

to develop ma:chine learning in order to automate the process and reduce 
its dependency on fact checkers at a later date. There is a wi1despread 

belief that Facebook has graidually come to appreciate the complexity 
of fact checking, and thot a full automation strategy may never work, 

because of the judgement, nuance, and types of evidence involved in 

checking online claims. One foct checker refleded, "I think, if they care, 

they need to ruh the programme on a long term basis". 

Some fact checkers pointed to a 2019 announcement about iintroducing 

community reviewers, in which Facebook said i1t would pilot usingi 

contractors to find information that can contradict or corroboraite 

online cla:ims, and share these ratings with the third-party fact 
checkers as "additional context as they do their own official review".71 

Some intervi·ewees saw the announcement as an indication t hat the 

fact checking progromme would end, while others thought the two 

programmes could exist allongside and compllement each other. 

71 a bout.fb.com/news/2019/12/helpi ng-f m:t-checkefs 
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Ei1ther way, os one fact checker commented, "Fa1cebook has to 

communicate the results of th is programme and take a deci1sion about 

what we will do in t he coming years to fight misinforma1tion." 

248 

We do not know how Facebo,ok's Third Party Fact 
Checking prog1ra1m will continue to function iin the future·., 
What effe·c:t(s) do,es this uncertainty hove on your 
organisation? 
Answers from 43 respondents, with the abiility to tick multiple answers 

We're unable to pion 

We are not concerned about this 

Job insecurity 

Other (please specify) 

"if. 
0 
rl 

13.9511& 

"if. 
0 
N 

"if. 
"' N 

Percentage 

34.889' 

M.SIM 

"if. 
D 

"' 
"if. 
D 
<t 

Facebook should discuss its road map for the programme with partners, to 
help them plarn finaincially and develop plans fo r susfoinabili1ty, should the 

programme be scheduled to end, altered or reduced. Faict checkers should 

also coordinate among themselves and with the fund ing community t o 
develop plans for the long term sustainability o,f fact checking. 

Editorial strategy 

Some fact checkers, like Teyit and Maldita.es, w ere set up with online fact 

checking as their primary function. Others launched wit h the primary goal 
of checkiing political claims as a democratic accountabi lity acti1vity; and did 

not often publish foct checks of online content. 

Organisations which started with a focus on polit icians reported a large 

increase i1n the volume a1rn d proportion of onlline fact checks - specifically, 

fact checks of content from Facebook. 
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Despite Facebook's arm's-length approach to pmtners' editorial strategy, it 

is clear that the programme is havi,ng an iimportant effect on fact checkers' 

activity which merits a closer look. Lucas Graves and Alexios Ma1nt.wrlis 

examined the relationship between mission and focus {political versus 
online rumours) in a 2020 paper for Polit ical Quairterly, and said: "Notably, 
fact checkers who have partnered with Fa,cebook were three times as 

likely (30%) as those who haven't to see fighting viral rumors as their main 

purpose {though even among this giroup, a majortty chose politkall lyingi 

as their main tairget) ."72 Academics focusing on fact checkingi, and fact 

checkers themselves, should take this question seriously and grenerate. 
a public d iscussion so tha1t the eHects of Third-Party Fact-Checking on 

editorial output is properly addressed. 

Biggest benefits of the Third-Party Fact
Checking programme 

Aside' from the finandal benefits of the programme, interviews revea lled 
many posi1tive consequences i11duding better monitoring, imprnved impact 

and new readers. 

Facebook partnership makes it easier to find important claims 

Many fact checkers said that the qua1lity of content in the queue has 

improved since they began fact checking fm Faceboo~. including 011 

increase i1n the proportion of checkable daims (rather than opinion and 
viral non -factual videos}. "We get visibility on what people oire consuming 

and what appears to be false", says one fact checker, while another says, 

"It's valluable: it shows i!..IS stuff we woulldn't see before a1nd lets us prioritise 
it". In particular, fact checkers welcomed the addition of lnstagiram to the 

queue, as the platform is harder to monitor even when using CrowdTa1nglle. 

More reactions and corrections from tho,se who get checked 

Interviewees said publishers have re.ached out to osk how to catrrre.ct 
their content. Africd Check in Senegol said, "Last week, Samba [tlhe 

editor] got a phone call albout a false flag on a Faicebook page. This i1s a 

good impact - they will pay O'ttention next time." Ellinika Hoaxes says, 
"publi1shers will reach out ~ before thait, we would fact check something 

and no one would give a damn." PesaCheck has seen relotionships with 

72 onlinelibr□ ry.wiley.com/doi/ful l/10.1111/1467-923X.12896 
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media go from a1ntag1onistic to positive: "When they get fla1gged as false, 
they're not able to monetise. They get scared, but then a'sk us to come in 
and tmin staff in the essentia1ls of veri'fication ond fact checking, and how 
misinformation works." 

An open line to Facebook 

Fact checkers said thot they hod initially had problems engaging w ith 
Facebook, arnd thait the partnership has hellpedl them to have a more open 
relationship. One fact checker even cited this as the main reason to keep 
the pa1rtnetrshfp: "They need to see what we're seeing, and we meed this 
structured conversation". 

Attracting new, different readers 

Many fact checkers said that the programme had helped them expand 
their dludience. Po,litifact says, "every t ime we rote something, it 's 
essentially a push notification to thousarn dls of people who weren't 
readers before". Full Fact said, "we're reaching people who don't core 
dbout political fact checking or PMQs [Prime Minister's Questi1ons, the 
weekly parlimnentary session where the Prime Minister is questioned 
by the l eader of the Opposition and other MPs)". Chequeado sees the 
programme as a gatewoy: "There are 33 rn illlion Facebook users in 
Argentina: if they start wi1th debunking and then bmnch out, we're getting 
readers that we wouldn't get otherwise." 

A closer-knit communi'ty 

Although Focebook's parrtners are part of the lnternd,tional Fact-Checking 
Network which runs community-building activities, the programme 

appears to hove brought fact checkers even closer together. La Silla 
Vacfa says: "We do other types of reporting so we aren't as invested 
in the International Fact-Checking Network as other fa1ct checkers. The 
programme has increased our feeling of being part of a connmunity of fact 
checkers." A European fact checker descri1bed collabomting on a fact check 
with a colleague in the so1me· region: "I only know t hem because Fac:ebook 
h01s flown us to the same conference". 
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Biggest areas for improvement within Facebook's 
Third-Party Fact-Checking programme 

Communication with pa1rtners 

Communica1ting with fact checkers is widely seen as one of the 

partnership's biggest area1s to improve. Fact checkers understand that not 

all their recommendations and input can or should be taken into account, 

and many were at pains to add that they have a good relationship w iith 

their regional representative. 

However, interviewees talked about a lad. of mutual trust, inabili1ty to 

manage crises, lack of prior warning or consultati1on about changes to 

policies and policies which affect the progrnmme, and dismissing issues 
rai1sed by fact checkers in group calls, 

One fact checker commented, "If the aim of these ca Ills is to gather 
information for Faceboo,k rn1ther than engaging with the problems we 

raiise, it's a waste of rny time aind others'." Another soys, "the rnai11 result of 
engagement is that it sucks o,ur e-nergy and time, and takes away from the 

main process of fact checking." 

Folllowing Full Fact's first transparency report on the effectiveness 

of the Third -Party Fact-Checking prngrarnme· in 2019,73 Facebook 

responded saying, "We welcome feedback that draws on the experiences 
and first-hand knowl1edge of organisations llike Full Fact, which has 

become a va lued partner in the U.K .. We are encouraged that many of 

the recommendations in the report are being actively pursued by our 
te,ams as port of continued d i1ologue with our partners, and we know 

there's always room to improve."74 Full Fact's latest transpa1rency report, 

published in September 2020, stated that while ma11y of the 2019 report's 

recommendations hdve been implemented, "we ore disappointed that it 

hos taken over a year for these changes to be put in place", a1nd that there 

are still issues with transparency and working with experts. 

However, many fact checkers we interviewed raised concerns about not 

being listened to and feedback not being acted upon, with the result 
tha1t the partnership ton feel one-way. This is perhaps to be expected, 

7 3 f ul If □ct.org/blog/2019/j u I/fu 11-f actr-p ub Ii shes-ti rst- re po rt-facebooks-third-p arty-f □ct-checking- programme 

7 4 ful lfa ct.org/medi□/u plo□d ,/tpfc-q lq 2-2019.pdf#p□ge=7 
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considering the imbalance of power between Fac:ebook, one of t he biggest 
companies in the world, and small fact checking organisations with 
comparati1vely tiny budgets and public profille. In some cases, this lack of 
trust has resulted in a transactional view of the partnership, where fact 
checkers see their job 01s providing a service rather than being part of a 
common cause. The onus i1s on Facebook to do better on thi1s front and 

reap the rewards of a gen1..1 inely two-way partnership. 

Facebook should discuss ways of build ing trust and two-way 
communication directly with foct checlking partners, but possible routes to 
explore include: 

■ Sharing information about feedback, inclluding how tt has been 
prioritised, who has and hasn't heard it, and why it will or won't 
be acted upon. 

■ Sharing a rnad map for the future of the prngramme. 

w ·orking together to set shared gioalls with explkit commitments 
from both partners. 

Encouraging fact checkers to discuss challlenges and possible 
solutions privatelly among t hemselves as wel ll as with Face book. 

Sharing information about the impact of individua1l pa1rtners' work. 

Working together to identify non-financial ways of supporting! 
fact checkers, such as reducing onli1ne harassment and sharing 
findings from relevant user research. 

Communication about the programme 

Many fact checkers also said that Facebook needs to improve its publk 
communication dbout the· pro,gramme, including briefing stoff better for 
public speakingi engagements, providing 01 media conta1ct on the Third
Party Fact-Checking landing page, and taking more responsibility for 
defending policies which fact checkers don't agree with and did not help 
develop (such as Facebook's policy on treatment of inaccurate content 
from politicians). 

Several described being put in a position of defending or explaining t he 
programme, despite a Facebaok representative being present at on 
event or meeting. One interviewee says, "At a conference, I had to stand 

up and expllain to a member of Facebook staff how the programme 
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works. I sometimes have to feed spokespeople so they know what to 
say." Facebook should have frrnnk conversations w i1th partners about 
how frequently this occurs and, i1f needed, what steps could be taken to 
make sure tha1t Facebook staff are equipped to properly represent the 
programme in publ irc settings. 

At the moment the page just hos our contact information. There's no 

one from Facebook to talk to about the programme, or who's managing 

it and what the consequences of being flagged are. - Fact checker 

Critidsms were also raised of Facebook's information pag1es75 for the 
progrtHTinie. Interviewees described getting angry comments and emails 
from Facebook group admins who get "freaked out", "confused", or 
"angry" when notified of o false rating. "Moi1nstream media publiishers are 
not adequately aware of what the programme is about. We've hod long 
conversations with medio houses about t he merits of deleting posts aver 
corrections. But at the end of the day, I'm aware we couldn't do anything, 
because it's Facebook's polk y.'' 

Siince we conducted interviews, Facebook has revamped and restructured 
information about Third-Porty Fact-Checking1, including giving clearer 
information about the actions it tokes in response to faict checks.76 

These improvements ore welcome, olithough there is still no generic or 
staff contact listed, and the list of fact checking partners in different 
countries is gone. 

Si1milar concerns were raised dbout use-rs: "it's not be·en made clea1r to 
Focebaok users that this i1s a programme that Focebook hos asked us to 
do. People think we are poking their noses i1n their business. Facebook 
needs to make clear that they are playing o role in thi1s and it's 01 

programme they came up wit h." f acebook should continue to work wi1th 
partners to establish what further iniforma1tion needs to be publi1shed 
on the programme's information pages. Focebook should also take any 
necessary further steps to publi1cise the programme among publishers and 

7 5 face book.com/journo lis m project/progr□ ms/third-pa rty-f□ct-c hec ki ng/faqs: fa cebook.com/bu si1ne ss/ 
help/182222 3092307 22 

76 Comparing old page (web.archive.org/web/2020010420 5448/https://www.facebook.com/h el p/ 
publish er/18 2 222 3 092 30722] with new (focebook.com/journol ismproject/prog rams/third-party-fact
checking) 
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users so that they know how it works, and are aware of t he consequences 
of publishing inaccurate information. 

Sometimes fact checkers are put in o position in which they must either 
defend Facebook 's policies publicly or else risk undermining the value of 
the programme aind their relaitionship with the company. One says, "When 
we get asked about the policy on fact checking politicians, we t hen ha1ve to 

go out and defend a policy we had no part in form ulating. I fundamentally 
disagree with that policy direction. But we don't want to antagonise 
Face.book, so we end up having to take their part. I'm not saying we 
should be dictating polfcies but we need to be making our voices heard 
beforehand. Facebook needs to work wit h fact checking1 orgianisations 

in specific regions and countries, and say we are thinking about this 
intem ally, we would like your input." Sevemll Facebook lea1ders induding 
Mark Zuckerberg and Sir Nick Clegg have made publi,c: statements about 
Face.book's pollitical speech policy.77 Face.book could build on this by 
ensuringi that fact checking partners in different countries ha1ve access to 
these materials aind can redirect questions to Facebo,ok's own statements, 
rather than carrying1 the burden of defending these policies themselves. 

Communication wi'thi'n Facebook 

Rap pier expllained how fact checks oftern lead to the discovery of 
coordina,ted networks of Facebook accounts, and that these two aspects 
of tackling misinformation are linked. Yet, within Facebook, the teams t hat 
deal with these connected problems are, entirely separate. "f would go 
bad< to how the whole progiramme is structured and how it's connected to 
information operations," Rappler soid. 

Appetite for more transparency 

' 
Facebook is a t least doi·ng much better than some other companies. but 

they're not able to comm 1.micate what they're doing. 

- Fact checker 

254 
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Fact checkers expressed continued frustration with the low levels 
of transparency about tlhe impact of the Third-Porty Fact-Checking 
programme. This is a long-running concem.78 Facebook has released 01 
small number of statistics about the effectiveness of the programme, for 
example that false-ratings reduced views of articles by 80%.79 or that 
people who saw warning labels on Cavid-19 content did not go ta view 
the original content 95% of the time. 80 However, the evidence behind 
these claims has not been released, which makes it hard to evoluate 
the effectiveness of the programme. If Facebaok-style programmes 
were adopted by other internet companies , it would be valuable to 
include regular impact statements within the programme design so that 
independent researchers con compare the effectiveness of different 
measures,. and so that fact checkers can prove t hei1r value and iimprnve the 
effectiveness of their work. 

We don't know a. Jot about our impact on the platform. If we hod more 

information. we could do better work, but Face·book doesn't want to 

show its data. - Cheque·odio 

Teyit says, ''We have limited data about how this product works. Focebook 
shares some informotion about impact, but it's general. We can't see 
specifica1lly which article got user reactions. or how many not iifications 
were sent to users for ea1ch fact check, or how many people clicked to 
get more information. We need more data." Africa Check's Senegal office 
says, "If we hod more data from Facebook it wo iLl ld help us orgonis,e that 

work better." Factly also wanted to know more about user behaviour and 
the impact of the pmgromme not just at a global level but specifically in 
relation to their organisation. 

Teyit also points out that its staff have fed the Al by bookmarking 
claims, but do not know how or whether Faceboolc is learning from thiIs. 

"Facebook is getting feedback from us but they're never really open and 
transparent. It's hard to susta in such a relationship: we never know why 
we're doing something. Fa1cebook does research on different mmlcets, 

78 poynter.org/fact-checki ng/2017 /its- been-a-yea r-since-faceboa k-pa rtnered-with-fact- checkers-hows-it
going 

79 a bout.fb.com/news/2018/06/hard- questions -fact-checking 

80 about.fb.cam/news/2020/04/covid-19- mi1sinfo- updote 
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but we never il<now the details. They learn from us, and we have to learn 

from them." 

One possible route to addressing these concerns is running a quarterly 
seminar for partners on topi1cs where fact checkers feel more knowledge 

woulld help them to work better, such as: 

■ Introduction to how Facebook uses Al to ta1ckle misinformation. 

How user behavi1or is affected by individual fad checkers' work 

within the Third-Party Fact-Checking programme. 

■ How Facebook i1s using CldimReview in its efforts to tdckle 
misinformation,. and the implications for fact checkers. 

Global inequalities. 

There is a widespread percepti1on that Facebook makes decisions based 

on what is happening in the US market. One fact checker says, "The 

platforrns redct whern something happens in the US. Twitter is trying 

something new because of the !Presidential election. 18ut ot her countries 

ha:ve huge problems with misinformat ion which affects people's lives. 

So it's important to think outside the US perspective.'' Another echoed 
this, challe11gi11g Facebook to be more colllaborative with countries 

outside the US. 

Responding to disinf·orma1tion about fact checkers 

One fact checker mised t he issue o,f defending itself against false claims. 

Rappler said thot a lot of false claims that circulate i11 the Philippines have 

to do with fact checkers themsellves, and Rappler sees it as a conflict of 

interest to engage with these. Exampl1es given by R.a1ppler irn cllude the false 

claims that Rappler is in a giroup of top tax evaders, or that its CEO Maria 

Ress.a is an Indonesian citizen. Rappller said, "There are claims about 

Rappler ond Vera Files [another leading fad checker in the Phi1lippines] 
circulating] and left unchecked. There's a loophole for disinformation about 

fact checkers to spread, and it's affecting our reputation as fact checkers. 
How do we defe.nd ourselves? Somebody else has to be doing that." 

Facebook and the Internat ional Fact-Checking Nletwork shoulld discuss 

this issue with foct checkers and collOJboratively develop a proposal to 

address it. 
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WhatsApp 

WhatsApp has started to have conversatiorns wi1th fact checl<:ers about 
working together to identify arnd respond to misinformation, and has 
opened up its API to some fact checkers allready. To date, WhatsApp jboth 
the Business App and API) is connected to 47 fact-ched::ing organizations 
in 29 countries mound the world. WhatsApp lists these organi1sotions 
on its FAQ pages, encourngirng users to "doublle-check information 
with these official lf CN [International Fact-Checking Network)! Fact 
Checking Organiza'l:ions."81 

Goo,gle, YouTube and fact checke.rs 

Google and YouTube do not have a fact checking partnership programme 
like Facebook does, but they do use foct checkers' work a1rnd support fact 
checking in some financial and prad1cal ways. 

Google prnvildes credits for advertising, G-Suite and Cloud stomge for fact 
checkers, which is se·en as very va lluable and worth continuing. Similarly, 

grants were seen as a giood woy of supporting foct checking, although the 
question of how and whether this could be extended to benefit more fact 
checkers was raised. 

In 2020, Jigsaw (formerly Google Ideas) and Google Research announced 
Assembler, an experimental pllatform bringing together mul1tiple image 
manipulation detectors from academics into one tool to help fact checkers 
and journalists identify manipulated media. Assembler is currently being 
tested with fact checkers. 82 

Information and transparency 

Whi'le fact checkers warmly welcomed Goog1le's announcements that 

Claim Review has enabled roughly four billion impressions of fact checks in 
2019 and four billion impressions in the first three quarters of 2020,83 these 

81 faq.whotso pp.com/126 7879 58113 983 

82 theverge.com/2020/2/4/21122778/alphabet-j1igsaw-assembler-tool-news-journalists-deepfolkes-imoges 
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announcements were seen as the beginning rather than the endpoint of 

more transparency from Google about t lhe impact of fact checl<ers' work. 

Fact checkers wanted more information about how Google and YouTube 
are using Claim Review, and how these platforms tdp irnto t he Foct Check 

Explorer database. Ymffube alsa caime in for criticism of vague terminology 

such as "authoritatiive content" or "borderline content". 84 International 

media has olso attempted to scrutinize what these terms mean and who is 

evaluating content , with no success. 85 

Google and You Tube slhould give full information about where fact checks 

are appearing, how many people are seeingi and engagingi wit h these 

(at country level). and which search queries are causing fact checks to 
be shown in results. This would help fact checkers to understand how 

users are seeing and co11necting with their work, and make presentational 

adjustments accordingly; as well as helpiing fact checkers to prove their 

impalCt to funders cmd supporters, aiding long term s1U1sta1inability efforts. 

Better and more communication 

While fact checkers did suggest that there hos been a sttep change in 

Google's approach to communicatti1ng wi,th fact checkers, most recently 
w ith a meeting of 30 represe rntatives from 20 verified International Fact

Checking Network signatories in Washington, t here is still more t hat 

can be done. 

Fact checkers would lil<e to contribute to the stmtegies Google and 

YouTube are using to fight misinformation. IPesaCheck describes the ideal 
two way rellationship: "If we w ere able to se·e what sort of work t hey're 
doing to respond ta; misinformation; w e could contribute. Also, when we 

discover t rends - such a1s people trying to monetise false information using 
ad sense - there's nowhere for us to ta ke· this information. We'd like to 
engage with these pllatforms and coordinate," 

One fact checker, describing the ir rellationships witlh platform 
representatives, said, "There's only one person [at Google] in o,ur country 

w e can talk to and he has a lot of w ork .. It takes so long to get in touch . 

8 4 yautub e .gaag I eb Io g.co m/2019/12/the-fo u r-rs- of-res pon sib i lit y-raise-and- reduce. html 

8 5 gizmodo.com,/yo utu be• is-goi ng'-to-bu ry-bord erline -content- it-wont-te-1832162 3 8 3: wired .com/st ory/ 
youtube- re corn mendotion s-croc kdown -borderline-content 
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At Facebook we have a regi1onal product manager. lln a sense, Google is 

missing th is: they are not locally approaching faict checkeTs." 

Some fact checkers said they often see bad examples of misinformati1on 
on You Tube and Google, but felt they did not know who to reach out to -

or if they do re □'ch out they do not always get a response. In, porticulm, 

fact checkers highlighted the need to fast-track reporting for coardirnated 

activity like click forms. 

Google should expand the team that is responsible for working with fact 
checkers to tackle misinformation ~ preferably within t he Information 

Credibility team, which seems to be trusted by many fact checkers - to 

enable more consultation ta take place and to build deeper, genuinely two

way relationships with fact checkers. 

Haras.sment 

Some fact checkers mentione·d they had been kicked out of their You Tube 

account without any explanation, and asked YouTube to extend better 

protection to fact checkers against harassnnent campaigns. 

YouTube 

It is hard to gauge the extent of misinformotion or coordinated activity 

on YouTube. The company does not have a structured foict checking 

programme that might provide a baselline of information, m1d t here are· 
limits to the amount of dat a researchers can extmct via the public API. 

There is d lot of room for Ym.ffube to be more open about i1ts activities 

to reduce nnisinformat ion, and fo engage more proactively wit h fact 
checkers. YouTube has published several biogs about i1ts internal 
efforts to countemct misinformation, and harmful content, includi1ng 

its use of external evaluators who use publicly available giuidlelines to 

assess content the fact that each video receives up to nirne different 

opinions, sometimes including expert opinions; and a regular Cammuni1t y 
Enforcement transparency report. 86 It is not clear whether You Tube is 

using fact checks to aid these efforts, although anecdotally, fact checkers' 

say that the same v i1deos they have checked on Fac.eboo k. are sometimes 
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removed from You Tube, suggesting that You Tube is using fact checkers' 

work internally, possibly without appropriate levels of transparency. 

The presernce of YouTube representatives at a meeting of fact checkers 
in 2019 and at Global Fa1ct 2020 was noticed and remarked on positivelly 

by interviewees. 

YouTube came under the spotlight during the coronavirus epidemic, w lhen 

large volumes of misinformation about 5G a1nd coronavi rus circu llated on 

its platform. In early April , new s organisations reported that YouTube was 
banning cons pi racy videos linki rn g coronavirus symptoms to 5G net works.87 

YouTube's page states, "Claims t hat COVID-19 is ca1used by radiation from 

5G networks" are not allowed on the platform. 88 

In April 2020 Youifube announced that it was expanding it s use of 

Claim Review in search results informat ion panels - previously in use only 
in Brazill and lhdia1 ~ to the US, and later t he UK and Germany. 89 You Tube 

announced a girant of one mi lllion dollars to the International Fact Checking 

Network to support ideas rellated to video production and improving fod 
checkers' reach, impact, and inst ituttonall capacity. An option that does not 

seem to have been explored is payingi fact checkers di1rectly for tlleir expert 

assistance in tackli lilg misinform a:tion on YouTube's platfo rm. 

Overwhelming support for a paid, structured fact checking 
programme on YouTube 

During interviews, fact checkers expressed an appet i1te for workin g! wit h 

YouTube to combat misinforma1tion in the following ways: 

Devellop a misinformation monitoring tool similar to CrowdTongle. 

■ Label misiinformation to feed YouTube's claim spotting and claim 
matching Al. 

87 bbc.co.u l::/news/technology-52198946; businessinsider.com/youtube-delete-5g-cornnovirns-
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consp i rncy-2020-4; itv.ca m/news/2020-04- 09/f ocebook-removes-dovid-i eke-ca ronovi ru s- 5g-co nspir□ cy
vi deo 

88 support.google.com/youtube/onswer/9891785 

8 9 youtub e.googl eb log.co m/2.020/04/expand ing •foct- checks-on-youtube -to-un ited-states. html; bras ii. 
goo gle blog .com/2019/11/traze nd o , mo i s·trains pare 11 cia , e ·contexto. htm I; s upport.goog le.com/youtu be/ 
an swer/92 29 63 2 ?hl= e n: th ed rum .com/ news/2020/09/24/youtu be- ro I ls-out-conspiracy-die biu nking- fact 
check-feoture-t he-uk 
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Fa:ct ched<:ingi misinformation, which cam then be downranked 

and flagge·d or labellled to users. 

Fllag text which been transla1ted from debunked misinformation in 

arnother language 

Highlight fact checks in search results. 

Share data wit h fact checkers about trending! videos by topi1c, 

lainguage. and region. 

■ Provide trnnscription arnd automatic closed captions including for 

smaller language. 

■ Recommend relev□1 nt fact check videos to people who 
watched misinformation. 

Add labels to fact checked videos which are embedded or shmed 

outside YouTube. 

We followed this up witl, a survey, which indicated that there is strong 

interest in a more forma1I relationship between YouTube and fad checkers 
along the liines of Fdcebook's Third- Party Fact-Checking progiramme. 85% 

out of 47 respondents said they wanted to see a collaboratively-developed 

globa1I progrnmme partnering with fact checkers to identify, label and 
downrank misinformation on You Tube and Google products, and rnotify 

users who have watched or shared verified rni1sinform□tion. 

Another popula1r request was developing a CrowdTongle-style tool for 
monitoring viral misinformation o,n YouTube and providing access and 

training to verified foct checkers. Currently there is no equivalent to 
CrowdTangle to hellp fact checkers funnel down the massive amounts of 

content on YouTube into somethi1ng which is realistically rnoniforablle

everything must be done manually. In our survey, 49% of respondents said 
tha1t a tooll like· this would be us.efull. 

Our survey also showed that 40% o1i respondents thought that country

specific search trends data on You Tube would also be a1 useful way of 
supporting fact checking. 

Google products 

Interviewees spoke in detail about the d wl llenges they encounter w i1th 
Google products such as Snippets, Se,arch and Translate, as welll as issues 

ful lfact ,org 
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with communication and transparency. They also mentioned practical 

ways Google □1nd YouTube coulld support fact checkers. 

Search 

Some fact checkers said they would like more transporency about Googlle's 

search eng1ine allgo ll"iithm and how i1t surfaces authoritative content. 

Many would like more inform□1tio n about how search results are ranked: 

interviewees sa1id that lin~s to misirnformatiorn are sometimes ranked 

hi1gher than fact-checked informati1on. 

Snippets 

The featured snippet is a Google Search feature that aims to deliver 
information to users foster.9 0 It's not clear exactly how the feaitured snippet 

algorithm works, but it appears to select a statement of fact from the 

search result page that resolves the user's query. 

Maldita .es saiid, "'Snippets are full of misinformatiorn. W lhat Google 

identities as the most re·liable· source might work in English but not in 

Spani1sh." There are problems in English too. In 2019 UK YouTube users 

began posting videos of themsellves asking Google's voice assi1stant 
if Muslims are exempt from paying co1.mdl tax. 91 Google can be heard 

responding, incorrectly, "According to pet itions, UK governmernt and 

parliaiment, Muslims who use their living areas within their homes as a 

place of worship are exempt from paying co,uncil tax. This however does 
not apply to other religions". Full Fact said its staff also heard 'fu ll fact 

dot orgi' being iinaccurately quoted. Im this case, Google picked a clai1rn Full 
Fact was dting, not the conclusion written in response to it. Full Fact got in 
touch with Googlle, who quicklly fixed this instance, 

It is possible to add code to either stop a website from ever appearing 

in Srnippets, or to prevent certain bits of text from ever appem ing in the 

Srnippet itse. lf.92 However, while this helps sites solve the probllem irn the 
short term, t hese solutions can only be used reactively. 

9 0 blog. goo gle/prod ucts/sea fch/rei ntrod ucti on -g oog I es-featured -snip pets 

91 youtube.com/watch?v=clxluEICAaU (video removed by You Tube). bitchu,te.com/video/ 
fg2 I flxOB l<Zzk/?fbclid = I wA R 1Szl c_ N4ag H pri OPvdwBgyl f YMkg HzQ_Zlxq U bCo_ MO Ko LZX h F7D3 Ro4U, 
yautube .cam/watch ?v= rKdY _PHUWxE 

9 2 support.google.com/webmaste rs/a nswer/6 2293 25 
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Featured snippets do not use CllaimReview Schema, which means tlhat 

despite investing hours of time and money making their fact checks 

machine-readable, fact checking organisations currently don't ha1ve a 
means of ensuring that the right information from a fact check is surfaced 
in Google's semch results. 

Transla1te 

In lrnn, Factnameh has had trouble with Google translating numbers 

correctly in Farsi. This has been a particular problem during the 
coronavirus pandemic, when there is likely to be an increase in the number 

of international joumali1sts who wi ll be using Google translate to read 

about misinformation in Iran, which attempted to cover up the true number 

of cases. 93 

For example, in a1n artide about fl u deaths and coronavirus, 94 Foctnomeh 
quotes 01 claim by Iran's Healt h Minister. Here is the correct translcttion 

of the claim, written as in Persian to show the exact digits that are in 

the statement 

"We have hod 13 thousand and 200 cases of influenza in /ran this 

year of which 108 died. Our population is a quarter of Americo's. 
f n that country, there are 28 mil/'ion people affected, 290 thousand' 

hospitalized' and 16 thousand dead as a result of influenza. But no one 

tells you not to travel to America." 

However, Google translated this as: 

"In Iran this year,, we have hd'd 1,400 ca,se,s dnd' 2 deaths from the 

flu . Our population i,s a quarter of America. There are 3 million people 

affected, 6,000 hospital/zed and 6,000 dead. But nobody says don't 

travel to America. " 

Factnameh says that Facebook doesn't have this problem but Twitter 
does, si nice its transllation is powered by Google. As well as increasing the, 

likelihood of mi1sinformation being spread by journalists who don't read 

g 3 bbc.ca.uk/news/warfd-middle-east-51930856 
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Farsi, t his also has the poterntial to create misinformation aind undermine 

Factnameh's internationol reputation by making it seem 1U1nreliable. 

Twitte.r and fact che·ckers 

Twitter has not yet shown an inclinatiorn towards partnering! with 

fact checkers, a1lthough the International Fact-Checking Network has 

communicated the potential! benefit of such partnerships, for ex01mplle the 

value of local expertise in applying impartiali1ty principlles to assessment 

of content. 

Like other platforms, Twitter has expanded its approach to misinformation 

in several directions in response to COVID-19. In Twitter's case, this 
includes labelling and sometimes removing misleading, synthetic or 

manipulated media and tweets containing potenti1ally misleading 

Covid-19 information,95 search prompts for users on COVID-19 topics, 

and making the COVID-19 data corpus a1vailable for free throu1gh its API, 
enablingi research. 

Twitter has not published a methodology for its internal fact checking 

process - which appears to be done in-house by its curntiorn team using 

"trusted sources" - beyond its general cu ration guidelines.96 Aside from the 
WHO, trusted sources are not listed publicly, but are described as "public 

healt h authorities and govemmernts". Although foct chedkers are not 

currently designated a1s trusted partners, they have been cited in at least 
one "get t he facts'' Moment under a "What you need to know" header 97 

Twitter says t hat, "Trump's claims are unsubstantiated, a1ccordi1ng to CNN, 

Washington Post and other fact checkers". CNIN is not an independent 

verified fact checker working to globally-agreed transpairency and 
impairtiality standards, while the relevant tweet from the Washing1ton 

Post does not link to the Washington Post's Fact Checker (an International 

Fact-Checking Network signatory) btJtto a polit icol analysis piece. 98 

This is just a single example, but it does indicate t hat there is room for 

9 5 blog.twitter.com/en_ us/topics/prod uct/20 20h.i pdoting- ou r-app rnach-to- misleading-information. 
html: archive.is/NtbND: archive.is/3Q2Un 
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9 6 help. twitter.com/en/rules -and- policies/cu ratio nstyleguide#:~:text=W hen% 20 including% 200% 20Twitter% 20 
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97 ard1ive.is/bzORG 

9 8 wash i ngtonpast.com/pal it ics/20 20/0 5/26/review-trLI m ps-mo ny- LI n,su1bstantiated- o I llegatians-voter-frau d/ 
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improvement in Twitter's understanding of w hat good fact checki1ng and 

trusted sources look like. 

Beyond coronavirus measures. Twitter also began testing a new featuire 
for Android phones in June 2020, where people are prompted to reaid 
articles before they share them.99 

Unlike many other internet companies, Twitter does not provide grants 
or paid pa1rtnerships to fact checkers or the lnterna1tional Fact-Checking 
Network. Twitter's financial contributions to fact checking have 
sometimes taken the form of ad credits -for example, it supported Full 
Fact and Maldita.es via ad credits during the coronavirus pandemic.100 

These arrang1ements seem to rely on organisations having an existing 
relationship with Twitter rather than on a public strnctured application 
process. Twitter also someti1mes highliglhts fact checkers' work 
in Moments. 

Themes thot emerged from our interviews i'ncluded the insufficiency and 
inconsistency of Twitter's approach to tackling misinformation on its 
platform, its lack of engagiement with fact checkers, and skepticism a1bout 
its recent a1nnouncements on !labelling content. f act checkers said they 
wanted Twi1tter to be more open: ''Wlhen you osk them for data they can 
be really hermetic, for example if we want to know a1bout how a hashtag 
started", says one. Another saiys, "We never meet Twitter and that creates 
tension. They are closed, and i1t's hard to get inforrnotion." Others said t heir 
accounts had been blocked and tho,t it was diffiw lt to get any response. 
For example, one said, "Our official! account wa1s blocked by Twitter. No 
explanation was given. no answers." 

Twi'tt~r is more behind in its moderation of content and attitude to fact 

checking. ft's also an acceleration platform with. no, fong term pion. -

Fact checker 

However. in comparison with other internet compani1es, Twitter rarely 
came up during our interviews. To try to find out more, we ran a survey in 

9 9 twitter.com/Twitte rSu pport/status/12 70783 5 37667 5512 3 3 

100 blog. twitter.com/en_u s/topics/compo ny/2020/covid-19 .html#e ng a gem ent 
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May 2020, including a free-response question about how fact checkers 

woulld like to work with Twitter to combot misinformation ., 

While four out of 30 respondents said thot Twitter should at least label 
content, ten went further, saying that they would like to see Twitter 

set up 01 structured programme similar to Face book's fact checkingi 

programme. One suggested that this could be done either through 

Claim Review or through o tool like Facebook's fact checking tool. Several 

said that payment would be a prerequisite for any· pa1rtnership like this. 

One respondent wrote, "I have been contacted by Twitter. However, their 
programme seems to rely on fact checkers locating claims and delivering 

content for free. This is not possible due to financial costs/' Anot her 

wrote,. "They need to start remunerati1ng fact checkers for pointin91 out 
misinformafrm on their platform." 

Two respondents said that they would like Twitter to improve its API 
access, w ith one requesting that Twitter open the AP·1 for more than seven 

days in CrowdTangle. 

Other internet companies 

Apple, Microsoft. Unkedln and Amozon have not publicly engaged with 
fact checkers to tackle misinformation, although Microsoft's search engine 

Bing uses Cla iim 1Revi1ew.101 Mi1crosoft has provided free access to Edge (its 
browser) users to NewsGuard {on internet news watchdog service), and 

ha1s told the media that its research team is working on misinformation, 

disinformat i1on, and health care hooxes.m 

Summary of main challenge.s of 
working with internet co,mpanies and 
possible solutions 

Internet companies hove significantly increa1sed the reach of fact checkers, 

helping them to scale their work onlline - but this comes with challen gies 

101 bing. com/webm aster/h elp/m arkup-cla i m -review-7 202cff 4 

10 2 zd net.com/orticle/ri ewsgua rd-becomes-free-for- a II- m ic rosoft-ed ge- users/: media post.com/publications/ 
a rticl e/3 51424/microsaf t-to- give-edge-browser-users-a ctes s-to- new.html 
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such as lack of transparency, difficulty in finding a contact a1nd making 

feedback heard. 

ful lfact ,org 

■ Finam:.iol dependency on internet companies for funding. Many 
fact checkers have a lhigh proportion of their budget coming1 from 
internet companies, especially from Facebook Fact checkers are 

very vulnerable to future decisions by internet companies to stop 
funding or reduce hmdi1ng for fact checking. 

Transparency. Fact checkers have a ch 01 lleng1e 11.mderstonding 
exactly how and where t heiir work is being used by internet 
compani1es, especia lly internal use by internet companies as part 
of Al and moderation efforts. Finding out the impact of individual 
fact checks and overall! fact checker activity on user behavio l!.ll r is 
allso tricky, as internet companies have so far refused to reveal 
that level of informa1tion. Fact checkers and internet companies 
should continue a di1alogue about what type of transparency 
would be useful and wlhy, and internet companies should 
commit to provi1ding foct checkers with information that will help 
them understaind whether they are fulfilling their mission, and 

information that can contribute to sustainability. 

Investment i11 partnerships and engagement., It is often 
challenging to locate a contact from an internet platform with 
whom to disclJss collaboration or send information about 
misi1nformation or coordinated activity. Facebook i1s the exception 
to this, as it has regional liepresentatives for fact checkers as part 
of its global! fact checking programme. Other internet companies 
would reap the rewards of fact checker s' experience and research 
by investi1ng in teams to manage partnerships with fact checkers. 

■ Testi'ng and feedback. Feedback is not necessmily acted upon, 
nor is it clear how it is prioritised. Similarly, fact checkers do 
not always get answers to questions about products tlhey are 
using to scale t heir fad checks or assist rntemet companies in 
reducing misinformation on their platforms. Some fact checkers 
Cilfe asked to pi1lot products while others aire not, which suggests 
011 incon,si1stent apprnach to global! product and policy testing. 
Fa'Ct checkers should discuss whether a collective approach to 
feedback and testing could be a solution i1n some areas, and 
internet companies should communicate more openlly about 

prioritisation of feedback. to mornage expectations aind keep 
relationships constructive. 
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L-----_ ----.Cchnal·~, 
d automation 

How technology has changed the f'act 
c:hecki'ng environment 
We asked interviewees how technology has changed their work in recent 
years and what they'd Hke to see 1n the future. Many ment ioned that the 
intemet had broadened Uiei1r scope, while others said technolog1y had 
driven a proliferation of possible sources of cloims. 

' 

'' 

ful lfact ,org 

Misinformation is growing onfine: we see more, monitor more, try to 

think like on algorithm. Nothing Hke that was in my head. when I storl ed 

my career as a journalist in 2008. - Aas Fafos 

The way we interact with technology platforms has changed. Do we 

see them as platforms for distribution or monitoring? Sometimes we 

flip it upside down to use the same platform for debunking. - Factly 

Without tech we wouldn't be here. We origi'nated to fight false claims 

on the internet in Arabic. The tools we use ore al l internet based. -

Fatabyyano 

We've become more focused on socia1! media. Checking socio/ medio 

is pretty radical compared to the basis of our founding. - afthough it 

sounds normal to newer fa.ct checkers. Technofog,y h□'s changed our 

work for good. - Politifact 
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'' 

In the past, we were looking at a. few media or9anisations, but now 

there ore milli'ons of content prodlJcers. Technology has helped - we've 

got tools that a/low us to double check - but a significant part of the 

change has to do with volume. - Rappler 

The whole market for informati·on ha1s changed., Face book ha·s 

contributed to more people being exposed to fact checking, Related 

to this, there's a much broader scope for things to fact check. We 

started off doing only polit1ca./ discourse. Now there's on endless 

universe. We need to be much more specific about why we're 

checking this and not that. We have better selection criteria, although 

olJr fact checking process itself hasn't chang,ed that much. - La 

Sillo Vada 

Automiated fact checking 

Several fact checking organisations are developing tools to outomate 
parts of their work, such as identifying checkable claiims, allowing 
users to report suspected misiinformation, or verifying t he dccuracy of 
simple numericol claims. Full Fact's 2016 report The State of Automated 
Factched<.ing identified four clear stages of fact checking with potential 
for machine intervention: monitoring, spottiing cla1ims, d1ecki1ng claims ond 
creating and publishing articles.io3 

HowevN, during the interviews for this report, the term "automated fact 

checking" was interpreted very differently by different people. Some 
understood the endeavour as envisaged by F1..1II Fact, breaking down the 
constituent parts of fad checki1ng and testing whether any of these parts 
can be performed accurately by mochines. Others saw it differently, and 
expressed justifiable skepticism about the possibility of a world in which 
robots could perform the whole fact checking process in one lleap. 

This difference irn concept1orn could account for the huge variety of 
responses to a general questi1on about whot interviewees thougiht about 

103 ful lfa ct.org/medi□/u plo□d ,/f u 11 _fact-the _stote_of _a utomoted_ fa etch ecking_□ug_ 2016. pdf#po ge ~4 
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automated fact checking. One i11terv i1ewee said, "I can't i1magine a worlld 
with it right now," whilst at the other end of the spectrum, it was descrf bed 
as "the future". Some fel t that automation could help wit h certain ttypes 
of daims: "I cam see it working for images and basic claims, but not more 
complex claims", said one, while another said they thought automotion 
could help motch image·s and vi1deos. 

Claim-spotting was seen as very useful by some, such as Africa Check 
in Senegal: "The Washington Post wa1s able to check 100,000 claims 
from Donald Trump i11 100 days.i04 There's no way you can do that here 
in Senegal." For others, such as Teyit, a focus on spotting politi1cail claims 
is irrelevaint: "If it started detecting photos □ind videos we'd want to do 
something with it." 

The single point of agreement was thot ma1chines would not replace 
hl!.lman fact checkers any time soon. Elliniko Hoaxes soid, "'No machine 
can replace human intuition: machines stilll can't understand if something 
is satire or opi1nion. Fact checks have to go through a human before 
publishing." Fact Crescendo said, "It might be a thing of the future, but 
human intelligence cannoit be taken out." Chequeado said, ;'Automation 

is good for our work, but it can't be the only tool. Fact checking 
needs humans." 

In particular, autom,ating1 the research part of fold checking is seen 
as a distant 011d umeolistic fantasy, siince so much human judgement 
and creative thinking is needed to track down so,urces. and evidence, 
collaborate wi1th other fact checkers, and identiify context and framing 

such as sati1re. Rappletr, reflecting on the possib i1lity of robochecking 
replacing human researchers, said: "There are thingis on microfilm that my 
team struggles with! So it'll be a while." 

' 
We want a.nythfng that makes the time shorter between see ing a dai.m 

and publishing a fact check - DUbawa 

Factly pointed out that robochecking depends entirely on the quality 011d 
online accessibi1lity of data in each country. Factnameh agreed, saying that 
in Iran, t here is not a lack of data, "but it's messy a11d di1sorganised - some 

104 wash i ngtonpost.com/gra phics/politic s/tru mp-cl□ i ms 
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of it's in IPDF, some are open and some are just pictures of the pages. Also, 
sometimes websites are cllosed outside of Iran". 

For Teyit, ex i1sting tools are irrelevant. For example, Full Fact's tool focuses 
on finding polftical claims, rather thdn on verifying videos and photos. 
Teyit also thought that using automated tools to veriify is a dead end. "The 
way I see it, it's more a tooll for double checking if something's already 
been fact checked. Regarding verify[ ng iitself, from where I stand it's not a 
tool for that." 

Many raised the question of whether machines' languag1e capabillity wais 
good enough in their lang1uoges. For examplle, Fatabyyano had concerns 
about how welll the tools would operote in Arnbic: ''We don't hove o lot 
of hands so we need Al: most of the people who foct check for us me 
volunteers. But Arabic grnmmar i1s very hard, and we don't have a llot 
of Arabic-specialist developers. People building these too ls will need to 
c.ollaborote w ith people fact checking i1n other languages." Fatt Crescendo 
commented that "If it was only one language t hat we're talking about then 
yes. t he possibility may be there. But when we're tai l ing about more thon 
100 languages in a country, like, in India, it doesn't seem li-ke we're getting 
there." Teyi1t says "We could develop new technica l! tools if someone 

developed NLP [natural language processing] for Turkish. At the moment 
automated tools aren't that useful for Turkish." 

Many of these concerns echo challenges around automated fact checking 
1dentifie,d by Lucas Graves in a 2018 paper for the Reuters lnstitute .. 105 
Graves highlighted natural - language processors' English langiuage bias, 
difficulties in accessing reliable of ficial datasets, and the need to parse 

messy TV and govemment transcripts to find checkable claims aind 
identify speakers. 

Where technology can help 

Not all fact checkers have in-house web development capacity or 
technical expertise. This has an impact on t hese organisations' abilities 

to participate in conversations about the future of technology. These 
organisations would benefit from free technollogy consulltancy and 

271 

10 5 reutersi n stitute. politics.ox.ac.uk/risj-review/factsheet- understanding -promise- and-Ii m its-a utamated-fact
checki ng 

ful lfact ,org 107 

263

OBTAIN
ED BY AMERIC

A FIR
ST LEGAL FOUNDATIO

N THROUGH LIT
IG

ATIO
N



FL-2023-00013 A-00000598454 "UNCLASSIFIED" 4/24/2023 

CHALLENGES OF ONLINE FACT CHECKING 

subsidised technolog1y suppatrt for bosic tosks such as upgrading their 
CMS or creating and fixing simplle web pages. However, advanced 
technology is stil l! likely to be used by a wide vairiety of fact checkers. 
Based on interviews, we included o question in our survey about which 
kf nds of technollogy woulld be most useful to fact checkers. The most 
popular proposi1tion wa1s a tool which identifies claims and provides virality 

metrics alongside them. 

Whic:h of the below technolo,gies would be most useful 
to your organisation? 
Answers from 47 respondents 

A too! which identi,fies daims and provides metrics on virality 

A too! which identi,fies previously-checked claims which are appearing in other places 

44.&BK 

A too! to monitor trending You tube claims and/or topics 

A too! connected to WhatsApp's API which collects and prioritises reader requests 

3,4..0496 

Image-searching software (e.g. to make it easier ta find visual claims on lnstagram) 

31.9196 

A database of fact checks on claims that crass borders and languages, with internal translation capability 

27JHM 

Speech ta text transcription for vid'eos and live feeds 

21.:zR 

A tool which automati:cally identities new cla1ims 

19.15% 

i 
0 
N 

i 
Lil 
N 

i 
0 

"' 
Percentage 

i 
Lil .; 

$ 
0 

"' 

Based on interviE!ws, the idea II - though pE!rhaps unrealistic - monitoringi 
tool would: 

■ Identify claims in a wide range of langua1ges aind ailphabets. 

■ Take in data about previously-checked accounts and pages 
{helping to [identify repeat offenders). 

272 
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■ Capture virality and predict the performance of a post 

W'ork across Facebook, Twitter, lnstagram and YouTube. 

Have video aind image search functionality. 

Auto-generate keyword searches based on live data. 

■ Transcribe speech to text in a wi1de range of languages. 

Have detailed transparency documentation. 

Beyond this, organisations' wish lists were more specific, either to their 

workf low or country: 

Improving natural language processing in specific languages, 
e .. g. Arabic. 

■ "Edi1torial Checklist" WordPress plrugin. 

Crowdso l!.Jl rcing platform for micro-research tasks (e.g. converting 

PDFs to raw drnta). 

PDF to Excel converter. 

Auto-generating parts of articlles, e.g. the CMS suggests a lirnk 
to frequently used dataset on the topic you are writing about, or 

auto-fillls a sentence about the share count of the claim you're 
checking, based on the claim's URL. 

Softwme that flags whether videos are likely to have 
been altered. 

lnstagram Stodes moniforing tool. 

While not every technologiy project need a1im to benefit every fact checker, 

it is worth exploring whether technology could have multiple use cases 

beyond a sing1le organisation or country. 

The fa1ct checkers develo,ping techno,log.y 
to assist their wo,rk 
In general, fact checkers seem to see automation aind technology 

fitting better into the monitoring aspect of fact checking than research, 
publication and distri1bution. The projects rtH:ntio,ned below are mot 
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exha1ustive, a1nd new iiniti1atives may have appeared since the time 

of writing. 

Automatic identification of claims, crowdsourcing1 
reader tips, and search trends 

Lealdl Sto,ries' Trendolizer: identifying emerging vi'ral posts and 

connecting the dots between known misinformers 

Trendolizer monitors indivi1dual links from known sources of misinformation 

which are gainlng1 popularity online. This helps fact checkers to priiorltise 
claims by showing which stari,es me beginning ta trend. It also lets users 

build a database using Google Analytics and Adsense account codes, IP 
addresses, domain name regi1stratiions, Mailchimp llist s aind sign-up forms, 

allowing researchers to identify websi1tes as part of the same network. 

Interestingly, Trendolizeu also finds duplicates of claims before they ga1in 
sufficiently high engagement to appear in Facebook;s fact checking 

product queue, and surfaces links from Youtube· which content moderators 

hove removed from search results arnd recommendations, but which are 
stilll gaining troction on Facebook. Trendolizer wants to build duplicate,s 

detection for all fact checkers, add more video platforms, and redesign the 

dashboard. Trendoher is a paid for tool with around twelve fact checker 

subscribers. At the time of writing, Trendolizer cost $350 per month. 

Rappler's shark tank: monitoring which ingests accounts 
previously identified as spreading misinformation 

After experi1encing atta:cks by the President's supporters in 2016, Happier 

began to collect data to monitor and anolyse the spread of disinformation 
and hateful speech onli1ne. This database, known as the 'shark tank' 

because of the hostile language used, takes in public posts and comments 

made irn open groups and pages. Rappler initially sellected groups folllowed 

by 26 fake accounts spreaiding disinforma1tion. By 2018, Rappler mapped 

a netwmk. of over 400 connected pages and groups.106 Rappler uses the 
shark tank alongside, other monftoring toolls such as CrowdTangle and 

Trendolizer. "If something is very viral we get lots of notifications for thi1ngs 

that aren't reallly fact check worthy. We use all these tools to tri1angulate 
the signals." 

10 6 rap pl er.co m/n ewsbre□k/i nvesti g□tive/206017- □ttacks-ago in st- ph i1li ppine-p ress:-duterte-second-ye□ r 
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Full Fact: claim detection and claim matching 

In 2019 Full Fact added new foncti1onality to its suite of tool,s to lhelp 

identify claim-like statements that are beiing made in the UK Pmliament, 
online newspapers, and some Focebook pages and Twitter occounts. It 

presents the claims to fact checkers alongside information fo help them 

choose whet her the cla1im is suitable to be fact checked. 

Africa Check, who worked with Full Fact as part of a wider Al 

collaboration, hellped to teach the tool how to recognise a claim in the 
South African context, said thot while there is scope for improvement, 
the tool ca n correctly identify a cllaim, and has helped t he team to find 

claims they otherwise would not have seen. FuH Fold has since started to 

experiment with training the underlying All in more languages and making 
a much more streamli1ned capobility to detect claims availablle to other fact 

checkers wi1th low technical overheads. 

In 2020 Full Fact is focus.ing on looking for repeated sightings of claims 

the team has already checked . This helps the impact team, who are 

responsible for persuading people or organisations to make public 
corrections to inaccurate claims. With more information about where 

claims are appearing, who has made a claim and on what platform, the 
i mpoct team can make better decisions about how to prioritise corrections 
casework. Cla1im matchingi also enables longer-term analysis such as how 

often are cloims repeated over a period of twelve months or more, with 
and without Full Fact doing a fact check and corrections request, to better 
understand the impact of Full Fact's work. 

Tech and Check Cooperative: identifyi'ng1 claims and 
disseminating! fact checks via an app 

The Tech and Check Cooperative, based at Duke Uni1vers1ty, is working 

on two projects. The first is identifying foctual claims and sending 

a daily emaill update .. The secornd is a set of 'pop-up' apps that use 
automation to disseminate fact checks more widely. This includes the 

FactSt ream opp, which displays fad checks in one stream during live 

events, and is populated by fact checks from Politi Fact, the Wa1Shington 
Post and FactCheck.org. It also includes a fact checking opp for voice
activated assist□1 nts .w7 

107 repo rterslab.org/tech- and- chec:k; □ pps .apple. c □m/us/app/fm:tstream/id 13 2 7 422405?1 s= 1 
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Chequeadlo's Chequeabot: identifying claims in online 
medio1 outlets 

Chequeado uses a bot called Chequeabot to scan media outllets arnund 
the country, identities claims and matches t hem with existing fact checks. 

The bot gives Chequeado a text file with links that can be posted on social 

media.108 Chequeado soys that this outomotisation has meant they can 

fact check more federal stat ements. 

Aos Fatos's Rada1r: disinformation monitoring in real time 

Aas Fatos i1s developing a methodollogy for monitoring and verifying low

quality content on social net works so that any user can follow in real time 
how this content is spreading on the internet, for example on websites, 

Facebook, Twitter, YouTube and lnstagiram.109' The aim is to provide Aos 

Fatos' team with accurate diaginoses about coordinated campaigns and 
mislea1ding tontent on social networks. For example, Aos Fatos used 

Radar to identify the spread of misinforma1tion about coffins being buried 

empt y to inflate Covid-19 death statistics.11° 

RMIT A.BC Fact Check:, identifying bushfires misinformation 
on Twitter 

RMIT ABC Fact Check from Australi Cll told us they deci1ded not to join the 

Facebook progiramme because they felt that there would be a conflict of 

interest in also reporting on Facebook. RMIT is developing a pilot project 
to identify m,isinformation on Twitter, initiallly focusing on misirnformatiorn 

about Australia's bushfires. RMIT is tria1lling different text mining 
techniques to understand how different keywords are relate·d to certain 

topics, w i1th the aim of identifying who i1s pushing certain i1naccurate 

norratives (for example thot bushtires are the result of arson). At the time 
of the interview, RMIT wa1s broadening its scope to coronavirus. 

108 poynter.org/fact-checki ng/2018/in -org enti no-foct- ch ed:ers %C2%92-lotest- hire- i s-o- bot 

109 o osfatos.org/notici as/com - apoio -do-goog I e-aos-fatos-vai- dese nvolve r- monitor-de-desi nformacao 

110 o osfatos.org/noticios/como-desinfa rmacoo-so bre-caixoes-vazios- i m pu Is io nou -desmentid os-em-mosso -
contro-corlo-z□ m bel Ii-no -twitter/ 
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Teyit's crowd-powered website: educating users as they 
participate in monitoring and research 

Teyit is making a new website where people con add claims to the 
website, as well as evidence to support a fact check. "Internally, we spend 
a lot of time improving our software to decrease work time. Misinformation 
spreads foster than the truth, so we hove to be really quick." Users con 

send messages, open coses and odd evidence, for example uploading 
PDFs. The platform con automatically archive links. Teyit's staff con see 

reports and who shared the information. Teyit sees the tool as a mirror for 
its website: "people can see what our writers ore working on." 

The tool also hos an educational aspect. Users get points when they 
complete training and educational materials. After that they con open 
claims and rote evidence. Teyit sees it as vital to combine technology with 
people: "Just using technology didn't help us. Tech is meaningful when you 
use people - it's important to change people with technology." 

Africa Check's WhatsApp chat bot: crowdsourcing WhatsApp 
misinformation via reader requests 

Africa Check is working with technology non-profit Meedon to create 
a personalised WhotsApp messaging service. Users con forward 
information they wont checked to a chatbot. Africa Check researches the 
claim and then sends it back with a link to evidence and basic information 
about where the claim originated and where it was published. 

First Draft's coronavirus search trends: briefings on trending 
coronavirus searches 

First Draft provided a weekly briefing on online signals about coronavirus, 
based on: a Google Trends coronavirus dashboard showing the most 
popular topics that people have searched; a questions hub where users 
can flog questions they haven't been able to find the content they are 
searching for; and social media monitoring of posts shared on Facebook, 
Twitter, YouTube, lnstagram and Reddit, or via closed messaging apps. 

fullfact.org 
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Technology to help fact checkers with research 

Forensia: authenticity sc:ores for audio files 

Forensia is a paid-for opp develloped by Argientino's National Council of 

Scientific and Technical Research which helps fact checkers veri1fy the 

authenticity of audio files that supposedly contain clips of politidans 

speaking. Fact checkers can send in an 01udio clip to Forensia , which is 

compared agiainst files that carry the real voice of the poli1ticiarn. The clip 

is then verified against a da1tabase of voices and sounds from people who 
were born in or live [n the region where the politicia n is from. Fact checkers 

receive a probability score back, whi1ch Forensia says should be used in 

combination with other types of evidence.m 

Maldlita1.es: superpowered communi'ty of experts to advise and 

contribute to research 

Maldita.es has bui llt a database of more than 1,900 supporters with 

different skill sets, such as sd entbts or doctors. Maldita .. es uses a 
customer relationship manogement tool to work with these volunteers, 

as welll as to manage reader tips, subscriptions and donations. The 

database is developed continuously, far example by adding tag1s to lielp 
reporters find experts. While there arre drawboclks to this system ~ such as 

difficulti1es in cross-referencing wha1t volunteers say and vetting credibility 

- it has helped Maldita.es contextualise a w i,de range of claims rangingi 

from health and organ trafficking to bear attacks and protests.112 

Full Fact's robochecking prototype 

Full Fact lias a robochecl< ing1 prototype, which checks simple numerical 

claims for which public data exists on lilne in a machine readable format. 
Full Fact hos been working with the UK's notional statistics office· for 

several yems to make stotistics machine readable,113 although there 

are still open questions about getting machines to understand claims in 

111 poynter.org/fact-checki ng/2019/meet-forensi□ -□ -s □ftwore-re□dy-to-d eb un k-f □ ke -wh □ts□p p- □ uldio-fi les 

112 poynter.org/f□ct-checki ng/2019/is- it-a-marvel-film- or- □-fact-checking- newsroom-how-m□ ldit□-es-u ses
its-readers-superpowers 

113 ful lf□ct.org/blog/2015/ouig/typology-c□veots: f u llf□ ct. □ rg/b lo g/201 /jul/stati stics-ore-not-just-r:rn mbers
they-require-context-be- useful 
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context The prototype for this tool works in a small fraction of cases but 

does yet work well on a wide variety of cloims and data. 

Technology to help fact checkers publish and 
distribute their work 

Ao,s Fatos' Fatima: replying to users in Facebook Messenger, 

and dwllenging sharing of false information on Twitter 

Aos Fatos also runs a bot on Twitter and Messengec part of its Fatima 
Al project On Twitter, the Fa,tima web app monitors tweets with links to 

false information and responds with a link to a fact check. On Messengier, 

Fatima is a chatbot which gives users specific tips on how to debunk fake 

photos, videos and sta1tements. 

Coronavirus alliance: searchable globol dotabase of 
coronovirus fact checks, 

The International Fact-Checking Netwoirll coordina1ted a globol group of 

more than 100 fact checking organisations to work together to ta:ckle 

misinformation related to the coronavirus pandemic. The International 

Fact-Checking Network created a sortable and searchable database, 
which is regularly updated and produces written weekly reports on trends, 

published on one cent rnl hub. 114 

114 poynter.org/coronavi rusfa ctsallimice 
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CHALLENGES OF ONLINE FACT CHECKING 

~-Conclusion 
Harm from false information is not llimited to any single platform, 
or even to the internet: misinformation can also be disseminated by 
politicians and news media, by word of mouth,. in advertisements, and 
on printed materials handed out or delivered to people's homes .. 

Facebook's Third-Party Fact-Checking progiramme is an important 

intervention, and the most effective response from any internet company 

so far. Face book's effort to work globally - with 70 fact checkers in at 
least 50 languages ~ is also (Ul important commitment. The Third-Party 
Fact~Checking programme has encountered all the challenges tha1t might 

be expected, such as technological] and communication issues, and there 

remains room for improvement. 

Internet comparnies should work together to coordinote their efforts fo 

tackle misinformation across online platforms. Other internet companies 
should folllow Fac:ebook'·s lead in working with fact checkers through o 

structured, paid programme, and learn from the experiences of Third
Porty Fact-Checking. 

Fact checkers should also develop a collective process to engoge wi1th and 
contribute to internet companies' responses to the evallving challenges 

of online misinformation , to prated the long term sustai1nability and 

independence of fact checkiing. 

Sumimary of challenges 

Moniforing 

ful lfact ,org 

Vollume and relevance 

■ Overemphasis on virality from social listening tools 

lnunda1tion with audience requests 

■ No monitoring tool for You Tube 

Image and video searching 
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Research 

■ Repetitive claiims andl time consuming or repetnive tasks 

Accessib ility of information and tronsporency of authorities 

■ Training editorial staff 

Difficullty of finding a source for claims originating from 
closed platforms 

Publication and distribution 

Setting up new social! media channells 

■ Sustaining media partnerships 

Presenting fact checks witlh limited space and design resources 

■ Internet shutdowns 

OnHne harassment 

Working with internet companies, 

ful lfact ,org 

Financial dependency on internet company funding 

Transparency: bath in terms of the f ull scope and nature of 
internet companies' responses to online misinformation, and of 
detailed impact metrics for partnerships with fact checkers or 
products powered by fact checks 

■ The need for more investment by more internet companies in 
partnerships and engagement with fact checkers 

II Testing and feedback 

Variation in fact check data requirements of different internet 
compani1es prnducts 
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L-----_____ ppemfix 

All reco,mmenda1tio1ns 

Recommendations for internet companies 

These are overarching recommendations to Facebook, lnstagram, 

WhatsApp, YouTube,. Google, Twi1tter and platforms coming into the 

mainstream such as TikTok. Some companies already lhave some of these 

measures in place, and we recommend this be maiintained. 

Allow users to report suspected misinformation; aggregate 
reports data1. and share i1t in anonymised formats and in real-time 

with fact checkers tn relevant count ries. 

Share llive data with fact checkers on potential misinformotion 

surfaced by Al. as opposed to user reports. 

■ Work with fact checkers gilabally to lobel misinformation 01nd feed 

thi1s data to Als. 

Internet companies' misirnformatiorn teaims should coord i1nate 
so that fact checkers send the same· data into every company's 

system rather than adapti'ng for each company or platform. 

■ Pay fact checkers for work which is used to improve the quality 

ornd trustworthirness of internet comparnies' products ond brands. 

Show more awareness of the risks of a US-centric approach 

to the development of misirnformotion poli'cies and products by 
expanding product testing and consultation to include a wider 

range of fad-checking organisations. 

Fund the International Fact-Checkirng Network to enact the 

recommendations in this report which are intended to counteract 

the pressures fact checkers experience when working with 

internet companies. 

Participate in a discussion on how to better protect fact checkers 
from harassment and coordinated attacks. 

■ Label inaccurate and misleadi1ng political speech and provide links 

to fact checks. 
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Facebook 

Facebook's efforts to reduce misinformation on its pl aitform should be 

commended. leaving aside its shortcomings and development hurdles, 
Facebook's Third-Porty Fact-Checking progromme has undeniably 

improved the state of misinformation onlirne in multiple ways. 

However, there ore stilll important improvements to ma1ke. In addition 

to recommendations (4), (6), (7), (8) and (9) above, we recommend that 

Facebook act upon the following recommendations to more effectively 
tackle misinformation arnd coordinated activity on its platform, support the 

sustainability af the fact checkirng industry and impmve the day-to-day 

operations of fact checking partners. 

Third-•Pa1rty Fact-Checking programme: future 
and s.ustoinobility 

Mlaintoin the Thiird-Pmty Fact-Checking progromme and 
expond i1nto under-served regions such as the Middle East ond 

North Africa. 

Share a road map for the Third-Party Fact-Checking programme 

with partners so that t hey can plan and iinvest in sustainability in 

the long term. 

Wark with partners and coordinate with funders globally 

to develop a long-term plan to miti1gate financia1I reliance 
on Fo1cebook. 

Third-,Pa1rty Fact-Checking programme: Fact 

Checking Product 

ful lfact ,org 

Increase developer capacity to more quickly and reliably resolve 
issues which affect the quality and accuracy of fact checking 

prnduced by Thi1rd-Party Fact-Ched :ing partners. 

Share information about how fact checker feedbaclk is bei1ng deallt 

with, for example how it has been prioritised, who has and hasn't 
heard it, and why it will or won't be acted upon. 

Collaborate with foct checkers to integrate claim detection into 
the queue. 
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■ Consult with partners to prioritise natural lainguage processing in 
certain languages: our research suggests that Indian and Afri'con 
local languages are under-served . 

Transpa1rency 

Fact checkers have been asking for Facebook to share iinfarmation with 

partners about the impact of the Third-Party Fact-Checking Programme 

for several years. Here, we recommernd t hat the followi1ng information is 

shared with partners, and g1ive reasons why. 

■ Quarterly data about the impact of individual partner 
organis.ations would help fact checkers to prove impact to 

potential f unders and supporters, and alllocate staff time 

effecti vely between Facebool< work and other potentially 

impactful work such as t raining rnoinstream media journalists. 

Example: Full Fact's 140 fact checks and 400 claim matches led to 
2,500 further automatic claim matches. 50.000 users chose not to 

share; 70,000 users continued to share despite warnings. 

■ A.nonymised data about the impact of individual fact checks 
would help fact checkers start to understand mo11e about the 

effectiveness of headlines, images. summaries, and to leairn from 

long term patterns. 

Example: After you applied your fact check "There·s no evidence 

immigrants caused 01 PPE shipment to be destroyed at Dover" to 3 

claims. a further 20 matches were automatically found. 500 'false· 

labels were shown to users and 30°Yo of these continued to share. 
800 existing share1·s were notified and 55% deleted their post. 

■ Information about how ClaimReview is used by Facebook would 

help fact checkers visuali se the application of their w ork and ta ilor 

the· way they fill i1n different fields more effectively. 

Information about how Fac:ebook's Al learns from ratings and 
claim matching data would make fact checkers aware of t he 

risks and unintended consequences of the ratingis chosen and 
claims identirfied as maitd1es. 

■ Information about the Al models being used to generate 
different parts of the queue w ould di low fact checkers to focus 
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on specific siginals and disregard those that they do not consider 
useful within their organisation. 

Key findings from internal user research woulld give, much
needed audience informatio11 to fact checkers who want to 

present their fact checks more effectively on different channels. 

Example: Informat ion consumpti on trends in different markets, how 
users pmse visual information in different countries 

Working with partners 

Continue to foster a close-knit community by hosting events 

tor partners. 

Consult with fact checkers about product changes and pollicies 

that w i1II affect their work in adva1r1ce, especially when there is a 
high iikeHhood of media 01ttenti1on. 

■ Provide prepamtion and detai1ledl information about the Third
Party Fact- Checking programme to Facebook staff who are 

speaking publicly about it. 

Conduct or commission reg l!.Jl lm research (e.g. focus groups} with 

partner fact checkers t!:o stay abreast of ond respond to their 
needs ond concerns, 

■ Hold a discussion □1bout how to rate claims about fact checking 

organisations, which the fact checker in question carnnot rate 
themsellves due to conflict of interest. 

Hiold a discussion □1bout how to tackle deliberate sharing1 of 
content CJCross multiple private groups, whilst ballancing the 11eed 

to maintain privacy. 

Communication about the Third-Party Fact
Checking programme 

There is on irnformation gap on Facebook's Th i1rd-Party Fact-Checkingi web 

poge. Fact checkers are frequently asked to provide informotion about 
the scheme, and do not always have a1nswers. Some improvements lhave 

been made siince we conducted interviews for this report, including givi1r1g 
informdtion obout which actions Fo1cebook is responsible for and which 

are the responsibility of fact checkers, but we still! recommend; 

ful lfact ,org 
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■ Add a Facebook representative's contact details to the Third

Party Fact-Checking page .. 

Raise awareness among users of how to report suspected false 
information and what happens after o report is submitted, 

Supporting resea1rch and disseminoti'on of f'act checks 

Improve internal search on lnstagmm and Facebook, 

■ Reinstate Graph Search for public interest journalism. 

Continue to provilde in-kind support vi1a ad credits. 

■ Highlight fact checks and fact-checking organisations in 
lnstagram explore and search results on all platforms. 

■ Create a "factdheck" hashtag for llnstagram which can, only be 
used by verified International Fact-Checking Network Code 

signatories. 

CrowdTangle 

ful lfact ,org 

Collaborate with fad checkers to integrate claim detection into 
CrowdTangle. 

■ Continue to provi1de access and training, including to fact checkers 
which are not signatories of the International Fact-Checking 

Network Code of Principles. 

Continue to develop new lists for predicta1ble or breaking news 

events such as healthcoire crises, ottacks and elections. 

■ Devellop image-search capability. 

Introduce alerts for hashtags. 

■ Review CrowdTangle's effectiveness iin different lan91uages arnd 
special1 characters, 

■ Devellop useful and accurate YouTube monitoring capability. 

Work with Twitter to return Twitter results to the tool, 
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Continue to ope11 API to enable fact checkers to connect customer 

management softwme to support communf cotions, and to 
a11alyse and pri1oritise reader requests. 

Work with fact checke·rs to reduce the manual la1bour required 

to set up the infrastrn1cture to send out broadcasts in the smaill 

bl!Jsiness app. 

■ Devellop metrics to help publishers track engagiement {e.g. number 
of forwards). 

Google and YouTube 

Google and YouTube have shown increased willingness to engage with 
fact checkers. They can make the most of this increased credibility by 

investing in more engagement: and outreach and by developing a paid, 

structured fact checking progrnmme for YouTube. 

In addition to the general recommendations for internet companies 

above, we recommend that Google and You Tube enact the following 

recommendations to more eHecti vely tackle misinforma1tion on its 
platforms, support the sustainability of fact checking and i'mprove fa:ct 

checkers' day-to-day work. 

Working with fact checkers 

Expa11d the Information Credibility team to enable more 
consultation and outrea1ch to build deeper two-way relationships 

with fact checkers. 

Introduce a collaboratively-developed, structured, pa1id 

prngramme pmtneri11g with fact checkers to identify, la bell and 

reduce circulation of mi1sinformation on YouTube, and notify users 

who have watched or shared rn1si1nformation. 

Devellop a CrowdTangle-style tool for monitoring virnl 
mis i1nformati1on on YouTube, and provide access and trnining ta 

verified fact checkers. 

■ Continue to support takeup of Claim Review schema and Media 
Review schema, including hosting events, training1, and building 
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technical capacity and confidence among fact checkers w ith 
fewer techntcal n:•sources. 

Continue supporting independent fact checking with direct grants 
011d/or grants to the International Fact~Checking Network. 

Supporting resea1rch and disseminati'on of f'act checks 

Continue fo provi1de ad credits, G-suite access and cloud storage. 

Use Claim Review as the default data source for products, such 

as Snippets. 

Regular country-specific bri1efings for fact checkers about the 
most-searched and most-watched topics on Search and You Tube, 

including the top channels and videos reported as misleading. 

■ Butld on Google Dataset Search by funding partnerships with fact 
checkers to identify the be·st dato for the most-searched topics 

in each country, and by promoti1ng Dataset Search among public 

interest media and civil society orgianisations globolly. 

Provide trnining for fact checl<ers on SEO, You Tube content 

creation and Adwords. 

Disal llow external embedding of links to videos removed from 

youtube.com. 

Fllag when text is translated from informat ion already debunked in 

another language. 

■ Review quality and accuracy of Translate, especia lly in Farsi. 

Transpa1rency and feedback 

ful lfact ,org 

Provide 01 quairterly summary of the impact of Clai1mReview 

on Google's platforms (e.g. 15 million claims within YouTube 

content were identi1fied using ClaimReview schema about 5G and 

removed in Ql of 2020). 

Provide f ull informati1on about what surfaces fact checks are 
appearing on, how many people me seeing and engag ing with 
these (ot country level). and which sea1rch queries are causing fact 

checks to be surfaced. 
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■ Make public detailed criteria Google is using ta decide which fact 
checkers are being treated as trustworthy sources in Search. 

Twitter 

■ Invest in a partnerships team to develop partnerships with 
fad checkers. 

■ Introduce a collaborati1vely-developed, s,trudured, paid 

programme partnering with fact checkers to identify, label! and 
reduce circulotion of mi1sinformation on Twitter, and to notify use,rs 

who have seen or shared misinformatio11. 

Suppmt independent fact checking with direct grants and/or 

grants to the International Fact-Checking Network. 

Provide links to independent, verified fact checkers and fact 
checks in 'Get the facts' Moments. 

■ Siginificantly improve transparency about how fad checkers' work 

is being used to tackle misinformation on Twitter. 

International Fact-Checking Network 

ful lfact ,org 

Fa1cilitate and lead discussions on how fact checkers wi1sh to relate 
to internet companies and others wishing to use our work on line, 

011d surface common positions among fact checkers on thi1s. 

Seek feedback from the community about where to host a social! 

entry point for ClaiimRevfew to ensure a wider variety of voices 
can contrib l!.lte, that changes are understood by fact checkers 

with fewer technical resources, and that implementation issues 

orre reso llved. 

Collaborate with Googlre, Bing, Facebook, etc to provide clarity on 

q1LJ1estions fact checkers have about ClaimRevi1ew includiing: the 

internal translation capability of platforms' products; prod l!.Jlcts' 

ability to cope Wirth regional languages; how adding ClaimReview 

interacts with algorithms e.g. interaction with search results 
rartking; why CllaimReview works intermittentlly in Google seorch; 

how Facebook is using Claim Review to do claim matching. 
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■ Provide grants and develop guidance to support fact checkers 

who warnt to carry out audience research. 

■ Hold a discussion with verified and unverified fact checkers to 
revisit the International Fact-Checking Network's position on 

signatories using pseudonyms in countries where journalists 

me at dsk. 

Continue to provi1de grants for experimental projects to he.Ip fact 
checkers reach new audiences and for technical innovation. 

Continue to lead discussions on building solidarity and resources 
fo r fact checkers experiencing onlihe and political harnssment, 

including legal challenges. 

Funders 

Support proj1ects to improve accessibility and presentation of 

public and ministerial data (e.91. work w ith a government to 
overhaul its notional statistics portal or open up public dotasets). 

■ Support the International Fact-Checking Network in activities 

recommended in this report, such as support for onl ine 
harassment, innovation a1nd sustainability efforts. 

Support reseorc.h into effect i1ve presentation of fact checks, 
information and news consumption and belief forma:tion in diverse 

markets - especially those outside Hie USA - wit h an emphasis on 

prncticall recommendations. 

Technologists 

ful lfact ,org 

Build relationships with fad checkers by offering basic technical 

support before embark.ing on complex automation projects. 

Steer clear of the phrase "automated fact checking" to avoid 

allienating potential us,ers, of automation technology: instead 

focus on discussin 91 what repet itive tasks can be done reliably 

by machines. 

Prioritise building tools and technology with a large potential user 
base, inclluding 
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■ Social listening tools that combine virali1ty with claim 
identificati1on 

Cllaim spotting and matching 

YouTube monitoring tool 

!Improving natuml language processing in sma1ller languages 

■ Searchable image and video misinforma1tion dotalbase 

■ Database far fact checks of cla1ims that go 1J1crass borders, 

with internal translation capabi llity 

Speech-to-text transcription for YouTube content that can be 
connected with cloim spotting tools 

Foster a culture of mutual benefit by partnering with multiple fact 

checkers and seeking commitments from more than one partner 
to test new tools. 

■ Continue to develop technology to hellp fa1ct checkers, especially: 

improving natural language processingi in smalller languagies. 
technology tackling distribution challenges and repetitious claims. 

Fact checkers 

Devellop a collective process to engage with and contribute to 

internet companies· responses to the evolving challenges of 
online misinformation, to protect the long-term sustainability and 

independence of fact checking. 

Prioritise sustainability planning, iincludingi mi1tiga1ting the impact 
of a sudden reductilon in funding from certain sectors. 

Identify t he impacts of Thi1rd-Party Fact-Checking on editorial 

output and stmtegy. 

■ Continue fo develop technology to assist with fact checking, 

espedally technology tacklingi distribut ion challenges and 
repetitious claims. 

■ When experiencing onlline and/or pollitical harassment; reach out 
to the International Fad-Checking Network and global colleagues 

with requests for support. 
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ful lfact ,org 

Continue to ask for help and ossist colleagues around the globe 
with lrocal research favours and advice. 
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From: "Nakashima, Ellen" l(b)(6) l@washpost.com> 

To: l(b)(6) 

Subject: Trying to reach you re GEC 

Date: Fri, 16 Oct 2020 14:40:54 +0000 

Hi,l{b )(6) ! 

l@state.gov> 

I'm a reporter with The Washington Post. Just left a message on your cell phone. I'm trying to reach you 

about what I hear are some upcoming releases by the GEC. Can you be in touch? I'm a~(b)(6) I 
Many thanks, 
Ellen 

Ellen Nakashima 
National Security reporter 
The Washington Post 

(b )(6 ) work) 
www.washin ton 

Sender: "Nakashima, Ellen" (b)(6) 

Recipient: (b )(6) 

wash post.com> 

state.gov> 
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From: Alanna Dvorakfb)(6) !@poynter.org> 

To: b )(6) state.gov> 

~b:-:c) ....,.(6-::-) _______ ..=..,state.gov>; 
CC: state.gov>; 

"---"........,_ ________ __,@state.gov> 

Subject: Re: Fact Checking in Cairo 

Date: Wed, 14 Sep 2022 17: 19:45 -0400 

Hi ICb)(6) I, 
It was great speaking with you all yesterday. 

Here are the links we had discussed: 

• Fatabyyano: The Jordanian fact-checking outlet 
• ARIJ: Arab Reporters for Investigative Journalism and their annual conference 
• Media Wise: Poynter's media literacy program 

Looking forward to continuing our discussions and hopefully getting some programming started 
in Egypt and the region more broadly. 

Best, 
Alanna 

On Thu, Sep 1, 2022 at 2:05 AM Kb)(6) 

No problem! 

From: Alanna Dvorakrb )( 6) @poynter.org> 
Sent: Thursday, September 1, 2022 12:26 AM 
To: Kb)(6) @state.gov> 
Cc: fb)(6) l@state.gov>~(b)(6) 
l(b)(6) @state.gov> 
Subject: Re: Fact Checking in Cairo 

l@state.gov> wrote: 

@state.gov>; 

Tuesday the 13th at 9 a.m. is fine with me, as long as we are able to keep it to an hour (which I'm 
sure we can). l(b)(6) I 

Best, 
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Alanna 

On Wed, Aug 31, 2022 at 2:02 AM j(b)(6) l@state.gov> wrote: 

Ah, you're r ight, apologies. I'll be out of town the latter half of next week, so would 9 am EST 

on Tuesday the 13th work? 

Thanks! 

From: Alanna Dvorakl(b )( 6) @poynter.org> 
Sent: Tuesda , Au st 30, 2022 5:31 PM 
To: )(6) 
Cc: )(6) 

Subject: Re: Fact Checking in Cairo 

ov> 
;Kb)(6) @state.gov>; 

I just realized that is a US federal holiday, so reflectively, probably not great for anyone. Maybe 
Tuesday? 

On Tue, Aug 30, 2022 at 11 :30 AM Alanna Dvorak l(b)(6) @poynter.org> wrote: 

Good on my end! 

On Tue, Aug 30, 2022 at 3:36 AMrb)(6) @state.gov> wrote: 

Thanks, Alanna! I've also been traveling, sorry for delayed response. How about Monday 

September 5th at 9 am EST? Would that work for everyone for a quick call? 

From: Alanna DvorakKb)(6) @poynter.org> 
Sent: Tuesda , Au ust 23, 2022 9:34 PM 
To: )(6) ov> 
Cc: )(6) ; rb)(6) @state.gov>; 
b)(6) 

Subject: Re: Fact Checking in Cairo 
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Hello! 

Sorry for the delay in response; I was traveling in India for work (and then pleasure) and my 
email got backed up. 

I would love to connect with you; North Africa is an area that doesn't have a ton of fact-checkers. 
We've done some training in Libya and Tunisia and would love to continue to expand. 

My Calendly provides my availability. Hopefully there is a time that overlaps, given the time 
difference. 

Looking forward to meeting with you. 

Best, 

Alanna 

On Sun, Aug 14, 2022 at 9:23 AM l(b)(6) 

Alaana, 

@state.gov> wrote: 

Greetings from Cairo! I work for the Embassy here, focusing on Chinese activities in the Middle 
East. 

As part of my work, I'm partnering with our Public Affairs Section to look at opportunities to 
counter Russian and Chinese disinformation in the Egyptian media. We have recently been 
talking about the potential to fund a grant to teach fact-checking to several news outlets here. 
Journalists have requested this type of training, and how they can learn about tools and online 
functions to help them fact-check their work. 
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My colleagues in Washington mentioned that you recently helped with a proposal to do similar 
work in Tunisia. I was wondering if you might be interested in talking with us about this for 
Egypt, or if your organization would not be able to work on this type of proposal for Egypt, if 
you have ideas of others who might be available. 

Thank you so much for your time, 

ICb)(6) 
Regional China Officer - Egypt, Iraq, Levant 
U.S. Embassy Cairo 
Office: Kb)(6) 
Mobile! .__ _____ ___. 

(Please note Cairo's workweek is Sunday-Thursday) 

Alanna Dvorak 

International Training Manager/IFCN 

The Poynter Institute 

ph: l<b )(6) 

!(b )(6) @ poynter.org 

www.poynter.org 
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Alanna Dvorak 

International Training Manager/IFCN 

The Poynter Institute 

ph: fb)(6) 

l(b)(6) 1@poynter.org 

www.poynter.org 

Alanna Dvorak 

International Training Manager/IFCN 

The Poynter Institute 

ph: Kb)(6) 

l(b)(6) lwpoynter.orq 

www.poynter.org 

Alanna Dvorak 

International Training Manager/IFCN 

The Poynter Institute 

ph: l(b )(6) 

ICb )(6) ~ poynter.org 
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www.poynter.org 

Alanna Dvorak 
International Training Manager/IFCN 

r Institute 

Sender: Alanna Dvorak(b)(6) poynter.org> 

(b)(6) state.gov>; 
hVn'\ state.gov>; 

Recipient: l(b )( 6) @state.gov>; 
l'-'[(b"'"')"""'(6'""")--------=-,~state.gov> 
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From: Kb)(6) !@state.gov> 
"'-'--'-'----;:::::==:::;----' 

To: Alanna Dvorakl(b)(6) @poynter.org> 

CC: l(b )( 6) ~state.gov> 

Subject: Re: Reconnecting: State/Poynter 

Date: Fri, 8 Jul 2022 14:54:08 +0000 

"UNCLASSIFIED" 4/25/2023 

Alanna - looks like 2PM will work for all of us next Friday. I'll send around a calendar invite with dial-in 
information that we can use. 
Looking forward to it, 

ICb )(6) I 
From:ffi)(6) ~state.gov> 
Sent: Wednesday, July 6, 2022 4:16 PM 
To: Alanna Dvorak b 6 poynter.org> 
Cc: )(6) state.gov> 
Subject: Re: Reconnecting: State/Poynter 

Alanna - great to reconnect with you. Let me convene withl(b )(6) land we will iron out some times for 
later this month. It'll be a pleasure to brainstorm with you. 
Best, 
fb) (6) 
From: Alanna DvoraWb)(6) ~poynter.org> 
Sent: Tuesday, July 5, 2022 10:29 PM 
To :!(b )(6) l@state.gov> 
Cc:l(b)(6) ~state.gov> 
Subject: Re: Reconnecting: State/Poynter 

Hi Kb)(6) 
After a whirlwind two weeks that included our GlobalFact 9 Conference, in which we welcomed 
500 fact-checkers, and some personal time trekking around Scandinavia, I am back in the office 
and getting caught up . 
I would love to touch base with both of you. To save from the usual going back and forth on our 
availability, I can just throw my Calendly out here, which has my schedule. Looking forward to 
speaking with you all! 
Best, 
Alanna 

On Fri, Jun 17, 2022 at 9:27 AM Kb)(6) @state.gov>wrote: 
Hi Alanna, 
Thank you for an excellent panel presentation at yesterday's IAF event! Just sending a quick note so 
that you have my contact information again. It would be great to set up something later in July between 
myself andffi)(6) [from State's Bureau of Near Eastern Affairs, Office of Press and Public Diplomacy) to 
get a better sense of your footprint in the MENA region. 
Separately, I also recommended tq(b)(6) ~hat he encourage the U.S. Embassy in Tunis to apply against 
the internal small grant funding opportunity that I spoke about yesterday. You mentioned that post d id 
not have funding to continue supporting local Tunisian partners - this is at least a potential option for 
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them. That application window closes next Friday at midnight - no action needed from your side since 
post will need to be the one to submit the proposal. 
Thanks, 

l(b)(6) 

Foreign Affairs Officer 
Global Engagement Center 
U.S. Department of State 

ICb )( 6) l@state.gov 

Alanna Dvorak 
International Training Manager/IFCN 

o nter lnstitu 

Sender: )( 6) ~------,----.--~ 
Alanna Dvorak b )( 6) 

Recipient: (b )( 6) ._ _________ _.. 

state.gov> 
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